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<!DOCTYPE html PUBLIC “~//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml"> levent
<head>

Q8% HTML V.

)
="Content-Type" ="text/html; charset=utf-g">
> T </
< ="not. js"></
b < ="text/css"> (= </,
< e="Javascript'> () </

<1-—7php echo 'flag{1441ede1-172f-45af-9619-2557500a7d3}'; 7—>
</ >
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<?php
highlight_file( _ FILE _
function encode($string,$option="'encode'){
if ($option=='encode') {

$lenght=strlen($string);
for ($x=0;$x<$lenght;$x++) {
@$tmp=substr($string,$x,1);
$ord=ord($tmp)+10;

@$result=$result.chr($ord);

echo $result.'</br>';

}elseif($option=="decode'){

}
}
encode (' ¥"kdg k', 'decode’);
2>
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Options

Sound quality: 93.75% normal Advancec




Decoded message
flag{b 126307 E-cd55-4abi-a3 16-5f3a96fc4660)

CharSet: uUTFs B g . Encrypted data tumpmﬁs-addm t_ﬂ Cancel
KEREBBEL

XELT —pcaplEIEa

% B writeup#http contains “content”

@® ( ] = 80462febeb5435b5d1edd2fdb5cc2736.pcap
 @LIN-NCR RO Qe EF IS H Q QA QE
[I|http contains "content" v] Expression... +
‘NoA Time Source Destination Protocol  Length Info
23.140438 192.168.40.42 192.168.169.130 HTTP/1.1 200 OK (text/html)
253 32.438103 192.168.169.130 192.168.40.42 HTTP 102 POST /webchat/chat/sendmes.php HTTP/1.1 (application/x-ww
! 389 51.222191 192.168.40.42 192.168.169.130 HTTP 350 HTTP/1.1 200 OK (text/html)

551 74.207226 192.168.40.42 192.168.169.130 HTTP 375 HTTP/1.1 200 OK (text/html)

801 109.222696 192.168.40.42 192.168.169.130 HTTP 361 HTTP/1.1 200 OK (text/html)

854 116.245931 192.168.169.130 192.168.40.42 HTTP 104 POST /webchat/chat/sendmes.php HTTP/1.1 (application/x-ww

893 120.433803 192.168.169.130 192.168.40.42 HTTP 106 POST /webchat/chat/sendmes.php HTTP/1.1 (application/x-ww

964 129.297415 192.168.40.42 192.168.169.130 HTTP 360 HTTP/1.1 200 OK (text/html)

977 130.843280 192.168.169.130 192.168.40.42 HTTP 87 POST /webchat/chat/sendmes.php HTTP/1.1 (application/x-ww
1075 142.566719 192.168.169.130 192.168.40.42 HTTP 113 POST /webchat/chat/sendmes.php HTTP/1.1 (application/x-ww
1140 151.347703 192.168.40.42 192.168.169.130 HTTP 348 HTTP/1.1 200 OK (text/html)

1213 161.348317 192.168.40.42 192.168.169.130 HTTP 369 HTTP/1.1 200 OK (text/html)
1319 175.592476 192.168.169.130 192.168.40.42 HTTP 106 POST /webchat/chat/sendmes.php HTTP/1.1 (application/x-ww
1367 181.638247 192.168.169.130 192.168.40.42 HTTP 101 POST /webchat/chat/sendmes.php HTTP/1.1 (application/x-ww
1461 194.347858 192.168.40.42 192.168.169.130 HTTP 358 HTTP/1.1 200 OK (text/html)
1552 207.364170 192.168.40.42 192.168.169.130 HTTP 369 HTTP/1.1 200 OK (text/html)
1688 225.694655 192.168.169.130 192.168.40.42 HTTP 118 POST /webchat/chat/sendmes.php HTTP/1.1 (application/x-ww
1732 231.468320 192.168.40.42 192.168.169.130 HTTP 346 HTTP/1.1 200 OK (text/html)
Server: Apache/2.4.7 (Win32) OpenSSL/1.0.1e PHP/5.5.6\r\n

X-Powered-By: PHP/5.5.6\r\n
» Content-Length: 40\r\n

Keep-Alive: timeout=5, max=72\r\n

Connection: Keep-Alive\r\n
Content-Type: text/html;charset=utf-8\r\n
\r\n
[HTTP response 12/84]
[Time since request: 0.003138000 seconds]
[Prev request in frame: 169]

Prev response in frame: 171
Request in frame: 182
INext request in frame: 197]
[Next response in frame: 199]

File Data: 40 bytes

v Line-based text data: text/html (2 lines)
[{'content':'hi\n

', 'stime':'15:36:39'}]1\r\n
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140.. 4/8.020Y60 192.108.40.42 192.168.10Y.130 1P bU 8Y - 10/0 |ALK] Seq=1/bld ACK=/13/90/ W1n=b4240 Len=¢
140.. 478.027051 T — S S D A T T TTTTTTT T T TTTTT T'n=63724 Len=1460 |
140. 478.027071 (el Wireshark - Export - HTTP object list n=63724 Len=1460 |
140.. 478.027167 : - n=63724 Len=1460 [
140.. 478.027186 lPacket Hostname ContntType Size v Fllename n=63724 Len=1460 [ Il
140.. 478.027204 14056 192.168.40.42 multipart/form-data 7116 kB upload_file.php n=63724 Len=1460 [
140.. 478.027247 2953 192.168.40.42 text/html 80 bytes getmes.php B=64240 Len=0
140.. 478.027253 551 192.168.40.42 text/html 71 bytes getmes.php N=64240 Len=0
140.. 478.027276 1973 192.168.40.42 text{htnjl 70 bytes getmes.php BB Win=63724 Len=d
140.. 478.027320 3371 192.168.40.42 application/x-www-form-urlencoded 67 bytes sendmes.php n=64240 Len=0
140.. 478.027326 1552 192.168.40.42 text/html 66 bytes getmes.php h=64240 Len=0
140.. 478.027331 1213 192.168.40.42 text{html 65 bytes getmes.php N=64240 Len=0
140.. 478.027724 3159 192.168.40.42 appI!cat{on/x—www—form—urlencoded 65 bytes sendmes.php n=64240 Len=0
140.. 478.027800 1688 192.168.40.42 application/x-www-form-urlencoded 64 bytes sendmes.php n=63724 Len=1460 [
140.. 478.027819 2436 192.168.40.42 text/html 63 bytes getmes.php h=63724 Len=1460 [
140.. 478.027847 2557 192.168.40.42 text/'htm'l 62 bytes getmes.php n=63724 Len=1460 [
140.. 478.027908 1075 192.168.40.42 application/x-www-form-urlencoded 59 bytes sendmes.php M
140.. 478.027980 221 :Z;-lgz-zg-ig :exz::m: 22 Eyies ge:mes-p:p n=64240 Len=0 L |
N = .168.40. ext/htm ytes getmes.php | &
: ;;z:iniioig; ;128 3;1 1461 192.168.40.42 text/html 54 bytes getmes.php
» |Internet Protocollil 893 192.168.40.42 application/x-www-form-urlencoded 52 bytes sendmes.php
v Transmission Controm 1319 192.168.40.42 application/x-www-form-urlencoded 52 bytes sendmes.php
Source Port: 1070 2657 192.168.40.42 text/html 51 bytes getmes.php
Destination Porth 854 192.168.40.42 application/x-www-form-urlencoded 50 bytes sendmes.php
[Stream index: 8] 3443 192.168.40.42 text/html 49 bytes getmes.php
[TCP Segment Len: 253 192.168.40.42 application/x-www-form-urlencoded 48 bytes sendmes.php
Sequence number: 7 389 192.168.40.42 text/html 47 bytes getmes.php
[Next sequence num 1367 192.168440.4’2‘ app!?cation/{x—www—torm—ur!encodled' 47 Ibytes sendlmes.p!'\p
Acknowledgment num
0101 .... = Header Hel Save All Close Save
» Flags: 0x018 (PSH, e _
Window <ize value: wRrza Ik
BNLBEE, RE5FHEHKE T
|+ 140.. 478.027908 192.168.169.130 192.168.40.42 HTTP 1198 POST /upfile/upload_file.php HTTP/1.1 (image/pjpeg)
140.. 478.027980 192.168.40.42 192.168.169.130 TCP 60 80 - 1070 [ACK] Seq=17615 Ack=7147559 Win=64240 Len=0

[HTTP request 69/85]

[Prev request in frame: 3593]
[Response in frame: 14061]
[Next request in frame: 14073]
File Data: 7116180 bytes

v MIME Multipart Media Encapsulation, Type: multipart/form-data, Boundary: " 7df3eb40102"
[Type: multipart/form-datal
First boundary: 7df3eb40102\r\n

v Encapsulated multipart part: (image/pjpeg)
Content-Disposition: form-data; name="file"; filename="C:\Documents and Settings\Administrator\\256\340\255\261\map.jpg"\r\n
Content-Type: image/pjpeg\r\n\r\n
v Media Type
Media type: image/pjpeg (7115854 bytes)
Boundary: \r\n 7df3eb40102\r\n
v Encapsulated multipart part:
Content-Disposition: form-data; name="submit'"\r\n\r\n
» Data (6 bytes)
I act hnundarv: \r\n Tdf:ehdA10?2—-\r\n
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: D3 D4 D5 D6 D7 D8 DY DA EL E2 E3 Ed E5 E6 E7 ES SxgUlAaa88208
: E9 EA F1 F2 F3 F4 F5 F6 F] F8 F9 FA o
01A0h: L
a1ROn.
_ iR R Terplatel. bt x
5 x| mmEms | 2 ® Start Kb HEs Comment
B 5 x| 4struct JPGFILE jpg- [y 6C944Eh Fg: Bz
== =3 enun M_ID SOIMarker M_SOI (FFD8h) Oh 2h Fg: Bg.
& “ b struct APPO app0 2h 120 Fg:  Bg
> struct APP12 appl2 14 1BBh  Fg Bg
55 > struct DQT dat [0] 27h 45h Fg: Bg
3l 16129
TS ShyE 49407




. E(Jﬁﬁi( b struct DAL antLo uan z1n rgi bg
285262079 b struct DHT dht[1] Esh BTh Fg:  Bg

b struct DHT dht[2] 19Ch 21h Fe: Be

i ig;ggggggggg el o b e b

. e- b struct SOS scanS'. 27dh Eh Fg: Bg
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CCSCMSUiE MK S test test

XERHEAKH P ZELERESEREA 2
A & Blcookie M token, tokenfI{E AT mASHERL J5 K I ~test2... (FAEFIMd5)
SRJE & e admint FImdSE Bt 8 B B & Eliflag CAHABAMIE..)
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KA B B ABRE X, HEImy.cnf, #%Kpassword

# The following options will be passed to all MySQL clients

[client]

password = YouGotIt!@#$ // KEY

port = 3306

socket = /opt/lampp/var/mysql/mysql.sock

# Here follows entries for some specific programs

HERI T ED, WMAGEfag...

X B HEEEESFRE R xampp /7 8 R 8 E SCHRIE. .
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