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1| inted __cdecl main_8()

2i{

3| size t v@; // eax

4| const char *v1; // eax

50 size t w2; // eax

6| int v3; f/ edx

7| __inté4d v4; f/ STO8_8

8| signed int j; // [esp+DCh] [ebp-ACh]

9| signed int 1; // [esp+E8h] [ebp-A6h]
10| signed int v8; // [esp+E8h] [ebp-Adh]
11| char Dest[108]; // [esp+F4h] [ebp-94h]
12| char 5tr; // [esp+168h] [ebp-28h]

13| char v11; f/ [esp+17Ch] [ebp-Ch]

15| for ( 1 =8; 1 < 108; ++1 )

16| {

17 if ( (unsigned int)i »>= @x64 )

18 i report_rangecheckfailure();
19 Dest[i] = @;

20| %}

21| sub_41132F("please enter the flag:");
22| sub_411375("%2@s™, &Str);

23| vB = j_strlen(&5tr);

24] vl = (const char *)sub_4110BE(&Str, v@, &vi1l);
25| strncpy{Dest, vl, @x28u);

26| v8 = j_strlen(Dest);

27 for (] =@; 7 < vi; ++7 )

28 Dest[i] += 7;

29| v2 = j_strlen(Dest);

38| if ( lstrncmp(Dest, Str2, v2) )

31 sub_41132F("rigth flag!\n");

32| else

33 sub_41132F("wrong flag!\n");
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34| HIDWORD(v4) = v3;
35| LODWORD(v4) e;
36| return vi;

37}
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)char Str2[] =
"e3niflH9b C@n@dH";
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4| int v5; // STE@_ 4

5/ int v6; // STE@ 4

6| int v7; // [esp+D4h] [ebp-38h]

7| signed int i; // [esp+EBh] [ebp-2Ch]

8| unsigned int v9; // [esp+ECh] [ebp-28h]

9| int v1@; // [esp+ECh] [ebp-28h]

10| signed int v11; // [esp+ECh] [ebp-208h]

11| weoid *Dst; // [esp+F8h] [ebp-14h]

12| char *v13; // [esp+104h] [ebp-8h]

14| if ( a1l || ta2 )

15 return @;

16| v9 = a2 [ 3;

17| if ( (signed int)(a2 / 3) % 3 )
18 ++v0;

19| vle = 4 * v9;

28| *a3 = v1e;

21| Dst = malloc(vli® + 1);

22| if ( !Dst )

23 return @;

24| j_memset(Dst, @, vid + 1);
25 v13 = al;

26( vl1l = a2;

270 vl = 8;
28| while ( v11 > @ )
29| {

30 byte_41A144[2] = @;

31 byte 41A144[1] = @;

32 byte_41A144[0] = @;

33 for (1 =0; 1 < 3 &% v1l »>=1; ++1 )

34 {

35 byte 41A144[1] = *v13;

36 --vl1l;

37 ++v13;

38 }

39 if ((11)

49 break;

41 switch ( i)

42 {

43 case 1:

a4 *((_BYTE #)Dst + v7) = aAbcdefghijklmn[(signed int)(unsigned _ int8)byte_41A144[0] >> 2];

46 *((_BYTE *)Dst + vd++) = aAbcdefghijklmn[((byte_41A144[1] & @xF@) >> 4) | 16 * (byte_41A144[0] & 3)1;
47 *((_BYTE #)Dst + vid++) = aAbcdefghijklmn[64];

48 *((_BYTE *)Dst + v4) = aAbcdetghijklmn|64];

49 v7i = vd + 1;

58 break;

52 *((_BYTE *)Dst + v7) = aAbcdefghijklmn[(signed int)(unsigned _ int8)byte_41A144[0] >> 2];

53 v = v7 + 1;

54 *((_BYTE *)Dst + v5++) = ahbedefghijklmn[((byte_41A144[1] & @xF@) >> 4) | 16 * (byte_41A144[0] & 3)];
55 *((_BYTE *)Dst + v5++) = aAbcdefghijklmn[((byte 41A144[2] & @xCO) >> 6) | 4 * (byte A1A144[1] & @xF)];
56 *((_BYTE #*)Dst + v5) = aAbcdefghijklmn[64];

58 break;

59 case 3:

60 #*((_BYTE #)Dst + v7) = aAbcdetghijklmn|(signed int)(unsigned _ int8)byte_41A144|0] >> 2];

61 v = v7 + 1;

62 *((_BYTE *)Dst + v6++) = aBbedefghijklmn[((byte_41A144[1] & @xF@) >> 4) | 16 * (byte_41A144[0] & 3)];
63 *((_BYTE #*)Dst + vo++) = aBbcdefghijklmn[((byte_41A144[2] & 0xC@) >> 6) | 4 * (byte_41A144[1] & @xF)];
64 *(( BYTE #*)Dst + v6) = aAbcdefghijklmn[byte 41A144[2] & @x3F];

65 vi = vb + 1;

67 }

63| 1}

oY "TLL_BYIE T)UST + V/) = 9;
78| return Dst;
71}
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D0CESEDS | aseii “HR", 0
OOCEESES | push Conseled. O0DLEOFO ASCIT
O0CEEBCE |push Conzoeleh. O0DLE10C ASCIT
O0CEEDOE | push Conzoeled. O0DLAEAD ASCIT
push Conzoeled O0DLAEDO ASCIT
push Consoles OOD1AED4 ASCIT
push Conzolef O0DLAEES ASCIT
push Consoles OODLAEAD ASCIT
push Consoelef O0DLAEDD ASCIT
push Consoles OOD1AED4 ASCIT
push Consolef O0DLAEES ASCIT
push Consoles OODLAEAD ASCIT
push Consoelef O0DLAEDD ASCIT
push Conzoles OOD1AED4 ASCIT
push Consolef O0DLAEES ASCIT
puszh Conzoled O0DLAEAD ASCIT
push Consoelef O0DLAEDD ASCIT
puszh Conzoled O0DLAED4 ASCIT
puszh Conzolef OODIAEES ASCIT
puszh Conzoled O0DLAFIO ASCIT
puszh Conzolef OODLAEDD ASCIT
puszh Conzoled O0DLAEDS ASCIT
puszh Conzolef OODIAEES ASCIT
puszh Conzolef O0D1AF44 ASCIT
puszh Conzolef O0DLAEDD ASCIT
push Conzoles O0D1AED4 ASCIT
push Conzolef O0D1AEES ASCTT
puszh Conzolef O0D1AF44 ASCIT
push Consoelef. OO0D1AEDO ASCIT
puszh Conzoled O0DLAFTS ASCIT
push Conzolef. O0D1AFAD ASCIT
push Conzolef O0D1AF44 ASCIT
push Consoelef. OO0D1AEDO ASCIT
push Conzoled OODLAFTS ASCIT
push Conszoles OODLAFCS ASCIT
push Conzoelef O0DIEOLS ASCIT bor Oxéil
push Consoles O0D1EOS0 ASCIT
O0CEF1EE | push Conzoeleh. OODLBOAS ASCIT
00CEF41E | push Consoled. O0DLE110 ASCIT
push Consoelef OODLEIES ASCIT
push Consoles OOD1E1AD ASCIT
push Consoelefd OODIEIES ASCIT
push Consoles O0D1ESSO0 ASCIT by Ox61
push Consoelef, O0DLEOSE0 ASCIT
push Conzoles O0D1IEOAS ASCIT
push Consoelef, O0DIESSS ASCIT Play a gameThe n iz the zerial number of the lamp, and m is the state of the lampIf m of the Wth lamp is 1,
push Conzoles O0D1E464 ASCIT “How wou can input o to change 1tz state”
push Consolef, O0D1E455 ASCII “But wou should pay attention te one tlung_. if wou change the state of the Hth lamp, the state of (H-1)th and
puszh Conzoeled O0DLEG3C ASCIT “When all lamgs are on, flag will appear
puszh Conzolef OODIEEEC ASCIT Now, input n
puzh Consoled OOD1ESTC ASCIT 1nRut n,nf1-8)"
puszh Conzoelef O0DLEESO ASCIT
puszh Conzoled O0D1EGS4 ASCIT %d
puszh Conzoelef, OODIEESC ASCIT “serrv. n error, try again’
push Consoled. OOD1ESEC ASCIT “CLS
azeii "RSWWY
puszh Conzoeled O0DIEELD ASCIT “Stack area around _alloca memory reserved by this function is corrupted”
push Consolef. O0D1EEES ASCTT Data [
puszh Conzoled O0DIEET4 KECTT U)L J\llocatl on”
push Consolef O0D1EEAS ASCIT 51 ze:
00C70593 [ push Conzoeled. QODLERE4 KECTT U)L “addrezs:
O0C70595 | push Conszoeled. OOD1ERCS ASCIT “Stack area arou.nd _alloca memory reserved by this function 1s corrupted”

push Conzoelef O0DLECZ0 ASCIT %s%s%p%s%zd%s%d%s
push Consoelef. OOD1ECES ASCIT "
push Conzoelef O0DLEC3C ASCIT %s%s%s%s
mov edw, Comsoleh OOD1BG1S ASCIT was sorrupted. ”
OOCTOFDE |mov eax, Consoled DOD1BADS ASCIT “Stack corrupted near unknown variable”
OOCTOETA| push Conseled, O0D1EEOS ASCII "% 2% °
mov ehyx, Conzolef OOD1ESED UNICODE “Buntime Check Error. Unable to dlsplay RTC Meszagze. ”
push Consoles O0D1EASS UNICODE “Bun—Time Check Failure #%d —
mov esi, Comsoleh O0D1BAS4 ASCIT “Unknown Filename”
mov edi, Conscleh OOD1BASS ASCIT “Unknown Module Hame”
push Conseles. O0DLEBABD ASCII Ru.n Time Check Failure #%d — %s” A c P
DUC?DCDQ mov ed, Consoled O0OD1E&3C ASCIT . is ]Jeu'lg used w1thout Belng 1n1tlal1zed L . http&;_.-’_-’t]l[]g_csdn_netf’c:E_SSJQO1.JB
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BﬂcﬂEDSH 838& au add esp,
BACGEDST B8 A100A6A6 |mov eax,
BBACHEDSC GBCH 8@ imul ecx,eax,
BACGEDSF BFB691 282ED] movzx edx,
BOACOHEDGG test edx,edz




BBCGEDGA
BBCGEDGF
BBCOEDY Y
BBCGEDYY
BBCGED79
BBCGEDYE
BBCGEDB3
BBCGEDBG
BBCGEDSB
BBC6ED9 8
BBCGED93
BBCGED9SB
BBCGED9D
BBC6EDAB
BBCGEDAS
BBCGEDASB
BBCGEDAF
BBCG6EDB1
BBCGEDB3
BBCGEDBS
BBCGEDBD
BACSEDCA
BBCSEDC2
BBCSEDCY
BBCSEDCEC
BBCSEDCF
BOCSEDD 4

68 EBAED188
E8 4ABAFFFF
83C4 B84

EB 6D

68 E4AED188
E8 3IBBAFFFF
83C4 B84

68 ESAED188
E8 ZEBAFFFF
83C4 B84

68 ABAED188
E8 21BAFFFF
83C4 B84

B8 @1800888
C1EB 88
BFB688 2B2ED
85C9

75 OF

68 CCAED188
E8 B1BAFFFF
83C4 B84

EB @D

68 DBAED186
E8 F2B9FFFF
83Ch4 B4

68 D4AED1 86
E8 ESBY9FFFF

Consolefd.BAD1AEER
call Consolef.BACGAFBE
add esp,

I %Consolen.B@BC6EDBG

Consolefd.BAD1AEEL
call Consolef.BACGAFBE
add esp,

Consolefd.BAD1AEER
call Consolef.BACGAFBE
add esp,

Consoled.BAD1AEARA
call Consolef.BACGAFBE
add esp,
mov eax,
shl eax,

MOVZX ECX,
test ecx,ecx
XConsolen.BOCGEDC2

Consoled.BAD1AECE
call Consolef.BACGAFBE
add esp,
%Consolen.@OCGEDCF

Consolen.@8D1AEDD
call Consolen.@BC6A7BE
add esp,

Consolen.@8D1AEDY
call Consolen.@BC6A7BE

BOBCGEDDY 83Ch4 a4 add esp,
BACSEDDC B2 81008000 |mov eax, httr log

GED [0
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H B

BOCG6F 76F [HEH int3

BOC6F778 5% ebp

BBC6F 771 8BEC mov ebp,esp

BOC6F 773 81EC DBBBBBBsub esp,

BOCGF 779 53 ebx

BOCGF7 7R 56 esi

BOCGF77B 57 edi

BOCGF77C 8DBD 28FFFFF|lea edi,[local.54]
BOCGF 782 B9 36000008 |mov ecx,

BOCGF 787 B8 CCCCCCCC |mov eax,

BBC6F78C F3:AB rep stos

BOCG6F 78E E8 9F9BFFFF |call ConsoleA.BBC69332
BBC6F 793 8D45 BC lea eax,[arg.2]
BBC6F 796 8945 EC mov [local.5],eax
BBC6F 799 8B4S EC mov eax,[local.5]

dBC6F79oC
BBC6F 79D
BBC6F79F
BBC6F7R2
BBC6F 7R3
BBC6F 7RS
BBC6F 7RA
BBC6F7AD
BBC6F 7RE

Y]

6A B8

8B4D BB

51

6A 81

E® BDBLFFFF
83C4 B4

Y]

edx

mov ecx,[arg.1]
ecx

call Consoled_ABCG7CHT
add esp,

T—AWs, BITRN,

K2

E8® B7B3FFFF
83Ch B4
68 98B3D168
E8 FAB2FFFF
83ChH B84
68 64B4D168
E8 EDB2FFFF
83Ch4 By
68 98BAD168
ES EBB2FFFF
83C4 B4
68 3JCB5D188
E8 D3B2FFFF
83Ch4 B4
68 &GCBSD168

call Consolef
add esp,
Consolefn
call Consolef
add esp,
Consolen
call Consolef
add esp,
Consolef
call Consolef
add esp,
Consolef
call Consolef
add esp,Bxh
push Consolef

E®8 W198BFFFF

-BOC6A7BE

.88D1B398
.BBC6AFBE

-B8D1B46h
.BBC6AFBE

.08D1B498
.BBC6AFBE

. 88D1B53C
.BBC6AFBE

-BAD1BS6C

iCiRTik4k: 00C6F4D9

|call OOCBES63

[ f#5H nor E3R

ASCII "When all lamps are on,flag will appearl™

ASCII “Mow,input n B*

ou change




X AT B

M Z=m2 - ConsoleApplicationd.exe - [LCG - =242, 812 - ConsoleA] - EBRhYril

THaIE TR

[+] e TH REAPHR>

8DBD 28FFFFFI
B9 36000008
BS CLCCCCEC
F2:0B

ES 9F9BFFFF
8D45 OC
8945 EC

ES BDSAFFFF
83C4 04

58

E8 4198FFFF
83cH 10
8945 F3

Z Fflag

esi
edi
edi,[local.54] e10FF9sq

eax,
stos

tall Consolen.0ocs9332

lea eax,[arg.2]

mov [local.5],eax

mov eax,[local.5]
eax

The n lamp | 1 ate of the lamp

If m of th i

At fi

nov ecx,[arg.1]
ecx

all Consolen.Boc67C67
add esp,

eax enpty
tall Consolen.00CG8FFs enpty
add esp, enpty
mov [local.2],eax enpty

~ o10FFs7c T

610FF880| og
O10FF88Y| O
Al 010rFsss | odhg

Comand v ESP EEF NOWE
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