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File Edit Jump Search View Debugger Lumina Options Windows Help
BEiever Hfmd & ) o EOW hedehFvF e X > 00N debugger ~| % &
N 1 FEEE 0 e e e 1] 11 N : S

Library function Ml Regular fimction Ml Instruction | Data Tnexplored « External symbol Bl Lumina function

[7] Functions window o0& x IDA View-a [ Pseudocode—4 B [@  Hex view1 [ [l Structures [ [E Eruns [x] Inmports B #  Exports B
int _ cdecl main(int argc, const char **argv, const char **envp)

{

Function name ~

[7 _init_proc
[7] sub_400480
[7] _puts

1

2

3| unsigned int v4; // [rsp+Ch] [rbp-4h] BYREF

4

[ _printf O B B ——
7 libc start main 6/ __isoc99_scanf("%d", &v4);

¥l :isoc_ggisc;nf 7| not_the flag(v4);

7l _gmon start_ 8| return 0;

[7] _start 9
[7] deregister_tm_clones

[7] register tm _clones

[7] _do_global_dtors_aux

[7] frame_dummy

[7] not_the flag

main

[7] _libc_csu_init

[F] _libc_csu fini M
< >
Line 14 of 22

}

# Graph overview o & x
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4 main:5 (400604)

[=] Ooutput window

o 8
N . 23 EH Y
% #local windows debugger/a 1 FOFF #i
File Edit Jump Search View Debugger Lumina Options Windows Hel,
P 99 p p
BH e mmn 8y G EE % e F e X[ > 0 0|05 inaere) debuzaer e | @B
S 1110171 11T R Y N 101111 11T Ry K
Library function Ml Resular function Ml Instruction | Data I Unexplored | External syabol M Lumina fumction
Debug View B @A Structures = Erums
g] DA View-EIP B Pseudocods—4 %] General registers o @
E 5] i
1fint _ cdecl main(int argc, const char **argv, const char **envp) ~ ||EAX 00000001
2 EBX G02EABGD 5
3| int Str; // [esp+1Ch] [ebp-68h] BYREF E;iggggg‘;;g Y
. r r -
;1 _BYTE v5[96]; // [esp+20h] [ebp-64h] BYREF o eoaaian
@ O © - X
7| Str = 0; Path
memset(v5, 0, sizeof(vs)); 5 C:\Users\June\Desktop\iZi a5 maze.exe
8 t(v5, 0, sizeof(vs 8 C:\Users\June\Desktop\E £ ESR\2020
9| printf("Please give me the flag:"); ?\ CAWInAmwe\ SURWNWARD Atramnn Al N
10| scanf("%1@@s", &Str);
a2 (.ZreateMap(); 3 Threads o @
12| if ( strlen((const char *)&Str) == 59 && check((char *)&Str) ) -
13 puts("\nCoOngratulations! Your fl4g is rlght! "); EC;TZIDD :;:8 ;t::\ening :;;;maze e
14| else -
15 puts("\nSorrrrrrrrrry~"); g 12‘?22 i?ﬁ) Eunm‘ng ZZ?EZE?E
00000593 _main:l (401553) v|l< tmmine >
[© Hex view-1 O & x|[@ stack viev (=)
6401550 00 66 66 06 EB 34 8B 45 FO C1 EO 04 89 C2 88 45 ~|P@61FEAG 00401AFG __do_global dtors
lp6a01 EC 01 DB 05 20 80 40 0@ OF B6 00 84 (@ 74 07 B E61FEAL 00000000
06401570 00 0@ 00 0@ EB 14 83 45 F4 @1 8B 45 ES 83 E8 01 0@61FEAZ  753FGFBO
6461580 30 45 F4 7C 84 B8 61 00 ©0 60 81 C4 94 00 00 00 PB61FEAC  09718C9C
06401590 5D C3 55 89 E5 57 83 E4 F@ 83 C4 80 E8 EE 05 0661FEBO  0O61FEBC
06401500 00 88 C7 44 24 1C 60 00 ©0 B0 8D 54 24 20 B8 00 B61FEBA  75406FF5
00000950 00401590: _check+117 v | |[UNENOWN 00€1FEAO: Stack[00007ARB]:0061FEAQ (Synchronized with ESP)
[Z Output windov o @
5T76080. Ioaded C:-\WINdows WOWSANTMM3Z DL
7AAE6FAQ: thread has started (tid=22208)
PDBSRC: loading symbols for 'C:\Users\June\Desktop\ifi[a]# &2 \2020maze. exe’ ...
PDB: using PDBIDA provider
Could not find PDB file "'
Please check _NT_SYMBOL_PATH
PDB: Failed to get PDB file details from 'C:\Users\June\Desktop\H[m# = \2020maze.exe" e
Pirthan
Y- = . 2 N =
HF8Ia T —4— 24T, fEdebugger—debugger windows—locals & 1 B ] LA 25 5 25 & )48 AR B2 i s ik
File Edit Jump Search View  Debugger Lumina Options Windows Help
HHE ey~ &S S Quick debug view Ctrl+2 L » @ O|Local Windows debugser LAl [
* VRD AR 11 - o i B 111110111011 gy K -
> . Debugger windows * i General registers
Library function [l Regular B
. Breakpoints " i Segment registers o
Debug Vie Watches 4 . £ Enums
FPU regist
IDA View—EIP Tracing > g MM::;:;S 1s (HEXRAYS) [x] T General registers o & x
Tane value b Continue process Fo T XMM registers EAX 00000801 Al e ~
argc 1 Gt e, W vmregisters EBX 00307000 % TIB[00004A9C] :00307000 VIP o
argv Ox6E1 PR T Deb - a A ECX 25734D96 Xé’: g
envp OXBET o e ebuggerwindow trieAlts EDX 00406868 & .rdata:alo@s+s o
Str 0x363 P [3] Thread list ESI004012D0 % _mainCRTStartup RE @
v5 {0,0,0, @ Terminate process Ctl+F2 58 Module list hd
Detach from process e (A Modules o a
(5 s awereTsy [T stack view Path
bl Take memory snapshot £5 Stack trace Ctrl+Alt+S 8 C\Users\June\Desktop\i¥i el 80\2020maze.exe
5 Step into F7 SEH list AL CAWinAnwie\ Sue\WOWIRAN Atramnn All 1
D stepover F8 Watch view < >
@5 Run until return Ctrl+F7
@F Run to cursor F4 3] Threads B9 =
¥ Switch to source Decimal Hex State Name ~
@‘ Use source-level debugging %;Z;gz ;'?294( geasy _zfgig;n;;:‘exe
Open source file... eaay
B M 2774 TNRQ Dand T72RTEAN 2
Debugger options... < >
(@] Hex View-1 Switch debugger... 0 & x|[d stack vier o & x
60401550 00 @0 00 00 EB 34 88 45 F@ C1 E@ 04 89 C2 8B 45 ~|@@61FEAD 00406063 .rdata:alels ~
60401560 EC @1 DO 85 20 80 48 60 OF B6 00 84 CO 74 67 B8 PBE1FEAL  @@61FEBC  Stack[B0GOAASC] :BB61FEBC
80401570 @0 00 00 00 EB 14 83 45 FA @1 8B 45 ES 83 E8 01 0661FEAS  753F6FBY msvert__onexit+169
60401580 39 45 F4 7C 84 B8 01 00 00 60 81 C4 94 09 00 00 PBE1FEAC  @B6EACIC 35:006E0C9C
60401590 5D €3 55 89 ES 57 83 E4 Fo 83 (4 88 E8 EE 05 PB61FEBG  @B61FEBC k[608@4AIC] : 006 1FEBC
©04015A0 00 @0 C7 44 24 1C 00 00 00 @0 8D 54 24 20 B3 00 Q0E1FEB4  75406FF5 1:msvert__unlocks1s
00000950 00401590: _check+117 ~ ||[UNENOWN 0061FEAQ: Stack[00004ASC]:0061FEAQ (Synchronized with ESP) v
= output window O &8 x
51/dddy: loaded C:\WINdows\SySWUWb4\IMM3Z.ULL

7AAE6FA@: thread has started (tid=20220)

2.linuxiz 12 i &

Terminal

june@ubuntu: ~/Desktop

File Edit View Search Terminal Help
june@ubuntu
june@ubuntu




Ubuntu Software |ets;5585 errors:9 dropped:@ overruns:@ frame:®
TX packets:3879 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:1000
RX bytes:6463857 (6.4 MB) TX bytes:314926 (314.9 KB)
Interrupt:19 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

ineté addr: 1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:766 errors:® dropped:® overruns:@ frame:®
TX packets:766 errors:® dropped:® overruns:® carrier:@
collisions:0@ txqueuelen:1

RX bytes:71673 (71.6 KB) TX bytes:71673 (71.6 KB)

~/Desktops I

log.csdn.net/weixin_50!

Ty § 4) 1206AM I

@& @ june@ubuntu: ~/Desktop

june@ubuntu:~$ ipconfig

No command 'ipconfig' found, did you mean:

command 'iconfig' from package 'ipmiutil' (universe)
linux_server Command 'iwconfig' from package 'wireless-tools' (main)

Command 'ifconfig' from package 'net-tools' (main)

ipconfig: command not found

june@ubuntu:~$ ifconfig

ens33 Link encap:Ethernet dr 00:0c:29:€2:24:33
fret Shor et oo . ehb— uask e T —
ineté addr: fe80::dd4a:1287:4b05:cf4a/64 Scope:Link P s | e

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1 -
LibreOffice Impress RX packets:74 errors:0 dropped:® overruns:0 frame:@

TX packets:77 errors:0 dropped:® overruns:0 carrier:8

collisions:0 txqueuelen:1000

RX bytes:12683 (12.6 KB) TX bytes:8461 (8.4 KB)

Interrupt:19 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:213 errors:® dropped:® overruns:0 frame:0
TX packets:213 errors:0® dropped:® overruns:0 carrier:0®
collisions:® txqueuelen:1

RX bytes:16399 (16.3 KB) TX bytes:16399 (16.3 KB)

june@ubuntu:~$ cd Desktop

june@ubuntu:~/Desktop$ linux_server

linux_server: command not found

june@ubuntu:~/Desktop$ ./linux_server

IDA Linux 32-bit remote debug server(ST) v7.5.26. Hex-Rays (c) 2004-2020
Listening on 0.0.0.0:23946...

6021-02-09 00:03:49 [1] Accepting connection from GHENGGGNIIENND. .

://blog.csdn.netweixin_50549897

*»

Files

ey

4

linux_server ©® O june@ubuntu: ~/Desktop
File Edit View Search Terminal Help

june@ubuntu:~$ ./linux_server
./linux_server: No such file or directory

june@ubuntu:~/Desktop$ ./linux_server
bash: ./linux_server: Permission denied
june@ubuntu:~/Desktops [l

ms

https://blog.csdn.netiw:

chmod 777 ./linux_server




)5 EIDAR] 1 ili&remote linux debugger,7ZFY.

File Edit Jump Search View Debugger Lumina Options Windows Help

SEH @ BB 8 ) w EE8) @@t F e X > O OFo debugzer R @R
Fo deb
N N Y N i Boche debugzer M e N
Library function Ml Regular function M Instruction | Data [ Unexplored | Exter|FIN tracer Eion
Renote GDB_ debugzer
[7] Functions window o & x| [E 1D view-4 ISR PRI Renote Linu b1 [ structures 2] Enune i Imports #  Bxports
" Trace replayer
Function name ~ 10| char v7; //
[7] _init_proc 11| char v8; //
[7] sub_80482F0 12| char v9; //
[7] _printf 12| char vie; //
(7] fflush 14| char v11; //
7] __libe_start_main 15 char v12; //
[7] _gmon start_ 16/ char v13; //
[F] start 17| char vi14; //
7 sub_8048373 18 char v15; //
ﬂnu\\;ub 1 19/ char vi16; //
[7] sub_8048390 20/ char v17; //

21| char v18; //
22/ char v19; //
23 char v20; //

[7] sub_80483A0
[F] nullsub_3
[F] sub_8048420

(7] sub_8048450 = sub_804846@(dword_804A03C);
[7] sub_8048460 26 printf("gc", vo);

£ main ¥ 27| fflush(stdout);

< 28 - sub_8048460(dword_804A044);
29| printf("%c", )s

36 fflush(stdout);

31 = sub_8048460(dword_S04AQEQ);
32| printf("%c", R

Line 16 of 23

h Graph overviev o s x

H AT S

|7] _Tmusn s wnun waay g

- 5 : = ;
[7] __libc_start_ main 1: char V12’_ ¥ Debug application setup: linux X
7] _gmon start__ 16| char v13; )
|ﬂ Stait 17 char Vlﬂ,‘ HOTE: all paths must be valid on the remote computer
7] sub 8048373 18| char v15; [ tpplication [C:\UsershJune\Desktopibei jing ~]
[ nullsub 1 19/ char v16; | tput file [Ci\Users\Juns\Desktop\bed fing vl
e = :
[7] sub 8048390 31 CEE" "1;' Directory  [G:\Users\June\Desktop <]
= 2 char v18;
[7] sub_80483A0 S Bl v | -]
- 22| char v19;
[F] nullsub_3 23l char v2@: | Bostnane | | Port [2393¢] V|
[F] sub 8048420 o > passwora | -]
[F] sub 8048450 e b &
hi 25 =
[kal sutn_78048460 26 printf("%c [ save netvork settings as default
(£ main ¥ 27 fflush(std
< > 28 = sub g Eetadirinfo $9.06990900600696 yhen comnscting to db 62h:0
;nf 16:”3 - 29 pr‘in‘tf("%c Cancel telp
Bt n x gilii i

7 Hostname BLHE_E K80 HL /i, 2 11 b S REI03 1, B JE T 48 R

SH v~ Bhdh & ) o EOW bt > X > OO Renote Linux debugzer 7 %P
A i 1] I,
Library function Ml Resular function M Instruction | Data I Unexplored | External symbol Ml Lwnina function
IDA View-EIF, General registers, Nodules, Threads, Hex View-1, Stack view ) & Structures 3] Erums
[E 104 View-EIF o & x| Ceneral registers (=]
.text:08048610 ~ ||[EAX B77BADDC % debug@@l:_environ Allip e
.text:08048610 push ebp EBX 00000600 ' e
5 ECX 85B78FEE
.text:08048611 mov ebp, esp TR 0 [ HEEFED AC @
stack] :BFDOF3
: v e
-text:08048613 sub esp, 9Bsh EST B77B9000 2.23.50:_GLOBAL OFFSET_TABLE_ _(ler ¢
ET | text:08048619 mov [ebptvar 4], © DI e S e
.text:08048620 mov eax, dword_804A83C 57 Hodules )
.text:08048625 mov [esp], eax Path
.text:08048628 call sub_8048460 53 /home/june/Desktop/beijing
.text:0804862D lea ecx, format 5 "%c” Al Mk /i28A linnv_amii/like_D 22 cn
< >
.text:08048633 movsx edx, al
.text:08048636 mov [esp], ecx ; format
[3] Threads o &
.text:08048639 mov [esp+4], edx -
.text:0804863D call  _printf Decimal  |Hex  |State Name
.text:08048642 mov ecx, ds:stdout [@2346  92A Ready beijing
.text:08048648 mov [esp], ecx ; stream
00000619 08048619: main+9 (Synchronized with EIP) v«
(5] Hex View-1 o & x| [& Stack view (=
@8 31 C8 88 (2 88 55 FF E9 1E 00 00 00 OF BE ~|[BFD9F310 B77FBA74 1d 2.23.50:_r_debug+17@
3A A 04 02 GF BE D 3B A® 04 62 31 (8 88 2 B 006000001
55 FF EQ 84 66 @0 8@ (6 45 FF @0 OF BE 45 FF B77D3848  deb
o8 83 C4 10 5D C3 00000001
08043610 80 E5 81 EC BS 00 60 00 C7 45 FC 60 60 00 00 00000000
08048620 Al 3C AG 04 08 89 04 24 E8 33 FE FF FF 8D 6D A8 00000001
00000610 08048610: main v || UNENOWN BFD9F310: [stack]:BFDSF310 (Synchronized with ESE)
[ Output window =

Debugger: process has exited (exit code ©)

Found a valid interpeter in /1ib/i386-linux-gnu/1ld-2.23.s0, will report shared library events!
B77D6000: loaded [vdso]

B77D7000: loaded /lib/i386-linux-gnu/ld-2.23.so0

8048000: process /home/june/Desktop/beijing has started (pid=2346)

B7607000: loaded /1ib/i386-linux-gnu/libc-2.23.so0

BN EOXEE, BRIFFEAR! !
i) [ Ubuntu 32 2 H12
1y $ ) 12:174

@ ® @ june@ubuntu: ~/Desktop
TX packets:77 errors:0 dropped:0 overruns:0@ carrier:0
collisions:@ txqueuelen:1600
RX bytes:12683 (12.6 KB) TX bytes:8461 (8.4 KB)
linux_server Interrupt:19 Base address:0x2000

Link encap:Local Loopback
2l

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:213 errors:0 dropped:® overruns:8 frame:0
TX packets:213 errors:® dropped:® overruns:@ carrier:@
collisions:@ txqueuelen:1

RX bytes:16399 (16.3 KB) TX bytes:16399 (16.3 KB)




june@ubuntu:~5 cd Desktop
june@ubuntu:~/DesktopS linux_server
linux_server: command not found
june@ubuntu:~/Desktop$ ./linux_server
Amazon IDA Linux 32-bit remote debug server(ST) v7.5.26. Hex-Rays (c) 2004-2820
Listening on ©.0.0.0:23946...
2021-02-09 00:03:49 [1] Accepting connection from M ...

R >e
[1] Closing connection from RNV
[2] Accepting connection fron 16N
2:02 [2] Closing connection from GHNENNNESI...
[3] Accepting connection from S

&) :

zgl-ez- g [3] closing connection from G
2021-02-09 00:15:49 [4] Accepting connection from 3
RiY>e-o- -, o.a@ >e

2021- 5 [4] Closing connection from

2021-02-09 Accepting connection from

2021-02-09 Closing connection from,

2021-02-09 Accepting connection from

2021-62-09 £ Closing connection from

R IDA R 7S ToiEE b RE AL 75 2250 PR KB E B B M .
RAR K ST REHRA = IR

B

su root

BE RN LT 54 KM B K5

ufw disable
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