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sub_l14080240810 g

sub_1408024240

sub_l146024296

sub_148024350

sub_148024520

sub_1400246c0

sub_148025638

sub_148025bde

sub_l14606262e0

sub_l480262f8

sub_l146026350

sub_l400268b0

sub_l148029248

sub_1480829670

sub_1408029¢60 14002e950

sub_l14802bfe0 14802¢960

sub_14602bffe

sub_l14002¢968

sub_146062e5cH 14802¢990

sub_146632130 148062e9a0

sub_1480832e30 14802e9b0

sub_l140032e80 14862e9c

sub_1400331e0

sub_140033330

sub_1400334co 14862e9f8

sub_1480334e8 140020200

sub_148633590 14662eal0
14862ea28
14002ea30 T

Xrefs 140620240
146862ea50
14882ea68
140020270
148062eaB8
14862ea90
14002eaa0
14802eabd 4 ]
14882each 4c B T 4c Bb L3 .
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Sub_146924016 * int64_t sub_14002e908( argl, char arg2,

sub_148024240
sub_1406824290 arg4 @ rax, * args @ rbx,

sub_146024350 nt64_tx argé @ rbp, 2_t arg? @ rdi)
sub_140024520

sub_14808246c0 sub_14862e908:
sub_148025638 je 8x14802¢915
sub_146825bd0

sub_1400262e0 é

sub_1406262f8 ¥ ¥

sub_146026358 sub byte [rax-8x75], cl es

sub_1406268b6 adc byte [r8-8x7b], cl byte [rax+8x2f5d8b48], dl
sub_146029248 leave rbx, rbx

sub_l46829670 0x14802¢93e

sub_140029e80 View in Hex Editor
sub_l4002bfee

sub_l14802bffo 4
sub_14002e968 mov rcx, qword [r Copy Address

sub_l14002e59cH test rex, rex
sub_140632138 Go to Address...

View in Linear Disassembly

sub_140032e80

sub_1468331e8 L = Repame Current Function...
sub_146833330 k4 =
sub_1400334c Ox14002e924
sub_1468334e0 Reanalyze Current Function

sub_l140033590 L—
sub_140033920 P Change Type...
chfs T call binaryninjacorel BNFreePlatform Highlight Instruction
Highlight Block
14602e968 in sub

mov eax, -
lock xadd dwe Always Branch Patch Opaque Predicates

o Lt Invert Branch Set PDB symbol path (BETA)

jne Bx14€
Edit Current Line
Assemble...
Selection: 0x14002e914to (: € Source... otions» PE~ Graph~

Undefine Current Function

sub_146832e36 ‘ Enter Comment...
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File W=:(8 View Tools Help

Undo ®Z elf-Linux-ARMB4-bash — Binary Minja
Redo 82z

Architecture: 'aarch64
Select All A

Select None adr x16, ©x20200

Cut #;X
Copy

Paste

Copy Address

Copy as
Paste from
Transform

C Source
Follow Pointer

Find... ®F
Find MNext ®6

Start Dictation...
Emoji & Symbols ~#Space

Assemble

Analysis update took 8.882 seconds
Analysis update took 8.880 seconds
Analysis update took 8.882 seconds
Analysis update took ©.8889 seconds
Analysis update took 8.882 seconds
Analysis update took 8.881 seconds
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sub_2fc
sub_32d int main() {

Architecture: x86_64 ¥ | Platform: | linux -

sub_3b4 int random = @x3;
sub_3e@ printf("Chosen by fair dice roll: %d", random);
return random;

No additional options selected

. Additional Options... . Compile
cmp edi, 0x@
je 0x419

Cursor: 0x3e0 Options v Raw~+ Graph -~
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FRXRFEZMHRATELEN, ENNRERERSDATEANRE (BRI R ETTRRIE) B /NGBS SUREE
MEHMERA H, EXE R THX MR ESRRERBLEEILRTELT .

SCCR—ANHEXHMMNEFF M RKICYHIFRE, HRiXH MacOS, Windows, Linux il FreeBSDiX 2 245, CPULENH IR
x86,x86_x64, PPC32, MIPS32, ARM( & Thumb) A K quark(—Fi B & X IRICPUZER). SCCTE 4 13 i i 5 25 BY B B R
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GE: PHRERXABEBAN, XBELHEL: SCC cangenerate code with signature and analysis evasions built in. It will
randomize placement of basic blocks and randomize its register allocator to evade naive signatures. It will also add anti-
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void* _ stdcall ShellExecute(void* hwnd,
const char* op,
const char* filename,
const char* parameters,
const char* directory,
int showemd) _ import("shell32");

void main() {

MessageBoxA (NULL, "Backdoor g" 'Loading up your backdoor now!"

o [+ ] =J [+;1 w [} W [~ =

ShellExecute (NULL, NULL, "r exe", NULL, NULL, 0);
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o &, NR/EMEMEN, AT AEEME FHIMessageBoxA. BAAT LUK FTE WK, TR LLERAYIE, W TAE
XANFIRBEER RS, RTEEShellExecute ik 37E FTH B — TRt T AMEA T .

o ETHER, SCCRADIREMEMERMAMAKIENRE GFHE: BRREMEZH4E) , WFTILHEGERZ T, HHEE
—HEMETTLECEE T BTRACHFHARK BB KRARE M Kshellcode i, LR 2 # #4343 19 D) REIE
B, THBER—THE R miLR-

Binary Ninja

= Untitled (He Execution environment
sub_2fc ”83
sub_32d v Stack is safe at start of program 2
sub_3b4
sub_3e® Maximum output length: Pad output to maximum length

Generate polymorphic code

End of program behavior

® Exit process
Return to caller

Jump to end of buffer (allows concatenation)

Advanced code generation
Generate anti-disassembly sequences
Override anti-disassembly frequency to one every operation(s)

Random seed for polymorphic code generation:

Cancel Reset ‘ Apply ’

%l

cmp edi, Ox@
je 0x419

Cursor: 0x3e0 Options » Raw +» Graph~
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