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80

IR EEFEI TIDAKER, HERTESE— KRB EHBZE T
PS: IDAR 1 1% RAT A &7 1% ) $0 7 28 L7 145 5

X Aflag{(**x*x* B Eflag{iex

SE R
(IDA Pro $Ugktew )
&P CTFELFE 38 =) 55 43 B writeup

A&, H#EZEZIODEIET:

E— yme @0

v8 | MNotepad | calc | Folder [cmp| Exit |

w5 ~Jelx] olu] o 28 4] o 1lelm|c]wn]c]p/x]b]s].ls] 2]

HERRTXTH:

EW el )= |2 [a v I
Firas (FPU)

.804081650
.0o400000

. BB401650
00401650
; B(FFFFFFFF)

7 O(FFFFFFFF)
7 384080(FFF)
B(FFFFFFFF)
tErr ERROR_SUCCESS (88
(NO,NB,E,BE,NS,PE

PITTISZIN] 7740E58E |35 0] 5] ntdll.7750ESGER
8065FOCC| 06400008 |1.00400800
8865F9D 0

BB65F9DA
8865F9D8
8865F9DC
BB65F9E B
B065F9EY
B065F9ES 3 OF| ntdll.773EBE4S
M vo65FoEC IR TR
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99h9156E
00481572
00401576
00401579
0040157E
004081588
004081582
004081589
8048158E
004081598
004081592
00401596
0040159A
004015A1
00401506
00481509
004815AC
004815AE
00401580
00401587

894424 B4
8Da42Y 11
890424

E8 AAC9?0000
85C8

74 BE

C70424 0DOOY
E8 9EDBBOBO
EB 82

EB 1E

8D442Y4 11
894424 Bh
C70424 21004
E8 SADBOOGG
83F8 FF
BF95CH

8uce

75 BA

C70424 24004
E8 70D00000
C70424 30004
E8 64DBOOOO
C70424 64004
E8 58D06OOOO

duund ptr
lea eax,dword :[esp+Bx11]
mov dwurd ptr pl,eax
call <jmp. &msucrt strcmp)
test eax,eax
short 1.08481590
mov dword ptr ss:[esp],1.08410800D
call 1.0048E62C
iy short 1.00481592
iy short 1.004015B0
blea eax,dword ptr ss:[esp+0x11]
mov dword ptr ss:[esp+Bxh],eax
mov dword ptr ss:[esp],1.00410021
call 1.004BE600
cmp eax,
setne al
test al,al

LI short 1.8848156A

mov dword ptr ss:[esp],1.00410024
call 1.004BE62C

mov dword ptr ss:[esp],1.00410030
call 1.004BE62C

mov dword ptr ss:[esp],1.00410064
call 1.004BE62C

strcmp

flagfgiz. B8 7 \n

flagFfi@. \n
AN AP 16405 F B/ B CEREmMANEILS
EFS{Ectf.nuptsast.conf)to 162J %74 M @ E\n

C70424 8FOB4|mov dword ptr ss:[esp],1.0041008F
E8 4CDOOOOD |call 1.004B8E62C

E8 4BC90008 |call <jmp.&msvcrt.getchar>
884815E5 E8 46C90000 |call <jmp.&msvcrt._getchar>
a840815ER B8 00000000 |mov eax,

A84815EF co

(RHEAE [ % ref)FFAE 2333300

leave https:/blog.csdn.net/qq_42133677

—ANFAF R EE RN — A R (F2) 817

8 eax,duor 3 sp 5 (FPU)
0040156 89K42H OY nov dword ptr 8x4],eax T ASCII 312"
08401572|( . 8DA424 11 lea eax,dword p p+ox11] nsucrt .76CO77ES
00401576(( . 890424 mov duword ptr ss pl.eax
CLETREYSE| - EB AACo0060 call <jmp.&msvcrt.strcmp> strcmp
0840157E(|| . 85CO test eax,eax
00401580/ .. 74 OF short 1.00481590
80481582 C78424 0D0O4{[ mov dword ptr ss:[esp],1.8041000D
80461589|| . E8 9EDOOONO || Eall 1.804BE62C
0040158E|| .. EB 02 I short 1.00401592
08481598 EB 1E il short 1.804815B8 1.06401579
00401592 8Duu24 11 lea eax,dword ptr L‘.[f_,pvuxﬂ] ES 002B 32{i O(FFFFFFFF)
80461596 89Ku21 OY nov y 55 ax €S 0023 32{; O(FFFFFFFF)
80461590 C70425 21004{ mov duord ptr ss [L,p] 1.00410021 2 SS 0028 32{; B(FFFFFFFF)
po4015A1|| . E8 SADO0OND || call 1.0040E600 DS 0028 32{ O(FFFFFFFF)
00401506 . 83F8 FF cmp eax, FS 8053 32{;] 384000(FFF)
8040815A9|| . OF95CH setne al S 0028 32{; O(FFFFFFFF)
8ou015AC|[ . 8uCo test al,al
OBRO1SAE]( .~ 75 BA UIE short 1.0040156n LastErr ERROR_SUCCESS (00000000)
08401588 C70424 24004 mov duword ptr ss:[esp],1.00410024 Flag)Fff. \n -
80481587 EB 70D00000 |Eall 1.8040E62C (NO NG ,NE A, NS, PO, GE, 6)
084015BC C70424 300084 mov dword ptr ss:[esp],1.004100830 B EEH 16 AT B 2 EREMANEIZFINE w enpty

E8 64D00000 |call 1.0040E62 enpty
C70424 64004mov duword ptr ss:[esp],1.00410064 BfE7FctF nuptsast .confto 16484 T HEE N enpty
804 815CF EB 58000000 |Eall 1.0040E62 enpty
884015D4|| . C708424 8FOB4|mov dword ptr ss:[esp],1.0841808F {RHAERE M St ref)$i4E23333\n enpty
804015DB|| . E8 4CDOBOOO |Eall 1.884BE62C enpty
0B4015EB|| . E8 4BCY90O6O |call <jmp.&msucrt.getchar> enpty
804 815E5 46090000 |call <jmp.tmsvcrt.getchar> enpty
804815EA]| . 80080080 |mov eax,
0B4015EF || . leave 0000

or ]

flagihiz. Fidik? wn

084015C3
0040815C8

AALAICCA £o

0040DF28=<jmp.&msucrt.stremp>

~ 8065FE20 CIEEE] [51 =312
0040F 000 | BA B065FE24 | BB65FE?S “flag{Welcome_To_RE_UWorld?}"
004 0F 068 | FF e 0065FE28| 59000000

004 0F 010| 64 BB65FE2C

0040F 018 | FF ... BO65FE30

0040F020|C3 BO65FE34| 006F2900

004 0F 028 | 61 . 0065FE38| BO65FFCC

004 6F 03 0| BE . 0B65FE3C| 76C1D258| nsucrt.76C1D250

004 0F 038 | €3 B 0O65FE40| ED6COSBA

8 6065FEss| FFFFFFFE https:/blog.csdn.netiqq_42133677
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40 EI 5 Alinux gec x86-64
WA F 41 %2 N System V AMD64 ABI
BAEFHILHSE, DAFTH. . XEEMRARTLRERFEILHERNEN

int main(int argc, char const *argv[])

{
char input[] = {0x0, ©x67, Ox6e, Ox62, Ox63, Ox7e, Ox74, Ox62, Ox69, Ox6d,

0x55, Ox6a, Ox7f, Ox60, Ox51, Ox66, Ox63, Oxde, Ox66, Ox7b,
0x71, ox4a, Ox74, 0x76, Ox6b, 0x70, Ox79, Ox66 , Ox1c};
func(input, 28);
printf("%s\n",input+1);
return 0;

SHEFRL
https://github.com/veficos/reverse-engineering-for-beginners
(CHwMES) ER

(C RIL% 538 A 7 BoR#8 )

http://ctf.nuptzj.cn/static/uploads/a480ff52cdbc70bd 144 3763f27f35279/2.asm

EFEICH AT E GEEARBRAT) -

0000000000400426 <func):
SRS R R EAE S SRS

4004e6: 55 push  rbp SEFEE R

4004=7: 43 89 &5 mov rbp, rsp *[

400dea: 48 89 7d el mov  OWORD PTR [rbp-0x18], rdi firdi FTE—EE

4004ee; 89 75 ed mov  DWORD PTR [rbp-Oxlcl, esi flesi TRZAEE

4004£1: ¢7 45 £ 01 00 00 00 mov  DWORD PTR [rbp-Oxd], Oxl /7 [rbp-0xd] B A 0x1

4004£8: eb 28 Jmp 400522 <{func+0x3cy [/ tor()

4004fa: 8b 45 fc mov eax, DWORD PTR [rbp-0x4] (B [rbp-0x 4] HMEE A, eax ,BD eax = 1

4004£d: 48 63 d0 movsxd rdx, eax (AT TR, B rdx=1

400500: 48 8b 45 eR mow  rax, QWORD PTRE [rbp-0x18] JE—EE [rbp-0x18], rax=input[0]

400604 48 01 d0 add rax, rdx [irax = input[1]

400507: 8b 55 fc mov  edx, DVORD PTR [rbp-0x4] [P B ATPTEMERY 0x1 A edx ,BP edx =1
40060a: 48 63 ca movsxd rex, edx firex=1

40050d: 48 Bb 55 ef mow rdx, QWORD PTR [rbp-0x18] £ rde = input[0]

400611: 48 01 ca add rdx, rox ffrdy += rex ,rdx = input[1]

400514: 0f b6 Oa movzz  ecx, BITE PTR [rdx] flecx = input[1]

400517: 8k BB fc mov edx, DWORD PTRE [rbp-0x4] /fedx = Oxl

40051a: 31 ca xor  eds, ecx fledx "= scx BT sex P 1100111, edx F5 0000001, BBERG edx H 1100110, B £
40051c: 88 10 mov  BYTE PTR [rax],dl ffrax = dl

40051e: 83 45 fc 01 add DWORD PTR [rbp-Ox4], Ox1 Filebp-xd]Abch 0x1 /7 [rhp-Oxd] += 0xl
400522: 8k 45 fc mov  eax, DVWORD PTR [rbp-0x4] /AR [rbp-0x 4] BYETE A sax

400525: 3b 45 ed cmp  eax, DWORD PTR [rbp-0xlc] £ HEEHRAE, 45 [rbp-Oxlc] AbEO{ENeaxHE/EE
400528: Te d0 ile  4004fa <func+0xld> fleax <= 28 FIPEEE 4004fa  func(input, 28);
40052a: 90 nop

40052b: 5d pop rbp

40052¢: <3 ret

RIEE—A/NEFEIH


https://github.com/veficos/reverse-engineering-for-beginners
http://ctf.nuptzj.cn/static/uploads/a480ff52cdbc70bd1443763f27f35279/2.asm

a = [0x0, Ox67, Ox6e, Ox62, Ox63, Ox7e, Ox74, Ox62, Ox69, 0Ox6d,
Ox55, Ox6a, Ox7f, Ox60, Ox51, Ox66, Ox63, Oxde, Ox66, Ox7b,

0x71, ox4a, Ox74, Ox76, Ox6b, 0x70, Ox79, Ox66 , Oxlc]

for i in range(1,len(a)):
print(a[i]*i,end = " ")
s += chr(a[i]*i)
print()
print (s)
BATEI AT

2 3flag;
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Python 2.7

RBUFS: kd37

T #JE H#EE Blpy RIL G HITE R 3 -
ibE S — AR

import base64

correct ='XINkVmtUI1MgXWBZXCFeKY+AaXNt'

s = base64.b64decode(correct)

flag = "'

for i in s:
i = chr((i-16)732) // WRRpy2HFBIFERN ord(i);
flag += i

print (flag)

4E'\ él:!l: H
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