BAREITIRPAIVOBL HARENEERF T HIEH (RBES)

wWzsy F 2017-03-14 1629:08 KA 737 sk 3
BHIEML, FIAERI/OERERUIRP (1I/0iFRE) MEAREBRN, FNNZEFKTE 2 KR (Dispatch Function)
BIASHHER

PIRP (B ZIRAIRPHIIREN) o AT I, BiiBkERYERCK, SEMBE/LN4RE (BikE CEFR) , TUHBSHAR
3, REKINES

1: DRIVER OBJECT:
IXBhXT R, HEPAERD A A E ML # B|DriverEntry, fEADriverEntryfJZE— NS48, MU RN T .
NTSTATUS DriverEntry (IN PDRIVER OBJECT pDriverObject,
IN PUNICODE_STRING pRegistryPath) ;
gi@éégﬁ\ﬂﬁz%&iﬂﬁﬁ, —ANIRENFEFH H R —/DRIVER OBJECT, 7Ewdm. hELAHE X, A LMEFAVinDbg B HLEW (F
B ;

» HETER
[epp] view plain copy

1. DRIVER_OBJECT//
. typedefstruct _ DRIVER_OBJECT {

PDEVICE_OBJECT DeviceObject;/#& [ JRsh 2 B B I 25 — N & X 5
PDRIVER_EXTENSION DriverExtension;//3#) ¥ f&, B A —1AddDevice, % TFWDMREFREE

PDRIVER_STARTIO DriverStartlo;//R EE, IRPH 474k

PDRIVER_DISPATCH MajorFunction[IRP_MJ_MAXIMUM_FUNCTION + 1J;/Ox1EANr & B %, & MR IREIAR (1%
L, AT CAEERAR A E R R E (
10.

1. ABESFERIBRFH T REHL, HEREREELE, HRAOEEBTRMA) . HHHE, BELINE5-RXT
(5] 8 2R 0B S B

12.
13. }DRVER_OBJECT:;
14. typedef struct DRVER_OBJECT *PDRNVER_OBJECT:

2: DEVICE OBJECT:
?%Xﬁ%, FIRP—HEE, —HHBRENENRERERINSH, F_ALPIRP, A% —/#ZPDEVICE_OBJECT, W
Vaie
NTSTATUS WdmDefaultDispachRoutine (IN PDEVICE_OBJECT pFdo,
IN PIRP plIrp)
WEMNBZHEEET: —NERIBRTFHEWINREIMAER, A4? HERFEEIVin3 2 HBEFAHMIE, HEMEEN,
B2 5676 ¥E B B

AEOMRIIARKK, FORMARBEHEEN. FEREE, REXNREME—RBRZIRPHILE CEREMR TIXA, WA
BRI T W%

B « AFhmfmREE, £F T4, BRFIMEER GUbRBRERE, BXMBHTTLUECES) , MWHH
AR
ARG :

[epp] view plain copy

1. ///DEVICE_OBJECT//
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2. typedef struct DEVICE OBJECT {

4, struct _DRIVER OBJECT #DriverObject;//#&H ¥ &Xt R IAE FTHNESERF (WS E)

5. struct _DEVICE_OBJECT #NextDevice;// F—MEREMNR (—NRIABEFAIBIRZNMEENER) , XML
WERER—ZER CHT S

W&
struct _DEVICE_OBJECT *AttachedDevice;//¥8F T —EIRFNFEF HIBA TSR (0] DLEE MR Ak 42 30 1) e 4%
%)

9. struct _IRP *CurrentIrp;//f# I IRPEATUAREE, FRRKUFIRPRERIERERLSE
10.
11. CCHAR StackSize;//i&%& K3

12.

13. PVOID DeviceExtension;// &Y &, B—NHEXWKNMIGH, REE. FARNEFFHFND K
TEHEA T Be TAEEA R AL

14.

15. BEMEES, FULREEREK, ATHEX—R, ELRREME LB RET RE, & FXUENEA 2
KBIREHEREN R,

16.
17. DA DL W &N R BRI REY REENEE (EX—KE, PANAE RBCHEIR %
18. } DEVICE_OBJECT;

19. typedef struct _DEVICE OBJECT *PDEVICE_OBJECT;

3+ IRP:
I/0iERE, MEE, HFERENZEMBAETOD, BLAIRPHRTUEBAHEE. I/0FERE—BRHT/OEESFHE, HEMTUH
JAERE P o 3 P DDK B8 ok

R (ToJFkMRED , FHERANFXS, BREXRXERZ L. IRPE—ANERNEME (WIMSCEREZT) , BHIS
AR

» A REBEERE, BRI .
ARG
[cpp] view plain copy

1. /IRP

2. typedef struct IRP {

3.

4, PMDL MdlAddress;//MDLHuht, WAERRGR. FRE S —B R ihht 25 (8] 5 ¥ 2 s bt T T 2 18] Mg (LA
BHEREEIIE—RBXTE

S

6. WAL WENFAENZEFFREM) o SKBRRAH, 76 FDO_DIRECT_T077 =AM F 2 7 35 5 HdiE i KX
H—Fh AR ST T 3, &

8. MR, —BBERWINEFEKA XM RNERF, LHREVriteFilefReadFiled

10. /*TFHEZ—ANEHE, BEE, BARIRP, HEMMSystemBufferZ181a N ELERNEE, KAHAKE
DO_BUFFER_TOZ& ' [X #% D1 i 75 Al {5

11.

12. HEE, —f&fEDeviceloControl /NEHEH F*/
13. union {

14. struct IRP *Masterlrp;

15. LONG IrpCount;

16. PVOID SystemBuffer;
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17. } AssociatedIrp;

18.

19. /+«BEHABHEANEW, —AStatusRIRPTEBAVIRE, —AN 2 InfotmationfFBIEHE &N Hox/
20. I0_STATUS_BLOCK IoStatus;

21.

22. CHAR StackCount;//HREIAN4L, W LA &N R HStackSize KB RE

23.

24. CHAR CurrentLocation;//XMRIHIR &R E, REE, EEBKNFEAHAWRTKTO, TN EEEFLH
25.

26. PKEVENT UserEvent;//#JEIRPRREE, FEXHEM, FHSUIH .

27.

28.

29. } Overlay;

30.

31. PVOID UserBuffer;//M &M X, FE=fATAMMABTFLZLE. XMEZRR, BHREEARZE, WK
P ERERAE P KAE, %

32.

33. ZURIETEM R B LT X viin A A s,
34.

35. union {

36.

37. struct {

38.

39. struct {
40.

41. union {
42.

43.

44. struct _I0 STACK LOCATION *CurrentStackLocation;//I0W & #e$84t, fh— ik &iREk
Ho WTXAAHLEER

45,
46. AT Wb, FHEHISTEHVE.
47.

48. b

49. b

50.

51. } Overlay;

52.

53.

54, } Tail;

55.

56. } IRP, *PIRP;

H LSR5, G128 —/ANIRPH, &R HE I — ARl B ) 10_STACK_LOCATION#AH, M1 — MERER G
RENEHIR

ny , BAk%XTFI0 STACK LOCATION & TF—4 .
4, TO_STACK LOCATION :
I/0%%&Hk. GHABRER, BREMNATERZ A%, FRFERMIRPHEHES . BAI0RELREHAEH



FF— TS
(AW ZH
[cpp] view plain copy

1. I0_STACK_LOCATION/

2. typedef struct IO STACK LOCATION {

3. UCHAR MajorFunction;//IRPEIRE

4. UCHAR MinorFunction;//IRPYRINAERY, JUHZPnpH)IRPILNE 2

B UCHAR Flags;

6. UCHAR Control;//DeviceControl f4% Hl#g

7.

8.

0. U TR—ABAME, FHEE, JUEHHMMPAPIOWRIER BIATILR, BRTHA K0S ERES,
BlINESKERFEE. TH

10.

1. RERE T LA/

12. union {

13.

14.

15. struct {

16. ULONG Length;

17. ULONG POINTER_ALIGNMENT Key;

18. LARGE_INTEGER ByteOffset;

19. } Read;//NtReadFile (B} ZReadFileft)SZELH)

20.

21. struct {

22. ULONG Length;

23. ULONG POINTER_ALIGNMENT Key;

24. LARGE_INTEGER ByteOffset;

25. } Write;//NtWriteFile

26.

27.

28. struct {

29. ULONG OutputBufferLength;

30. ULONG POINTER_ALIGNMENT InputBufferLength;

31. ULONG POINTER_ALIGNMENT IoControlCode;

32. PVOID Type3InputBuffer;

33. } DeviceloControl;//NtDeviceloControlFile

34.

35.

36. struct {

37. PCM_RESOURCE_LIST AllocatedResources;

38. PCM_RESOURCE_LIST AllocatedResourcesTranslated;

39. } StartDevice;//NH4REXA, EHRETFHRE CRMBEBEAREIRSNN, MiXAREELHMPuPEEH
IR BN BE M B2 R R

40.

41. RANBIFTRATERL.

42.

43.

44.

45, struct {

46. PVOID Argumentl;
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47. PVOID Argument?2;

48. PVOID Argument3;

49. PVOID Argument4;

50. } Others;//RAMEBEMAET, HRAFIZENLEHE L HBREUERXIANFR. BRRE

51.

52. } Parameters;

53.

54.

55. PDEVICE_OBJECT DeviceObject;//fRMHMIREX R, MREE, NREXNRPALRBEIIXNR, REHEBME
N2 E) 73 2 R

56.

57.

58. PFILE_OBJECT FileObject;//X X%, XM RAZ KGR ZENZRMERER,
59.

60. PIO_COMPLETION_ROUTINE CompletionRoutine;
61.

62.

63. PVOID Context;

64.

65. } I0_STACK_LOCATION, *PIO_STACK_LOCATION;

10_STACK_LOCATIONE [ 7Z /805 & EA A IRPE B, BXEIRPELAT AR B T —/MER WS FIRPHI 4 K K%k (BERT S
ToCallDriver () )

RICHARI, FIEETHR)
/

HELYPTIRAZ%, LEEEHARATEIE, HEXAEAURK. T e 2 E A
X B BB H SR RSN AR 1A IR AR LA R WMy J2 R Bl B AR 7
ANERT/0 EHEBMEIIRPIER H CF IR IIIRP, X IRPHIIRIEHA LA T 4R 4L

1. BESHIRP, RH.

2+ JANIRPEAZH, EFStartI05E RIRPE 174k .

3. fBIRPEI T—R, HT—F (MFBT—ETR FEATERBIRPTERKE LR

4, EBIRPEI T — 2, AR FEBIRE T —EAERIRPHFEE (BT IERSMLFilterDriverftiX4T)

HEMUIEEIRMNE2 RN R, BRARLHE, EHIRPL4EHEIS L, BRT-EAE, HRXMHHE ZE KRR
WEH RER

BT R U — NI Bh R 7 BB — Bt 2

DriverEntryflAddDevice i k¥ B BN IG R0 P& B8 A, DriverEntry B B R R BUKIEM, AddDeviceFH kflgd—A %
EXRNGFEERI T —BEREMN R L. —BKEDMERIIRTFEHRE — N ERBEZWINET, AN ERSEIR. AT HH
B, BRiEFERAAMEED, HEBERIEFAL, WEREQEESCHERRIAL, FaFH
ToAttatchDeviceToDeviceStack iR HEE R BIAR, R[EIHIZBRIE AN F. W2 EETEIRPHERZACOB ARG . BX
BT LT IO &R T ! ! !

B B —FF AR UL I Z U B — AN IRPRY, AR IR T BT A, 4FhE A IRPAR, R

1. BIEEEMIRP: IoCompleteRequest ()

2. JANIRPRA%Y: IoMarkIrpPending () flIoStartPacket ()

3. iR IRPE| F—/2: IoSkipCurrentIrpStackLocation()FlIoCallDriver ()

4, FEFBTAIELR: IoCopyCurrentIrpStackLocationToNext () flIoCallDriver ()

X EMF RSP EHMEZ AU, EATLATEXAMH? ?
B-ERENZHFE-DRER, ARREL-RQIESEFBIRPHEE, M TIoGetCurrentIrpStackLocation () AT LAZR



BHATB AR, B

BIZRB EMmMIRPE R . MAT & & AREIRPAEKIBF), WLASEMR, " LABABNG], HeabE@BT—E. maH
IoCallDriver58 BIRPHIfL %, W] LMEH RICHEE IoCallDriver () BRE BDDKC RSB & 5018, ToCallDriver B & a2
CurrentLocationi®1 (JL4i$E4 ANdec) , ARIEHEFOBATHIWT LB, JHYRIELLOKR, B2 LAMEE&kBHE
BRI — DB ERR (ZEstackEHWHIMES, EANEH) .

MAMB LT R EAROIRPHI TR, BAWMATELRT TSR, BANTILRERSEEIXAIRP, BN %30 246 4%
HREESFEEXRS, FTULEBBHEM TR, #HIoSkipCurrentIrpStackLocation () B384tk ElIZE (FIoCallDriver () J5HAH
&), AR T —ERNRERELARERRER GEER, Bsa—M2ENKNFR, WTE) . —BARIMEROKIRPANX
248, BInPnPHY, HEIREEE (B, BEEENERIRPERKZ PoCallDriver ) . HEENTHERIKS), HASHT
ReadfiWriteft], RootkitA4x, HIPSHAL (BREERIIPG MM, HAFAHRX AR BN Hook T, H2BHEEL—F, Fikkib
RAEIRPHI M) o« I4ToCopyCurrentIrpStackLocationToNext () HITFANELE T, AR R SIRENBTFT—F, TAEN
SEZJEWE? ? WA —B RIS R T — B T IRP, tHM2EHECEEMT? ?

AUMER RS EE RPN, FBTRRERIoCallDriver ORE, R 77 R MR ERAIEMFMHBE TR, —REL
KH eI+ F BT (RAASKHAT PS5 —&DDKG T) , HRAIRPERE T 58RHIRE, WA T —EWSNTEF 58 IRP
FEEEREZRATREIE (ERAREME) , Hoolkdtik®], IREA AERXAMIREP NSO T (BB EH M IRPHIRTG %
XA, REMELE, BRERKOATRSESANELE L%, BRMEEH 0, Do o o o

A — B3RS TIRPHIRIZE, BIZIRPHIT XA AT JLF:

1. ToAllocatelrp % H, GIEA—RAMIRP, (HETEHHRABHETXNRE) , H—2idET, FEIoFreelrp (—
BEERREERA) , SN AFME.

2+ IoBuildAsynchronousFsdRequest, IoBuildSynchronousFsdRequest. £l

% IRP _MJ PNP, IRP MJ READ, IRP MJ WRITE, IRP MJ FLUSH BUFFERS, IRP _MJ SHUTDOWNiXL&3KFUAJIRP, 4R, R
SBIRPH] LA TAEEAE R W& LR 3CH.

3. IoBuildDeviceloControlRequest 45 USB&IFINT L. A% IRP_MJ_INTERNAL_DEVICE_CONTROLFI

IRP_MJ_DEVICE_CONTROL



	通俗解析IRP和I/O设备栈在内核程序中的作用（转自看雪）

