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1: DRIVER OBJECT:
IRBHXTH, HhENHERD A A MN4E i B DriverEntry, {EADriverEntryfIsE — S8, RBUREIIIT :
NTSTATUS DriverEntry (IN PDRIVER_OBJECT pDriverObject
IN PUNICODE STRING pRegistryPath) ;
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[epp] view plain copy

1. DRVER_OBJECT/
. typedefstruct  DRIVER_OBJECT {

PDEVICE_OBJECT DeviceObject;/#& [\ JRSh T2 B B 38 — N & X 5

PDRIVER_STARTIO DriverStartlo;//R EE, IRPH 474k

PDRIVER_DISPATCH MajorFunction[IRP_MJ_MAXIMUM_FUNCTION + 1J;/Ox1EANr & B %, & WX IREIAR %
L, B LR EIE RS (

10.

M. ARESHRESIRFOSKBL AL, FARERELE, HRAIOEFHESFZRAM . HAENE, RELTNE-RXT
(5] I8 B8 2 S B

12.

13. }DRIVER_OBJECT;

14. typedef struct DRIVER_OBJECT *PDRIVER_OBJECT:;
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6. PDRIVER_EXTENSION DriverExtension;/3kzh4 /&, HE#& —/AddDevice, X FWDMERREE
7

8
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2: DEVICE_OBJECT:
;%%5@%! MIRP—HEE, —FHRRENENTRKEBEFHRNSH, F-NRPIRP, 45—/ HZPDEVICE_OBJECT, fF
Vi
NTSTATUS WdmDefaultDispachRoutine (IN PDEVICE_OBJECT pFdo,
IN PIRP plrp)
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[cpp] view plain copy

1L
28
3.
4.

///DEVICE_OBJECT//
typedef struct DEVICE OBJECT {
struct _DRIVER OBJECT #DriverObject;//#&H & & RIFE TH /NIRRT (WXt H)
struct _DEVICE_OBJECT #NextDevice;// F—M&RENR (—ANWIABEFAIIBIRZNMEENER) , XML

 HREA—ER ChT R

6.
7. WHEE
8. struct _DEVICE_OBJECT *AttachedDevice;//¥8A T —EIRFNFEF I B& X5 (] DLEE M Ak 42 3 ) e &
%)
9. struct _IRP *CurrentIrp;//{EFH IRPEITALITIRE B, FR¥YLIR 280 IRPSE L 2 HEAT %
10.
11. CCHAR StackSize;//# &I
12.
13. PVOID DeviceExtension;// & &Y B, £—NHEXWKPIEW, REE, FAWNERTF RGN RHE]
FEHEA T e TR F KL
14.
15. FBM#HES, FUERTEMBRER, NTHIEX—&, BERTEMENBRET RBE, MRk&NRXENE D
KRB HEHRENR, B
16.
17. DA LES REN BRI RET BREANERE (EX—mLE, MIAANE BBCHRH M
18. } DEVICE_OBJECT;
19. typedef struct DEVICE OBJECT #PDEVICE OBJECT;
3. IRP:
I/0iERME, REE, HFERBENREMBAEO, BAIRPFHAIUEMBANHEE. [/0ERE—KEHI/OEEEME, HIATLLH
J2E 72 R o {3 FH DDK B Bk
Mg (IoFkiEE) , FHEAHRIXAS, BRXECENZS. IRPR—NMEXRMEMEK (LLZMSCERELT) , BEEHMLSE
M (ARSkAR A
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[epp] view plain copy

1.
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/IRP

2. typedef struct IRP {
3.
4

PMDL MdlAddress;//MDLHsht, WAZHRRFR. FRE—H it 25 (6] 543 bt 7w 2 8] RS (Bik
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6. WAL MENFAENZEFFREM) o SKBRRAS, 76 FHDO_DIRECT_T077 =AM F 2 7 35 5 HdfE i KX
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8. R, —BBEEWAHNEFERAXMITRERF, HHRWriteFileMReadFiled

10.

11.
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http://blog.csdn.net/z6470975/article/details/7187020#
http://blog.csdn.net/z6470975/article/details/7187020#
http://blog.csdn.net/z6470975/article/details/7187020#
http://blog.csdn.net/z6470975/article/details/7187020#

12. EEE, —MR1EDeviceloControl /MEE# FH=*/

13. union {

14. struct IRP *MasterIrp;
15. LONG IrpCount;

16. PVOID SystemBuffer;

17. } AssociatedIrp;

18.

19. /+BEEAHANGEM, —/StatusRIRPTERAIRE, —N& InfotmationfFBIEIE &% A Eix/
20. I0 _STATUS BLOCK IoStatus;

21.

22. CHAR StackCount;//#&HIAN4L, I LPAH &% 5 HStackSizef{H R E

23.

24, CHAR CurrentLocation;//MBiMI &R E, REE, SIRBRIFTFEAMRTATO, BN EBEEF L
25.

26. PKEVENT UserEvent;//#J#2IRPEJREE, FEZHEM, FHSYE.

27.

28.

29. } Overlay;

30.

31. PVOID UserBuffer;//FFZ&MX, E=fMirNMNHARRLERE. XMEFHR, HHREARZE, W
BERFEEEHAPRNE, ©»

32.

33, ZRIEFEAM R & LT XH I HA A&
34.

35. union {

36.

37. struct {

38.

39. struct {
40.

41. union {
42.

43.

44, struct I0 STACK LOCATION *CurrentStackLocation;//IO¥t%&tkg%t, fhR— & ikE
He WTXAAHEEER

45.

46. AT . FHEHSHEAVE.
47.

48. ).
49, ).
50.

51. } Overlay;
52.

53.

54. } Tail;

55.

56. } IRP, *PIRP;
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[cpp] view plain copy
1. TO0_STACK_LOCATION/
2. typedef struct IO STACK LOCATION {
3. UCHAR MajorFunction;//IRPEIhREHT
4. UCHAR MinorFunction;//IRPYRINAERY, JUFZPnpHIIRPICNEE
B UCHAR Flags;
6. UCHAR Control;//DeviceControl {45 Hl#g
7.
8.
9. /*LLTFR—ABAEE, EEEE, JLTHANHPAPIERBEX BIAIE R, LR THENHPEREER,
BlINESKERFLEE. TH
10.
1. RRE T A/
12. union {
13.
14.
15. struct {
16. ULONG Length;
17. ULONG POINTER_ALIGNMENT Key;
18. LARGE_INTEGER ByteOffset;
19. } Read;//NtReadFile (HB[lZ&ReadFileff]sZBiiH])
20.
21. struct {
22. ULONG Length;
23 ULONG POINTER_ALIGNMENT Key;
24. LARGE_INTEGER ByteOffset;
25. } Write;//NtWriteFile
26.
217.
28. struct {
29. ULONG OutputBufferLength;
30. ULONG POINTER_ALIGNMENT InputBufferLength;
31. ULONG POINTER_ALIGNMENT IoControlCode;
32. PVOID Type3InputBuffer;
33. } DeviceloControl;//NtDeviceloControlFile
34.
35.
36. struct {
37. PCM_RESOURCE_LIST AllocatedResources;
38. PCM_RESOURCE_LIST AllocatedResourcesTranslated;
39. } StartDevice;// At AREIXA, REETRE CRMBA LW, TIXAR)E ) BRZKPnPE
IR BN BE MR B B R R
40.
41. RANBIFRATERL.
42.

43.
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44.

45, struct {

46. PVOID Argumentl;

47. PVOID Argument2;

48. PVOID Argument3;

49. PVOID Argument4;

50. } Others;//EXAMKEEMAET, HERAFIBENEWE ] UABRRMELRX IANFR. BRRE

51.

52. } Parameters;

53.

54.

55. PDEVICE_OBJECT DeviceObject;//fRHMREX R, MREE, NREXNRPALURBEIIXN R, REHEBME
JSZEK) 73 2 R

56.

57.

58. PFILE_OBJECT FileObject;//XX X%, XM RALZ KNG R ZENZRERER,
59.

60. PI0_COMPLETION_ROUTINE CompletionRoutine;
61.

62.

63. PVOID Context;

64.

65. } I0_STACK_LOCATION, *PIO_STACK_LOCATION;
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ToCallDriver () i
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I B L B 0 3 SR OR h AR 1R F IR Bh AR e DA R WDMAY 2 3K B R 2R 7
ANERI/0 BHEHBWENIRPIERZ B O F s IRP, XTIRPHIERIEHA UL T 4FHIE AL

1. BEESRIRP, RIHE.

2. JNIRPRAFIH, EFStartI05EMRIRPE T4k .

3. BBIRPE| T —E, HT—E (BHEBFT BT HEAFERBIRPERHIEMRL

4, {EBIRPEI T —E, RN EEAIRE T —EABESIRPHER (Bt iEREELFilterDriver X4 F)

HEMUIEBEIRME2 R R, BRARLHE, EHEIRPLEHEIS L, BRT-EAE, HRXMHHE ZEKI0REARK
WEH RER

BT R U — /NI Bh R 7 BB — Bt 72

DriverEntryflAddDevice TR BN IGE R & #HA8 A, DriverEntry B B R R BUKIEM, AddDeviceFHdkhgd—A %
ENZIFAEZE T —ERENR L. —REWDMERINFEFHE —NBLREWNTEF, RFMEMPBERETEIR. T U
B, BRiEFEEREAMEED, H&EBERIEFAL, WEREQEEFCHERRIAL, FaFH
ToAttatchDeviceToDeviceStack i FiE R BIART, REIFEBRIEEN R . BN LETEIRPHIEEZCOB AN .. BiX
Hgt TS 10% &t T ! ! !

B B —FFaR U0 I U B — AN IRPRY, AR IS T BT A, 4FhE A IRPAR, T

HiZESEMIRP: IoCompleteRequest ()

JEAIRPRAF: IoMarkIrpPending () flIoStartPacket ()

i IRPE| F—/&: IoSkipCurrentIrpStackLocation () fl1IoCallDriver ()
FZERNER(ELR: IoCopyCurrentIrpStackLocationToNext () #1IoCallDriver ()
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X B iR 2 IR R RS IX A, (EAHATEXAM? ?
H—BERENGHFE - NEEER, FRAER L —EQEBELIBIRPHIE R, M IoGetCurrentIrpStackLocation () A BAZR
BLHEEE, B

BIZRB EMmMIRPE B . MAT & & E AIREIRPAEKIBF), WLASERR, "LABABG, HeabE@sT—E. maH
IoCallDriver5g BIRPHIfL %, W] LMEH RICHEE IoCallDriver () BRE BDDKC RSB & 5018, ToCallDriver B & a2
CurrentLocationi®1 (JL4i¥E4 ANdec) , ARIGH EFOBATHIWT LB, JHaIELOKR, BaosEBLAME&kBEE
BRI — &R (BEstackEHWHIMES, EANEH) .

MAMB LR EANROIRPHI TR, BAWMATELRTBEA&IR, BANTILRERSEEIXAIRP, BN %30 24675 4%
REESFEERRE, TLUEREBRFF TR, FHIoSkipCurrentIrpStackLocation () 3844k = (FIoCallDriver () J7EI4H
&), HEMERT—ENR&RELAREN LR CGEER, Ab—M2ENKNAER, LTFH) . — &SRR R0H IRPERX
M8, BIAPnPH, BIREIEK GofE, BESHENARIRPERKRZ PoCallDriver 0) . {HEVENITIERIKS), HMASHE
ReadfiWriteff], Rootkit A4, HIPSH AL (BIERIIP M@, WIFAHRIXAEEKHok T, HEABEMELE—F, FiERL
REIRPHI ) o« F4ToCopyCurrentIrpStackLocationToNext () HITFANELE T, IEARR R SIRENBTFT—F, TaEN
SEZJEWE? ? WA —B RIS R T — B T IRP, UM 2EIECEERT? ?

AUMER RS EE RPN, FBTRRERIoCallDriver O&E, R 77 R MR EREEMFMHBEM TR —REBL
KH eI+ R BT X (RAASSHAT L% —&DDKG 7) , HRAIRPERE T 5RHIRE, MAT —EWSNIEF 58 IRP
FEEEREZRATREIE (ERAREME) , Hoolktik®], JREA AERXAMIREP NSO T (BB EH M IRPHIRG L E
X HBERRE, REMELE, BRIEANOATRIESANELE L6, BRMMEEM 0 Do o o o

MIH—ERE T IRPHIAIZE, BIZIRPHIZ A AT JLF:

1. ToAllocatelrp #H, Gl A—RAEFIRP, (HELTFHAIHAEEETXANRED , H—EIeMET, TEIoFreelrp (—
MAESE R R BRI , BN EE .

2. IoBuildAsynchronousFsdRequest, IoBuildSynchronousFsdRequest. £

# IRP MJ PNP, IRP MJ READ, IRP MJ WRITE, IRP MJ FLUSH BUFFERS, IRP MJ SHUTDOWNiX4t28ZIRJIRP, ZrFBFIRE, R
SIRPH A TAEEEER B & LT XXH.

3. ToBuildDeviceIoControlRequest % EUSB¥#& KA AHid. BI% IRP_MJ_INTERNAL_DEVICE_CONTROLFH

IRP_MJ_DEVICE_CONTROL
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