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6.2.4 A MR
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\¥k 3/ % \ImagePath
6.2.5 AL IKF SIEME

6.2.5.1 AW HNINF

BEIEMF v 80X 50 i8042prt, kbdclass ENIFF KK 25 .

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\i8042prt]
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"Type"=dword:00000001

"Start"=dword:00000001

"Group"="Keyboard Port"

"ErrorControl"=dword:00000001

"DisplayName"="i8042 Keyboard and PS/2 Mouse Port Driver"
"ImagePath"="System32\DRIVERS\i8042prt.sys"
"Tag"=dword:00000004
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kbdclass]
"ErrorControl"=dword:00000001

"Group"="Keyboard Class"

"Start"=dword:00000001

"Tag"=dword:00000001

"Type"=dword:00000001

"DisplayName"="Keyboard Class Driver"
"ImagePath"="System32\DRIVERS\kbdclass.sys"

PN Start XB4HTR 1, Bl SERVICE_SYSTEM_START , FrlMfiI# K B 10 BHEABRHAN . EATLAF F] i8042prt J& T4 "Keyboard

Port" , kbdclass J& T4l "Keyboard Class" .

BEXHNHAKEBIRTF. HE%ERF#EFEE HKEY _LOCAL_MACHINE\CurrentControlSet\Contro\ServiceGroupOrder\List /7, HF

i regedit.exe REXANMERNRIBHE, BIMERARSE T B —MNEMEFRERregedt32.exe » ATUER THKIHNE.

System Reserved

Keyboard Port
Pointer Class

Keyboard Class

MS Transactions
4 "Keyboard Port" 7 41 "Keyboard Class" 2 B, FTLA i8042prt 7€ kbdclass 2 BRI

Wi T2 J5, HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Jk 5 4 \ImagePath £ IREHFEFF SO K42, @it 4
BRAT ATERESE L3R B IRENFE P S0, HEAT LB BEERA NS

6.2.5.2 BB ZRSEME
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\ACPN\PNP0303\48&5289e18&0]
"Capabilities"=dword:00000020
"HardwarelD"=hex(7):41,00,43,00,50,00,49,00,5¢,00,50,00,4¢,00,50,00,30,00,33,\
00,30,00,33,00,00,00,2a,00,50,00,4€,00,50,00,30,00,33,00,30,00,33,00,00,00,\

00,00

"Service"="i8042prt"

"ClassGUID"="{4D36E96B-E325-11CE-BFC1-08002BE10318}"



"ConfigFlags"=dword:00000000

"Driver"="{4D36E96B-E325-11CE-BFC1-08002BE10318}\\0000"

"Mig"="(F e 2"

"DeviceDesc"="Standard 101/102-Key or Microsoft Natural PS/2 Keyboard"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Class\{4D36E96B-E325-11CE-BF C1-08002BE10318}]

"Class"="Keyboard"

"lcon"="-3"

"Installer32"="SysSetup.DIl,KeyboardClassInstaller"

"UpperFilters"="kbdclass"

@="ghit"

"NolnstallClass"="1"

"TroubleShooter-0"="tshoot.chm,hdw_keyboard.htm"

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\ACPN\PNP0303\48&5289e18&0\Service

AT X B AR B A &R K i8042prt

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\ACPN\PNP0303\4&5289e18&0\ClassGUID

A X B R FIZKMGUID, FIXAGUIDEAT LLYE HKLM\SYSTEM\CurrentControlSet\Control\Class\ TR EI & U850, HE1k 218 2KH
PUR¥ida g

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Class\{4D36E96B-E325-11CE-BF C1-08002BE10318}\UpperFilters

AT X B AR B A B & AR TN kbdclass

6.3 B WEHIMR LT

6.3.1 S IKFN A G KA AE L 4>

RANIEAHT 2T B PR B

[i8042prt! DriverEntry]
BEE ) Call Stack
# ChildEBP RetAddr Args to Child

00 f901f510 80424431 fe4f69f0 fe4f5000 00000000 i8042prt! DriverEntry(struct _DRIVER_OBJECT * DriverObject = 0xfe4f69f0, struct
_UNICODE_STRING * RegistryPath = 0xfe4f5000) (CONV: stdcall)

01 f901f5d8 80426f6d 80000044 fe4f5000 f901f6e0 nt!lopLoadDriver+0x672 (FPO: [Non-Fpo])

02 f901f608 8049ccaa fe4f7348 80000044 00000001 nt!lopCallDriverAddDeviceQueryRoutine+0x356 (FPO: [Non-Fpo])
03 f901f654 80497df1 00000012 00000001 f901f6b0 nt!RtlpCallQueryRegistryRoutine+0x349 (FPO: [Non-Fpo])

04 f901f6b8 804a4ac0 00000000 00000082 00000001 nt!RtlQueryRegistryValues+0x1ed (FPO: [Non-Fpo])

05 f901f77c 8054f1bb 80000048 00000001 f901f864 nt!lopCallDriverAddDevice+0x38f (FPO: [Non-Fpo])

06 f901f798 804e504e fe4fed68 f901f864 fe4d6368 nt!lopProcessAddDevicesWorker+0x6¢ (FPO: [2,0,3])

07 f901f7a8 8054184 fe4d6368 80541147 f901f864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

08 f901f7c4 804e504e fe4d6368 f901f864 fede7c28 nt!lopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])

09 f901f7d4 80541184 fed4e7c28 80541147 f901f864 nt!lopForAllIChildDeviceNodes+0x1f (FPO: [3,0,1])



0a f901f7f0 804e504e fe4e7c28 f901f864 fe5181a8 nt!lopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
0b f901f800 8054184 fe5181a8 80541147 f901f864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

0c f901f81c 804e504e fe5181a8 f901f864 fe51b5e8 nt!lopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
0d f901f82c 80541184 fe51b5e8 8054147 901864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

Oe f901f848 8054114 fe51b5e8 f901f864 00000003 nt!lopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
0f f901f86¢ 8054 dfdf fe51baa8 0000ffff 00000003 nt!lopProcessAddDevices+0x59 (FPO: [Non-Fpo])

10 f901f8c0 8054c5¢9 00000000 00000032 00000000 nt!loplInitializeSystemDrivers+0x25 (FPO: [Non-Fpo])
11 f901fa58 8054b35a 80087000 00000000 00000000 nt!loInitSystem+0x644 (FPO: [Non-Fpo])

12 f901fda8 8045246 80087000 00000000 00000000 nt!Phase1Initialization+0x71b (FPO: [Non-Fpo])

13 f901fddc 80465b62 8054acat 80087000 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])
Al LAE B2 10 FHE AR ntllopLoadDriver A T W8z 34 i8042prt.sys, F£ifH i8042prt! DriverEntry.
N4 —TF ntllopLoadDriver K47 7%

nt!lopLoadDriver <55 PsLoadedModuleList , #F £ R CZH MY i8042prt.SYS MM, HMHMABF LT i8042prt.SYS ELWHA. K
WEAERN, Bt "ImagePath” FHI¥E, K18 T B2 "System32\DRIVERS\i8042prt.sys". {3 KB HKAMSE, HH
nt!MmLoadSystemimage, #HAW3h. {#F nt!ObCreateObject Bl —ANIKENAT R . & T HE KSR TV IXAIESIxF . 4
DRIVER_OBJECT ) +18 struct _DRIVER_EXTENSION *DriverExtension It{&, ZXzh%t % w #hikin -0xa8, BIEER7E DRIVER_OBJECT 2
Ja Kisdt . K DRIVER_EXTENSION ) +00 struct _DRIVER_OBJECT *DriverObject I & N IR % % 1w Hubik . FH
nt!lopinvalidDeviceRequest ¥4 kB S %F R KA MajorFunction[28] . #I4sIREX R K Type, Size, Flags. Al i8042prt!DriverEntry %]
AL IR SN % 5 +2¢ function *Driverlnit . #1444k +14 void *DriverSection . FH i8042prt 7E P9 77 1 {0 & #uhik #7454k +0c void *DriverStart . FH
i8042prt fIK/MIEEA +10 uint32 DriverSize . F nt!OblinsertObject ¥ DRIVER_OBJECT #fi A\ iy & X & 25 [8], BIZEFEART \driver\ T2&&H
i8042prt 1, FHEAJEELE T . ¥4k +24 struct  UNICODE_STRING *HardwareDatabase . M PagedPool 2K E, FHRIZHEC i P T 461k
+1¢ struct _UNICODE_STRING DriverName, A\ "\Driver\i8042prt". M NonPagedPool 4B 7%, ¥4kt DRIVER_EXTENSION [
ServiceKeyName, A "i8042prt". ¥ PUNICODE_STRING RegistryPath , PDRIVER_OBJECT DriverObject FE A HEk:, 4R/ 8 i
DriverObject+0x2c B Driverlnit B DriverEntry. M DriverEntry iR [El 2 J5, nt!lopLoadDriver k4347, 2BHUAN RegistryPath T BiE %
il

DriverEntry(

IN PDRIVER_OBJECT DriverObject,

IN PUNICODE_STRING RegistryPath

)

RegistryPath #§ /) unicode F4F & A "\REGISTRY\MACHINE\SYSTEM\ControlSet001\Services\i8042prt"
BB ER K ControlSet001 & CurrentControlSet .

1E i8042prt! DriverEntry H1,

Miah — 2 /TR,

M HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\i8042prt\Parameters T LB —&5%, MELRETES.
BB IS R &I

DriverObject->DriverStartlo = 18xStartlo;

DriverObject->DriverUnload = I8xUnload;

DriverObject->DriverExtension->AddDevice = I8xAddDevice;

DriverObject->MajorFunction[IRP_MJ_CREATE] = I8xCreate;



DriverObject->MajorFunction[IRP_MJ_CLOSE] = I8xClose;
DriverObject->MajorFunction[IRP_MJ_INTERNAL_DEVICE_CONTROL] =
I18xInternalDeviceControl;
DriverObject->MajorFunction[IRP_MJ_DEVICE_CONTROL] = I8xDeviceControl;
DriverObject->MajorFunction[IRP_MJ_FLUSH BUFFERS] = I8xFlush;
DriverObject->MajorFunction[IRP_MJ_PNP] = I18xPnP;
DriverObject->MajorFunction[IRP_MJ_POWER] = I8xPower;
DriverObject->MajorFunction[IRP_MJ_SYSTEM_CONTROL] = I8xSystemControl;
ME M 3R FR R R I B 3 RtlIQueryRegistryValues B VR E S —12

NTSTATUS

RtlQueryRegistryValues(

IN ULONG RelativeTo,

IN PCWSTR Path,

IN PRTL_QUERY_REGISTRY_TABLE QueryTable,

IN PVOID Context,

IN PVOID Environment OPTIONAL

);

A PA—RRAG — NEM R (Key) T2 ANEMRE (Value) FIEHE . 75 WTEM R H BUR IS0 I S 1R 77 (8 .
typedef struct_RTL_QUERY_REGISTRY_TABLE {
PRTL_QUERY_REGISTRY_ROUTINE QueryRoutine;

ULONG Flags;

PWSTR Name;

PVOID EntryContext;

ULONG DefaultType;

PVOID DefaultData;

ULONG DefaultLength;

} RTL_QUERY_REGISTRY_TABLE, *PRTL_QUERY_REGISTRY_TABLE;

*tF QueryTable w1 Flags & RTL_QUERY_REGISTRY_DIRECT Hf
QueryRoutine # 21, 3 H EntryContext 1§ [F 7745 R KI5

R ) R AME RAEE R, 216 F DefaultData 4 S #74% 2] EntryContext H .
[kdbclass!DriverEntry]

ILEY ) Call Stack

# ChildEBP RetAddr Args to Child

00 f901f510 80424431 fe4f6310 fe4f5000 00000000 kbdclass! DriverEntry(struct _DRIVER_OBJECT * DriverObject = 0xfe4f6310,
struct _UNICODE_STRING * RegistryPath = 0xfe4f5000) (CONV: stdcall)

01 f901f5d8 80426f6d 80000044 fe4f5000 f901f6e0 nt!lopLoadDriver+0x672 (FPO: [Non-Fpo])



02 f901f608 80506535 fe4f72c8 80000044 00000001 nt!lopCallDriverAddDeviceQueryRoutine+0x356 (FPO: [Non-Fpo])
03 f901f654 80497df1 e129eec6 00000007 f901f6b0 nt!RtlpCallQueryRegistryRoutine+0x1a2 (FPO: [Non-Fpo])
04 f901f6b8 804a4b67 00000000 00000082 00000001 nt!RtlQueryRegistryValues+0x1ed (FPO: [Non-Fpo])
05 f901f77¢ 8054f1bb 80000048 00000001 f901f800 nt!lopCallDriverAddDevice+0x499 (FPO: [Non-Fpo])
06 901798 804e504e fe4fed68 f901f864 fe4d6368 nt!lopProcessAddDevicesWorker+0x6¢ (FPO: [2,0,3])
07 f901f7a8 8054184 fe4d6368 80541147 f901f864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

08 f901f7c4 804e504e fe4d6368 f901f864 fede7c28 nt!lopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
09 f901f7d4 8054184 fed4e7c28 8054147 901864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

Oa f901f7f0 804e504e fede7c28 f901f864 fe5181a8 ntllopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
0b f901f800 8054184 fe5181a8 80541147 f901f864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

Oc f901f81c 804e504e fe5181a8 f901f864 fe51b5e8 nt!lopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
0d f901f82c 80541184 fe51b5e8 8054147 901864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

Oe f901f848 8054114 fe51b5e8 f901f864 00000003 nt!lopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
0f f901f86¢ 8054dfdf fe51baa8 0000ffff 00000003 nt!lopProcessAddDevices+0x59 (FPO: [Non-Fpo])

10 f901f8c0 8054c5¢9 00000000 00000032 00000000 nt!loplnitializeSystemDrivers+0x25 (FPO: [Non-Fpo])
11 f901fa58 8054b35a 80087000 00000000 00000000 nt!loInitSystem+0x644 (FPO: [Non-Fpo])

12 f901fda8 8045246 80087000 00000000 00000000 nt!Phase1Initialization+0x71b (FPO: [Non-Fpo])

13 f901fddc 80465b62 8054aca6 80087000 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])
DriverEntry(

IN PDRIVER_OBJECT DriverObject,

IN PUNICODE_STRING RegistryPath

)

RegistryPath #§ [/ unicode F4F & A "\REGISTRY\MACHINE\SYSTEM\ControlSet001\Services\kbdclass"
1 kbdclass! DriverEntry H,

Ve — e /AR,

M HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\kbdclass\Parameters izl —&5%, WMALRZEF.
e B IR G AR .

DriverObject->DriverStartlo = KeyboardClassStartlo;

DriverObject->MajorFunction[IRP_MJ_CREATE] = KeyboardClassCreate;
DriverObject->MajorFunction[IRP_MJ_CLOSE] = KeyboardClassClose;
DriverObject->MajorFunction[IRP_MJ_READ] = KeyboardClassRead;
DriverObject->MajorFunction[IRP_MJ_FLUSH_BUFFERS] = KeyboardClassFlush;
DriverObject->MajorFunction[IRP_MJ_DEVICE_CONTROL] = KeyboardClassDeviceControl;
DriverObject->MajorFunction[IRP_MJ_INTERNAL_DEVICE_CONTROL] =

KeyboardClassPassThrough;

DriverObject->MajorFunction[IRP_MJ_CLEANUP] = KeyboardClassCleanup;



DriverObject->MajorFunction[IRP_MJ_PNP] = KeyboardPnP;
DriverObject->MajorFunction[IRP_MJ_POWER] = KeyboardClassPower;
DriverObject->MajorFunction[IRP_MJ_SYSTEM_CONTROL] = KeyboardClassSystemControl;
DriverObject->DriverExtension->AddDevice = KeyboardAddDevice;

[i8042prt!I8BxAddDevice]

BLET F Call Stack

# ChildEBP RetAddr Args to Child

00 f901f6c4 8048e8f2 fe4f69f0 fe4dd730 00000000 i8042prt!I8BxAddDevice(struct _DRIVER_OBJECT * Driver = 0xfe4f69f0, struct
_DEVICE_OBJECT * PDO = 0xfe4dd730) (CONV: stdcall)

01 f901f77c 8054f1bb 80000048 00000002 f901f800 nt!lopCallDriverAddDevice+0x52d (FPO: [Non-Fpo])
02 f901f798 804e504e fe4fed68 f901f864 fe4d6368 nt!lopProcessAddDevicesWorker+0x6¢ (FPO: [2,0,3])
03 f901f7a8 80541184 fe4d6368 8054147 f901f864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

04 f901f7c4 804e504e fe4d6368 f901f864 fede7c28 nt!lopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
05 f901f7d4 80541184 fede7c28 8054f147 f901f864 nt!lopForAllIChildDeviceNodes+0x1f (FPO: [3,0,1])

06 f901f7f0 804e504e fede7c28 f901f864 fe5181a8 ntllopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
07 f901f800 80541184 fe5181a8 8054147 f901f864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

08 f901f81c 804e504e fe5181a8 f901f864 fe51b5e8 nt!lopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
09 f901f82c 8054184 fe51b5e8 80541147 f901f864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

Oa f901f848 80541114 fe51b5e8 f901f864 00000003 nt!lopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
0b f901f86¢ 8054dfdf fe51baa8 0000ffff 00000003 nt!lopProcessAddDevices+0x59 (FPO: [Non-Fpo])

Oc f901f8c0 8054c5¢9 00000000 00000032 00000000 nt!loplnitializeSystemDrivers+0x25 (FPO: [Non-Fpo])
0d f901fa58 8054b35a 80087000 00000000 00000000 nt!lolnitSystem+0x644 (FPO: [Non-Fpo])

Oe f901fda8 804524f6 80087000 00000000 00000000 nt!Phase1Initialization+0x71b (FPO: [Non-Fpo])

0f f901fddc 80465b62 8054acaé 80087000 00000000 nt! PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])
10 00000000 00000000 00000000 00000000 00000000 nt!KiThreadStartup+0x16

IO &AW T i18042prt!I8BxAddDevice

i8042prt!I8xAddDevice ',

A loCreateDevice Bl %X 5.

W H loAttachDevice ToDeviceStack K= 4 ] i8042prt 11 &5t RN R W &1k o

WG B & XHBR R T R — i,

loCreateDevice 1241 DeviceName , R A%, WHEMEENREELF.

loAttachDeviceToDeviceStack 1 #1Z#t, TargetDevice #5€ T F=4E [ i8042prt B8 & X A BN BA B &4k . i A BT S48
TargetDevice , ¥ i8042prt!I8xAddDevice £ AZ#( PDO. R4 unfisniE4: i8042prt!I8BxAddDevice £ XA~ PDO WE? &R 2, BA WA
) PDO @il MR RAF RS R LRIE L, BT i8042prt, A A T i8042prt i) DriverObject->DriverExtension->AddDevice, Fill%
SRHNE PDO

wWER ERRENR, NWEAT, @i DEVICE_OBJECT i DEVOBJ_EXTENSION f#] +18 struct _DEVICE_OBJECT *AttachedTo Bt & 7E
—ig. mER ERRENSR, WTHEL, #id DEVICE_OBJECT i +10 struct _DEVICE_OBJECT *AttachedDevice Bt R7E—i2.



loAttachDeviceToDeviceStack & — /N &F TR, BANBRARIRT, WX & X5 DEVICE_OBJECT i)
DEVOBJ_EXTENSION ] +18 struct _DEVICE_OBJECT *AttachedTo #1 DEVICE_OBJECT #J +10 struct _DEVICE_OBJECT *AttachedDevice
X AN SR B % AR AR T A W & 0 R ETX AR R AEBE R o 72 AH NG 8 B AN BT BN B & AR R ¥ & 4 2 19 +30 char StackSize

[kbdclass!KeyboardAddDevice]
IS ) Call Stack
# ChildEBP RetAddr Args to Child

00 f901f6c4 8048e8f2 fe4f6310 fe4dd730 00000000 kbdclass!KeyboardAddDevice(struct _DRIVER_OBJECT * DriverObject =
0xfe4f6310, struct _DEVICE_OBJECT * PhysicalDeviceObject = 0xfe4dd730) (CONV: stdcall)

01 f901f77c 8054f1bb 80000048 00000004 f901f800 nt!lopCallDriverAddDevice+0x52d (FPO: [Non-Fpo])
02 f901f798 804e504¢ fe4fed68 f901f864 fe4d6368 nt!lopProcessAddDevicesWorker+0x6¢ (FPO: [2,0,3])
03 f901f7a8 80541184 fe4d6368 8054147 f901f864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

04 f901f7c4 804e504e fe4d6368 f901f864 fede7c28 nt!lopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
05 f901f7d4 80541184 fede7c28 80541147 f901f864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

06 f901f7f0 804e504e fede7c28 f901f864 fe5181a8 ntllopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
07 f901f800 80541184 fe5181a8 8054147 f901f864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

08 f901f81c 804e504e fe5181a8 f901f864 fe51b5e8 nt!lopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
09 f901f82c 8054184 fe51b5e8 80541147 f901f864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

0a f901f848 8054114 fe51b5e8 f901f864 00000003 nt!lopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
0b f901f86¢ 8054dfdf fe51baa8 0000ffff 00000003 nt!lopProcessAddDevices+0x59 (FPO: [Non-Fpo])

0Oc f901f8c0 8054c5¢9 00000000 00000032 00000000 nt! loplnitializeSystemDrivers+0x25 (FPO: [Non-Fpo])
0d f901fa58 8054b35a 80087000 00000000 00000000 nt!lolnitSystem+0x644 (FPO: [Non-Fpo])

Oe f901fda8 804524f6 80087000 00000000 00000000 nt!Phase1Initialization+0x71b (FPO: [Non-Fpo])

0f f901fddc 80465b62 8054aca6 80087000 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])
10 00000000 00000000 00000000 00000000 00000000 nt!KiThreadStartup+0x16
kbdclass!KeyboardAddDevice H,

A loCreateDevice BB %% % .

WIgHA B B L&Y R i — L

M NonPagedPool 4 kbdclass KNSR FI, 2 EHTF.

WIGEA B &5 R v B A5 P i N 8038 BA B B AH DR

A loAttachDevice ToDeviceStack =4 [¥] kbdclass 1% & % RN #L B & o

M loRegisterDevicelnterface , RERFNBEOANHE.

4 Fl % % kbdclass!KbdSendConnectRequest , 1 H C.(kbdclass) i &b 5 N\ 4 i 18138 5 $05 f F — 2 (18042prt) .

loCreateDevice 1% DeviceName , AR AAE, HHARXANRENRELF . ERXBXANEF £ "Device\KeyboardClass0".



A ExAllocatePool 5 kbdclass K% N EEBAF S} EE A7, 2 A7 1K/ A deviceExtension-
>KeyboardAttributes.InputDataQueuelLength. Tfi deviceExtension->KeyboardAttributes.InputDataQueuelLength & H
Globals. InitExtension.KeyboardAttributes.InputDataQueuelLength IAE ). T
Globals.InitExtension.KeyboardAttributes.InputDataQueuelLength & 7E kbdclass ] DriverEntry 48446 . EDRER MR
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kbdclass\Parameters\KeyboardDataQueueSize , 2R /)53 LL
sizeof(KEYBOARD_INPUT_DATA).

deviceExtension->InputData {#7% B i %% 18] 1 & ik

SRJEEA KbdnitializeDataQueue, #Itk,

deviceExtension->InputCount = 0;

deviceExtension->Dataln = deviceExtension->InputData;

deviceExtension->DataOut = deviceExtension->InputData;

Wt R IR %, Dataln,DataOut #8484 N B EA B 3% .

W H loAttachDeviceToDeviceStack 74 ff] kbdclass FI#& W RN B R &1k WERBRERMCEERTT .

kbdclass!KbdSendConnectRequest LA—4~ CONNECT_DATA , IOCTL_INTERNAL KEYBOARD_CONNECT A& ¥ H
loBuildDeviceloControlRequest, & —4~ IRP_MJ_INTERNAL_DEVICE_CONTROL i IRP , #&H loCallDriver f£4; i8024prt. XA
CONNECT_DATA 175 kbdclass b 2 4 N\ 33 i [21 14 B 31 kbdclass! KeyboardClassServiceCallback fithit. loCallDriver #R#EiX 4~ IRP , i
i8042prt!I18xInternalDeviceControl. 7E i8042prt!I8xinternalDeviceControl #&3ix 4~ CONNECT_DATA fR#7E kbExtension->ConnectData
H. XFE, LUSI8042prtfR B T M BIE LS, #iAT LA Akbdclasstg E XA EIJE K $, ik kbdclass /B AEE, X E
i8042prt! 18xInternalDeviceControl 4# IOCTL_INTERNAL_KEYBOARD_CONNECT HI&84r, ERIEX S E—FE— ANt Ehooktls, H
TEIXET E Bhook, TIRESM WML T Fhoot, Aid kbdclass X ML HA A2

[IRP_MJ_PNP IRP_MN_QUERY_LEGACY_BUS_INFORMATION]
# ChildEBP RetAddr Args to Child

00 f901f638 804 1f54b fe4f5df0 fedfea08 fe4f5df0 kbdclass!KeyboardPnP(struct _DEVICE_OBJECT * DeviceObject = 0xfe4f5df0, struct
_IRP * Irp = Oxfe4fea08) (CONV: stdcall)

01 f901f64c 8049cb91 f901f6bc fe4dd730 fed4fedcO nt!lopfCallDriver+0x35 (FPO: [0,0,2])

02 f901f678 8048f328 fe4f5df0 901698 f901f6c4 nt!lopSynchronousCall+0xca (FPO: [Non-Fpo])

03 f901f6bc 804a4bd1 fe4dd730 00000000 fe4fedcO nt!lopQuerylLegacyBusinformation+0x2c (FPO: [Non-Fpo])
04 f901f77¢ 8054f1bb 80000048 00000005 f901f800 nt!lopCallDriverAddDevice+0x634 (FPO: [Non-Fpo])
05 f901f798 804e504e fe4fed68 f901f864 fe4d6368 nt!lopProcessAddDevicesWorker+0x6¢ (FPO: [2,0,3])
06 f901f7a8 8054184 fe4d6368 80541147 f901f864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

07 f901f7c4 804e504e fe4d6368 f901f864 fede7c28 nt!lopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
08 f901f7d4 8054184 fed4e7c28 8054147 f901f864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

09 f901f7f0 804e504e fede7c28 f901f864 fe5181a8 nt!lopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
0a f901f800 8054184 fe5181a8 80541147 f901f864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

0b f901f81c 804e504e fe5181a8 f901f864 fe51b5e8 nt!lopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
0Oc f901f82c 80541184 fe51b5e8 8054147 f901f864 nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

0d f901f848 8054114 fe51b5e8 f901f864 00000003 nt!lopProcessAddDevicesWorker+0x3d (FPO: [2,0,3])
Oe f901f86¢ 8054dfdf fe51baa8 0000ffff 00000003 nt!lopProcessAddDevices+0x59 (FPO: [Non-Fpo])

0f f901f8c0 8054c5¢c9 00000000 00000032 00000000 nt!loplnitializeSystemDrivers+0x25 (FPO: [Non-Fpo])



10 f901fa58 8054b35a 80087000 00000000 00000000 nt!lolnitSystem+0x644 (FPO: [Non-Fpo])

11 f901fda8 80452416 80087000 00000000 00000000 nt!Phase1Initialization+0x71b (FPO: [Non-Fpo])

12 f901fddc 80465b62 8054aca6 80087000 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])

13 00000000 00000000 00000000 00000000 00000000 nt!KiThreadStartup+0x16

IO B AR MBI LK IRP_MJ_PNP IRP_MN_QUERY_LEGACY_BUS_INFORMATION ¥ IRP,

X ¥ 53 kbdclass!KeyboardPnP ##147, &AM kbdclass!KeyboardPnP 45 A 24k Irp AT LL4NIE, XA IRP £HFF IRP.
kbdclass #1 i8042prt %f IRP_MJ_PNP IRP_MN_QUERY_LEGACY_BUS_INFORMATION ] IRP #§&# 158, 1T,
[IRP_MJ_PNP IRP_MN_FILTER_ RESOURCE_REQUIREMENTS]

# ChildEBP RetAddr Args to Child

00 f901f6f4 8041f54b fe4f5df0 fedfea08 fe4f5df0 kbdclass! KeyboardPnP(struct _DEVICE_OBJECT * DeviceObject = 0xfe4f5df0, struct
_IRP * Irp = Oxfe4fea08)+0x9 (CONV: stdcall)

01 f901f708 8048468 e12bf298 fe4fed68 f901f7c0 nt!lopfCallDriver+0x35 (FPO: [0,0,2])

02 f901f734 8048f2dc fe4f5df0 e12b4ee8 f901f794 ntllopFilterResourceRequirementsCall+0xdb (FPO: [Non-Fpo])
03 f901f79c 8048dff9 fe4dd730 e12b4ee8 e12bf201 nt!lopQueryDeviceResources+0x211 (FPO: [Non-Fpo])

04 f901f7d0 8048df26 e12bf288 e12bf5c4 f901f7f8 ntllopGetResourceRequirementsForAssignTable+0xc6 (FPO: [Non-Fpo])
05 f901f800 8048f0ac f901f84c f901f850 00000000 nt!lopAllocateResources+0xa0 (FPO: [Non-Fpo])

06 f901f844 8048edfé 00000017 e12bf288 00000001 nt!lopAssignResourcesToDevices+0xd9 (FPO: [Non-Fpo])
07 f901f86¢ 8054005 fe51baa8 00000000 00000001 nt!lopProcessAssignResources+0xe8 (FPO: [Non-Fpo])

08 f901f8c0 8054c5¢9 00000000 00000032 00000000 nt!lopInitializeSystemDrivers+0x4b (FPO: [Non-Fpo])

09 f901fa58 8054b35a 80087000 00000000 00000000 nt!lolnitSystem+0x644 (FPO: [Non-Fpo])

0Oa f901fda8 8045246 80087000 00000000 00000000 nt!Phase1Initialization+0x71b (FPO: [Non-Fpo])

0b f901fddc 80465b62 8054aca6 80087000 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])

0c 00000000 00000000 00000000 00000000 00000000 nt!KiThreadStartup+0x16

10 #3088 [ A W & & IRP_MJ_PNP IRP_MN_FILTER_RESOURCE_REQUIREMENTS ] IRP.
kbdclass!KeyboardPnP %t IRP_MJ_PNP IRP_MN_FILTER_RESOURCE_REQUIREMENTS %#tAb#, il F4.

i8042prt! I8xPnP 4t IRP_MJ_PNP IRP_MN_FILTER_RESOURCE_REQUIREMENTS &84, B &EIEXA IRP | T, ZJ5SRA R
¥ i8042prt! I8xFilterResourceRequirements. i8042prt! I8xFilterResourceRequirements 43t 4& A i 1115 BA-TFELE Globals.ControllerData-
>KnownPorts &1, BRItz sh, BHEEMAERERMLE.

DDK ##t, pnpEH &K IRP_MN_FILTER_RESOURCE_REQUIREMENTS IRP , Z4IKz— /MR B EEN—AMl&.
BAVRE —F RAT AR AW 0B B .

{3/ WinDbg 7 lirp fir & REF N IRP.

kd> lirp fe4fea08

Irp is active with 6 stacks 6 is current (= Oxfe4feb2c)

No Mdl Thread fe4f47¢e0: Irp stack trace.

cmd cl Device File Completion-Context

[0, 0] 0 0 00000000 00000000 00000000-00000000

Args: 00000000 00000000 00000000 00000000



[0, 0] 0 0 00000000 00000000 00000000-00000000
Args: 00000000 00000000 00000000 00000000

[0, 0] 0 0 00000000 00000000 00000000-00000000
Args: 00000000 00000000 00000000 00000000

[0, 0] 0 0 00000000 00000000 00000000-00000000
Args: 00000000 00000000 00000000 00000000

[0, 0] 0 0 00000000 00000000 00000000-00000000
Args: 00000000 00000000 00000000 00000000

>[ 1b, d] 0 0 fe4f5df0 00000000 00000000-00000000
\Driver\Kbdclass

Args: e12b4ee8 00000000 00000000 00000000

E #2477 I0_STACK_LOCATION f# MajorFunction & 0x1b, MinorFunction & Oxd. B MajorFunction > IRP_MJ_PNP, MinorFunction
A IRP_MN_FILTER_RESOURCE_REQUIREMENTS.

FEYIEE ZH0 ) I0_STACK_LOCATION ,

kd> Istrct io_stack_location fe4feb2c

struct _IO_STACK_LOCATION (sizeof=36)

+00 byte MajorFunction = 1b .

+01 byte MinorFunction = 0d .

+02 byte Flags = 00 .

+03 byte Control = 00 .

+04 union __unnamed19 Parameters

+04 struct __unnamed42 FilterResourceRequirements

+04 struct _|O_RESOURCE_REQUIREMENTS_LIST *loResourceRequirementList = E12B4EE8
+14 struct _DEVICE_OBJECT *DeviceObject = FE4F5DFO0

+18 struct _FILE_OBJECT *FileObject = 00000000

+1c¢ function *CompletionRoutine = 00000000

+20 void *Context = 00000000

ENT —AME1A 10 RESOURCE_REQUIREMENTS_LIST 4#f484t .
BAEA WinDbg ) lioreslist && X4~ I0_RESOURCE_REQUIREMENTS_LIST =[] Bt 5
kd> lioreslist e12b4ee8

loResList at Oxe12b4ee8 : Interface 0xf Bus O Slot 0

Reserved Values = {0x00000030, 0x00000201, 0x05000000}
Alternative 0 (Version 1.1)

Preferred Descriptor 0 - NonArbitrated/ConfigData (0x80) Shared (0x3)
Flags (0000) -

Data: : O0x1 0x5 0x180200



Preferred Descriptor 1 - Port (0x1) Device Exclusive (0x1)
Flags (0x11) - PORT_IO 16_BIT_DECODE

0x000001 byte range with alignment 0x000001

60 - 0x60

Preferred Descriptor 2 - Port (0x1) Device Exclusive (0x1)
Flags (0x11) - PORT_IO 16_BIT_DECODE

0x000001 byte range with alignment 0x000001

64 - 0x64

Preferred Descriptor 3 - Interrupt (0x2) Device Exclusive (0x1)
Flags (0x01) - LATCHED

0x1 - Ox1

AUEER, RATHAREBRISEHEES, HMmA, —4 060, —4N0x64. —AHli, IRQA1.
[IRP_MJ_PNP IRP_MN_START_DEVICE]

# ChildEBP RetAddr Args to Child

00 f901f6a4 804 1f54b fe4f5df0 fedfeal8 fe4f5df0 kbdclass!KeyboardPnP(struct _DEVICE_OBJECT * DeviceObject = 0xfe4f5df0, struct
_IRP * Irp = Oxfe4fea08)+0x9 (CONV: stdcall)

01 f901f6b8 8049cb91 00020000 fe4fed68 00000000 nt!lopfCallDriver+0x35 (FPO: [0,0,2])

02 f901f6e4 804289ce fe4f5df0 f901f704 f901f72c nt!lopSynchronousCall+0xca (FPO: [Non-Fpo])

03 f901f730 8048e06a fe4dd730 00000000 fe4fed68 nt!lopStartDevice+0x127 (FPO: [Non-Fpo])

04 f901f764 8048e040 fe4fed68 f901f88c 00000000 nt!lopStartAndEnumerateDevice+0x22 (FPO: [Non-Fpo])
05 f901f784 804e504e fe4fed68 f901f88¢c fe4d6368 nt!lopProcessStartDevicesWorker+0x72 (FPO: [Non-Fpo])
06 f901f794 80424670 fe4d6368 804a4618 f901f88¢ nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

07 f901f7b8 804e504e fe4d6368 f901f88¢ fede7c28 nt!lopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])
08 f901f7c8 80424670 fede7c28 804a4618 f901f88c nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

09 f901f7ec 804e504e fede7c28 f901f88c fe5181a8 nt!lopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])
0Oa f901f7fc 80424670 fe5181a8 804a4618 f901f88c nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

0b f901f820 804e504e fe5181a8 f901f88c fe51b5e8 nt!lopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])
0Oc f901f830 80424670 fe51b5e8 804a4618 f901f88c nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

0d f901f854 80424607 fe51b5e8 f901f88c 00000003 nt!lopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])
0Oe f901f870 8054017 fe51b2c8 f901f88c 80087000 nt!lopProcessStartDevices+0x43 (FPO: [EBP 0xf901f8¢c0] [2,0,4])
0f f901f8c0 8054c5¢c9 00000000 00000032 00000000 nt!loplInitializeSystemDrivers+0x5d (FPO: [Non-Fpo])

10 f901fa58 8054b35a 80087000 00000000 00000000 nt!loInitSystem+0x644 (FPO: [Non-Fpo])

11 f901fda8 8045246 80087000 00000000 00000000 nt!Phase1Initialization+0x71b (FPO: [Non-Fpo])

12 f901fddc 80465b62 8054acab 80087000 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])

13 00000000 00000000 00000000 00000000 00000000 nt!KiThreadStartup+0x16

pnp & 2 3% ) 8 A &R K IRP_MN_START_DEVICE.



BRINEBEFEZXA IRP

kd> lirp fed4fea08

Irp is active with 6 stacks 6 is current (= Oxfe4feb2c)
No MdI Thread fe4f47e0: Irp stack trace.

cmd cl Device File Completion-Context

[0, 0] 0 0 00000000 00000000 00000000-00000000
Args: 00000000 00000000 00000000 00000000

[0, 0] 0 0 00000000 00000000 00000000-00000000
Args: 00000000 00000000 00000000 00000000

[0, 0] 0 0 00000000 00000000 00000000-00000000
Args: 00000000 00000000 00000000 00000000

[0, 0] 0 0 00000000 00000000 00000000-00000000
Args: 00000000 00000000 00000000 00000000

[0, 0] 0 0 00000000 00000000 00000000-00000000
Args: 00000000 00000000 00000000 00000000

>[ 1b, 0] 0 0 fe4f5df0 00000000 00000000-00000000
\Driver\Kbdclass

Args: e12c1bc8 e12c97¢8 00000000 00000000

E%E %45 I0_STACK_LOCATION

kd> Istrct io_stack location fe4feb2c

struct _1I0_STACK_LOCATION (sizeof=36)

+00 byte MajorFunction = 1b .

+01 byte MinorFunction = 00 .

+02 byte Flags = 00 .

+03 byte Control = 00 .

+04 union __unnamed19 Parameters

+04 struct __unnamed59 StartDevice

+04 struct _CM_RESOURCE_LIST *AllocatedResources = E12C1BC8
+08 struct _CM_RESOURCE_LIST *AllocatedResourcesTranslated = E12C97C8
+14 struct _DEVICE_OBJECT *DeviceObject = FE4F5DFO0
+18 struct _FILE_OBJECT *FileObject = 00000000
+1c¢ function *CompletionRoutine = 00000000

+20 void *Context = 00000000

#A1EFE AllocatedResources

kd> Icmreslist E12C1BC8

CmResourcelist at 0xe12c1bc8 Version 0.0 Interface Oxf Bus #0



Entry O - Port (0x1) Device Exclusive (0x1)

Flags (0x11) - PORT_MEMORY PORT_IO 16_BIT_DECODE
Range starts at 0x60 for 0x1 bytes

Entry 1 - Port (0x1) Device Exclusive (0x1)

Flags (0x11) - PORT_MEMORY PORT_IO 16_BIT_DECODE
Range starts at 0x64 for 0x1 bytes

Entry 2 - Interrupt (0x2) Device Exclusive (0x1)

Flags (0x01) - LATCHED

Level 0x1, Vector Ox1, Affinity OXffffffff

BATEE AllocatedResourcesTranslated

kd> lcmreslist E12C97C8

CmResourcelList at 0xe12c97¢8 Version 0.0 Interface 0xf Bus #0
Entry O - Port (Ox1) Device Exclusive (0x1)

Flags (0x11) - PORT_MEMORY PORT_IO 16_BIT_DECODE
Range starts at 0x60 for 0x1 bytes

Entry 1 - Port (Ox1) Device Exclusive (0x1)

Flags (0x11) - PORT_MEMORY PORT_IO 16_BIT_DECODE
Range starts at 0x64 for 0x1 bytes

Entry 2 - Interrupt (0x2) Device Exclusive (0x1)

Flags (0x01) - LATCHED

Level Oxa, Vector Oxb3, Affinity 0x1

HAIERFH X T IRP_MJ_PNP IRP_MN_START_DEVICE ff4b 3

kbdclass!KeyboardPnP 1, #5#XANRPE T4, S i8042prt! I8xPnP ##4T. FHEHAHEIKREZ &, WMERALE, HH
loSetDevicelnterfaceState, enable Wz REANHERED.

i8042prt! IBXPNP 1, F KX ANIRPIE T 4E, THAIIREEEH, Bidks: i8042prt!18xPnP 43 . 1M
i8042prt! I8xKeyboardStartDevice . i8042prt!I8xKeyboardStartDevice H, EIRPHE AN #id I FFENE BAGFELERZEMEET BH. N
VEMFE HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\i8042prt\Parameters % T, &%, WEMEET BRI —%ig, A
NonPagedPool 5 i8042prt M NSEERNF], SECHF. VIR A R b 6 A NSRS AR S, WIaR A & R v i — i

MIEMZE HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\i8042prt\Parameters # T, S, WHLKET BH—&
. 8%, WME HKEY _LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\i8042prt\Parameters\KeyboardDataQueueSize,

TAE, M XAMEER i8042prtit iy N HHE B\ i BT AN, a0 SRR R A A BROE + 381 100405 1804 2prtitéi N ¥ B\ 51t T
BN ERXE, HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\i8042prt\Parameters\KeyboardDataQueueSize FfZ1E,
Bt A FH BRI E 133 11001 Mi804 2prt i s N EdiE BA 5 o BB A3, 84 KeyboardExtension->KeyboardAttributes. InputDataQueuelength
TR % N\ B35 BA 51 o BTG 4N 3 size of(KEYBOARD_INPUT_DATA).

1 H ExAllocatePool 24 i8042prt I AEE NG 3 BE N A, 43 BE AR IR/ A KeyboardExtension-
>KeyboardAttributes.InputDataQueuelLength.

KeyboardExtension->InputData {717 H i# 2= 18] i & bk .
KeyboardExtension->DataEnd #7711 25 8] ff) EE Hu bk

SRJG A 18xinitializeDataQueue, #JE4k,



kbExtension->InputCount = 0;

kbExtension->Dataln = kbExtension->InputData;

kbExtension->DataOut = kbExtension->InputData;

Wk R IR %, Dataln,DataOut #¥8 a1 % N B8 A3 1 FF 3k .

MBI &Y B i —LDPC, 3% KeyboardExtension->KeyboardIlsrDpc #J#54¢ 7 i8042prt!18042KeyboardIsrDpc.

TEAFRIRIRE4L TAE, XtFps/2f) AR Fps/2 4 i #2 i8042 8 — iy 4. FrLALRZ) i8042prt Hps/248 4 B AR B BE - A1 4k TAERAE T —
HRHEAT -

ERBRINRE, KW, WREEps2BiR, REFps2BIFMERCEREST, WAREPTEMRWBATE. WRERF, JFER
WREBAE RS, WARFRVIRL TR, BAERARR S B8UE BT -

RiXBAps2fhx, I HRRREREZFHIRZN, BETRREREBIRS, FT LRIV 46 AL THE f5 T K A% S 3 — AT .

[IRP_MJ_PNP IRP_MN_QUERY_CAPABILITIES]

# ChildEBP RetAddr Args to Child

00 f901f664 8041f54b fe4f5df0 fed4fea08 fe4f5df0 kbdclass!KeyboardPnP(struct _DEVICE_OBJECT * DeviceObject = 0xfe4f5df0, struct
_IRP * Irp = Oxfe4fea08)+0x9 (CONV: stdcall)

01 f901f678 8049cb91 f901f6e0 fe4dd730 fe4fed68 nt!lopfCallDriver+0x35 (FPO: [0,0,2])

02 f901f6a4 80427122 fe4f5df0 f901f6bc f901f6ec nt!lopSynchronousCall+0xca (FPO: [Non-Fpo])

03 f901f6e0 8048ed08 fe4fed68 f901f6f0 00010040 nt!lopQueryDeviceCapabilities+0x4c (FPO: [Non-Fpo])

04 f901f730 8048e075 fe4fed68 00000000 fe4fed68 nt!lopDeviceNodeCapabilitiesToRegistry+0x12 (FPO: [Non-Fpo])
05 f901f764 8048e040 fe4fed68 f901f88c 00000000 nt!lopStartAndEnumerateDevice+0x2d (FPO: [Non-Fpo])
06 f901f784 804e504e fe4fed68 f901f88¢ fe4d6368 nt!lopProcessStartDevicesWorker+0x72 (FPO: [Non-Fpo])
07 f901f794 80424670 fe4d6368 804a4618 f901f88c¢ nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

08 f901f7b8 804e504e fe4d6368 f901f88¢ fede7c28 nt!llopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])
09 f901f7¢c8 80424670 fe4e7c28 804a4618 f901f88c nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

0a f901f7ec 804e504e fede7c28 f901f88c fe5181a8 nt!lopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])
Ob f901f7fc 80424670 fe5181a8 804a4618 f901f88c nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

Oc f901f820 804e504e fe5181a8 f901f88c fe51b5e8 nt!lopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])
0d f901f830 804a4670 fe51b5e8 804a4618 f901f88¢ nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

Oe f901f854 80424607 fe51b5e8 f901f88c 00000003 nt!lopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])
0f f901f870 8054e017 fe51b2c8 f901f88c 80087000 nt!lopProcessStartDevices+0x43 (FPO: [EBP 0xf901f8¢c0] [2,0,4])
10 f901f8c0 8054c5¢9 00000000 00000032 00000000 nt!loplnitializeSystemDrivers+0x5d (FPO: [Non-Fpo])

11 f901fa58 8054b35a 80087000 00000000 00000000 nt!lolnitSystem+0x644 (FPO: [Non-Fpo])

12 f901fda8 8045246 80087000 00000000 00000000 nt!Phase1Initialization+0x71b (FPO: [Non-Fpo])

13 f901fddc 80465b62 8054aca6 80087000 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])
kbdclass!KeyboardPnP F1 i8042prt!I8xPnP &R & A it 4 b .

[IRP_MJ_PNP IRP_MN_QUERY_PNP_DEVICE_STATE]

# ChildEBP RetAddr Args to Child



00 f901f6ac 8041f54b fe4f5df0 fed4fea08 fe4f5df0 kbdclass!KeyboardPnP(struct DEVICE_OBJECT * DeviceObject = 0xfe4f5df0, struct
_IRP * Irp = Oxfe4fea08)+0x9 (CONV: stdcall)

01 f901f6c0 8049cb91 fe4dd730 fe4dd730 fe4fed68 nt!lopfCallDriver+0x35 (FPO: [0,0,2])

02 f901f6ec 80428f92 fe4f5df0 f901f70c f901f738 nt!lopSynchronousCall+0xca (FPO: [Non-Fpo])

03 f901f730 8048e07b fe4dd730 00000000 fe4fed68 nt!lopQueryDeviceState+0x2c (FPO: [Non-Fpo])

04 1901764 8048e040 fe4fed68 f901f88c 00000000 nt!lopStartAndEnumerateDevice+0x33 (FPO: [Non-Fpo])
05 f901f784 804e504e fe4fed68 f901f88¢ fe4d6368 nt!lopProcessStartDevicesWorker+0x72 (FPO: [Non-Fpo])
06 f901f794 80424670 fe4d6368 804a4618 f901f88c nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

07 f901f7b8 804e504e fe4d6368 f901f88c fede7c28 nt!llopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])
08 f901f7c8 80424670 fe4e7c28 80424618 f901f88c nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

09 f901f7ec 804e504e fede7c28 f901f88c fe5181a8 nt!lopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])
0a f901f7fc 80424670 fe5181a8 804a4618 f901f88c nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

0b f901f820 804e504e fe5181a8 f901f88c fe51b5e8 ntllopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])
0c f901f830 804a4670 fe51b5e8 804a4618 f901f88c¢ nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

0d f901f854 80424607 fe51b5e8 f901f88c 00000003 nt!lopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])
Oe f901f870 8054e017 fe51b2c8 f901f88c 80087000 nt!lopProcessStartDevices+0x43 (FPO: [EBP 0xf901f8c0] [2,0,4])
0f f901f8c0 8054c5¢c9 00000000 00000032 00000000 nt!loplnitializeSystemDrivers+0x5d (FPO: [Non-Fpo])

10 f901fa58 8054b35a 80087000 00000000 00000000 nt!loInitSystem+0x644 (FPO: [Non-Fpo])

11 f901fda8 8045246 80087000 00000000 00000000 nt!Phase1Initialization+0x71b (FPO: [Non-Fpo])

12 f901fddc 80465b62 8054aca6 80087000 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])
13 00000000 00000000 00000000 00000000 00000000 nt!KiThreadStartup+0x16

kbdclass!KeyboardPnP F1i8042prt! I8xPnP o #8 ¥ it A EEE R b3

[IRP_MJ_PNP IRP_MN_QUERY_DEVICE_RELATIONS]

# ChildEBP RetAddr Args to Child

00 f901f674 804 1f54b fe4f5df0 fe4fea08 fe4f5df0 kbdclass!KeyboardPnP(struct _DEVICE_OBJECT * DeviceObject = 0xfe4f5df0, struct
_IRP * Irp = Oxfe4fea08)+0x9 (CONV: stdcall)

01 f901f688 8049cb91 f901f6f8 fe4fed68 80064b8c nt!lopfCallDriver+0x35 (FPO: [0,0,2])

02 f901f6b4 80428f1d fe4f5df0 f901f6d4 f901f724 nt!lopSynchronousCall+0xca (FPO: [Non-Fpo])

03 f901fefc 804a470f 00000000 fe4dd730 00142100 nt!'lopQueryDeviceRelations+0x13f (FPO: [Non-Fpo])

04 f901f728 8048e0ac fe4dd730 f901f88c 00142100 nt!lopEnumerateDevice+0xce (FPO: [Non-Fpo])

05 f901f764 8048e040 fe4fed68 f901f88c 00000000 nt!lopStartAndEnumerateDevice+0x1c7 (FPO: [Non-Fpo])
06 f901f784 804e504e fe4fed68 f901f88¢c fe4d6368 nt!lopProcessStartDevicesWorker+0x72 (FPO: [Non-Fpo])
07 f901f794 80424670 fe4d6368 804a4618 f901f88c nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

08 f901f7b8 804e504e fe4d6368 f901f88¢ fede7c28 nt!lopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])
09 f901f7c8 80424670 fe4e7c28 804a4618 f901f88c nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

0a f901f7ec 804e504¢ fede7c28 f901f88c fe5181a8 nt!lopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])

Ob f901f7fc 804a4670 fe5181a8 804a4618 f901f88c nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])



0c f901f820 804e504¢e fe5181a8 f901f88c fe51b5e8 nt!lopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])

0d f901f830 80424670 fe51b5e8 804a4618 f901f88c nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

Oe f901f854 804a4607 fe51b5e8 f901f88c 00000003 nt!lopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])

0f f901f870 8054e017 fe51b2c8 f901f88c 80087000 nt!lopProcessStartDevices+0x43 (FPO: [EBP 0xf901f8c0] [2,0,4])

10 f901f8c0 8054c5¢9 00000000 00000032 00000000 nt!loplInitializeSystemDrivers+0x5d (FPO: [Non-Fpo])

11 f901fa58 8054b35a 80087000 00000000 00000000 nt!loInitSystem+0x644 (FPO: [Non-Fpo])

12 f901fda8 8045246 80087000 00000000 00000000 nt!Phase1Initialization+0x71b (FPO: [Non-Fpo])

13 f901fddc 80465b62 8054acat 80087000 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])

kbdclass!KeyboardPnP F1 i8042prt!I8xPnP 1 #8 ¥ fifiHt 4 b

8 3hps/2B A5 IRP_MJ_PNP IRP_MN_START_DEVICE]

BEHIAIARAL TR, 3T ps/26) RARAIps/2 i B R 1i8042 K — ey & . BT LIRS} i8042prt s/ 28 a5 BRAT M BE AT AR 4L TARRUE T —
HRHEAT .

M &AL &tR K IRP_MJ_PNP IRP_MN_START_DEVICE /] IRP ¥ #&/E31 T . MEARIRE&ERK IRP_MJ_PNP
IRP_MN_START_DEVICE ] IRP, JE3) A%, H47E RA7 8 3l 1 585 W0 46 10 S 45 A0 AR IR R 4«

# ChildEBP RetAddr Args to Child

00 f901f5c8 8041f54b fe4d3ba0 fe4fea08 fe4d3b18 i8042prt!IBxPnP(struct _DEVICE_OBJECT * DeviceObject = 0xfe4d3ba0, struct
_IRP * Irp = Oxfe4fea08) (CONV: stdcall)

01 f901f5dc f91ff8c2 fe4d3a60 fe4fea08 fe4fea08 nt!lopfCallDriver+0x35 (FPO: [0,0,2])

WARNING: Stack unwind information not available. Following frames may be wrong.

02 f901f604 8041f54b fe4d3a60 fe4fea08 00000000 vmmouse+0x8c2

03 f901f618 f8ec26fd fe4feal8 fe4d3928 fe043801 nt!lopfCallDriver+0x35 (FPO: [0,0,2])

04 f901f638 f8ec12d8 fe4d3a60 fe4fea08 00000001 mouclass!MouseSendIrpSynchronously+0x57 (FPO: [Non-Fpo])
05 f901f6a4 804 1f54b fe4feb50 fe4fea08 fe4d3870 mouclass!MousePnP+0x2b2 (FPO: [Non-Fpo])

06 f901f6b8 8049cb91 00020000 fe4fec88 00000000 nt!lopfCallDriver+0x35 (FPO: [0,0,2])

07 f901f6e4 804289ce fe4d3870 f901f704 f901f72¢ nt!lopSynchronousCall+0xca (FPO: [Non-Fpo])

08 f901f730 8048e06a fe4dd610 00000000 fe4fec88 nt!lopStartDevice+0x127 (FPO: [Non-Fpo])

09 f901f764 8048e040 fe4fec88 f901f88c 00000000 nt!lopStartAndEnumerateDevice+0x22 (FPO: [Non-Fpo])
0a f901f784 804e504e fe4fec88 f901f88c fe4d6368 nt!lopProcessStartDevicesWorker+0x72 (FPO: [Non-Fpo])
0b f901f794 80424670 fe4d6368 804a4618 f901f88c nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

Oc f901f7b8 804e504e fe4d6368 f901f88¢c fe4e7c28 nt!lopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])
0d f901f7c8 804a4670 fe4e7c28 804a4618 f901f88c nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

Oe f901f7ec 804e504e fede7c28 f901f88c fe5181a8 nt!lopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])
0f f901f7fc 80424670 fe5181a8 804a4618 f901f88c nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

10 f901f820 804e504e fe5181a8 f901f88¢c fe51b5e8 nt!lopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])
11 f901f830 804a4670 fe51b5e8 804a4618 f901f88c¢ nt!lopForAllChildDeviceNodes+0x1f (FPO: [3,0,1])

12 f901f854 80424607 fe51b5e8 f901f88c 00000003 nt!lopProcessStartDevicesWorker+0x55 (FPO: [Non-Fpo])

13 f901f870 8054017 fe51b2c8 f901f88c 80087000 nt!lopProcessStartDevices+0x43 (FPO: [EBP 0xf901f8¢0] [2,0,4])



BATR RIS AR
i8042prt! 1BxPnP 1, A I8xMouseStartDevice.

I8BxMouseStartDevice H#{2 RAFHRKIPINE, BATFEARLD, HERGE, AW, WMRKHEps 28, SEAps28RAEREERENT, &
241 F 18042prt! I8BxMouselnitializeHardware #2540 . X B ps/248#%, FHCLEZN T, i8042prt!I8xMouselnitializeHardware K4
WH.

i8042prt! IBxMouselnitializeHardware 1,

A I18xInitializeHardwareAtBoot , #I4ALHELE .

i H 18xKeyboardConnectinterrupt , ZE#E8#h .
I8xInitializeHardware AtBoot H',

M I8xSanityCheckResources , 1625 6 ff % Y5 & 75 727E

W H 18xTogglelnterrupts(FALSE) , disable 445 .

WA I18xinitializeHardware , ¥JARALEEELEE AR AN RAREEME, AT R TR,
W 18xTogglelnterrupts(TRUE) , enable 4+ .
I8xSanityCheckResources ',

# Globals.ControllerData->DeviceRegisters[i] # &4 Globals.ControllerData->Configuration.PortList[i].u.Port.Start.LowPart
IRZ) T 0x60 Y HHE i H .

IREH A 0x64 MY Ay &3

KT &M &M NBESE" ps/2 BA TG,
I8xTogglelnterrupts(FALSE) 1,

&3 R 0x20 , HEXHi8042[fir & F 4. RiX BEUH M6y &1y 0x47, Bl 3t 01000111, FEIBit0A1, #i8] enable f#tH
Wi. Bit1391, 18 enable B4z Mi. {348 E K ByteMask: ~((UCHAR) CCB_ENABLE_KEYBOARD_INTERRUPT |(UCHAR)
CCB_ENABLE_MOUSE_INTERRUPT) $4T—AME E iI#1E: AND_OPERATION. T R4 F¥4 N 0x44, B —#t#] 01000100, ZE1E T 44
HRARR BT FardimHR 060 , 5 AiB042[Mr 4T, HEBIINM & FHIEASHRERHIER D, WAL TR BARHH .

I8xInitializeHardware 7, #H I8xInitializeKeyboard #l#s L&+, 18xInitializeKeyboard #, Reset Keyboard, <% 1 Translate
R, BN Typematic Rate Al Typematic Delay, & BH#AIERIT, EFHT AR Translate B .

Reset Keyboard, [ 0 & Oxff , 3K Reset Keyboard. iXAMir4-#ffiKeyboard, ¥ EEE—NACK, #J5E3)H &fReseti2F,
FHATH G EARIEFEBEN (BAT-Basic Assurance Test) « ZX—VI4RZ G, KiREIA RE—MRFHHE RIS (AAh=Success,
FCh=Failed) , ¥## K Scan code seti% & N2

KRN Translate 3R, HEMGSHOK 0x20 , BHiB042M M &5, RIXBEUH M4 F TN 044, B =il 01000100, f#
P8 %2 i) ByteMask: ~((UCHAR)CCB_KEYBOARD_TRANSLATE_MODE) $47—/M& & f#:1E: AND_OPERATION. FR#4FH 4N 0x4,
BP =31 00000100, Bit6#iE0, <M T Translate #ixk. F#r4imER 0x60 , 5 AiB042M a1, ¥HEHIL KM 455 Ni804215 il 23 f
&3, MIRA T Translate B,

¥ & Typematic Rate fil Typematic Delay, M4 0K 0xf3, XAZi#E Typematic Rate fl Typematic Delayfi#r4, RJEHK
deviceExtension->KeyRepeatCurrent.Rate,deviceExtension->KeyRepeatCurrent.Delay ¥ # 514MFH ¥ B ér 4 12 3. deviceExtension-
>KeyRepeatCurrent.Rate,deviceExtension->KeyRepeatCurrent.Delay 7ERii T [ 18xKeyboardConfiguration o, #i 8 X
KEYBOARD_TYPEMATIC_RATE_DEFAULT # KEYBOARD_TYPEMATIC_DELAY_DEFAULT
, KEYBOARD_TYPEMATIC_RATE_DEFAULT 4 30, KEYBOARD_TYPEMATIC_DELAY_DEFAULT & 250. ¥ # B A EESE, k3
BImum O .

WERSIERIT, MEEROE Oxed, XE2RELEDM4, /5 ¥ deviceExtension->Keyboardindicators.LedFlags 1 8@ 4S5, Kk
%R 0. deviceExtension->KeyboardIndicators.LedFlags 7E i H ) I8xKeyboardConfiguration #, # &N
KEYBOARD _INDICATORS_DEFAULT, Ef 0.



BT BN Translate X, BMEINK I scan code set 2, LK E 7804214 F i H Kitranslate fRT, i80427E TS K%L
CPU 2§, #¥#:4 scan code set 1. B GHAr4u % 0x20 , BUHIB042far4 731 . BiX BEUH K454k 0x4, B =3I 00000100,
13 Fi i %€ ) ByteMask: CCB_KEYBOARD_TRANSLATE_MODE $47 —AMi& 7 if1#%/E: OR_OPERATION. F R4 71N 0x44, B — ]
01000100, Bit6# &1, FTH T Translate #X. R4 0K 0x60 , 5 NiB042[) 4 F3, HIEBUL Hdr 425 Ni804 28 iy &7,
MTHTH T Translate #= .

I8XTogglelnterrupts(TRUE) ,

M@ 0K Oxad, ZribfBEEN. AL KR0xa7, FERFED. Madin AR 0x20 , BUHIB042/ &5 1. FiX BEUH K4
FH9 0x74, B —wE#) 01110100, FEFIBit0H0, #iH] disable ##E T Hi. Bit140, #iH] disable RAx+MWi. Bit4 41, BitsA1, BHIZEIET
BRAMBNR. MH4imEaK Oxae, THAREED. Ha4iHEOK0xa8, ITHRFED. FRMLSFHEN 0x4. {FHTEEN ByteMask:
CCB_ENABLE_KEYBOARD_INTERRUPT |CCB_ENABLE_MOUSE_INTERRUPT #4T —A-#8 & [ #:/E: OR_OPERATION. F R4 3 &N
0x47, BI—3t#] 01000111, enable T8 RAFHKIFWI. & H K 0x60 , B AiB042Mr &%, KEBud & FWIEASEKIES
BoEsm O, MTTITIF T S8R B R T T

I8xKeyboardConnectinterrupt =,

PLiB042prtf it W &9 R i — ety 240, A loConnectinterrupt 3% 5 4% I .
loConnectinterrupt(

&(KeyboardExtension->InterruptObject),

(PKSERVICE_ROUTINE) 18042KeyboardInterruptService,

self,

&KeyboardExtension->InterruptSpinLock,
KeyboardExtension->InterruptDescriptor.u.Interrupt.Vector,

(KIRQL) KeyboardExtension->InterruptDescriptor.u.Interrupt.Level,
configuration->InterruptSynchlrql,

KeyboardExtension->InterruptDescriptor.Flags

== CM_RESOURCE_INTERRUPT_LATCHED ? Latched : LevelSensitive,
(BOOLEAN) (KeyboardExtension->InterruptDescriptor.ShareDisposition

== CmResourceShareShared),
KeyboardExtension->InterruptDescriptor.u.Interrupt. Affinity,
configuration->FloatingSave

);

Hrp loConnectinterrupt #1241 ServiceRoutine 4 18042KeyboardInterruptService , Z% Vector & KeyboardExtension-

>InterruptDescriptor.u.Interrupt.Vector , {624 0xb3. tHph2i, BEFUIRQT, 5T WHBRFFERF 0xb3 ) F W RS BIFEBEIAT, BE
HPAT 180421 prtiB042KeyboardinterruptService. MBI H Wi —Lebkeik, VEARATELE LU L.

ZERBHEARERNRTR AN R, REREITA— IRP_MJ_INTERNAL_DEVICE_CONTROL
IOCTL_INTERNAL_18042_KEYBOARD_START_INFORMATION 7 IRP, Avid#8#% it & Xf s A A4 ab 2

[kbdclass!KeyboardClassFindMorePorts]

i F7E kbdclass!DriverEntry # loRegisterDriverReinitialization(DriverObject,KeyboardClassFindMorePorts,NULL);
Bt LABLEE kbdclass!KeyboardClassFindMorePorts # 8 T -

# ChildEBP RetAddr Args to Child

00 f901f614 804d92bc fe4f6330 00000000 00000001 kbdclass!KeyboardClassFindMorePorts(struct _DRIVER_OBJECT * DriverObject
= 0xfe4f6330, void * Context = 0x00000000, unsigned long Count = 1) (CONV: stdcall)



01 f901f638 8052a72f f901f668 f901f6c4 f901f740 nt!lopLoadUnloadDriver+0x7a (FPO: [EBP 0xf901f6b8] [1,1,4])
02 f901f6b8 80461691 f901f760 8000003c 80000040 nt!NtLoadDriver+0x199 (FPO: [Non-Fpo])

03 f901f6b8 80400d15 f901f760 8000003c 80000040 nt!KiSystemService+0xc4 (FPO: [0,0] TrapFrame @ f901f6c4)
04 f901f734 fe22a8bd f901f760 fe4da470 fe4fea08 nt!ZwloadDriver+0xb (FPO: [1,0,0])

05 f901f774 8041f54b fe4da470 fe4fea9c fe4da470 NDIS!ndisPnPDispatch+0x40e (FPO: [Non-Fpo])

06 f901f788 8049cb91 00020000 fe519408 00000000 nt!lopfCallDriver+0x35 (FPO: [0,0,2])

07 f901f7b4 804289ce feddad70 f901f7d4 f901f7fc nt!lopSynchronousCall+0xca (FPO: [Non-Fpo])

08 f901f800 8048e06a fe519510 00000000 fe519408 nt!lopStartDevice+0x127 (FPO: [Non-Fpo])

09 f901f834 8048e040 fe519408 f901f88c 00000000 nt!lopStartAndEnumerateDevice+0x22 (FPO: [Non-Fpo])

Oa f901f854 80424607 fe519408 f901f88c 00000003 nt!lopProcessStartDevicesWorker+0x72 (FPO: [Non-Fpo])

0b f901f870 8054017 fe519208 f901f88c 80087000 nt!lopProcessStartDevices+0x43 (FPO: [EBP 0xf901f8c0] [2,0,4])
Oc f901f8c0 8054c5¢c9 00000000 00000032 00000000 nt!loplnitializeSystemDrivers+0x5d (FPO: [Non-Fpo])

0d f901fa58 8054b35a 80087000 00000000 00000000 nt!lolnitSystem+0x644 (FPO: [Non-Fpo])

Oe f901fda8 8045246 80087000 00000000 00000000 nt!Phase1Initialization+0x71b (FPO: [Non-Fpo])

0f f901fddc 80465b62 8054acat 80087000 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])

10 00000000 00000000 00000000 00000000 00000000 nt!KiThreadStartup+0x16
kbdclass!KeyboardClassFindMorePorts 1, A 4 EAE & 4L E

6.3.2 BLF BRI 4R 51 & A IR S iR Bk A A

RAVIIRAIEAT 2 T B TR B

[IRP_MJ_CREATE]

X R IR i B B Ewin32k! Rawinput Thread i ] ZwCreateFile, 33K —ANTT DL3R B84 W A AR B AR
ZwCreateFile 2/E—4 IRP_MJ_CREATE /] IRP, JFEIXAN IRP & 258 45 1 % 45% 1 i T 1 e 2 3 e

# ChildEBP RetAddr Args to Child

00 f90ef608 804 1f54b fe4f5df0 fe442328 fe442338 kbdclass!KeyboardClassCreate(struct _DEVICE_OBJECT * DeviceObject =
0xfe4f5dfo, struct _IRP * Irp = Oxfe442328) (CONV: stdcall)

01 f90ef61c 804a3e54 804a392a fe4dd718 f90ef90c nt!lopfCallDriver+0x35 (FPO: [0,0,2])

02 f90ef7a4 8044e27e fe4dd730 00000000 f90ef850 nt!lopParseDevice+0xa04 (FPO: [Non-Fpo])

03 f90ef810 804957ae 00000000 f90ef900 00000000 nt! ObpLookupObjectName+0x4c4 (FPO: [Non-Fpo])

04 f90ef920 804a78b8 00000000 00000000 00000000 nt!ObOpenObjectByName+0xc5 (FPO: [Non-Fpo])

05 f90ef9f4 804a0c5b e1970adc 00100001 f90efb14 nt!loCreateFile+0x3ec (FPO: [Non-Fpo])

06 f90efa34 80461691 e1970adc 00100001 f90efb14 nt!NtCreateFile+0x2e (FPO: [Non-Fpo])

07 f90efa34 804009d1 e1970adc 00100001 f90efb14 nt!KiSystemService+0xc4 (FPO: [0,0] TrapFrame @ f90efa68)
08 f90efad8 a000e304 e1970adc 00100001 f90efb14 nt!ZwCreateFile+0xb (FPO: [11,0,0])

09 f90efb2c a000e192 e1970ac8 80400b46 00000001 win32k! OpenDevice+0x8e (FPO: [Non-Fpo])

Oa f90efb58 a000eb74 00000001 00000000 00000000 win32k!ProcessDeviceChanges+0x92 (FPO: [EBP 0xf90efda8] [1,5,4])



0b f90efda8 804524f6 00000003 00000000 00000000 win32k!RawinputThread+0x463 (FPO: [Non-Fpo])

Oc f90efddc 80465b62 a000e7cd f8d5f7d0 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])

0d 00000000 f000ff53 f000e2c3 f000ff53 fO00ff53 nt!KiThreadStartup+0x16

WARNING: Frame IP not in any known module. Following frames may be wrong.

0Oe f000ff53 00000000 00000000 00000000 00000000 0xfO00ff53

kbdclass!KeyboardClassCreate 1, HEER & B LB, deviceExtension->TrustedSubsystemCount++ %, #RJ5 M T4£.
i8042prt!I8xCreate %1, DeviceExtension->EnableCount i1, )54 XA IRP.

[[RP_MJ_DEVICE_CONTROL IOCTL: IOCTL_KEYBOARD_QUERY_ATTRIBUTES]

IX R4 A I Eh O A Ewin32k! RawinputThread A ZwDeviceloControlFile, IOCTL: IOCTL_KEYBOARD QUERY_ATTRIBUTES k%]
B IREN K kbExtension->KeyboardAttributes.

ZwDeviceloControlFile &6z —A IRP_MJ_DEVICE_CONTROL #J IRP, FHEiXA IRP % 44 £ 5 &% B R TR % B & 0 52 .
# ChildEBP RetAddr Args to Child

00 f90ef908 804 1f54b fe4f5df0 fe43e008 fe43e008 kbdclass!KeyboardClassDeviceControl(struct _DEVICE_OBJECT * DeviceObject =
0xfe4f5df0, struct _IRP * Irp = 0xfe43e008) (CONV: stdcall)

01 f90ef91c 804bab5e8 fe43e12c 00000000 fe43e008 nt!lopfCallDriver+0x35 (FPO: [0,0,2])

02 f90ef930 804ac5de fe4f5df0 fe43e008 fe42d908 nt!lopSynchronousServiceTail+0x60 (FPO: [Non-Fpo])

03 f90efofc 804a8f1e 000000d4 00000000 00000000 nt!lopXxxControlFile+0x5e4 (FPO: [Non-Fpo])

04 f90efa30 80461691 000000d4 00000000 00000000 nt!NtDeviceloControlFile+0x28 (FPO: [Non-Fpo])

05 f90efa30 80400b51 000000d4 00000000 00000000 nt!KiSystemService+0xc4 (FPO: [0,0] TrapFrame @ f90efa60)
06 f90efad0 a000e355 000000d4 00000000 00000000 nt!ZwDeviceloControlFile+0xb (FPO: [10,0,0])

07 f90efb00 a000e319 e196fd68 80400b46 00000000 win32k! QueryDevicelnfo+0x31 (FPO: [1,0,1])

08 f90efb2c a000e192 e196fd68 80400b46 00000001 win32k! OpenDevice+0x9f (FPO: [Non-Fpo])

09 f90efb58 a000eb74 00000001 00000000 00000000 win32k! ProcessDeviceChanges+0x92 (FPO: [EBP 0xf90efda8] [1,5,4])
0Oa f90efda8 8045246 00000003 00000000 00000000 win32k!RawinputThread+0x463 (FPO: [Non-Fpo])

0b f90efddc 80465b62 a000e7cd f8d5f7d0 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])

Oc 00000000 f000ff53 f000e2c3 f000ff53 fO00ff53 nt!KiThreadStartup+0x16

WARNING: Frame IP not in any known module. Following frames may be wrong.

0d f000ff53 00000000 00000000 00000000 00000000 0xf000ff53

kbdclass!KeyboardClassDeviceControl #1, #7454, IRP T —4 IO_STACK_LOCATION # MajorFunction ¥ & N
IRP_MJ_INTERNAL_DEVICE_CONTROL, i F4.

i8042prt!18xInternalDeviceControl H#,

*(PKEYBOARD_ATTRIBUTES) Irp->AssociatedIrp.SystemBuffer = kbExtension->KeyboardAttributes, 3i8042prts# % &% R M # &3
J& " ifIKeyboardAttributes £ #| % Irp->Associatedirp.SystemBuffer #, #RJa4# X4 IRP,

[IRP_MJ_PNP IRP_MN_QUERY_DEVICE_RELATIONS]
# ChildEBP RetAddr Args to Child

00 f90efa20 8041f54b fe4f5df0 fe43e008 fe4f5df0 kbdclass!KeyboardPnP(struct _DEVICE_OBJECT * DeviceObject = 0xfe4f5df0,
struct _IRP * Irp = Oxfe43e008) (CONV: stdcall)

01 f90efa34 8049cb91 f90efaal fe42d908 00000000 nt!lopfCallDriver+0x35 (FPO: [0,0,2])



02 f90efa60 804c1800 fe4f5df0 f90efa7c f90efaa8 nt!lopSynchronousCall+0xca (FPO: [Non-Fpo])

03 f90efaal 804a3306 fe42d908 f90efb04 00000000 nt!lopGetRelatedTargetDevice+0x4b (FPO: [Non-Fpo])

04 f90efafc a000e3a2 00000003 00000000 fe42d908 nt!loRegisterPlugPlayNotification+0x71 (FPO: [Non-Fpo])

05 f90efb2c a000e09b fe42d908 80400b46 00000001 win32k!RegisterForDeviceChangeNotifications+0x46 (FPO: [Non-Fpo])
06 f90efb58 a000eb74 00000001 00000000 00000000 win32k! ProcessDeviceChanges+0x9c (FPO: [EBP 0xf90efda8] [1,5,4])
07 f90efda8 804524f6 00000003 00000000 00000000 win32k!RawinputThread+0x463 (FPO: [Non-Fpo])

08 f90efddc 80465b62 a000e7cd f8d5f7d0 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])

09 00000000 f000ff53 f000e2c3 f000ff53 fO00ff53 nt!KiThreadStartup+0x16

WARNING: Frame IP not in any known module. Following frames may be wrong.

0a f000ff53 00000000 00000000 00000000 00000000 0xfO00ff53

kbdclass!KeyboardPnP F1i8042prt! I8xPnP % & 3% A khH .

[IRP_MJ_READ]

X AR AR IK 3 i) B R win32k! RawinputThread [ 5 4 3K 3h A& SR B8 — MK, IERBTALAE . WIUETT 46 B B I 46 A0 B S 4 A i N

# ChildEBP RetAddr Args to Child

00 f90ef960 804 1f54b fe4f5df0 fe43e008 fe43e008 kbdclass!KeyboardClassRead(struct _DEVICE_OBJECT * Device = 0xfe4f5df0,
struct _IRP * Irp = Oxfe43e008) (CONV: stdcall)

01 f90ef974 804bab5e8 fe43e12c fe43e008 00000000 nt!lopfCallDriver+0x35 (FPO: [0,0,2])

02 f90ef988 804a2d4c fe4f5df0 fe43e008 fe42d908 nt!lopSynchronousServiceTail+0x60 (FPO: [Non-Fpo])

03 f90efabc 80461691 000000d4 00000000 a005c962 nt!NtReadFile+0x5f4 (FPO: [Non-Fpo])

04 f90efa5c 804011d5 000000d4 00000000 a005¢962 nt!KiSystemService+0xc4 (FPO: [0,0] TrapFrame @ f90efa88)
05 f90efaf8 a005c91d 000000d4 00000000 a005¢962 nt!ZwReadFile+0xb (FPO: [9,0,0])

06 f90efb2c a000e0ad e196fd68 80400b46 00000001 win32k! StartDeviceRead+0x8¢ (FPO: [1,0,3])

07 f90efb58 a000eb74 00000001 00000000 00000000 win32k! ProcessDeviceChanges+0xb0 (FPO: [EBP 0xf90efda8] [1,5,4])
08 f90efda8 8045246 00000003 00000000 00000000 win32k!RawinputThread+0x463 (FPO: [Non-Fpo])

09 f90efddc 80465b62 a000e7cd f8d5f7d0 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])

0a 00000000 f000ff53 f000e2c3 f000ff53 f000ff53 nt!KiThreadStartup+0x16

WARNING: Frame IP not in any known module. Following frames may be wrong.

0Ob f000ff53 00000000 00000000 00000000 00000000 0xf000ff53

BB TR EEERMLE, RITKEFTN®.

[[RP_MJ_DEVICE_CONTROL IOCTL: IOCTL_KEYBOARD_QUERY_INDICATORS]

A IREN K B Ewin32k! RawinputThread & #J#E 73R4T o

# ChildEBP RetAddr Args to Child

00 fe14b940 8041f54b fe4f6df0O fe43e8a8 fe43e8a8 kbdclass!KeyboardClassDeviceControl(struct _DEVICE_OBJECT * DeviceObject =
0xfe4fedfo, struct _IRP * Irp = Oxfe43e8a8)+0x6 (CONV: stdcall)

01 fe14b954 804ba5e8 fe43e9cc 00000000 fe43e8a8 nt!lopfCallDriver+0x35 (FPO: [0,0,2])

02 fe14b968 804ac5de fe4f6df0 fe43e8a8 fe42c8a8 nt!lopSynchronousServiceTail+0x60 (FPO: [Non-Fpo])



03 fe14ba34 804a8f1e 000000d4 00000000 00000000 nt!lopXxxControlFile+0x5e4 (FPO: [Non-Fpo])

04 fe14ba68 80461691 000000d4 00000000 00000000 nt!NtDeviceloControlFile+0x28 (FPO: [Non-Fpo])

05 fe14ba68 80400b51 000000d4 00000000 00000000 nt!KiSystemService+0xc4 (FPO: [0,0] TrapFrame @ fe14ba98)
06 fe14bb08 a000e10f 000000d4 00000000 00000000 nt!ZwDeviceloControlFile+0xb (FPO: [10,0,0])

07 fe14bb58 a000eb74 00000001 00000000 00000000 win32k!ProcessDeviceChanges+0x190 (FPO: [EBP 0xfe14bda8] [1,5,4])
08 fe14bda8 804524f6 00000003 00000000 00000000 win32k!RawinputThread+0x463 (FPO: [Non-Fpo])

09 fe14bddc 80465b62 a000e7cd f8d5f7d0 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])

0a 00000000 f000ff53 f000e2c3 f000ff53 fO00ff53 nt!KiThreadStartup+0x16

WARNING: Frame IP not in any known module. Following frames may be wrong.

0b f000ff53 00000000 00000000 00000000 00000000 0xfO00ff53

kbdclass 217 1%, i8042prt 29, ¥ kbExtension->Keyboardindicators & il 2l
*(PKEYBOARD_INDICATOR_PARAMETERS) Irp->AssociatedIrp.SystemBuffer #, 453 IRP.
[[RP_MJ_DEVICE_CONTROL IOCTL: IOCTL_KEYBOARD_SET_INDICATORS]

B IR i B A Ewin32k! RawinputThread & B 1875347 .

# ChildEBP RetAddr Args to Child

00 fe14b92c 804 1f54b fe4f6dfO fe43e8a8 fe43e8a8 kbdclass!KeyboardClassDeviceControl(struct _DEVICE_OBJECT * DeviceObject =
0xfe4fedfo, struct _IRP * Irp = Oxfe43e8a8) (CONV: stdcall)

01 fe14b940 804ba5e8 fe42d64c 00000000 fe43e8a8 nt!lopfCallDriver+0x35 (FPO: [0,0,2])

02 fe14b954 804ac5de fe4f6df0 fe43e8a8 fe42c8a8 nt!lopSynchronousServiceTail+0x60 (FPO: [Non-Fpo])

03 fe14ba20 804a8f1e 000000d4 00000000 00000000 nt!lopXxxControlFile+0x5e4 (FPO: [Non-Fpo])

04 fe14ba54 80461691 000000d4 00000000 00000000 nt!NtDeviceloControlFile+0x28 (FPO: [Non-Fpo])

05 fe14ba54 80400b51 000000d4 00000000 00000000 nt!KiSystemService+0xc4 (FPO: [0,0] TrapFrame @ fe14ba84)
06 fe14baf4 a0000503 000000d4 00000000 00000000 nt!ZwDeviceloControlFile+0xb (FPO: [10,0,0])

07 fe14bb2c a000e206 00000000 80400b46 00000001 win32k! UpdateKeyLights+0xfe (FPO: [1,0,3])

08 fe14bb58 a000eb74 00000001 00000000 00000000 win32k!ProcessDeviceChanges+0x224 (FPO: [EBP 0xfe14bda8] [1,5,4])
09 fe14bda8 804524f6 00000003 00000000 00000000 win32k!RawinputThread+0x463 (FPO: [Non-Fpo])

Oa fe14bddc 80465b62 a000e7cd f8d5f7d0 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])

Ob 00000000 f000ff53 f000e2c3 f000ff53 fO00ff53 nt!KiThreadStartup+0x16

WARNING: Frame IP not in any known module. Following frames may be wrong.

Oc f000ff53 00000000 00000000 00000000 00000000 0xf000ff53

[IRP_MJ_DEVICE_CONTROL IOCTL: IOCTL_KEYBOARD_SET_TYPEMATIC]

B IRFN R Ewin32k! RawinputThread ¥ & Typematic.

# ChildEBP RetAddr Args to Child

00 fe14b96c 804 1f54b fe4f6df0 fe43d1c8 fe43d1c8 kbdclass! KeyboardClassDeviceControl(struct _DEVICE_OBJECT * DeviceObject =
0xfe4f6dfo, struct _IRP * Irp = Oxfe43d1c8) (CONV: stdcall)

01 fe14b980 804ba5e8 fe42d6ce 00000000 fe43d1c8 ntllopfCallDriver+0x35 (FPO: [0,0,2])

02 fe14b994 804ac5de fe4f6df0 fe43d1c8 fe42c8a8 nt!lopSynchronousServiceTail+0x60 (FPO: [Non-Fpo])



03 fe14bab0 804a8f1e 000000d4 00000000 00000000 nt!lopXxxControlFile+0x5e4 (FPO: [Non-Fpo])

04 fe14ba94 80461691 000000d4 00000000 00000000 nt!NtDeviceloControlFile+0x28 (FPO: [Non-Fpo])
05 fe14ba94 80400b51 000000d4 00000000 00000000 nt!KiSystemService+0xc4 (FPO: [0,0] TrapFrame @ fe14bac4)
06 fe14bb34 a000ea81 000000d4 00000000 00000000 nt!ZwDeviceloControlFile+0xb (FPO: [10,0,0])

07 fe14bda8 804524f6 00000002 00000000 00000000 win32k!RawinputThread+0x40b (FPO: [Non-Fpo])
08 fe14bddc 80465b62 a000e7cd f8d5f7d0 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])
09 00000000 f000ff53 f000e2c3 f000ff53 fO00ff53 nt!KiThreadStartup+0x16

WARNING: Frame IP not in any known module. Following frames may be wrong.

0a f000ff53 00000000 00000000 00000000 00000000 0xfO00ff53

[[RP_MJ_DEVICE_CONTROL IOCTL: IOCTL_KEYBOARD_SET_INDICATORS]

A IREN B A Ewin32k! RawinputThread # B 15 77R47 .

# ChildEBP RetAddr Args to Child

00 fe14b96c 804 1f54b fe4f6dfO fe43d1c8 fe43d1c8 kbdclass!KeyboardClassDeviceControl(struct _DEVICE_OBJECT * DeviceObject =
0xfe4f6dfo, struct _IRP * Irp = Oxfe43d1c8) (CONV: stdcall)

01 fe14b980 804ba5e8 fe42d6ac 00000000 fe43d1c8 nt!lopfCallDriver+0x35 (FPO: [0,0,2])

02 fe14b994 804ac5de fe4f6df0 fe43d1c8 fe42c8a8 nt!lopSynchronousServiceTail+0x60 (FPO: [Non-Fpo])
03 fe14bab0 804a8f1e 000000d4 00000000 00000000 nt!lopXxxControlFile+0x5e4 (FPO: [Non-Fpo])

04 fe14ba94 80461691 000000d4 00000000 00000000 nt!NtDeviceloControlFile+0x28 (FPO: [Non-Fpo])
05 fe14ba94 80400b51 000000d4 00000000 00000000 nt!KiSystemService+0xc4 (FPO: [0,0] TrapFrame @ fe14bac4)
06 fe14bb34 a000eac3 000000d4 00000000 00000000 nt!ZwDeviceloControlFile+0xb (FPO: [10,0,0])

07 fe14bda8 804524f6 00000002 00000000 00000000 win32k! RawinputThread+0x42f (FPO: [Non-Fpo])
08 fe14bddc 80465b62 a000e7cd f8d5f7d0 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])
09 00000000 f000ff53 f000e2c3 f000ff53 f000ff53 nt!KiThreadStartup+0x16

WARNING: Frame IP not in any known module. Following frames may be wrong.

0a f000ff53 00000000 00000000 00000000 00000000 0xf000ff53

[IRP_MJ_DEVICE_CONTROL IOCTL: IOCTL_KEYBOARD_SET_TYPEMATIC]

B AL I B I B Ewin32k! RawinputThread # & Typematic.

# ChildEBP RetAddr Args to Child

00 fe14b96c 804 1f54b fe4f6dfO fe3dba48 fe3dba48 kbdclass!KeyboardClassDeviceControl(struct _DEVICE_OBJECT * DeviceObject =
0xfe4f6dfo, struct _IRP * Irp = Oxfe3dba48) (CONV: stdcall)

01 fe14b980 804ba5e8 fe4455ee 00000000 fe3dba48 nt!lopfCallDriver+0x35 (FPO: [0,0,2])

02 fe14b994 804ac5de fe4f6df0 fe3dbad8 fe42c8a8 nt!lopSynchronousServiceTail+0x60 (FPO: [Non-Fpo])

03 fe14ba60 804a8f1e 000000d4 00000000 00000000 nt!lopXxxControlFile+0x5e4 (FPO: [Non-Fpo])

04 fe14ba94 80461691 000000d4 00000000 00000000 nt!NtDeviceloControlFile+0x28 (FPO: [Non-Fpo])

05 fe14ba94 80400b51 000000d4 00000000 00000000 nt!KiSystemService+0xc4 (FPO: [0,0] TrapFrame @ fe14bac4)
06 fe14bb34 a000ea81 000000d4 00000000 00000000 nt!ZwDeviceloControlFile+0xb (FPO: [10,0,0])

07 fe14bda8 804524f6 00000002 00000000 00000000 win32k!RawinputThread+0x40b (FPO: [Non-Fpo])



08 fe14bddc 80465b62 a000e7cd f8d5f7d0 00000000 nt! PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])
09 00000000 f000ff53 f000e2c3 f000ff53 f000ff53 nt!KiThreadStartup+0x16

WARNING: Frame IP not in any known module. Following frames may be wrong.

0a f000ff53 00000000 00000000 00000000 00000000 0xfO00ff53

[[RP_MJ_DEVICE_CONTROL IOCTL: IOCTL_KEYBOARD_SET_INDICATORS]

A IREN R Bwin32k! RawinputThread # B 157547 .

# ChildEBP RetAddr Args to Child

00 fe14b96c 804 1f54b fe4f6dfO fe3dba48 fe3dba48 kbdclass!KeyboardClassDeviceControl(struct _DEVICE_OBJECT * DeviceObject =
0xfe4f6dfo, struct _IRP * Irp = Oxfe3dba48) (CONV: stdcall)

01 fe14b980 804ba5e8 fe3e060c 00000000 fe3dba48 nt!lopfCallDriver+0x35 (FPO: [0,0,2])

02 fe14b994 804ac5de fe4f6df0 fe3dbad8 fe42c8a8 ntllopSynchronousServiceTail+0x60 (FPO: [Non-Fpo])
03 fe14ba60 804a8f1e 000000d4 00000000 00000000 nt!lopXxxControlFile+0x5e4 (FPO: [Non-Fpo])

04 fe14ba94 80461691 000000d4 00000000 00000000 nt!NtDeviceloControlFile+0x28 (FPO: [Non-Fpo])
05 fe14ba94 80400b51 000000d4 00000000 00000000 nt!KiSystemService+0xc4 (FPO: [0,0] TrapFrame @ fe14bac4)
06 fe14bb34 a000eac3 000000d4 00000000 00000000 nt!ZwDeviceloControlFile+0xb (FPO: [10,0,0])

07 fe14bda8 8045246 00000002 00000000 00000000 win32k!RawinputThread+0x42f (FPO: [Non-Fpo])
08 fe14bddc 80465b62 a000e7cd f8d5f7d0 00000000 nt!PspSystemThreadStartup+0x69 (FPO: [Non-Fpo])
09 00000000 f000ff53 f000e2c3 f000ff53 f000ff53 nt!KiThreadStartup+0x16

WARNING: Frame IP not in any known module. Following frames may be wrong.

0a f000ff53 00000000 00000000 00000000 00000000 0xf000ff53

6.4 B W HIIR LI E

IXBh X5

10 EHBRBEM R P RN BEANNGER, MANREIRS) LA 18042prt.sys F kbdclass.sys « AMATEIEIRBIXT G, FHiFHH MR
DriverEntry.

BN B

£ i8042prt!I8xAddDevice H11&H loCreateDevice £l i8042prtf 4 AL ¥ & 5t 5

1 kbdclass!KeyboardAddDevice #, i loCreateDevice fl#&kbdclassi &%t % .
AR AR

10 % HE S IR IR M 2 vh 23 IR Eh I B N f15 B, I i8042prt!I8BxAddDevice #1 kbdclass!KeyboardAddDevice SR 7 8 £ &4k . 7E
i8042prt!I8xAddDevice I kbdclass! KeyboardAddDevice 1, i loCreateDevice Bl H &Xt %2 5, JH loAttachDeviceToDeviceStack
RETRE =R & DU S YN R

HAZAEBASY

kbdclass Fi% N\ 9 A5 2 7E kbdclass!KeyboardAddDevice #, A FEEHTE, FVITAATEEY B A 848 FE N\ B8 A1 I A 9538
i8042prt FI% N\ ¥ EA B TE 1804 2prt! IBxKeyboardStartDevice #, BLNTE, HATLE &Y R 13 F S N\ B0 BA B i AF S8 .
i8042prt! IBxKeyboardStartDevice #& 10 & 8 2% 8 5 % %4 & IRP_MJ_PNP IRP_MN_START_DEVICE ¥ IRP, #; i8042prt ¥,

Fkbdclassib 2 4 A\ ¥ [ 8 2R $0 2 i8042prt



7E kbdclass!KeyboardAddDevice #, i F % kbdclass!KbdSendConnectRequest , & —A4> IRP_MJ_INTERNAL_DEVICE_CONTROL
IOCTL_INTERNAL_KEYBOARD_CONNECT K] IRP 4 i8042prt, i8042prt M 75 Flkbdclassih B85 N\ £ 35 i B 1 06 BN D Huhk, $E8E R
HEHOHRET RS,

HIHGACRESF, e T

TR EIVIERAL A, XFT ps/2 BAR A ps/2 (8 L 352 [[i8042. 4k — s i 4. FTLAIRE) i8042prt i ps/2488 £ AR IR A4 #h4k TAERAE T —
BT RIXBBEFps/2BAn XA ps/2tdst, Mps/2BAn/E)R3h, BT CAEM ML TIETE ps/2 BARKE 3P T, 10 HEAEK IRP_MJ_PNP
IRP_MN_START_DEVICE K] IRP 4 BAr it &%, WIiaiiEfE, X T4, A% Reset Keyboard, & Typematic Rate Fl Typematic
Delay, WE®MIERIT, FTIFRMM Translate #X. I loConnectinterrupt 5 & i .

RREWEhBEOLNAE

7E kbdclass!KeyboardAddDevice #, i loRegisterDevicelnterface, JEMEM LD, EIOFHBEAHM &K IRP_MJ_PNP
IRP_MN_START_DEVICE K IRP ifi 51 #2# kbdclass!KeyboardPnP #, i loSetDevicelnterfaceState, enable L IXzh58 545 N 2 K
e

L JE 3R A5 E) 1

A DA B A1 IR 3h 1 B A Ewin32k! RawinputThread #F ZwCreateFile, R3KE—ANAT DR E@ A R &R MW . ZwCreateFile K—4
IRP_MJ_CREATE [ IRP %38 5 1% & B I i Tl i) B & % & 5142 kbdclass!KeyboardClassCreate #1047 .

MABKE— IRP_MJ_READ #J IRP

] LA S48 0K 3 (4 B F Ewin32k! RawinputThread %4 # %42 K 155 — 4 IRP_MJ_READ ] IRP. 5|2
kbdclass! KeyboardClassRead ##17T »
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