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from Crypto.Util.number import

from secret import flag, v1, v2, ml, m2

def enc_1(val):
P, g (vi, (m1l+1)) ((vi+1l), ml1), (v2, (m2+1)) ((v2+1), m2)
assert isPrime(p) and isPrime(q) and (p*q).bit_length() 2048 and q
return (val, ox10001, p*q)

def enc_2(val):
assert val.bit_length() 512
while True:
fac [getPrime(512) for i in (3)1]
if isPrime(((fac[@]+fac[1]+fac[2]) 1) 1):
n fac[@]*fac[1]*fac[2]*(((fac[@]+fac[1]+fac[2]) 1)
break
C (val, ©x10001, n)
return (c, n, ((fac[@]+fac[1l]+fac[2]) 1) 1)

if _ _name__
assert flag[:5]
plainl = bytes_to_long(flag[:21])
plain2 = bytes_to_long(flag[21:])
print(enc_1(plainl))
print(enc_2(plain2))
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def enc_1(val):
p, q (vi, (ml+1)) ((vi+1), ml), (v2, (m2+1)) ((v2+1), m2
assert isPrime(p) and isPrime(q) and (p*q).bit_length() 2048 and q
return (val, ox10001, p*q)

AL FmFEMG:

p 18 prime

n1+1 { v +1 thl 18 "[_}'?"E..'TTI-E‘-
— (v +1)™ bit_length(p *x q) = :

pHIqHIEHE RS R M AR . FRARmAMBESV, v28m1, m2, #EEFvIMTD-M)mqfo2M2H -2+ )mo & 25,

P, qQEIHAFKE/NTF2048 (RLZFED) o AT LB XA Z AR ZVAIM, KRB ZEERK AR, REBFENFEIUE
BEFANREL Kn, KEFHEN2048bits, N Z=AEE .

exp (enc_1) :

from Crypto.Util.number import long to bytes
from gmpy2 import invert, is_prime
from tgdm import tqdm

primes []

for vilv2 in tqdm( (500)):
for mim2 in (500):
prime viv2** (mim2+1) (vlv2+1)**mim2
if prime.bit_length() 2048: break
if is_prime(prime):

primes.append(prime)

vall 158087739211657463782246495540327740951985317824559041695522233035139409682928968141592884174992207398758|
3375457394360704785525673997616159859990393298116997950987159199996485680692959780590413409990182685836777838634
2376768508031554802249075072366710038889306268806744179086648684738023073458982906066972340414398928411147970593
9352440779254487327724736197830793283515222691708798070641113188710742910735813430393895611753910397669363762678
7518458164333591604946178475334111522751516354570945474627251482700060185373535655149568522999563748350673544890¢
0656885365353434308639412035003119516693303377081576975540948311

(primes)):
(i, (primes)):
primes[i]*primes[j]
(bin(pg)[2:1) 2048:
try:
d invert(0x10001, (primes[i]-1)*(primes[j]-1))
dec = long_to_bytes( (vali, d, pq))
if in dec:
print(dec)
except ValueError:

pass




assert val.bit_length() 512
while True:
fac [getPrime(512) for i in (3)1]

if isPrime(((fac[@]+fac[1]+fac[2]) 1) 1):
n fac[@]*fac[1]*fac[2]*(((fac[@]+fac[1]+fac[2]) 1)
break
C (val, ©x10001, n)
return (c, n, ((fac[@]+fac[1l]+fac[2]) 1) 1)

N = RER BT, BATRARAIIR R A0,M1,12,13.
fO=fac[0],f1=fac[1],f2=fac[2],f3=((fac[0]+fac[1]+fac[2]) << 1) - 1

H T flagh b T51262, TRBKIAEANTE136, ZXw#3, F/EGAET, KEKHEKHphi, FEEIF.
exp (enc_2) :

from Crypto.Util.number import
from tgdm import
import gmpy2
(@ 406259810172502629452305484507389517255665202521634101245656221267547396936812716491271041090381648527877672,
9640369746247545967054084582215039763992301322310291267474840242750158801886649087839467848206156152125336555002
9075565507988232729032055298992792712574569704846075514624824654127691743944112075703814043622599530496100713378
6967618799825426799176315704510721078933487928173216525934717949742271834767329806238354839910670803451849784821
9134243062749039851691271445198415296034889958953275191927258309876411816105607853678134175014255319708292507073
0178092561314400518151019955104989790911460357848366016263083
n 430017260469550789813440169817904459801990720660193233820682441428889315396028123180230952564749396972578026
4615034854677964754515228815860755523930288768913764574862842124768522546334611808123871804970132072629543537673
3215681415774255258419418661466010403928591242961434178730846537471236142683517399109466429776377360118355173431
©161075439772413580640931027418196261634671398333524540944722293495984793583672034524526068337964831118920763437
4595839493213219944271804872063355631046701922243469378542399665630661226271460907611963481478343811184377364951
9101169326072793596027594057988365133037041133566146897868269
3 39796272592331896400626784951713239526857273168732133046667572399622660330587881579319314094557011554851873
068389016629085963086136116425352535902598378739
p [191,193,627383,17207547384773171277586822854650319398910598358739751575550313270701111236287898332994335496
69619325160679719355338187877758311485785197492710491 ]
phi=1
for i in tqdm(p):

phi*=i-1
d=gmpy2.invert(0x10001,phi)
print(long_to bytes(gmpy2.powmod(c,d,f3)))

PHEMEfag: flag{8102c552-3d78-4a42-b659-0c96ef827f05)
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