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// T IniRBEM R jniRBUE BR
static ININativeMethod method_table[] = {

// BEMBRHEHLIR (Gaval®BLHK) « PEMBBERHZESL (javahIKED
// BEM B BnativeSL LK & IR
{ "attachBaseContext", "(Landroid/content/Context;)V",
(void*) native_attachContextBaseContext },
{ "onCreate", "()V", (void*) native_onCreate },

}s

static int registerNativeMethods(JINIEnv* env, const char* className,
ININativeMethod* gMethods, int numMethods) {
jclass clazz;

// REUGHITjni R BUEM K BF53E ("com/example/unpack/StubApplication”)
clazz = (*env)->FindClass(env, className);
if (clazz == 0) {
return JINI_FALSE;
}

LOGI("gMethods %s,%s,%p\n ", gMethods[@].name, gMethods[@].signature,
gMethods[@].fnPtr);

// WHE$RegisterNatives N BArEEMniF %
if ((*env)->RegisterNatives(env, clazz, gMethods, numMethods) < @) {
return JINI_FALSE;

}

return JINI_TRUE;
}

int register_ndk_load(JINIEnv *env) {
// X" com/example/unpack/StubApplication" ¥R HukATIEM

return registerNativeMethods(env, INIREG_CLASS, method_table,
NELEM(method_table));

JNIEXPORT jint INI_OnLoad(JavaVM* vm, void* reserved) {

INIEnv* env 0;

jint result = -1;

// LOGI("JINI_OnLoad is called");
if ((*vm)->GetEnv(vm, (void**) &env, INI_VERSION_1 4) != INI_OK) {
return result;

}

// BT IniR BB ASEM
int status = register_ndk_load(env);
if (!status) {
LOGI("register call failed");
}

return JNI_VERSION_1 4;
}



3. #hFapk i F 25 StubApplication ) 5k ;7 & $rattachBaseContext &y e 4, 4R 5 4 & iR B #onCreatetk i
F, HE: XBEANREBREWAMAIRT, AERSET . sh5tapkRiHZEStubApplication ] B i B %
attachBaseContextX} . [ Native /2 S2 1 i #inative _attachContextBaseContextf A% 2B an T Fiw:

// 1 ERBAA
void native_attachContextBaseContext(INIEnv *env, jobject obj, jobject ctx) {

// REEANKIStubApplicationdesEFist 4
jobject application_obj = obj;

[/ BRI, SREULE R RO A 1d AR R R BRI d L A DU 24 BT And roid EE ST AL BB 4T 1
init_class(env, obj, ctx);
LOGI (
"arg:application_obj:%p, myContextWrapper:%p, ContextWrapper_attachBaseContext:%p",
application_obj, myContextWrapper,
ContextWrapper_attachBaseContext);

// ARRZEKE$android. content.ContextWrapper.attachBaseContext(ctx)
(*env)->CallNonvirtualVoidMethod(env, application_obj, myContextWrapper,
ContextWrapper_attachBaseContext, ctx);

// 3KELStubApplication3

jclass v12 = (*env)->GetObjectClass(env, application_obj);

// 3KELStubApplicationZKHIIEFA A FTiEgetFilesDiriAA1d

jmethodID v13 = (*env)->GetMethodID(env, v12, "getFilesDir",
"()Ljava/io/File;");

// VAR ®%icom.example.unpack.StubApplication.getFilesDir

// KB #R42/data/data/<packagename>/filesHIFileSEHixt &

jobject file_obj = (*env)->CallObjectMethod(env, obj, vi13);

// LOGI("file_obj:%p",file_obj);

// 3REXFileZk

jclass file_classz = (*env)->GetObjectClass(env, file_obj);

// KEEFilef)IEFA A K HigetAbsolutePathiJ A 1d

jmethodID v18 = (*env)->GetMethodID(env, file_classz, "getAbsolutePath",
"()Ljava/lang/String;");

// VAR Filef A igetAbsolutePathIREL L4 #4152/ data/data/<packagename>/files

jobject mAbsolutePath = (*env)->CallObjectMethod(env, file obj, vi18);

// 6.0 A/data/user/@/packagename/files/H3

// ¥javaF B ERBCIE S £

mAbsolutePath_str = (*env)->GetStringUTFChars(env, mAbsolutePath, 0);
LOGI("global files path is %s", mAbsolutePath_str);

// VARZEStubApplicationtt %Lk $igetApplicationInfo()3kHApplicationInfofg &

jobject ApplicationInfo = (*env)->CallObjectMethod(env, application_obj,
context_getApplicationInfo);

// 3KEZEApplicationInfolf)Lplf A EnativelibraryDir

jobject v24 = (*env)->GetObjectField(env, ApplicationInfo,
ApplicationInfo_nativeLibraryDir);

// 1832 ATapk s oFE LR IR A2

const char* mNativeLibraryDir = (*env)->GetStringUTFChars(env, v24, 0);

//LOGI("mNativeLibraryDir is %s",mNativeLibraryDir);



// WRZEStubApplicationf¥sEfljrikgetPackageResourcePath()

jobject v32 = (*env)->CallObjectMethod(env, application_obj,
context_getPackageResourePath);

// 15 B ZHTAPK N 77 TR B R A SO B A2

const char* mPackageResourePath = (*env)->GetStringUTFChars(env, v32, 0);

// BLEFIRAE"APKPATH" K& BMETC R I apk i1 dex ST B 72 H B8 42
setenv("APKPATH", mPackageResourePath, 1);
//LOGI("APK Path is %s",mPackageResourePath);

// WFZContext Ll ikgetPackageName ()

jobject packageName = (*env)->CallObjectMethod(env, ctx, context_getPackageName);
// BB HETAPKRL A (B4 5Eapk R A ) B4

mPackageName = (*env)->GetStringUTFChars(env, packageName, ©0);
LOGI("mPackageName:%s", mPackageName);

// public ClasslLoader getClassLoader()

// A2 Context sl i%getClassLoader () KB E 4152 apk B F fiClassLoader LB X} &

jobject classLoader = (*env)->CallObjectMethod(env, ctx,
context_getClassLoader);

LOGI("classLoader:%p", classLoader);

char szPath[260] = { @ };

//  sprintf(szPath,"%s/dump.dex",mAbsolutePath_str);

/] PHEFHFEBIRE

sprintf(szPath, "/data/data/%s/files/dump.dex", mPackageName);
LOGI("szPath:%s", szPath);

// ¥eshSEapk B RESCHRT (s dex3Cdump. dex) B
// FlszPathigE KX #4%2/data/data/<PackageName>/files/dump.dex
myExtractFile(env, application_obj, szPath);

// WBIEHFTSFEapk M BT A BFlandroid AR B 3EIT dexSCHE I W A2 D ER (important)
if (isDalvik) {

// dalvikFRFINEIE E B ZszPath T Hidex X f

myLoadDex_dvm(env, szPath);
} else {

// art FATEINEE B X & szPath T K dex 30

myLoadDex_art(env, szPath);

}

// TEClasslLoaderH Fl FENN#R I dex 3T imCookieft & # i 4k & apk S F iimCookiefd (important)
replace_classloader_cookie(env, classLoader);
LOGI("enter new application");

// HEjniFfFE "android. app.Application”

// ERWERSR I LK Application SONH N E MY K dex X4 HApplicationZ

// B g Eapk M A AndroidMainfest . xml XA BE B SO RIREUN (BEXEE—T)
jstring newapp = (*env)->NewStringUTF(env, "android.app.Application");

// VFClassLoader®IE#FA R R HiEloadClassmE &% "android. app.Application”
jobject findclass_classz = (*env)->CallObjectMethod(env, classLoader,



classLoader_findClass, newapp);
if (!findclass_classz) {

LOGI("can't findClass realAppClass");
return;

}

// JMandroid &% "android.app.Application" #It4giE B ¥t @ApplicationSEHixt &
jmethodID initMethod = (*env)->GetMethodID(env, findclass_classz, "<init>", "()V");
// fl2android%& %3 "android.app.Application™ iy szfixt 5

onCreateObj = (*env)->NewObject(env, findclass_classz, initMethod);

// WHARZKRandroid &% android.app.Applicationfflattach() &
(*env)->CallVoidMethod(env, onCreateObj, Application_attach, ctx);

// BJ&android R%K"android.app.Application"sSEfIX & M43 A
if (onCreateObj) {
onCreateObj = (*env)->NewGlobalRef(env, onCreateObj);

}
LOGI("enter realAppClass");

4h5Eapk i F 28 StubApplication ] % i i £t attachBaseContextst b fiINative /2 S2 B #& 31
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839
gee // L.ESCEER
2617 void native attachContextBaseContext(INIEnv *env, jobject obj, jobject ctx) {

863 7/ REEMBIstubApplicationdE L fINT S
364 jobject application_obj = obj;

866 7 BEERGEA . RESESNEIER G RERERR U EE
867 init_class(env, obj, ctx);

868 LOGL(

869 "arg:application_cbj:¥p, myContextWrapper:¥p, ContextWrapper_attachBaseContext:¥p",
378 application_obj, myContextWrapper,

871 ContextWrapper_attachBaseContext);
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/7 FEIEE AR LRI

jclass myFindClass(INIEnv *env, jclass* ptr, char* name) {

jobject g_cls_string;

// 3KEIRE L FRI H AR

jclass clazz = (*env)->FindClass(env, name);
if (clazz) {

11 FRHEu A A BRI



/7 ARERIRAY LTI
g_cls_string = (*env)->NewGlobalRef(env, clazz);
// RIFIREME

*ptr = g_cls_string;
return g_cls_string;

} else {
return 0;

}

// [ *Android RAMAAS—F, —ERRAGRHWSHERASHFRIAR *]
void init_class(INIEnv *env, jobject obj, jobject ctx) {

// 3K JKandroid.os.Build.VERSIONKI4 /35| A
if (!myFindClass(env, &Build_version, "android/os/Build$VERSION")) {

LOGI ("ERROR:Build$VERSION");
return;
}
// 3B Zandroid.os.Build.VERSIONHI&A R A Z R jfieldIDE B4 M1k
jfieldID fieldID = ((*env)->GetStaticFieldID)(env, Build_version, "SDK_INT",
T
// 3KEZandroid.os.Build.VERSIONFI#:Z B A A B M SDK_INT
// BIZREXH4ATAndroid RAKIIRA S5 8
sdk_int = (*env)->GetStaticIntField(env, Build_version, fieldID);
LOGI("sdk_int %d\n", sdk_int);

// 3B Zandroid.app.ActivityThreadfi4 /53
if (!myFindClass(env, &ActivityThread, "android/app/ActivityThread")) {

LOGI("ERROR:ActivityThread");
return;

}

// XA ETAndroid RAKIRA S BEAT HIWT, BATX R ARAS IAR
if (sdk_int > 18) {

// 3KBZandroid.app.ActivityThreadEE &R R EmPackagesijfieldID
mPackages = (*env)->GetFieldID(env, ActivityThread, "mPackages",
"Landroid/util/ArrayMap;");

// 3B Kandroid.util.ArrayMapii4/E3IH
if (!myFindClass(env, &myArrayMap, "android/util/ArrayMap")) {

LOGI("ERROR:myArrayMap");
return;
}
// #KEZKandroid.util.ArrayMapfII3EEEAS R R T ikget B
// android.util.ArrayMap.get(Objetc )
ArrayMap_get = (*env)->GetMethodID(env, myArrayMap, "get",
"(Ljava/lang/Object;)Ljava/lang/Object;");

// 3KEZandroid.app.ActivityThreadIEF AR A EmBoundApplication#jfieldID
// android.app.ActivityThread$AppBindData mBoundApplication
mBoundApplication = (*env)->GetFieldID(env, ActivityThread,
"mBoundApplication”,
"Landroid/app/ActivityThread$AppBindData;");



// 3KEZandroid.app.ActivityThreadIEF AR AL EmInitialApplication#jfieldID

// android.app.Application mInitialApplication

mInitialApplication = (*env)->GetFieldID(env, ActivityThread,
"mInitialApplication”, "Landroid/app/Application;");

// 3KEZKandroid.app.ActivityThread ¥ EEA M R EEmALLApplicationsnfjfieldID

// Jjava.util.ArraylList mAllApplications

mAllApplications = (*env)->GetFieldID(env, ActivityThread,
"mAllApplications”, "Ljava/util/ArrayList;");

// 3FHFandroid.app.ActivityThreadFIE#A A FiZcurrentActivityThread#fiMethodID
// android.app.ActivityThread currentActivityThread
currentActivityThread = (*env)->GetStaticMethodID(env, ActivityThread,
"currentActivityThread", "()Landroid/app/ActivityThread;");
//LOGI("ActivityThread:%p,%p,%p,%p",mBoundApplication,mInitialApplication,mAllApplications,currentActivit

// 3KEZandroid.app.ActivityThread$AppBindDatafi4& /@3l H (K&K
if (!myFindClass(env, &AppBindData,
"android/app/ActivityThread$AppBindData")) {

LOGI("ERROR:AppBindData");
return;
}
// 3KE Zandroid.app.ActivityThread$AppBindDatafjiEE#AS M AL EinfolfjfieldID (android.app.LoadedApk)
// android.app.LoadedApk info
AppBindData_info = (*env)->GetFieldID(env, AppBindData, "info",
"Landroid/app/LoadedApk;");

if (!myFindClass(env, &myArraylList, "java/util/ArrayList")) {

LOGI("ERROR:myArrayList");

return;

}

// 3KEBKjava.util.ArraylistHIEBF SR R T iksizeMiAMid

arraylist_size = (*env)->GetMethodID(env, myArraylList, "size", "()I");

// 3KEKjava.util.ArraylListHIEE SRR Tikget MR id

arraylist_get = (*env)->GetMethodID(env, myArraylList, "get",
"(I)Ljava/lang/Object;");

// #KEKjava.util.ArraylListHIEE SRR Tikset MR id

arraylist_set = (*env)->GetMethodID(env, myArrayList, "set",
"(ILjava/lang/Object;)Ljava/lang/Object;");

if (!myFindClass(env, &myContext, "android/content/Context")) {

LOGI("ERROR:myContext");
return;
}
// 3REFandroid.content.ContextMIEFHA LR FikgetPackageName ¥ i id
context_getPackageName = (*env)->GetMethodID(env, myContext,
"getPackageName", "()Ljava/lang/String;");
// 3B android.content.ContextIEERAS KR HikgetApplicationInfoJA M id
context_getApplicationInfo = (*env)->GetMethodID(env, myContext,
"getApplicationInfo"”, "()Landroid/content/pm/ApplicationInfo;");
// 3EFandroid.content.ContextMIEFHA LR HikgetClassLoaderf i id
context_getClassLoader = (*env)->GetMethodID(env, myContext,
"getClassLoader", "()Ljava/lang/ClassLoader;");
// 3B android.content.ContextIEERS R HitgetAssetsHAMid
context_getAssets = (*env)->GetMethodID(env, myContext, "getAssets",

woona n wa



“()Landroid/content/res/AssetManager;);

// 3B Zandroid.content.ContextIEEA LR HikgetPackageResourcePathff M id

context_getPackageResourePath = (*env)->GetMethodID(env, myContext,
"getPackageResourcePath"”, "()Ljava/lang/String;");

if (!myFindClass(env, &myWeakReference,
"java/lang/ref/WeakReference")) {

LOGI("ERROR:myWeakReference");
return;
}
// 3KEZjava.lang.ref.WeakReferencelIIE# AR 7R 5 iEget KA id
WeakReference_get = (*env)->GetMethodID(env, myWeakReference,
"()Ljava/lang/Object;");

get”,

if (!myFindClass(env, &mylLoadedApk, "android/app/LoadedApk")) {

LOGI("ERROR:myLoadedApk");
return;
}
// 3KEXZandroid.app.LoadedApk#IIEFEZA A fmClassLoader#3kEid
LoadedApk_mClassLoader = (*env)->GetFieldID(env, myLoadedApk,
"mClassLoader", "Ljava/lang/ClassLoader;");
// 3KEXZandroid.app.LoadedApk#IIEFEZA AR fmApplicationf3kEid
LoadedApk_mApplication = (*env)->GetFieldID(env, myLoadedApk,
"mApplication", "Landroid/app/Application;");

if (!myFindClass(env, &myApplicationInfo,
"android/content/pm/ApplicationInfo")) {

LOGI("ERROR:myApplicationInfo");
return;
}
// 3B ZFKandroid.content.pm.ApplicationInfolJIE#AM AL EdataDirFKEid
ApplicationInfo_dataDir = (*env)->GetFieldID(env, myApplicationInfo,
"dataDir", "Ljava/lang/String;");
// 3EZKandroid.content.pm.ApplicationInfolIEERAS M AL EnativeLibraryDirfI3kEid
ApplicationInfo_nativelLibraryDir = (*env)->GetFieldID(env,
myApplicationInfo, "nativelLibraryDir", "Ljava/lang/String;");
// 3B ZKandroid.content.pm.ApplicationInfoljIE#AM A BsourceDirfI3kEid
ApplicationInfo_sourceDir = (*env)->GetFieldID(env, myApplicationInfo,
"sourceDir", "Ljava/lang/String;");

if (!myFindClass(env, &myApplication, "android/app/Application")) {
LOGI("ERROR:myApplication");
return;
}
// ¥KE3android.app.ApplicationfIEERA R ¥ onCreateMiA id
Application_onCreate = (*env)->GetMethodID(env, myApplication,
"onCreate", "()V");
// #KHi2Kandroid.app.ApplicationfjIEES K R B fattachiIiAHid
Application_attach = (*env)->GetMethodID(env, myApplication, "attach",
"(Landroid/content/Context;)V");

if (!myFindClass(env, &myContextWrapper,
"android/content/ContextWrapper")) {

LOGI("ERROR:myContextWrapper");
return;

}



// 3KEZandroid.content.ContextWrapperffIdEEEZA K A i $attachBaseContext A id
ContextWrapper_attachBaseContext = (*env)->GetMethodID(env,

myContextWrapper, "attachBaseContext",

"(Landroid/content/Context;)V");

LOGI("PathClassLoader start");

// 3KEdalvik.system.PathClassLoaderi£R5IH

if (!myFindClass(env, &myPathClasslLoader,
"dalvik/system/PathClassLoader")) {

LOGI("ERROR:myPathClassLoader");
return;

)
if (sdk_int > 13) {

if (!myFindClass(env, &myBaseDexClassLoader,
"dalvik/system/BaseDexClassLoader")) {

LOGI("ERROR:myBaseDexClassLoader");
return;
}
// 3KEtZdalvik.system.BaseDexClassLoaderf)IE#A MR AZ BpathList3REid
BaseDexClassLoader_pathList = (*env)->GetFieldID(env,
myBaseDexClassLoader, "pathList",
"Ldalvik/system/DexPathList;");

if (!myFindClass(env, &myDexPathlList,
"dalvik/system/DexPathList")) {
LOGI("ERROR:myDexPathList");
return;
}
// 3KBZKdalvik.system.DexPathListIERA K R BdexElementsHIZRELid
DexPathList_dexElements = (*env)->GetFieldID(env, myDexPathList,
"dexElements", "[Ldalvik/system/DexPathList$Element;");

if (!myFindClass(env, &myElement,
"dalvik/system/DexPathList$Element")) {
LOGI("ERROR:myElement");
return;
}
// 3EFKdalvik.system.DexPathList$ElementE#A K R BdexFilefI3RELid
DexPathList_Element_dexFile = (*env)->GetFieldID(env, myElement,
"dexFile", "Ldalvik/system/DexFile;");

if (sdk_int > 22) //6.0
// Android 6.0Hi7, 3B dalvik.system.DexPathList$Element HIERFSRR AR Bdirf3kEid
DexPathList_Element_file = (*env)->GetFieldID(env, myElement,

"dir", "Ljava/io/File;");
else
// BAtbhiA, $RE(Kdalvik. system.DexPathList$Element I IEEA K R B FilefI3RELid
DexPathList_Element_file = (*env)->GetFieldID(env, myElement,

"file", "Ljava/io/File;");

if (!myFindClass(env, &myFile, "java/io/File")) {

LOGI("ERROR:myFile");
return;

}



// REIKjava.io.FileMIEFRES LR JTiAgetAbsolutePath W Hid
myFile_getAbsolutePath = (*env)->GetMethodID(env, myFile,

"getAbsolutePath"”, "()Ljava/lang/String;");
LOGI("PathClassLoader end");

// 3K EMdalvik.system.DexFilefi4 /3| H

if (!myFindClass(env, &myDexFile, "dalvik/system/DexFile")) {
LOGI("ERROR:myDexFile");
return;

}

// mCookieff IREX T Z I K

if (sdk_int > 22) {

// 3KEidalvik.system.DexFilefIIEEHZS R A2 BmCookieI3kENid
mCookie = (*env)->GetFieldID(env, myDexFile, "mCookie",
"Ljava/lang/Object;");
// 3K Zdalvik.system.DexFilefJ### M i JrikopenDexFilef i id
myOpenDexFile =
(*env)->GetStaticMethodID(env, myDexFile, "openDexFile",
"(Ljava/lang/String;Ljava/lang/String;I)Ljava/lang/Object;");

/] RERGHA, KEFHKdalvik.system.DexFilefk R EmCookie3RANidFE$openDexFileIiffid
} else if (sdk_int > 19) {

mCookie = (*env)->GetFieldID(env, myDexFile, "mCookie", "J1");
myOpenDexFile = (*env)->GetStaticMethodID(env, myDexFile,
"openDexFile",
"(Ljava/lang/String;Ljava/lang/String;I)J");

// EEARFKAndroid &L KlopenDexFile B ¥ i & R Bl E 2 F i A R
} else {

mCookie = (*env)->GetFieldID(env, myDexFile, "mCookie", "I");
myOpenDexFile = (*env)->GetStaticMethodID(env, myDexFile,
"openDexFile",
"(Ljava/lang/String;Ljava/lang/String;I)I");

// android 5+Pl EFE¥ERfindClass#Flandroid.app.Application3
if (!myFindClass(env, &myClassLoader, "java/lang/ClassLoader")) {
LOGI("ERROR:myClassLoader");
return;
}
// 3KH%java.lang.ClasslLoaderfIE&# 2 i%kloadClassHIAAid
classLoader_findClass = (*env)->GetMethodID(env, myClasslLoader,
"loadClass", "(Ljava/lang/String;)Ljava/lang/Class;");
LOGI("System start");

if (!myFindClass(env, &mySystem, "java/lang/System")) {
LOGI("ERROR:myClassLoader");
return;

}

// 3EJjava.lang.SystemfIE AR R rikgetProperty M id

system_getProperty = (*env)->GetStaticMethodID(env, mySystem,
"getProperty"”, "(Ljava/lang/String;)Ljava/lang/String;");

LOGI("SystemProperties start");



status = myFindClass(env, &mySystemProperties,
"android/os/SystemProperties");
if (status) {

// 3B Zandroid.os.SystemPropertiesHgA R Hikget A id

SystemProperties_get = (*env)->GetStaticMethodID(env,
mySystemProperties, "get",
"(Ljava/lang/String;)Ljava/lang/String;");

jstring vmname = (*env)->NewStringUTF(env, "java.vm.name");

// VB java.lang.System.getProperty("java.vm.name")3REXAndroid &N 4 FR

// HBRERdalvik ERHBER

jobject tmp = (*env)->CallStaticObjectMethod(env, mySystem,
system_getProperty, vmname);

/] BBRCES R H

const char* v22 = (*env)->GetStringUTFChars(env, tmp, 0);

LOGI("------- vmNameStr:%s", v22);

(*env)->ReleaseStringUTFChars(env, tmp, v22);

// persist.sys.dalvik.vm.lib

// persist.sys.dalvik.vm.lib.2

jstring vmlibstr = (*env)->NewStringUTF(env,
"persist.sys.dalvik.vm.1lib.2");

// VA #%android.os.SystemProperties.get("persist.sys.dalvik.vm.1lib.2")

// 3KBAndroidEflHllibart. soF e, HWiETRart BRI

jobject runtime = (*env)->CallStaticObjectMethod(env,
mySystemProperties, SystemProperties_get, vmlibstr);

const char* v28 = (*env)->GetStringUTFChars(env, runtime, 0);

(*env)->ReleaseStringUTFChars(env, runtime, v28);

jstring vm_version = (*env)->NewStringUTF(env,
"java.vm.version");
// WA E¥java.lang.System.getProperty("java.vm.version")REUEIIHLEK IR A S
jobject v32 = (*env)->CallStaticObjectMethod(env, mySystem,
system_getProperty, vm_version);
const char* runtime_version = (*env)->GetStringUTFChars(env, v32, 0);
LOGI("---- vmVersionStr:%s", runtime_version);
/] FREREERE

double d = atof(runtime_version);

// RIEEINIRAS HIWiAndroid EHINLKIZ TR

if (d > 2)

// art R

isDalvik = ©;
else

// dalvik =

isDalvik = 1;

(*env)->ReleaseStringUTFChars(env, v32, runtime_version);

return;

}



FT B %% Bl Android [ H, - ) it 24 i Android £ 28 Bt A& i i AR 2 Dalvikig Rk R At A 1 77 57T LS 1 18
{How can | detect the Android runtime (Dalvik or ART)?) .

At least, as early as June 2014 Google has released an official documentation on how to correctly
verify the current runtime in use:

You can verify which runtime is in use by calling System.getProperty("java.vm.version"). If ART is
in use, the property's value is "2.0.0" or higher.

With that, now there is no need to go through reflection and simply check the corresponding system
property:

private boclean getIsArtInUse() {
final string vmVersion = System.getProperty(“java.vm.version™);
return vmVersion != null && vmVersion.startsWith("2");

< 2>, fE4b5tapkR 2 StubApplicationfsk 7 i $attachContextBaseContextH, i id 2 & & F &2k
android.content.ContextWrappersZ i 1128 ik ;7 5 $tattachBaseContext .

}f**

* {E5h 7 apkRr A Y3 stubapplicationdi & B &l FhattachContextBaseContext

* BRI AAsuper. attachBaseContext(ctx);

*/

/7 HRA A #FEandroid. content . ContextwWrapperfISCBiRE 2 B EattachBaseContext
if (!myFindClass{env, &myContextWrapper, "android/content/ContextWrapper")) {

LOGI( "ERROR:myContextWrapper”);
return;

}

/¢ ¥FBlZEandroid. content . ContextWrapperfI IR EME E il attachBaseContextBIE Aid
ContextWrapper_attachBaseContext = (*env)-:GetMethodID(env,

myContextWrapper, "attachBaseContext"”, "({Landroid/content/Context;)Vv");

A¢ ERMERHEE android. content. ContextWrapper. attachBaseContext{cix)
(*env)-»CallNonvirtualVoidMethod(env, application_obj,
myContextWrapper, ContextWrapper_attachBaseContext, ctx);

< 3>, FKES seapk B A fifiles SO H &2 777 5 /data/data/<packagename>/files , )5 TR BRI
fdexsHE H .


https://stackoverflow.com/questions/19830342/how-can-i-detect-the-android-runtime-dalvik-or-art

‘,l’ﬂﬁk

* IREIYM R apk il AR files S EEFEE sdatasdatascpackagenansy/Files
* String data_data_pgname_files = this.getFilesDir().getAbsolutePath();
*/

/¢ ZEHIStubApplicationZg

jclass w12 = (*env)-»GetObjectClass(env, application_cbj);

/7 BBl stubspplicationdE I RS AT iLgetFilesDirB A A id
jmethodID v13 = (*env)-:GetMethodID(env, w12, "getfilesDir", "()Ljava/io/File;");

/¢ B ®E com. example.unpack.5tubApplication.getFilesDir
/7 SREI BB R /datas/datas/ cpackagename s/ FilesBFileSo T &
jobject file_obj = (*env)-»CallObjectMethod({env, obj, w13);

A4 LOGI("file_obj:%p",file_obj);
/7 IRHIFiledt
jclass file_classz = (*env)-»GetObjectClass(env, file_obj);

/F FEHIEF 1efIIEEE M R B getabsolutePathBYTE B id
jmethodID v18 = (*env)-:GetMethodID(env,
file_classz, "getAbsoclutePath”, "()Ljava/lang/String;");

/7 ERZEFilefIE El getabsolutePathiR B M 4812 /data/datas/cpackagenamey/Files
jobject mAbsclutePath = (*env)-»CallObjectMethod(env, file_obj, w18);

/4 6.8 A /datasuser/8/packagename/ Files/HiE

A BjaveFHERBENGEETHE

mAbsolutePath_str = (*env)-:GetStringUTFChars(env, mAbsolutePath, @);
LOGI("global files path is ¥s", mAbsolutePath_str);

< 4 >, 3REUVSM e apk M I FE i soFE U SC 4 B 3% nativeLibraryDir B2 % &8, ftAndroidill iR EHH . 7E
B: BEPjavaRIL#RREMAE — i 8, MiZ s 5apk F #3Ecom.example.unpack.StubApplication Sz 1
FAHE# S AR iR B getApplicationinfo()3R X 2 1 4+ 5.apk 52 A ¥ android.content.pm.Applicationinfofs & .



‘,l’*

* RSN R apk A E = E NSNS BEFES

* android.content.pm.ApplicationInfo applicationInfo = ctx.getApplicationInfo();
* String str_nativelibraryDir = applicationInfo.nativelibraryDir;

*

if (!myFindClass(env, &myContext, "android/content/Context™)) {

LOGI{"ERROR:myContext”);
return;

¥
/4 BB android. content. ContextBIFEEM B 77 & getApplicationInfelE A id
context_getApplicationInfo = (*env)->GetMethodID(env,

myContext, "getApplicaticnInfo”, "()Landreid/content/pm/ApplicationInfo;");

/7 ERZEstubapplicationtd S5l F £ getapplicationInfo( 3Rl ApplicationInfolE &
jobject ApplicationInfo = (*env)-»CallObjectMethod(env,
application_cbj, context_getApplicationInfo);

if (!myFindClass(env, &myApplicationInfo, "andreoid/content/pm/aApplicationInfo”)) {

LOGI("ERROR:myApplicationInfo”);
return;

1
7/ B3 android. content. pm. ApplicationInfofIIEBSM R EE nativeLibraryDirf AL id

ApplicationInfo_nativelibraryDir = (*env)->GetFieldID(env,
myApplicationInfo, "nativelLibraryDir"”, "Ljava/lang/String;");

/7 B ApplicationInfo SIS =B nativeLlibraryDir
jobject vZ4 = (*env)-:GetObjectField(env, ApplicationInfo,
ApplicationInfo_nativelLibraryDir);

/7 SR BRI T apkf soFE AHF IR =
const char* mNativelibraryDir = (*env)->GetStringUTFChars(env, v24, @);
J/LOGI( "mNativeLibraryDir is ¥s", mNativelLibraryDir);

< 5> JREUSI 5Eapk i A B % R Resource FIAE U4 B F 3 1% B 41 7eapk . A i FEAPKPAT HEF 3548 & F 4 5tapk
L B BEIR A O B B2 .

‘f‘t

* RESHEapk i AR R E R EEH R E N T apk i A B EAPKPATHA B R F IS E
* string str_okgResourcePath = this.getPackageResourcePath();

* seteny("APKPATH", mPackageResourePath, 1);

x4

if (!myFindClass(env, &myContext, "android/content/Context")) {

LOGI( "ERROR:myContext"™);
return;

}
/¢ Bl android. content. ContextBIIERFRM R 7 iEgetPackageResourcePathBN i A id

context_getPackageResourePath = (*env)->GetMethodID({env,
myContext, "getPackageResourcePath”, "()Ljava/lang/String;");

/¢ R stubapplicationBIZE 5% getPackageResourcePath()
jobject w32 = (*env)-»CallObjectMethod(env, application_obj,
context_getPackageResourePath);

/7 BRIk RS R G EE

const char* mPackageResourePath = (*env)-»GetStringUTFChars(env, v32, @);

/7 BERIEEE "ArkPATH BRI ERME B AN S apkr E RV B IR T RIS
setenv( "APKPATH", mPackageResourePath, 1);
S/LOGI("APK Path is ¥s", mPackageResourePath);



< 6 >. JKE S 5EapkSi A K 4 packageName = #F 5,  F18 A 15t apk Bz A ) 24§ 2Eandroid.content. Context sk
il i S 45 i, 7% R B getClassLoader, 3KEX 4 i #h5tapk b A 2 5 51 B2 i ClassLoadersz 5t &, 4t fa T & #e 4k 5%
apk Rz A ymCookiefE 8 fR 3 dexsC 44 W A ik s 2h J5 1R [B] imCookie B F A, tH 3k 2 i 4h Feapk B2 F XT B2 )
ClassLoadersz k2 1 1% £ 47 i dexsC #: iy ClassLoaderse i BT o4 2 4, M SEBRAH T apk B2 Ak 42 37 dexse
PRI TC4E B BT HE

FHLAFE apk il A R9 8248 packageName
String mPackageName = ctx.getPackageName();

RS R apkFr 30 BRI B ClassLoaderSE BT &
Classloader classloader = ctx.getClassloader();
*

if (!myFindClass(env, &myContext, "android/content/Context")) {

LOGI( "ERROR:myContext"™);
return;

}
/7 FFHl#Eandroid. content . ContextfI3EEE MR H i getPackageNam=A97E A id
context_getPackageName = (*env)-:GetMethodID(env,

myContext, "getPackageName”, "()Ljava/lang/String;");

/7 TR #E ContextBIsL Bl A L getPackageName( )
jobject packageMame = (*env)->CallObjectMethod(env, ctx, context getPackageName);

/7 BEIHETaPKEL A (B9 T apkRL A )BT EE
mPackageName = (*env)-»GetStringUTFChars(env, packageName, @);
LOGI( "mPackageName:¥s", mPackageName);

/¢ IRBlZandroid. content. ContextBIIFREM R 7 iEgetClassLoaderfIE A id
context_getClassloader = (*env)-:GetMethodID(env,
myCentext, "getClassloader”, "()Ljava/lang/ClasslLoader;");

// public ClasslLoader getClasslLoader()
/7 B R #E contextBIZLFl A iEgetClassloader ()RR Fapkii 89 1assLoaderSEFITT &

jobject = (*env)-»CallObjectMethod(env,
ctx, context_getClassloader);

LOGI( "classloader:%p", classloader);

< 7 >. [t Feapki A KfilesSc 4 B 3 /data/data/<packagename>/files T B0 - 3 i dexsc fEdump.dex, X B
HEB R K dexstdump. dexifiE T 4 Fapk S fassets X H R T, ELB Rl & th & A S AR5 i dexao ik
BEAT NS b3 (X B EER N T %3 Android inE FEEE 7 ) s 7E1E % I Androidin & 7= & i — e 5 AR 3 (1
dexsC kAT s Ab 2 .

‘,l’*

* B9 apk il AR B F /data/data/ cpackagenames/Files MR dex ™ Hdump. dex
*f

char szPath[268] = { @ };

/4 sprintf(szPath, "¥s/dump.dex", mAbsoclutePath_str);

/f HEFHFEEIERde R HEE
sprintf({szPath, "/data/data ¥s/files/dump.dex”, mPackageName);
LOGI("szPath:%s", szPath);

7 FES R apk A BT ( MME BRI dex 3 dump. dex ) AL
/7 BlszPathiEE RIS F B2 /data/datas/<PackageName>/ files/dump. dex/
myExtractFile(env, applicaticn_obj, szPath);




B 4h T apk S i BB S Jeassets T B8 R dexsC i dump.dex(— BB L T, &0 IR 46 I dexsC 4 #E4T in 38 4k
H, Bdexal i rIE R BEAT dexal i 1k 25 B 4E )R B B 41 5t apk B2 A /data/data/<packagename>/files 34 &
F, 83Eldex3f4/data/data/<PackageName>/files/dump.dex, FH<PackageName> A4t 5Eapks 4 .

/***
* application_obj--45tapk R fApplicationsLfixt &
* szPath--4t5tapk M A BIESCHRT (INEFdex3C) BBUE Mdex3C 4 #4%/data/data/<PackageName>/files/dump.dex
*
* WS 5tapk A BECHRT (NZ A dex3i ) BB EszPathis & IS HFEZ
*/
void myExtractFile(INIEnv* env, jobject application_obj, const char* szPath) {

AAssetManager* mgr;

/1 FWiC B EszPath s E Mdex U R~ & B 7E
if (access(szPath, R_OK)) {

// BEIEF|ZApplication

jclass application_cls = (*env)->GetObjectClass(env, application_obj);

// KB EApplication M IEFFAL T ZigetAssetsHIAAd

jmethodID getAssetsId = (*env)->GetMethodID(env, application_cls, "getAssets",
"()Landroid/content/res/AssetManager;");

// R ApplicationRKiIAE# AR T iEgetAssets FHE B4 55apk B F K javass B IEE HX &

jobject aassetMgr = (*env)->CallObjectMethod(env, application_obj, getAssetsId);

// ¥ javali BB R E BN SRR O I R B B XY L AAs setManager
mgr = AAssetManager_fromJava(env, aassetMgr);
if (mgr == NULL) {

LOGI(" %s", "AAssetManager==NULL");
return;

}

FILE* file;
void* buffer;

int numBytesRead;

// FTFF4M5Eapk S A BB IR SO T B S0 dump . dex
AAsset* asset = AAssetManager_open(mgr, "dump.dex", AASSET_MODE_STREAMING);
if (asset) {

// UhszPathig i i) F4F 8 S0 B AR G 3T S A

file = fopen(szPath, "w");

// int bufferSize = AAsset_getlLength(asset);
// LOGI("buffersize is %d",bufferSize);

// FRIENAE A A T B AR R
buffer = malloc(1024);
while (1) {

// MS5Eapki F BIESCHEIE TR dump . dex SO R EE B B i fY) A 77 25 B o
numBytesRead = AAsset_read(asset, buffer, 1024);

[/ SCHEBOEEEEE R, B AEFR

if (numBytesRead <= 0) {

break;

}

/7 ¥ AT apk i F B IESCHIE T idump . dexSCAFEEX B SR 5\ Bl s zPath SO B 42 1 S 1

Livnd+tnal it LA mrmDiik A ~D A~ A 1 L£37T -\



TWIrrLrLe(ourrter, IJumbyLesSneEdu, 1, T1ic),

}

// BIRHTE ERRER
free(buffer);
fclose(file);
AAsset_close(asset);

} else {

LOGI("Error AAssetManager_open");
return;

}

} else {
LOGI("dump.dex existed");

}
}

< 8 > fi#E L a4 stapk R A B Ak fandroid BN ER SR k4T dexaC - I A2 Nk,  Dalvik iz S 2T 1 FH R 3
myLoadDex_dvmiE47 # fr 3 dexcC i inEk, At T 8 F ik #imyLoadDex_arti#k 47 4% £r 47 dexC 44 i

Ho

£f TR LB T apk i AT it androi dEEEIH IR BT dex M BIPIZ I0EE (important )
if (isDalvik) {

/7 dalvik FAIEMEEELEEEszPath Mldex

myLeoadDex_dvm{env, szPath);

} else {

/7 art FRATEMEEEM B E szPath TR dex {4

mylLoadDex_art(env, szPath);

FREXDalvik i AL = T FArtE LR = T dexse 4 in#k J& mCookiefE FI 3R EXid PA & 3R EXArtiE #L5E  F n#kdex
A4 bR FropenDexFile i Aid, /5 HAtE WA T inERdex s - A .



// 3K EMdalvik.system.DexFilefi4 /a3 H

if (!myFindClass(env, &myDexFile, "dalvik/system/DexFile")) {
LOGI("ERROR:myDexFile");

return;

}

// mCookieffFREN 7 Z i i L

if (sdk_int > 22) {

// 3KEidalvik.system.DexFilefIIE#ZS R R 2 BmCookieI3KENid
mCookie = (*env)->GetFieldID(env, myDexFile, "mCookie", "Ljava/lang/Object;");

// 3KEidalvik.system.DexFilefI#3S K i JikopenDexFilefi i fid
myOpenDexFile = (*env)->GetStaticMethodID(env,
myDexFile,
"openDexFile",
"(Ljava/lang/String;Ljava/lang/String;I)Ljava/lang/Object;");

/] RERGHRA, KEHKdalvik.system.DexFilefIk R EmCookief3RANidFEFopenDexFile i id
} else if (sdk_int > 19) {

mCookie = (*env)->GetFieldID(env, myDexFile, "mCookie", "J");
myOpenDexFile = (*env)->GetStaticMethodID(env,

myDexFile,

"openDexFile",

"(Ljava/lang/String;Ljava/lang/String;I)J");

// EEXRFERAndroid &4 KlopenDexFile i ¥ i & R Bl E 2 F i A R
} else {

mCookie = (*env)->GetFieldID(env, myDexFile, "mCookie", "I");
myOpenDexFile = (*env)->GetStaticMethodID(env,

myDexFile,

"openDexFile",

"(Ljava/lang/String;Ljava/lang/String;I)I");

Dalvik g WIIER T, Jein#EkshaE" libdvm.so", FREUS: H i ek $E F #d 45 4 i S

dvm_dalvik_system DexFilefihit, i i %42 Fr 75 5 UL AC 2 R 3R B2 ik $04 FropenDexFile Xy Bz i e
Dalvik_dalvik_system DexFile_openDexFile_bytearray )i Fi #utik; #TFF 4h5tapk S #ifiles SO H 3% F FI#E AR~
' dex3cf4 /data/data/<PackageName>/files/dump.dex (£ # <PackageName> 44t 52 apk B F 1642 ), i F

mmap R FOR Z dexaC {4 B it BIFAE P97 X IR 415 21 0 45 SRAE 9 1A FH R
Dalvik_dalvik_system DexFile_openDexFile_bytearrayff& A& ¥z —, ML

Dalvik_dalvik_system DexFile_openDexFile_bytearray i $ i 17 Dalvik#E X T dexal - W2 n#k, 15 2 dexs

T & & Bl ymCookieft, 40 R B2 J5 T 2 — 2 #r .

/*

* private static int openDexFile(byte[] fileContents) throws IOException

* Open a DEX file represented in a byte[], returning a pointer to our
* internal data structure.

* The system will only perform "essential" optimizations on the given file.

* TODO: should be using "long" for a pointer.
*/



/**
static void Dalvik_dalvik_system_DexFile_openDexFile_bytearray(const u4* args,
JValue* pResult)

ArrayObject* fileContentsObj = (ArrayObject*) args[0];
u4 length;

ul* pBytes;

RawDexFile* pRawDexFile;

DexOrJar* pDexOrJar = NULL;

if (fileContentsObj == NULL) {
dvmThrowNullPointerException("fileContents == null");
RETURN_VOID();

// TODO: Avoid making a copy of the array. (note array *is* modified)
length = fileContentsObj->length;
pBytes = (ul*) malloc(length);

if (pBytes == NULL) {
dvmThrowRuntimeException("unable to allocate DEX memory");
RETURN_VOID();

memcpy (pBytes, fileContentsObj->contents, length);

if (dvmRawDexFileOpenArray(pBytes, length, &pRawDexFile) != @) {
ALOGV("Unable to open in-memory DEX file");
free(pBytes);
dvmThrowRuntimeException("unable to open in-memory DEX file");
RETURN_VOID();

ALOGV("Opening in-memory DEX");

pDexOrJar = (DexOrJar*) malloc(sizeof(DexOrJar));

pDexOrJar->isDex = true;

pDexOrJar->pRawDexFile = pRawDexFile;

pDexOrJar->pDexMemory = pBytes;

pDexOrJar->fileName = strdup("<memory>"); // Needs to be free()able.
addToDexFileTable(pDexOrJar);

// #define RETURN_PTR(_val) do { pResult->1 = (Object*)(_val); return; } while(9)
RETURN_PTR(pDexOrJar);

}

**/

/**
// JniR¥uEM KIS EDalvikNativeMethod
const DalvikNativeMethod dvm_dalvik_system DexFile[] = {
{ "openDexFileNative", "(Ljava/lang/String;Ljava/lang/String;I)I",
Dalvik_dalvik_system DexFile openDexFileNative },

{ "openDexFile", "([B)I",
Dalvik_dalvik_system DexFile openDexFile_bytearray },
{ "closeDexFile", "(I)Vv",

Dalvik_dalvik_system DexFile closeDexFile },

{ "defineClassNative", "(Ljava/lang/String;Ljava/lang/ClasslLoader;I)Ljava/lang/Class;",
Dalvik_dalvik_system DexFile_ defineClassNative },

{ "getClassNameList", "(I)[Ljava/lang/String;",
Dalvik_dalvik_system DexFile_ getClassNameList },

f "I cNAvAR+RR AAAd~AY L B AL o N S I Y AL



1 iSvexvpuLneecucu , \LJjdvd/ idllg/dLrlig, ) ,
Dalvik_dalvik_system DexFile_ isDexOptNeeded },
{ NULL, NULL, NULL },
s
**/

// FEININativeMethod%s A iR 4 B %44 FRRI B B 2% 42 S 445 B DL 0 25 4R 312 R 00T L FR) B8 B80T I 4R 6
int lookup(JININativeMethod *table, const char *name, const char *sig,
void (**fnPtrout)(u4 const *, union JValue *)) {

int i = 9;
while (table[i].name != NULL) {

LOGI("lookup %d %s", i, table[i].name);

// BERB AR RS L ILEER
if ((strcmp(name, table[i].name) == @)
&& (strcmp(sig, table[i].signature) == 0)) {

// BB R B0 TR R BRE 42 xR Bk O A Fe A
*fnPtrout = table[i].fnPtr;
return 1;

}
it++;

}

return 0;

}

// szPath--dalvik F FEHNFMERM dex A1 BE

void myLoadDex_dvm(INIEnv* env, char* szPath) {

// MEBHZFE"libdvm. so”

void *1dvm = (void*) dlopen("libdvm.so", 1);

// FREBFZSEE"1ibdvm. so" i) T H 4 ##kdvm_dalvik_system_DexFile

ININativeMethod* dvm_dalvik_system_DexFile = (JININativeMethod*) dlsym(ldvm, "dvm_dalvik_system DexFile");

// TEdvm_dalvik_system_DexFile#Z5th {1 &4k FlopenDexFile iR $xd B i ik $0iA F Hh bk
// static void Dalvik_dalvik_system DexFile_ openDexFile bytearray(const ud* args, JValue* pResult)
if (@ == lookup(dvm_dalvik_system_DexFile, "openDexFile", "([B)I", &openDexFile)) {

openDexFile = NULL;
LOGI("method does not found ");

return;
} else {

LOGI("openDexFile method found ! HAVE_BIG_ENDIAN");
}

int handle;
struct stat buf = { 9 };

// ¥TFFszPathCHFEER1R € M dex Ui
handle = open(szPath, 0);
LOGI("handle:%X\n", handle);

if ('handle) {



LOGI("open dump.dex failed");
return;

}

// KB szPath3 BT € M dex ST IR/
int status = fstat(handle, &buf);
if (status) {

LOGI("fstat failed");
return;

}

/] TEIMBIIszPath3THF B A% 16 RE K dex U1 I B

int dexLen = buf.st_size;

LOGI("dexLen:%d, st_blksize:%d", dexLen, (int )buf.st_blksize);

//#define PROT_READ ©ox1 /* Page can be read. */
//#define PROT_WRITE ©x2 /* Page can be written. */
//#define PROT_EXEC ©Ox4 /* Page can be executed. */
//#define PROT_NONE ©0x® /* Page can not be accessed. */

//#define MAP_SHARED 0x01 /* Share changes. */
//#define MAP_PRIVATE 0x02 /* Changes are private. */

// R#EszPath T ER12E R BIdexSCAF IR/ P2 T 5 KIFAA P 77 WL

// SEFRERRXF szPath3C i BR 4248 58 M dex A SR EU

char* dexbase = (char*) mmap(@, dexLen, 3, 2, handle, 0);

LOGI("dex magic %c %c %c %c %c %c %c", *dexbase, *(dexbase + 1),
*(dexbase + 2), *(dexbase + 3), *(dexbase + 4), *(dexbase + 5),
*(dexbase + 6));

char* arr;

// Z% :http://bbs.pediy.com/thread-197274.htm

// 2% :https://segmentfault.com/a/1190000002578755

// BiENEEEMEDalvik_dalvik_system DexFile openDexFile bytearray®& ¥ —/MEANSHargs
arr = (char*) malloc(16 + dexLen);

ArrayObject *ao = (ArrayObject*) arr;
LOGI("sizeof ArrayObject:%d", sizeof(ArrayObject));

// dex3CHFHKEE

ao->length = dexlLen;

// ¥ D dex U I BHE P 28 2] B i 9 A7 25 [R] o
memcpy(arr + 16, dexbase, dexLen);
// BUH dex AR BUER AR 1) P A7 BR Y

munmap (dexbase, dexLen);

ud args[] = { (u4) ao };
union JValue pResult;
jint result;

// #define RETURN_PTR(_val) do { pResult->1 = (Object*)(_val); return; } while(®)
if (openDexFile != NULL) {

// #HDalvik_dalvik_system DexFile openDexFile_ bytearray i ¥ Sc#ldex i P77 N E
openDexFile(args, &pResult);

// 183|dex3 MW AEINE 5 HIDex0OrJar £ # a4t BlmCookie

result = (jint) pResult.l;



/] BREdex3CHEREINER)E FImCookiefd

dvm_Cookie = result;

LOGI("Dalvik Cookie :0x%08x", result);

}
}

AtBRIPERT, S TFALEDHLMBIIT IR LB E R EFREERNEE, RN EINEEAURBIERT
LA B Dalvik IR TR AKE, #Biddni T KC++ x5 Hjava2 se Bl i 2 dalvik.system. DexFile 1 # 25
& 57 75 3:openDexFile SE LA I R T dexast I nER, & FropenDexFiled Fl B IhJE iR [B], 18 2|dexsC 4N
HEINF 5 KimCookieft, F A i) 5 33 72 )5 1 FE — i

// szPath--artF & BN MBI dex 34 H B2

void myLoadDex_art(INIEnv* env, char* szPath) {

[/ BECTEE R B B ni K1 8
jstring inPath = (*env)->NewStringUTF(env, szPath);

// art_MarCookiefffFdex3C 7N & fimCookiefd
if (sdk_int > 22) {

// WHZdalvik.system.DexFileIE##& A R J%openDexFilesiMart T dex3CH # NN
art_MarCookie = (*env)->CallStaticObjectMethod(env, myDexFile, myOpenDexFile, inPath, @, 0);

LOGI("----MarCookie:%p", art_MarCookie);
} else {

// VRZdalvik.system.DexFilefI&: AR i frikopenDexFilesEBart T dex U I N E
art_Cookie = (*env)->CallStaticLongMethod(env, myDexFile, myOpenDexFile, inPath, @, 0);

LOGI("----artCookie:%11x", art_Cookie);
}

// MEBNAEIXMFLibart. so
void* dlart = dlopen("libart.so", 1);

// KBS EXHlibart. sofI S R $art : :DexFile: : FindClassDef i F #shik
// const DexFile::ClassDef* DexFile::FindClassDef(uintl16_t type_ idx) const
pArtFun pArtDexFileFindClassDef = (pArtFun) dlsym(dlart, "_ZNK3art7DexFilel2FindClassDefEt");

LOGI("pArtDexFileFindClassDef:%p", pArtDexFileFindClassDef);

< 9>, Fif % 5l B I Android i [ Dalvik EE NS A Art BRSNS 2K T In#dexs 14 2 P9 77 B SE B4 5 A 2

Android i & i) 7 2 & % T DexClassLoader il # Android dex3C 4 £ 9 77 F SLBLKI, DexClassLoaderfljavaZ 1t
BHATHE W T ERT~, DexClassLoaderi F #|NativeZ! 7 B ) openDexFileNative iR #t i, DexClassLoader
FIEAN javaZRRE LI A EARFATER T, B4R EEE T $UT RS 5t < 18 FH openDexFileNative i £ Jni i #E
i %5F B2 K Native 2 Se B i A 32, 3 B B FAndroid B #UHL A Dalvik FI A Friz 7R, itk
openDexFileNative i £ 7E Dalvik i UL = T AT Art 2 S LEE = R 43 51078 Ini iR $50E M Xt B2 9 A [F] Native 2R $ 52
o



{

( dexPath,
libraryPath,
(dexPath,

optimizedDirectory,
parent) {

(optimizedDirectory), libraryPath, parent);

L [BaseDexclassLDader
1BaseDexCIassLoader

qDexPathLlst.DexPathLlst b

- DexF'athisl.makeDexElemants] qDexPathList.laadDexFu[e ]

o DexFile DexFile }

,J—#DexFile.openDexFile P DexFile openDexFileMative
L—» & DexFile IoadDex} #® DexFile DexFile } <

javaZ fflopenDexFileNative ki ¥, 7EDalvik WL R T AArtE R R T 2 515 R AR R I Native R #2878
Dalvik Z N R T, openDexFileNative & %t B ) Native S 3 ek 5 438 M JIni o8 F33: At iy 42 30 00

f)Dalvik_dalvik_system_DexFile_openDexFileNative & %; 7EAtERINIENX T, openDexFileNativers $t
ot 7 ) Native S2 31 B B Ini ik £ 30 &7 it K DexFile_openDexFileNative & % .

L


http://androidxref.com/4.4_r1/xref/libcore/dalvik/src/main/java/dalvik/system/DexClassLoader.java
http://androidxref.com/4.4.4_r1/xref/libcore/dalvik/src/main/java/dalvik/system/DexFile.java#301
http://androidxref.com/4.4.4_r1/xref/libcore/dalvik/src/main/java/dalvik/system/DexFile.java#301
http://androidxref.com/4.4.4_r1/xref/dalvik/vm/native/dalvik_system_DexFile.cpp#Dalvik_dalvik_system_DexFile_openDexFileNative
http://androidxref.com/4.4.4_r1/xref/art/runtime/native/dalvik_system_DexFile.cc#87
http://androidxref.com/4.4.4_r1/xref/art/runtime/native/dalvik_system_DexFile.cc#87

openDexFileNativerfZEDalvikFfArt FAIAENativesZI

300

301 native private static int openDexFileNative(S5tring sourceName, String outputNHame,
302 int flags) throws IOException:

303

Full Search openDexFileNative In Project(s)
Definition abi
art
IS)'ITIbG' bignic
File Path bootable

HIStGI')‘ build

cts
_Search |  Clear | Help |
Searched full:opendexfilenative (Results 1 - 3 of 3) sorted by relevance
llibcore/dalvik/sre/mainfjava/dalvik/system/

HAD D F“‘B - 256 return openDexFileHative (new File[spurceName).getCanconicalPath(),
; 301 native private static int openDexFileNatiwve(String scurceName, String cutputame, mDef

fdalvikivm/native/
133 = private atatic int openDexFileNative (String scurceName, String outpatName,

HAD dalvik_system_DexFile.cpp
e yﬁ b 520 | "openDexFileHative®, ®(Ljava/lang/String;Ljava/lang/String;I)I®,

fart/runtime/native/
HAD dalvik_system DexFile.cC 314 NATIVE METHOD(DexFile, openDexFileNative, " (Liava/lang/String:Ljava/lang/String:I)I)

Dalvik EEBIWLIE R T, openDexFileNative & ¥ Xf 5 i Native SZ i &5 $ A
Dalvik_dalvik_system_DexFile_openDexFileNative i %, F H.i% & $0=2 18 M Jni ik HE M Ay 5 #0003
M

http://androidxref.com/4.4.4_r1/xref/dalvik/vm/native/dalvik_system DexFile.cpp

L

1T


http://androidxref.com/4.4.4_r1/xref/dalvik/vm/native/dalvik_system_DexFile.cpp
http://androidxref.com/4.4.4_r1/xref/dalvik/vm/native/dalvik_system_DexFile.cpp

Dalvik#& X\, T openDexFileNative & £7 A\ Native SZ I

518

519 const DalvikNativeMethod dvm dalvik system DexFile[] = {

520 rLyava/lang/Scring;
521 Dalvik dalvik system DexFile openDexFileNatiwve |,

522 openbexfilen, -0 e

523 Dalvik dalvik system DexFile openDexFile bytearray },

524 { "closeDexFile", (V..

525 Dalvik dalvik system DexFile closeDexFile },

528 { "defineClassMacive™, " (Ljava/lang/String;Ljava/lang/Clasaloader;I)Ljava/lang/Class;",
527 Dalvik dalvik system DexFile defineClassHative },

528 { "gecClassNameList", "(I) (Liava/lang/Scring:",

529 Dalvik dalvik system DexFile getClassNamelist },

530 { "isDexOptHeeded®, *(Ljava/lang/String:) 2%,

531 Dalvik dalvik system DexFile isDexOptNeeded },

532 { NULL, NULL, WULL }, -

833 )2

150 =/ 2( 1
151)static void Dalvik dalvik system DexFile openDexFileNative(const u4* args,
152 JvValue* pResult)

15397

154 StringCbject* sourceNameObj = (Stringlbject*) args[0]:
155 ScringCbject* ountputNameObj = (StringObject*) args[l]:
156 DexOrJar* pDexOrJar = NULL;

157 JarFile* pJarFile;

158 RawDexFile* pRawDexFile;

159 char* sourceName;

160 char* ontpontMame;

161

162 if (sourceName0Obj == NULL) {

1&3 dvnThrowullPointerException ("sourceName == null"™):
164 RETURN_WVOID():

i1e5 }

166

167 sourceName = dvmCreateCstrFromString (sonrceNameOb]) :
168 if (outputNameObj != HNULL)

169 outputName = dvmCreateCstrFromString (outputNameObj):
170 else

171 outputName = NULL;

172

ArtEERIPLER T, openDexFileNative i #uxt B i) Native S B & U DexFile_openDexFileNative& % , 3 H.
% BRI B2 Ini B AT A BR

http://androidxref.com/4.4.4_r1/xref/art/runtime/native/dalvik_system_DexFile.cc


http://androidxref.com/4.4.4_r1/xref/art/runtime/native/dalvik_system_DexFile.cc
http://androidxref.com/4.4.4_r1/xref/art/runtime/native/dalvik_system_DexFile.cc

ArtiE I, T openDexFileNative B £ A Native L F,

static JNINativeMethod gMethods[] = {
MATIVE METHOD (DexFile, closeDexFile, "(I)V"),
MATIVE METHOD (DexFile, definsClassMative, "(Ljava/lang/String:Ljava/lang/Classloader:I)Ljava/lang/Class:"),
HATIVE METHOD (DexFile, getClassNamelist, "(I) [Ljava/lang/String: "),
MATIVE METHOD (DexFile, isDexCptMeeded, "(Ljava/lang/String;}2"

MATIVE METHOD([DexFile, openDexFileNative, ™ ({Liava/lang/String:Liava/lang/Sctring rI)I"),

L

void register dalvik system DexFfle (JNIEnv* env) {
REGISTER NATIVE METHODS ("dalvige/syacem/DexFile");

% /

87y static jint DexFile cpenDexFileNative (JNIEnv* enw, jcla=zs, jstring javaSourceName, jstring javaCutputMame, jint) |{
E8 ScopedUtfChars sourceName (env, javaSounrceName)
1T an‘uﬂ:eﬁm.c Str() == WOLL] 1

80 retaorn 0; -

91 }

92 std::scring dex location(sourceName.o stri)):

83 Nullahleﬁcapedﬂ?ftha:s cutputﬂamg[ean javalutpotHame) ;
94 if (env=->ExceptionCheck(}) {

} // namespace art

TF

o5 retarn 0;

96 H

97 ScopedObjecthccess soalenv):
98

95 uint32 t dex location checksum:
OO0 if (!DexFile::GetChecksum(dex location, &dex location_checksum)) {

101 LOG (HRRNING) << "Failed to compute checksum: " << dex_location;

Loz ThrowLecation throw location = sca.3elf()->GecCurrentlocaticnFerThrow():

103 soa.5elf () ->ThrowNewExceptionF (throw location, "Ljava/io/IOException:®,

[LO4 "nable to get checksum of dex file: %s", dex location.c str());
Los retarn 0;

hoe }

La7

[LO8 ClassLinker* linker = Runtime::Current ()=->GetClassLinker():
L0 const DexFilev dex file;
R10 if (oucputMName.e str() =— NULL) {

111 dex_file = linker->FindDexFileInfatFileFromDexLocation(dex_location, dax location _checksom);

L1z } else {

113 std;:string cat_location(outputHame.o str());

114 dex_file = linker->FindOrCreatefatFileForDexlocation (dex_location, dex location checksum, oat_location):
n15s ¥

DalvikiE P T, Android dex>C 4 HIin#k & A 15 F openDexFileNative ik £ %} B i Native SEE ik
¥ Dalvik_dalvik_system_DexFile_openDexFileNative, T T 1 5 4+ —Android £ % it 47 8 & 3
Dalvik_dalvik_system_DexFile_openDexFile_bytearray kszBldex3t 4Kk, RNit2mg?

FEAndroidin &l #, 4% LY dexaC it N AEAR M — NI h EA R R ER: R AR

Dalvik_dalvik_system DexFile_openDexFileNativei#t 17 dex3C 4 I # st & AR XA A /R, (52 @it A A
Android & 4 K47 B i $tDalvik_dalvik_system DexFile_openDexFile_bytearrayi#1Tdex3C 4 HmEm A< H X
Tl AR, BRI R B X B R R S B0 rT DURE T, 3B AT PGk SR B3

Dalvik_dalvik_system DexFile_openDexFile_bytearray {2 eI TR 75, & 2 B Native i 3ok SE B
dexaCHFRINER, FEAgvidexsC ik ELELK I, Android/in &l iapk B A 25 — IR 2 SR 18 1 il B, 31X Bk B4R B HRAR
(¥ Androidin & SEEL T, I A 7 TH TS

1>. 768 F i $tDalvik_dalvik_system DexFile_openDexFileNativel}, kg FdexsC RIS, BN
5 S EH AT Kdex U RE .



private static int openDexFileNative (String sourceName, S5tring outputHame,
int flags) throws ICException

Open a DEX file, returning a pointer to our internal data structure.
"sourceName™ =should point to the "source™ jar or DEX file.

If "outputWame" is NULL, the DEX code will auntomatically find the
"optimized" wversion in the cache directory, creating it if necessary.
If it's non-NUOLL, the specified file will be used instead.

TODO: at present we wWwill happily open the =same file more than once.

To optimize this away we could search for existing entries in the hash
table and refCount them. Reguires atomic ops or adding "synchronized”
to the non-native code that calls here.

¥ ®* X ¥ X X X ¥ X X X ¥ X ¥ ¥ ¥ ¥ x

TCDD: should be using "long"™ for a pointer.
*f
static veld Dalvik dalvik system DexFile openDexFileNative (const u4*® args,
JValue* pResult)
{

StringChbiect®* sonrceNameObj = (StringObiject*)} args[0
StringCbiject® cntpotNameOb] = (StringCbject®) args[1]
DexOrJar* pDexOrJar = NULL;

JarFile* pJarFile;

BawDexFile* pRawDexFile;

char* sourceName;

char* ountputName:;

-
v

if (sourceName0Obj == HNULL) {
dvmnThrowNullPointerException ("sourceName == null"™);
RETURN WVOID():

¥

sonrceName = dvmCreateCstrFromString (sonrceNameObj) ;

if (ontputNameObj != NULL)
ontpontName = dvmCreateCstrFromString (ontputNameObi) ;

else

ontpontName = NULL;

2> Ti#E I F i $tDalvik_dalvik_system DexFile_openDexFile_bytearrayitt, /3 21 2 B b 2 P9 77 5 B dexs
HEIERF A, T LB (R dexal i B8R

http://androidxref.com/4.4.4_r1/xref/dalvik/vm/native/dalvik_system DexFile.cpp#Dalvik_dalvik_system DexFile

< | T | 3



http://androidxref.com/4.4.4_r1/xref/dalvik/vm/native/dalvik_system_DexFile.cpp#Dalvik_dalvik_system_DexFile_openDexFile_bytearray
http://androidxref.com/4.4.4_r1/xref/dalvik/vm/native/dalvik_system_DexFile.cpp#Dalvik_dalvik_system_DexFile_openDexFile_bytearray

* private static int openDexFile(byte[] fileContents) throws I0OException
* Open a DEX file represented in a byte returning a pointer to our
* internal data structure.
* The system will only perform "essential"™ optimizations on the given file
# TO - poary - ~ e —~ ~v A e T te
TODO: should be us "long " ar er

static vold Dalvik dalvik system DexFile openDexFile bytearray (const ud4* args,
JValue* pResult)

{

IAIIayObject* fileContent=s0b] = (ArravObiject¥) args[ﬂ]d
ud length:;

ul* pBytes;

BawDexFile* pRawDexFile;

DexOrJar* pDexOrJar = WULL;
if (fileContents0Obj == NULL) {
dvmThrowlullPointerException ("fileContents == null");

RETURN WVOID():

S* TODOD: Avoid making a copy of the array. (note array *is* modified) #,
length = fileContents0bj->length;
pBytes = (ul¥*) malloc{length);
if (pBytes == NULL) {
dvmThrowBuntimeException ("unable to allocate DEX memory™):;

RETURN WVOID():

AtERVER T, % T8E—/MEDalvikiEEIHLE R T Dalvik_dalvik_system DexFile_openDexFile_bytearray
K, 3 BAtERMNER T R A DexFile_openDexFileNative & $ 7] LASZELdexsC 4 HINER, dexsofh 281 5
BRIEAER, TMEDalvikE WL R T A Dalvik_dalvik_system DexFile_openDexFile_bytearrayiX #£ ] i 70
HdexSU R R A K ETFAUBRNERIPATE SR, REMSEEE, RLEDInil) C++ 4 HJavaZ i

R #openDexFile KELIMAERNER T HdexsC . RFHMIBER, dexlmE RS, Ri%nl
CLIE i 4k 4242 4 Native p&i £t DexFile_openDexFileNative ] S2 81 5% # Native & £ [ Hook LA K 45 & dex 34 1 in 2 &b
HR R LT

sourceName , outputhName,

i

( (sourceName) . Q.

{eUtputName '== ‘watlil) 9 kgl eie dCoueputName ) .
flags);

sourceName , outputName,

< 10 > 7£ClassLoader F N &2 N 77 5 B8 2R3 dexa A4 fimCookie s # #3541 52 apk B A B dexsC 141
mCookiefH .


http://androidxref.com/4.4.4_r1/xref/libcore/dalvik/src/main/java/dalvik/system/DexFile.java#294
http://androidxref.com/4.4.4_r1/xref/libcore/dalvik/src/main/java/dalvik/system/DexFile.java#294

// TEClassLoaderd A AT MNE S dex ™ (FFInCockieB E R IE 4 5 apk il A BmCockiefd ( important)
replace_classloader_cookie(env, classloader);
LOGI( "enter new applicatiocn")};

7E S HrmCookieft & ¥ AL 2 B, 5[50 — T A I %8 # it DexClassLoaderffljavaZ A% i $ 4T i FE 7~ 2 B
TEFi~, DexFile.openDexFilerd ¥t T 1 FH i E ARSI /E A 2 LI dexaC 4 in#k 2 P9 7 5 iR ElmCookie
B, BRIMCEHBBANdrOdRATIT (TEEAKRBHIES) . REFHEAT HdexslF S mR B H#EANF
W, (ERIEEA A FT S Fapkdt R AT EBER, RE B s 4u7 4t 5tapk S H # 2 Fdexsl i mCookiefd &
PR3 dexsC 4 imCookied 7 B SEBL R AR I I dexal 14 F1 24 /i b st apk B A FE B R AT R, 2480 4h5EapkRi f i
FEPAT RSB 7 B BAT B R B dexal AR . B —NAndroid B2 F 72 J8 Bhiz AT BB %, #2F — X R
ActivityThread*t RSB R E#H, dexsC RS HIAT # 2 B Activity Threadt SR B H . #BAESLILEI, dexaCH4#R
72 LA ClassLoaderst 5 5245 i1 77 g Activity Threadd S S2 il AT B B . #R4ER), ®&APAT Zdexsc g, &
it %t DexClassLoaderfljava Z RS AT IRAZ I 241 KB, 4 DexClassLoaderst 5 s % dexsC 44 i & 3 AR
2 — /Y IDexPathListf 5%, DexPathListF|FRid3 T LN KNS — N dex U R E S,
Hoh iR dexse i 2 W 7E i — A E B 4 K ikt 2 DexFile, DexFileff ik i 2 82 — &t fmCookiefd, Fit
HE ALK 41 5Eapk B A B DexFile ) B 57 28 B mCookie B & B A # £ 37 dex st 14 iy mCookieE it 2 SZ B 24 B 4
Frapk L #EFE 5 4% ORI dexal 1 1 ARRS B 2R A2 R4 Android R ML HAT

DexClassLoader &y java B R AAMATHRA T EH

{

( dexPath, optimizedDirectory,

libraryPath, parent) {
(dexPath, (optimizedDirectory), libraryPath, parent);

L—p| BaseDexClassLoader. . -
*BaseDexClassLnader —4E*exPat hList. DexPathList HDexPathLlsl.makeDexEleme nts HDexPathLlst.loadDe xFile ]

=P dexs{4HEIANEY , FEEiREdexaz{4
HEIPFF SR ERIMCookielE,
DexFile.openDexFile }—0 DexFile.openDexFileNative

DexFile.DexFile
- - - 1
— DexFile loadDex DexFile DexFile




BRI E— &, S—Android S 22 B —ANXF B2 Activity X S Se B R E BRI, iZActivity b 5 S2 i Xt
Android Rz A RS BT 1 B 3 S22 % Android B2 A B dexaC 4 i 15 i DexClassLoaderst 5 SE 5 i &

H, Android/i F RS 31T #8 2 i DexClassLoaderst R SE B SRR L, 4R 5384 Android S BIWLIEAT 30T
DexClassLoaderst % SZ 6 & dexC A I 2 W A7 5 & B R RE B4 k.

DexClassLoader} % Sz i 141 2 18 i3 1 F X 2kBaseDexClassLoader ) #4)i% i £ Se B iy, 2%
BaseDexClassLoadeff] 1) i £ 8 2 —>DexPathList3& 24 i) S5 % 52 25 & pathList, T 5t 24 a7apk S #EFE 0
| dexsC AT de P B L .

pathList;

( dE.‘-«:Fﬁ optimizedDirectory,

libraryPath, parent) {

k]
-pathList = s dexPath, libraryPath, optimizedDirectory);

ZKDexPathListH B 5241 Bk = 28 2 dexElements R SE BT N2 2 A 7 FidexsCHH 5 Bt 7 B #, ZDexPathListf)
438 o5 250 F 2R ZtmakeDexElements s 2 $5 78 dex>C 4 B4 42 B dex s A in#k. 2 N A7 H 1 #5815 B I Elements#i 4
%) & dexElementsH,



( definingContext, dexPath,
libraryPath, optimizedDirectory) {
(definingContext Y {

("definingContext == null");

(dexPath == Y {
("dexPath == null");

(optimizedDirectory !=

(loptimizedDirectory.

"optimizedDirectory

+ optimizedDirectory);

(! (optimizedDirectory. Q)
&& optimizedDirectory. On {
(

"optimizedDirectory not readable/writable:

+ optimizedDirectory);

-definingContext = definingContext;

< > suppressedExceptions =

-dexElements = ( (dexPath), cptimizedDirectory,
suppressedExceptions);

(suppressedExceptions. () >»e) {
-dexElementsSuppressedExceptions =
suppressedExceptions. ( [suppressedExceptions. 1);
i

dexElementsSuppressedExceptions =

-nativeLibraryDirectories = (libraryPath);

ZDexPathListf k#2557 i FrmakeDexElementsifil FlloadDexFile i 0k dexa iR BN F 1, iR [5145 B dex
SO IR B A A R B IR S5 4 Ak DexFile X R SEBI, {3 A dexC A in Bk 21 A 77 Hh 1) 4t 348 45 44 A DexFile i 3 5 Sk
BIVE NS 2 — R 2KElementff#4i% ik $i i ZElement TR R L6, R JEHINER B N7+ dexst 41
X iz BAEBFdexElements B H 51 £t .



» files, optimizedDirectory,
> suppressedExceptions) {
>()s

(file, optimizedDirectory);
ex) {

("Unable to load dex file: " + file, ex);

(APK_SUFFIX) (JAR_SUFFIX)
"(ZIP_SUFFIX)) {

dex = (file, optimizedDirectory);
( suppressed) {
=

suppressedExceptions. (suppressed);

(file. M1

(file, s 1)s

("Unknown file type for: " + file);

M BT ARG R AT BL T R B dexse i B B IE in#k 2 i1 loadDexFile & # JF 441, I H.dexsC i n#k 3| i 77+ Jzh
PAJ5 & B DexFile 5t/ 0 SR #AR I . ZEREATdexaCF m#Ek e, B BAHE & dex U R A JG i dexaC 7 H
A] LAAN$8 %2 48 B Android R A BRI FIPEAL JE dexSC T B 3%, (H 2 X PR Ol B & 4K &2 Vi Fl openDexFile i
HSLIdexsT . T AR ERAGJE dexal A2 7 B 348 F Android & 2o BR A F X P i i R 34T 4

#7, loadDexFile $i F 2 DexFile i) 4 1 ph HU 52 Bl dexaC 4 1 N 21 3R B dex T 14 i 8.2 N 77 5 iR 45 # 4k
DexFileft 5t £ 5241 .



file, optimizedDirectory)

optimizedDirectory == ) {

optimizedPath = (file, optimizedDirectory);
(file. (), optimizedPath, 2);

ZKElement FIEHE B MR A& R B SLI an T B RS, ZKElement FIEIE B MR LR EEM M2 IEFHS
B 22 2 dexFilefifile, A dexFilesk it 28 & NdexsC 4 n#k 2 Androidi# FE N 77 5 IR Bl 1 Java B 5 B #iR 41
f&DexFile 1 2B X % .

{

isDirectory;
zip;

zipFile;
initialized;

( file, isDirectory, zip, dexFile) {
-file = file;

-isDirectory = isDirectory;

-Zip = zip;

-dexFile = dexFile;

K DexFile it b $ 5 418 F openDexFile B i 47 dex U I InER,  dexaC 4 in#k 2 P 77 R hik 8118 B dexse 4
B N7 HIE B IR mCookiel . JavaE #iiRdexaC i m# 2 W 77 IR 45 #4462 DexFile , ZDexFile

R R B R R R AT ER 3, HA AT S K2 B R 2 EmCookieflimFileName, mCookie & HidexC
4 in %k 2 Android BEFE i P4 77 IR 8] 45 B iR 5 4k DexOrdarf) 84, mFileName 4% in# i) dexsC 44 1) 3¢
PR . Eik, XFFAndroidinE i 4t Fapk B F#E RS Fidexst s, R E¥ s FTapk A Hjavaz

18 4 i Ak DexFile SL 41 % 5 i i 7 22 & mCookiefE & B A fR 7 () dexa 4 imCookie B /& SEEL 4 £ 37 dexC
PR ARG BAT R 41 Feapk B FIARISHAT TR, B BELR S Rapk L A 2% S HAT BRI dexat A AR

.



= {

mFileName;

guard =

mFileName = fileName;

guard.

& ¥4 st apk B 32 ) mCookiefE A4 fr 3 dexsC 4 i mCookiefE i 25 B b L «

"/ BRI apk Rl FHE R M InCookieE AR dex 3 - HImCooki=ERIF

B jnikgiEA--cERAjavaEERNGE.

13X E T apk il FE BRI ClassLoadersL Bl T & AIFA S IER TR A ZEE pathList ( dalvik. system.DexPathList#EE ) BILBINE;
2 IEER B apk il ARV FITT S pathListBIFA B IERE R T EdexElement s ( dalvik. system.DexPathList3Element Element[] ) ;
B.EHF‘%BFU—L%L_‘_E\ LB FElementE BB dexElementsIE— T ElementZEFIXTE . EWHElenentZE RN S HFATIEBEM A dexFile ,
dexFilefgdalvik.system.DexFiledSHY ;
4. F B T apkil AR ERNE— T ElementZL FINTS ( —1 ) BIFAEIER S _‘»idex iledT I BIRIRAE IER LA AmCookieEAF R
/ dex 3L AF NS EmCooki 515 CHLA —-.apt"hq—"ﬂz'f dexZFRITCEEATIE,

%41 55apk B A i ClassLoaderxdt B i) dexsC 4 mCookie B 18 B N AR 37 B dex X 44 P A N £ s fimCookiefd
if (sdk_int > 13) {

if (!myFindClass(env, &myBaseDexClassLoader, "dalvik/system/BaseDexClassLoader")) {

LOGI("ERROR:myBaseDexClassLoader");
return;
}
// 3KEt%dalvik.system.BaseDexClassLoaderf)IE#AS MR AZ BpathList3kEid
BaseDexClassLoader_pathList = (*env)->GetFieldID(env,
myBaseDexClassLoader,
"pathList",
"Ldalvik/system/DexPathList;");

if (!myFindClass(env, &myDexPathList, "dalvik/system/DexPathList")) {



LOGI("ERROR:myDexPathList");

return;
}
// 3KBdalvik.system.DexPathListHIEE S MK R EdexElementsKFREid
DexPathList_dexElements = (*env)->GetFieldID(env,

myDexPathList,

"dexElements",

"[Ldalvik/system/DexPathList$Element;");

if (!myFindClass(env, &myElement, "dalvik/system/DexPathList$Element")) {

LOGI("ERROR:myElement");
return;
}
// 3EZKdalvik.system.DexPathList$ElementfE#A K R BdexFilefI3RELid
DexPathList_Element_dexFile = (*env)->GetFieldID(env,
myElement,
"dexFile",
"Ldalvik/system/DexFile;");

if (sdk_int > 22) //6.0

// Android 6.0fA,#KHEZKdalvik. system.DexPathList$ElementfIE# &R AZ EIirI3REid
DexPathList Element_file = (*env)->GetFieldID(env,
myElement,
"dir",
"Ljava/io/File;");
else
// HAREA, kB Kdalvik. system.DexPathList$Element FIIER SR AB EFileIFREid
DexPathList_Element_file = (*env)->GetFieldID(env,
myElement,
"file",

"Ljava/io/File;");
if (!myFindClass(env, &myFile, "java/io/File")) {

LOGI("ERROR:myFile");
return;

}
// KW FEjava.io.FileWIEFFA R J%getAbsolutePathijiA A 1id
myFile_getAbsolutePath = (*env)->GetMethodID(env,
myFile,
"getAbsolutePath",
"()Ljava/lang/String;");
LOGI("PathClassLoader end");

// 3KEFMidalvik.system.DexFilef4/F 5 H
if (!myFindClass(env, &myDexFile, "dalvik/system/DexFile")) {

LOGI("ERROR:myDexFile");
return;

)
// mCookie & 3REN 75 Z i ik %
if (sdk_int > 22) {

// 3KEiKdalvik.system.DexFilefjIE&H7S R B2 BmCookieI3KENid
mCookie = (*env)->GetFieldID(env, myDexFile, "mCookie", "Ljava/lang/Object;");

// 3K Zdalvik.system.DexFileIFa M5 Ji%kopenDexFiley i id

muNnanNavFila = (*anv)-sGetStaticMathadTN(anv



I A L T R T A T T RO R S R P PRV T RN Y

myDexFile,
"openDexFile",
"(Ljava/lang/String;Ljava/lang/String;I)Ljava/lang/Object;");

// EERGRA, $FEAKdalvik.system.DexFilefIpk A EmCookieIFRENidH K HopenDexFilef i Hid
} else if (sdk_int > 19) {

mCookie = (*env)->GetFieldID(env, myDexFile, "mCookie", "J");
myOpenDexFile = (*env)->GetStaticMethodID(env,

myDexFile,

"openDexFile",

"(Ljava/lang/String;Ljava/lang/String;I)3");

// EERFAMKAndroid R4 R4 ilopenDexFile & K FHUR B & H AR
} else {

mCookie = (*env)->GetFieldID(env, myDexFile, "mCookie", "I");
myOpenDexFile = (*env)->GetStaticMethodID(env,
myDexFile,
"openDexFile",
"(Ljava/lang/String;Ljava/lang/String;I)I");
}
Y /7

// classlLoader--4t5apk 125 #EclassLoader
void replace_classloader_cookie(JINIEnv *env, jobject classLoader) {

if (sdk_int > 13) {

// "java/lang/ClassLoader"-->pathList

// Fdalvik.system.BaseDexClasslLoaderszfixf & IEEF A ApathList

// BifpathListSEfi%t% Ndalvik.system.DexPathListA!

jobject v28 = (*env)->GetObjectField(env, classlLoader, BaseDexClassLoader_pathList);

// pathList-->Element$(4

// 3KEi%dalvik.system.DexPathList L5t S HIFEF#S K FdexElements

// BiRdexElementsAdalvik.system.DexPathList$ElementEEI ¥

jobject element_array = (*env)->GetObjectField(env, v28, DexPathList_dexElements);

// 3REXElementHH KK
int count = (*env)->GetArrayLength(env, element_array);

//count—EH &1
LOGI("element count: %d", count);

int i = 0;
// BHElement#AK TE
while (i < count) {

// 3KEXElementF MBI NATE
jobject Element = (*env)->GetObjectArrayElement(env, element_array, i);

// 3KEtZdalvik.system.DexPathList$ElementHISZHINT RIS R RAdir/FileE
// Budir/filel2E A Njava.io.File
jobject fileclazz = (*env)->GetObjectField(env, Element, DexPathList_Element_file);

// VifZjava.io. FileSEHIX REIEFF SRR T7ikgetAbsolutePath () Bt

// KB B|SF5Eapk B I dex U B2 jniF R

jobject v20 = (*env)->CallObjectMethod(env, fileclazz, myFile_getAbsolutePath);
[/ BniRBR BT R ERBCES NBEFRES



const char* str = (*env)->GetStringUTFChars(env, v20, 0);

//android 6.0 Fstri:/
// FTENS5Eapk B A B dex ST n £ Bk 42
LOGI("element is %s", str);

/*int length = ((*env)->GetStringUTFLength)(env, v20);
int cmpstatus = strncasecmp("apk", (length - 3 + str), 3);
((*env)->ReleaseStringUTFChars)(env, v20, str);*/

// 3REXElementsLBiXt REAEREAS K R dexFile
// dexFileNdalvik.system.DexFileZs#f
jobject DexFile = (*env)->GetObjectField(env, Element, DexPathList_Element_dexFile);

/] AEBERIT R ELlement M HEEH A B R dexFileImCookie B Adex UM M 77 IN#RIR Bl fimCookiefd
// B BestFEapk R ImCookie d B Th
if (sdk_int <= 19) {

LOGI("SetIntField > 19");
LOGI("---dvm_Cookie:%X", dvm_Cookie);
(*env)->SetIntField(env, DexFile, mCookie, dvm_Cookie);

} else if (sdk_int > 22) {

LOGI("SetObjectField > 22");
LOGI("---art_MarCookie:%X", art_MarCookie);
(*env)->SetObjectField(env, DexFile, mCookie, art_MarCookie);

} else {

LOGI("SetLongField others");
LOGI("----artCookie:%11x", art_Cookie);
(*env)->SetLongField(env, DexFile, mCookie, art_Cookie);

}
/*if(!cmpstatus)
{
break;
3>/
i++;

}

LOGI("exit replace_classloader_cookie");

}

< 11 >. ¥ 4b5EapkRL A I mCookiefd £ # A4k R4 dexs i imCookielE 2 f5 ,  # fRH dex T i 1 ARG Bk & 4 44
7o —AEWL T, Android F7E $AT A I & B3 AT ApplicaitonZ8 B AR RS, B4R JR 3 5 E 22 Android JR g
H1 Android 2 FH ) JE 3 F2 3843 SR Android B A 4k & SR T ApplicaitonZ& I $44T Applicaiton ) F 38 i B ;2 77
%, SR Android B2 ¥ A 4k Ak 2 B Applicaiton 2 I 2R A 8 A Android & Zi$2 fit fandroid.app.ApplicationZ& i
RAE. EXE, BTFHEEP K dex3X B A 4 #4& L Android % i 1 K android.app.Application, X X
I A B R A AR PP dexaC 4 iy android.app.ApplicationZ I B R 5 i, I B AR 3P dexaC (4 4k AR SE B T
android.app.ApplicationZ& I i F i1 & Application 728 [ i &% 77¥%, Bilan: attachiki#i, onCreateifi#.



18 4 5t apk R A B ClassLoaderXt 5 5241 i 3E & 25 i 1 7 v%:loadClass ki £ (BT 1 ClassLoaderst 5524 B4
BB BB R dexsC B T ), InERATIGE LB £R I dex 3 4 i android.app. Application2g, 1 F 4 fR 3 dex3C
4 frandroid.app.ApplicationZ& i # i B8 F<init>, A& ApplicationZ& Xt G52, SRJE1ESNFoapk S i
StubApplicationZ& 5z 77 i%:attachBaseContextSZ B, 18 F 4 £R 37 dex T 14 ) S5 j 52 77 :attach ik 31

)f*
* HE javaF A8 "android. app. Application "Bl R iP dex 3 {5 Bapplicationst ;
*EE =) LapplicationE A NIEEP dex 3 5 fApplication®E , BT SR EPH e EZE
* 4 Mandroid. app.Applicationd , A EFERRNFHEE "android. app. Applicatien” ; 31F
* | RPN dexslET RS AndroidE St android. app. Applicationd , MBS BT Fapk i AT
*| AndroidMainfest.xml3{FENE W EMEE P RFEIE R dex o F L RBApplicationds,

. —_—

jstring newapp = (*env)->*NewStringUTF(env, |"android.app.Application™));

/7 android s+l _EFACiERfindClassH Hlandroid. app. ApplicationdE
if (!myFindClass(env, &myClasslLoader, "javaslang/ClassLoader”)) {

LOGI( "ERROR:myClassLoader"”);
return: B — B S R B PR dex ST BTN T Fandroid. app. Application,
’ MR EE S E s Fappl icat ion THREEEHHE,

/7 Bl #Eava. lang. ClassloaderfIIEERE A & loadClassB9E A id
classloader_findClass = (*env)->GetMethodID(env, myClasslLoader,

"loadClass", "(Ljavaslang/String;)Ljavaslang/Class;");

/7 R ClassloaderBIZEF AL loadClass NS (B P dex 30 (5B ApplicationE
jobject findclass_classz = (*env)-:CallObjectMethod{env,
/7 classloaderfg %t T apkii FHBYClassLoaderso BITT &
classLoader,
classloader_findClass,
£ MEFEEP e F B applicationsk

newapp) ;
if (!findclass_classz) {

LOGI("can't findClass realAppClass");
return;

}

/7 AR dex R ApplicationE A ER S <init:NERid
jmethodID initMethod = (*env)-:GetMethodID(env, findclass_classz, "<init:", "()Vv");

A/ BREEP dexFRIapplicationE RIS A S Sl EapplicationE LFIT S
onCreateObj = (*env)-:*NewObject(env, findclass_classz, initMethod);

(AN S P SN P S . S NS [ - W r A fm__Wr__xr_ WA T

MANdroid & Z YRS H SR & 3R 4 AR P dexsC 44 ApplicaitonZ& X A A1 @& F i A attach iR S A R R, 4R E v LS %
2B 1% (Android R4 B iAHomeM FIF2F (Launcher) HIEZHIFEEAREAY #THR, FEEERBIE
43 #7— T Android B F K BAN B Eh i 7R .


http://androidxref.com/4.4.4_r1/xref/libcore/dalvik/src/main/java/dalvik/system/DexFile.java#294
http://blog.csdn.net/Luoshengyang/article/details/6767736

o e T e e ]

className, context)

re

(className), context];

<> clazz,

app = (
(context);

android.app.ApplicationZ& i) JE &8 & R i T ikattach R B SE BN R, Eattach® B E LA T
attachBaseContexti #} .

= C‘{ll‘lte*tll)_l { 12 |_ -

(context);
mLoadedApk = - (context) .mPackageInfo;

BARRSE AL 0T

/*

*

WM& javaZfF & "android. app.Application" BIg R dex Ui HIApplication3k;
* VER X )LMApplicationZ BN E R dex X HIApplication, T HATH AT MdexXHEE
kA& LPandroid. app.ApplicationZk, BHIGIX B HKFRFHE R android.app.Application”; @R

BARP I dex U Y& SLBAndroid & Zifandroid. app. Applicationé, WI@Eidf@ifr4t55apk i )
* AndrnidMainfact vml ARSI H AL B Ak ch 23R A2 Aoy T AESEER KIANNT S ratdAnZK

*

*


http://androidxref.com/4.4.4_r1/xref/frameworks/base/core/java/android/app/Application.java
http://androidxref.com/4.4.4_r1/xref/frameworks/base/core/java/android/app/Application.java

MU VAUNIU LT SO L e AL AL | | SA7H ZZAZS IBAUELAC T T /NUNIAIX VINY USR] STAYHIMAPPLL LU LLVIITS o

*/
jstring newapp = (*env)->NewStringUTF(env, "android.app.Application");

// android 5+Pl LEFE¥ERfindClass#Elandroid.app.Application
if (!myFindClass(env, &myClassLoader, "java/lang/ClassLoader")) {

LOGI("ERROR:myClassLoader");
return;

}

// 3KEi%java.lang.ClasslLoaderfE# 3 HikloadClassHIAMid
classLoader_findClass = (*env)->GetMethodID(env, myClasslLoader,
"loadClass", "(Ljava/lang/String;)Ljava/lang/Class;");

// FClassLoaderfIsE4) )5 kloadClas s kst P dex 3 KIApplicationZk
jobject findclass_classz = (*env)->CallObjectMethod(env,

// classlLoader 45t apk B fIClassLoaderSEfixt 5

classlLoader,

classLoader_findClass,

/] B AR dex M HApplicationZ

newapp) ;
if (!findclass_classz) {

LOGI("can't findClass realAppClass");
return;

}

// REUEAR P dex ST IApplication K R B i<init>HIAAHLd
jmethodID initMethod = (*env)->GetMethodID(env, findclass_classz, "<init>", "()V");

// ARBART dex X HIApplicationZ it R B Al #ApplicationIE L FIxT R

onCreateObj = (*env)->NewObject(env, findclass_classz, initMethod);

if (!myFindClass(env, &myApplication, "android/app/Application")) {
LOGI("ERROR:myApplication");
return;
¥
// 3KEZandroid.app.ApplicationfIEERA R B onCreateMiA id
Application_onCreate = (*env)->GetMethodID(env,
myApplication,
"onCreate",

OV

// #KHtKandroid.app.ApplicationfjIEE SR B attachiIiAHid
Application_attach = (*env)->GetMethodID(env,
myApplication,
"attach",
"(Landroid/content/Context;)V");

// ERBAR dex X MApplicationLfiMattach () B
(*env)->CallVoidMethod(env, onCreateObj, Application_attach, ctx);

// BIEBEARI dex T HIApplicationZ i SEfixt & 4 /5 H
if (onCreateObj) {

onCreateObj = (*env)->NewGlobalRef(env, onCreateObj);
}



LOGI("enter realAppClass");
}

4. #hFeapk B 2 StubApplication ] 5% 7 i $onCreate Xt B2 f¥] Native 2 SL B ik #inative_onCreate (1) S BLARAS i
T, fEE#native_onCreate ™ 5 3 Z 1R AE 52 ¥4 1 5t apk B A i) ApplicationZg (415 apk S SE8L T
ApplicationZ, F 4k & 287 I8 N StubApplication) Xt 5 S2 1 £ ¥ A -3 dexT 14 1) ApplicationZE xf 5 S 451

AR dexse 3% 2B ApplicationZé, %A Application T35 M) & # N iZApplication T28) . B X Bk
¥4 5Eapk L A B Activity Thread = i B 21| i 4 5 apk B2 F ApplicationF 25 StubApplicationt 5 5245 4= 5B & i & #e
R LR dexaC 44 i ApplicationZExt RS2, 485 T F 8% 4R 3 dexaC 44 i Application & e 5 SE 451 () HE 0 785 B 7t
onCreate& 1.

http://androidxref.com/4.4.4_r1/xref/frameworks/base/core/java/android/app/Activity Thread.java

http://androidxref.com/4.4.4_r1/xref/frameworks/base/core/java/android/app/LoadedApk.java

// 2. R EHEA

// Z%JEiG: /frameworks/base/core/java/android/app/LoadedApk.java

// 2%YEi: /frameworks/base/core/java/android/app/ActivityThread.java
// BEAbE obj NZEStubApplicationfl) szt 5

void native_onCreate(INIEnv *env, jobject obj) {

// PfZandroid.app.ActivityThread & &R R FFikcurrentActivityThread()

// KEUERET S FEapk R A fandroid. app.ActivityThread currentActivityThread

jobject theCurrentActivityThread = (*env)->CallStaticObjectMethod(env,
ActivityThread, currentActivityThread);

//final ArrayMap<String, WeakReference<LoadedApk>> mPackages= new ArrayMap<String, WeakReference<LoadedApk
// 3KEZandroid.app.ActivityThreadS£#ixt R currentActivityThread IdE# &AL EmPackages
// mPackages’Nandroid.util.ArrayMap3$#l
jobject arraymap_mPackages = (*env)->GetObjectField(env,
theCurrentActivityThread, mPackages);

// BCEFHRRIS Rapk S KA L 75455 F BB gni KRB 717 &5
jstring thePackagename = (*env)->NewStringUTF(env, mPackageName);
LOGI("mPackageName %s", mPackageName);

// LN SmPackages (android.util.ArrayMapZEB) ) (HEB AR R 5 Eget () B

// 3KERSM5Eapk S )AL 44 %9 B FT Load ed Apk 28X R SE 451

jobject v9 = (*env)->CallObjectMethod(env, arraymap_mPackages, ArrayMap_get,
thePackagename);

// 3KElLoadedApkZExt R LBIHIFHFIF (WeakReference<LoadedApk>)

// final ArrayMap<String, WeakReference<LoadedApk>> mPackages

jobject v15 = (*env)->CallObjectMethod(env, v9, WeakReference_get);

// BN K LoadedApk SEHIIEH AR RA mApplication BB NBART dex I ApplicationSZHst 4
(*env)->SetObjectField(env, v15, LoadedApk_mApplication, onCreateObj);

// BEEN R currentActivityThreadEFIEE AR A mInitialApplication WIME

[/ RBARI dex 3 HIZEApplicationEHIXT &

(*env)->SetObjectField(env, theCurrentActivityThread, mInitialApplication,
onCreateObj);

// AppBindData mBoundApplication;
// IREFEN R currentActivityThread LR IEER A R imBoundApplicationff{E
// %R FmBoundApplicationfi## Nandroid. app.ActivityThread$AppBindData


http://androidxref.com/4.4.4_r1/xref/frameworks/base/core/java/android/app/ActivityThread.java
http://androidxref.com/4.4.4_r1/xref/frameworks/base/core/java/android/app/LoadedApk.java

jobject v16 = (*env)->GetObjectField(env, theCurrentActivityThread,
mBoundApplication);

// AppBindData_info=(*env)->GetFieldID(env, AppBindData, "info", "Landroid/app/LoadedApk;");
// KB ZmBoundApplicationfidE#S KA infolfi{E

// BRinfoliZk& Handroid.app.LoadedApk

jobject v17 = (*env)->GetObjectField(env, v16, AppBindData_info);

// tB¥mBoundApplication.infoffIEk AmApplication N#k iR dex X4 HI2ApplicationSLHixt 5

// E#FmApplicationNandroid.app.ApplicationZ#!

(*env)->SetObjectField(env, v17, LoadedApk_mApplication, onCreateObj);

// I RcurrentActivityThread LBl IEF# A B AmALlApplications

// HEHmAllApplicationsALjava/util/ArraylListZHl

// final ArraylList<Application> mAllApplications

jobject allApplications = (*env)->GetObjectField(env, theCurrentActivityThread,
mAllApplications);

// VRN GmAl1Applications Mk & s ize B R BB BE R 1 K/

int count = (*env)->CallIntMethod(env, allApplications, arraylist_size);

LOGI("array_size:%d", count);

int index = 9;
// wHENEmALLApplicationssEfl (Arraylist)
while (index < count) {

// VRN FEmALlApplicationssEfl (Arraylist) HigetBEFKBUEEIANILE
jobject clazzObj = (*env)->CallObjectMethod(env, allApplications, arraylist_get, index);
LOGI("compare: i=%d item=%p", index, clazzObj);

// RN ZEmAllApplicationSEH] &R TEapk R IStubApplicationZnf K54
if (((*env)->IsSameObject)(env, obj, clazzObj) == 1) {

LOGI("replace: find same replace");

// VARZENZmALlApplicationsLflfset R EUk S apkfIStubApplicationZEn) 4 5L 4

/] BEABERS dexSUHFIZApplicationL Xt &

(*env)->CallObjectMethod(env, allApplications, arraylist_set, index,
onCreateObj);

}
// _INIEnv::DeleteLocalRef(env, vi12);
++index;

}

// AR Y dex XM 1ZKApplicationEHIXT R flonCreate () BT
(*env)->CallVoidMethod(env, onCreateObj, Application_onCreate);
// WBRI RS dexSCHF 2 Application L Bixt R 4R 5 A
(*env)->DeleteGlobalRef(env, onCreateObj);

Ak Feapk B F 2 StubApplication ) 5% 7 B8 #onCreate Xt v i Native /2 S2B1 & #inative_onCreate B A& SEBLIRFE KR
BN

Native/Z 5231 & $inative_onCreatet 4 4b& 47 apk S I Activity Threadx % H i) 24 Application SE 4 %} 4 4
AR dexsr A4 i 26 ApplicationS2 5 o 52 i for B % 78



1 hb--3REUSN FEapk B A #EFR B Activity Thread S2 45 % 5 ) JE# A B 2 &2 & mPackages (ArrayMap<String,
WeakReference<LoadedApk>>3R1) w4k 55apk S F .42 5t B (2K LoadedApk s Bl 3t %, ARG Bk
LoadedApk sz %t 5 i JE #8745 B R 25 & mApplication Ju 737 dexsr 4 i) 35 Application SE %) 42

>» mPackages

mActivityThread;
mApplicationInfo;

mPackageName ;

mAppDir;
mResDir;

[] mSharedLibraries;

mDataDir;
mLibDir;

mDataDirFile;

mRe sources;

mBaseClassLoader;
mSecurityViolation;
mIncludeCode;

mDisplayAdjustments =

mClassLoader;

% 2 Jb--1Bsh stapk S B Activity Thread S2 61 % 5 I Bk 53 28 & minitial Application

P dexsz i 25 Application it 5 24 .

>>();

(ApplicationZ6 &) i f&



mNewActivities =
mNumVisibleActivities = 8;
<IBinder, » mservices
<IBinder, >()s;
mBoundApplication;
mProfiler;
mCurDefaultDisplayDpi;
mlensityCompatMode;

mConfiguration;

mCompatConfigurationy

mInitialApplication;

> mAllApplications

>()s

> mBackupAgents =

sCurrentActivityThread;
mInstrumentation;

% 3 kb--&shsapk LA #EFE B Activity Threadxd 5 S2 45 (¥ 4 86 25 B 2 25 & mBoundApplication H
LoadedApk 1 i ks 45 A 2 25 kinfo SCI5 5 e 1995491 52 2% Fm Application o747 i1 dexse # iy 2%
Applicationt % 521 .



miewActivities =

mNumVisibleActivities = 8;
<IBinder, > mServices
= <IBinder, >()s
mProfiler;
mCurDefaultDisplayDpi;
mDensityCompatMode ;
mConfiguration;
mCompatConfiguration;
mInitialApplication;

processhame ;
appInfo;
» providers;
instrumentationName ;
instrumentationArgs;
instrumentationkatcher;
instrumentationUidutomationConnection;

debugMode ;
HalnE]

TAG = "LoadedApk”;

mActivityThread;
mApplicationInfo;
mPackageName ;
mAppDir;
mResDir;

[] mSharedLibraries;

mDataDir;
mLibDir;
mDataDirFile;
mBaseClasslLoader;
mSecurityViolation;
mIncludeCode;
mDisplayAdjustments =
mRe sources;

mClasslLoader;

% 4 Lb--38 [y 4 55 apk B #EF2 BRI Activity Thread SE I % S JE #2455 572 22 & mAllApplications # {128 Application
SEBINT R, BshFeapk S xT R )35 Application sz 5 Xt % StubApplication 2 #e A - 57 i dex3C 14 i1 35 Application
SERIT B .



mBoundApplication;
mProfiler;
mCurDefaultDisplayDpi;
mDensityCompatMode;
mConfiguration;
mCompatConfiguration;
lication;

103 mbllapplications
>()s

> mBackupAgents =

sCurrentActivityThread;

mInstrumentation;

Native 2 23 & $inative_onCreatef{ /S AT AR B -
< 1> S 7Eapk b H #2128 Activity T hread & 245 Bl I 77 ¥ currentActivity Thread,  3REX 4t 5capk . A 2 A2 1)
FActivity Thread 2513 % .

- 2. EwRREA
- EE /frameworks/base/core/java/android/app/LoadedApk. java
¢ £EFI3: /frameworks/base/core/javas/android/app/ActivityThread. java

/F MR pbi FEstubspplicationBIZLEITT S
void native_ onCreate(JINIEnv *env, jobject obj) {

* ERA T apkii FfYActivityThread. currentActivityThread (VB EE RIS #ERActivityThreadsC
* android.app.ActivityThread activityThread = ActivityThread.currentActivityThread();

/ FHl#E android. app. ActivityThreadfI £ B35 B
if (!myFindClass{env, &ActivityThread, "android/app/ActivityThread")) {

LOGI( "ERROR:ActivityThread”);
return;
}
7/ FHFE android. app. ActivityThread I B2 A& currentActivity ThreadfIMethodID
/ andreid.app.ActivityThread currentActivityThread
currentActivityThread = (*env)-»>GetStaticMethodID({env,
ActivityThread,
"currentActivityThread”,
"{)Landroid/app/ActivityThread;");

/¢ AR #Eandroid. app. ActivityThreadBI & R A & currentActivityThread ()
/ FEE B9 apkii A android. app. ActivityThread currentActivityThread
jobject theCurrentActivityThread = (*env)-:CallStaticObjectMethod(env,
ActivityThread, currentActivityThread);

< 2>, RESFEapk R A BERE B Activity T hread SZ 1 Xt % i ik 52 28 EmPackagesHi{E, 3+ H ik 7 2 &mPackages
A ArrayMap<String, WeakReference<LoadedApk>>357,



}f"k

* ERENAM T apk il A ERActivityThreadSE BT S BIRE 2 FE B mPackagesBIE
* android.util.ArrayMap arrayMap = activityThread.mPackages;

*

/7 FHl#Eandroid. app. ActivityThreadf B R R EEnPackagesiTjfieldID
mPackages = (*env)-»GetFieldID(env, ActivityThread, "mPackages”,

"Landroid/util/ArrayMap; ") ;

f/final ArrayMap<5tring, WeakReference<LoadedApk>> mPackages= new ArrayMap<5tring, WeakReference<LoadedApk:>();
/7 Bl FEandroid. app. ActivityThreadSLflXT 8 currentActivityThreadIER SR S F B mPackages
/7 mPackagesgandroid.util.ArrayMapdE
jobject arraymap_mPackages = (*env)-:GetObjectField{env,
theCurrentActivityThread, mPackages);

7 FOEERIUR S apk i AR B E = SR java BB = £
jstring thePackagename = (*env)-:NewStringUTF(env, mPackageName);
LOGI( "mPackageName ¥s", mPackageName);

<3>. @id4reapkN B A FR7 8, FEmPackagessEfixt G b il F SEBI B R J5 ik get R B # . FREX 2% B
HiLoadedApksEBilxt 5, R /G 3KHX lLoaded Apk SEHI T R 15551 H .

}f't
* ERENEI S apk Rl FA B9 84S packageName T 57 BY LoadedApkSE BT &
* LoadedApk ocbjlLoadedApk = arrayMap.get("thePackagename");
*

A/ Bl ZFEandroid.util. ArrayMapBi 251 A
if (!myFindClass{env, &myArrayMap, "android/util/ArrayMap”)) {

LOGI( "ERROR :myArrayMap”);
return;

}

/7 Bl #FEandroid. util. ArrayMapBIIEER SRR ik et EL
/7 android.util.ArrayMap.get(Qbjetc )
ArrayMap_get = (*env)->GetMethodID({env,
myArrayMap,
"get”,
"(Liava/lang/Object;)Ljava/lang/Object;");

/7 R HIT ErPackages (android. util. ArrayMape B NIERER R A Z et OBEE
/7 ERELSM S apk R FRSEE 1Y ELAY LoadedApk2ER] S 221
jobject objLoadedApk = (*env)-:CallObjectMethod(env,

arraymap_mPackages,

ArrayMap_get,

/7 S apkR R B

thePackagename);

/7 Bl LoadedApk3E TS BIF555| A ( weakReference<LoadedApks )
/4 final ArrayMap<String, WeakReference<lLoadedApk:> mPackages
jobject w1s = (*enwv)-:CallObjectMethod{env, objLocadedApk, WeakReference get);

< 4 >, % B4 5iapk . H 32 ) Loaded Apk SE % 5 i E#R A B 22 & mApplication Jy# fR3PdexaC 2K
Applicationst R 524, & B Activity Thread SE i %} 5 i) £ ## 25 B A 22 Eminitial Application Jy# fr 3 dexsC 4
i1 2% Applicationt % 24 .



=B 75T apk il 2 RT LoadedApkE I3 & A AL EmApplication A R P dex 3 44 RI2EApplicationZLffl |
HizEActivityThreadZE BIXT S B SmInitialApplication A RP dex 4893 ApplicationsE il

objLoadedApk.mApplication = onCreateObj;
activityThread.mInitialApplication = onCreateObj;

*

if (!myFindClass(env, &mylLoadedApk, "android/app/LoadedApk")) {

LOGI( "ERROR:myLoadedApk"™);
return;

}
/¢ ¥FBlZBandroid. app. LoadedApkBYIER SR BmApplicationf 3R AL id
LoadedApk_mApplication = (*env)-:GetFieldID(env,

myLoadedAapk,

"mApplication”,

"Landreid/app/Applicatien;");

A7 EREETT S LoadedapkSEBIRIEEZRAER mApplication BIEAFERPdexFBEApplicationzE IS
(*env)-»5etObjectField{env, w15, LoadedApk_mApplication, onCreateObj);

/7 Al android. app. ActivityThreadBIIEBHM A FEEnInitialApplicationf jfieldID
// android.app.Application mInitialApplication
mInitialApplication = (*enwv)->GetFieldID{env,

ActivityThread,

"mInitialApplication”,

“Landroid/app/Application;”);

£/ EMET R currentActivityThreadSCFIFERR LR mInitialApplication BY{E

A7 AERPdex 8 ApplicationZE BT S

(*env)-»5etObjectField{env, theCurrentActivityThread, mInitialApplication,
onCreateObj);

< 5> # B4 FeapkS F BEE I Activity Thread Xt 5 Se 4 i) JE 5 25 i 72 25
& activityThread.mBoundApplication.info.mApplication Ju# {£ 3 i1 dex3C 4 #1238 Application 5 5L 41 .



BESFEapk il A ERActivityThread3L B activityThread .mBoundApplication. infor.mApplication
AR EF RN de L HFRI#EApplicationZ FITTH,

android.app.ActivityThread.AppBindData boundApplication = activityThread.mBoundApplication;
android.app.LoadedApk _info = boundApplication.info;

_info.mApplication = onCreateObj;

*

/¢ iRBlZ%android. app.ActivityThreadBIEEE M R F B mBoundapplicationfdjfieldID
// android.app.ActivityThread$AppBindData mBoundApplication
mBoundApplication = (*env)->GetFieldID{env,

ActivityThread,

"mBoundApplication”,

"Landroid/app/ActivityThread$AppBindData; ") ;

// AppBindData mBoundApplication;

£/ IREIENI S currentActivity ThreadZL IR IERRZR A B mBoundApplicationBIE

/7 Rt S mBoundApplicationfEER Handroid. app. ActivityThread$AppBindData

jobject boundApplication = (*env)-:GetObjectField{env, theCurrentActivityThread,
mBoundApplication);

/7 3RBlZEandroid. app.ActivityThread$AppBindDatafi=F 51 A ('MEFE")
if (!myFindClass{env, &AppBindData, "android/app/ActivityThread$AppBindData™)) {

LOGI( "ERROR:AppBindData");
return;
}
/¢ iRBl%android.app.ActivityThread$AppBindDataf IFE M R F B infolY jfieldID ( android.app. Loadedapk )
// android.app.LloadedApk info
AppBindData_info = (*env)-»GetFieldID(env,
AppBindData,
"info",
"Landroid/app/LoadedApk; ") ;

// AppBindData_info=(*gny)->GetFieldID{eny, AppBindData, "info", "Landroid/app/LoadedApk;");
£/ RN S mBoundApplicationfYIFEEREE A info{E

£/ R infol3EE Bandroid. app. LoadedApk

jobject _info = (*enwv)-»GetObjectField{env, boundApplicaticn, AppBindData_info);

/7 {E¥ImBoundApplication. infolIA EmApplication AR dex S R ApplicationZE fIFT S
// EffimApplicationaandroid.app.Applicationddd
(*env)-»SetObjectField{env, _info, LoadedApk_maApplication, onCreateObj);

< 6 >. RESI Eapk B A #EFE ) Activity Thread SE 45 o 5 i JE & 25 B iR 22 B mAllApplications H128 ApplicationSE i
P ik g8



‘ft
R RIS apk il IR ERTActivityThread3Effl A ZmAl1ApplicationsHR 3 ApplicationZL BT8R
&

*

* Arraylist arraylistApplication = activityThread.mAllApplications;
* int nApplicatiecnSize = arraylistApplication.size();
*

/7 Il #Eandroid. app. ActivityThreadfIEERER R EEmAllApplicationsnfdjfieldID
A/ java.util.Arraylist mAllApplications
mAllApplications = (*env)-»GetFieldID(env,

ActivityThread,

"mAllApplications”,

"Liava/util/Arraylist;");

£ AW S currentActivity ThreadZL FIA93EE& A Amal 1applications

// ErfRmallApplicationsiaLjava/util/Arraylist3EE

/7 final ArrayList<Applicaticon® mAllApplications

jobject allApplications = (*env)-»GetObjectField(env, theCurrentActivityThread,
mallApplications);

if (!myFindClass{env, &myArraylList, "java/util/Arraylist")) {

LOGI( "ERROR :myArraylList"”);
return;

}
£/ B java.util. ArrayListIIERER R F EsizefEHid
arraylist_size = (*env)-»GetMethodID({env, myArraylist, "size", "()}I");

// ERENSEnl1ApplicationsHIR B A iZsizeAEREEE EENFN
int count = (*env)-:CallIntMethod(env, allApplicaticns, arraylist_size);
LOGI( "array_size:%d", count);

< 7 >. & i 4t 5EapkS A #E AR i) Activity Thread 251 xF R JE 635 B 72 22 & mAllApplications 5 )28 Application sk
BT %, K4bFEapk/S X R )2 ApplicationSE 4 %t 4 StubApplication & # Ju 8 747 i dex st #4: i 2 Application sz
B %F 52 o



‘,I’*

* BRSTapkil I EE R ActivityThreadZL FIAE BmallApplicationsHRAY#EApplicationZLfl |,

* F9hFT apki ARY3EApplication3EfflstubApplicationE B AR dex M 493 AapplicationZEfl
* for (int i = @; 1 < nApplicationSize; i++) {

*

* Application objApplicaiton = arraylistApplication.get(i);
* if (IsSameObject(objStubsApplication, objApplicaiton)){

*®

* arraylListApplication.set(i, objStubApplication);

* }

* 1}

Wi

/7 FFERl#Ejava.util. ArrayListRIIEBE MR A iZgetRE R id
arraylist_get = (*env)-:GetMethodID(env,

myArraylist,

"get”,

"(I)Liavaslang/Object;");

/¢ TRl #Eava.util. ArrayListBIIEBR SR E R L setfE R 4d
arraylist_set = (*env)-:GetMethodID(env,

myArraylist,

"set”,

"(ILjava/lang/Object;)Liava lang/Object;");

int index = &;
A7 BT apki ARIET S mallapplicationsZfFl ( ArrayList ) FRIFFE#EApplicationtT &L H)

while {index < count) {

// BR#ETNSEml1applicationsiLfl ( Arraylist ) BeetBHFREITTTE
jobject clazzObj = (*env)-»CallObjectMethod(env, allApplications, arraylist_get, index);
LOGI({"compare: i=¥d item=%p", index, clazzObj);

£/ EETEnallapplicationZL flFh &35 apkif AR stubspplicationdB X & 301
if (((*env)->IsSameObject)(env, obj, clazzObj) == 1) {

LOGI("replace: find same replace"”);

/7 ERZETN SEmallapplicationZL FIRY setB ER 7T apkRIStubApplicationZE RIS 30

£ ERREEPJex T MEApplicationZE RIS

(*env)-»CallObjectMethod(env, allApplications, arraylist_set, index,
onCreatedbj);

¥
/4 _INIEnv::DeleteLocalRef(eny, v12);

++index;

< 8>. 53 FHEMERE C 2485 4 FEapk S 28 ApplicationS2 45 4t 5 # e Ak 4R 47 dexac 14 1 26 Application s
BIRT 5, SRJE W AR B dexas 1 B 25 Application S5 %t 5 i JE &8 24 BUR 75 i:onCreate & 3.



Sk

* S FIERIEIEEE 280 T apk i FRY#E ApplicationzL Bl A3 (R dex U M3 ApplicationsLfl |
* e R R EEP N dex I3 applicationZE PRI IER S M G 7 iZonCreate (B EL,

* onCreateObj.onCreate();

* 7

if (!'myFindClass(env, &myApplication, "android/app/Application”)) {
LOGI({"ERROR:myApplication”);
return;
b
/# $xEl#Eandroid. app.ApplicationBIIEE AN R B ElonCreateBY B A id
Application_onCreate = (*env)->GetMethodID({enwv,
myApplication,
"onCreate”,

"OV);

/7 BRFEEP e H £ ApplicationZE HIFT &M onCreate () B EL
(*env)-»CallVoidMethod(env, onCreateObj, Application_onCreate);

/7 BT R dex 2 F R ApplicationZ FINT S M2 B35 A
(*env)-:DeleteGlobalRef(env, onCreatelbj);

SAENEEH LAY, 1FEFEHERE NI T xtAndroid 7. 0K At BRSNS T fdexal A i 8 7 A
.

if(sdk_int > 22 &&sdk_int < 24)

{

mCookie = (*env)->GetFieldID(env, myDexFile, "mCookie", "Ljava/lang/Object;");
myOpenDexFile=(*env)->GetStaticMethodID(env, myDexFile, "openDexFile", "(Ljava/lang/String;Ljava/lang/Stri

¥
else if(sdk_int >= 24) {

//7.0+ openDexFilef§ & A

mCookie = (*env)->GetFieldID(env, myDexFile, "mCookie", "Ljava/lang/Object;");
myOpenDexFile=(*env)->GetStaticMethodID(env, myDexFile, "openDexFile", "(Ljava/lang/String;Ljava/lang/Stri
}

if(sdk_int > 22 &&sdk_int < 24)
{

art_MarCookie=(*env)->CallStaticObjectMethod(env, myDexFile, myOpenDexFile, inPath,0,0);
LOGI("----MarCookie:%p",art_MarCookie);

} else if(sdk_int>=24) {

//7.0+ bt B ESANSH

jclass ApplicationClass = (*env)->GetObjectClass(env,new_ctx);
jmethodID getClassLoader = (*env)->GetMethodID(env,ApplicationClass, "getClassLoader", "()Ljava/lang/Class
jobject classLoader = (*env)->CallObjectMethod(env,new_ctx, getClasslLoader);
art_MarCookie=(*env)->CallStaticObjectMethod(env, myDexFile, myOpenDexFile, inPath,@,0,classLoader,9);

}
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https://bbs.pediy.com/thread-195865.htm

	阿里早期Android加固代码的实现分析

