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https://blog.csdn.net/qq_43500877
https://blog.csdn.net/qq_43500877/category_8886798.html
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Steghide

Steghide —/™Fa iR AZFF, AT DARR GRS A B B & S0 o 0 8t ,  RSCRpiX 8 3cfr#gX: JPEG, BMP, WAV and AU
{EE o LAt ST o 3R BUR A RN B8 thARA A . BT L% 3% apt I HLIR AT BAZEQithub L3R 3.

FHRKMaA:

steghide info file :EBRAXRNHRGEEHMALIENEL

steghide extract -sf file :MSCfhrRIREUHR A BiiR

Foremost

Foremost—M2FE, ARYETUR, TUBIA P BIMCHE G5 MR ST S/, BRI AE AL B png BHR AR A -
BRI L% apt Jf FLUEAT LUZEgithub L3I
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foremost -i file : M4 IREUEE.

Stegsolve

ENERGEAGFREE —FHEEBXAE, ATEERE, BREENAH ST EREHARERI . &0 LHUEHGIMPE
Photoshop B AE T HoAth B dm 8 51, {Hstegsolvelf EEAE S . B —A/MiKjaval B, W LERE NS EGEITESE.
BANNAKNEIEEEH. KA githubf 2B

strings

StringsZ —Minux TR, U BRAITENR 7R H . R RSN, XINMRENTRERER. 8%, RABER
FEERPERINE, ANEEEXAASEN, TOELERTRRERNESR
RR—ABNKINInuX TR, B ERBAEMART
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strings file : ELEXMHHERAITENNFREH .

Exiftool

A I B B AR R B R B ST, exiftool FT LR B B T & E U o 8dhE .
AT ANX AR S E
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exiftool file : R4 EAK TEIE
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https://github.com/StefanoDeVuono/steghide
https://github.com/korczis/foremost
https://github.com/eugenekolo/sec-tools/tree/master/stego/stegsolve/stegsolve
https://www.sno.phy.queensu.ca/~phil/exiftool/
https://github.com/Exiv2/exiv2
http://www.exiv2.org/
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exiv2 file : B4 ECHKTEE

Binwalk

Binwalk 2 — i Al T-48 2 ik N\ SO AR AN B0E I B GO B 40 1055 — i ) S T A .
BRI LLZSE,  apt JF HIEA] BLEEgithub B3R E].
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binwalk file : EiR%EXHFHBRALE

binwalk -e file : BIRFIIRENZ & SCHH i BHE

Zsteg

zsteg & —ANA] LA I png Flbmp 3244 o B #0dE i T B .
ZHE: geminstall zsteg, YT LA7Egithub k3R

HHKG 2

a file : BITHEXM LHIFTE T7ik

E file : NARWERMRTIREEIE (Fli0: zsteg -E b4, bgr, msb, xy name.png)

Wavsteg

WavSteg#Z —-python3 T &, 7] LA jEwav 4 A B0 F1 304, AT LA wavsC A 42 B «
#R 7T A M githubf8 &

HRB2:

python3 WavSteg.py -r -s soundfile -o outputfile : MwavE & 3CHF A $REREEE HK H08 S H 208 Sk

Sonic visualizer

Sonic visualizerFEH A MW T ER—MAFEEMSM S CHEANEFRN LR, BELAESHMRERESREH. &0 AES M
4 B BRI TR
B Mk

Bruteforcers

StegCracker

1§ FH steghide 5 i 2 A5 i) T H

Fcrackzip

A R BB R R E R Bzip, W RBHIITZpF .
BRI %E,  apt JF HUEA] BLEEgithub B3R E] .


https://github.com/ReFirmLabs/binwalk
https://github.com/zed-0xff/zsteg
https://github.com/ragibson/Steganography#WavSteg
https://www.sonicvisualiser.org/
https://github.com/Paradoxis/StegCracker
https://github.com/hyc/fcrackzip
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fcrackzip -u -D -p wordlist.txt file.zip : % EwordlistH DR HI4A Ezip3CH
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npiet?E £
pietIELL B, pietR —FIRBEKIES, pietFREFRZEK. FHiEE L X TpiethE 5

dcode.fr

B ERRESARBRN, BFEME %A, dcode MERL MDA, WLMREREHEE, EEEH.
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B4 8: https:/Oxrick.github.io/lists/stego/


https://www.irongeek.com/i.php?page=security/unicode-steganography-homoglyph-encoder
https://www.bertnase.de/npiet/npiet-execute.php
http://www.dangermouse.net/esoteric/piet.html
https://www.dcode.fr/
https://www.hackthebox.eu/
https://www.root-me.org/
https://ringzer0ctf.com/challenges
https://0xrick.github.io/lists/stego/
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