EREHFBRE—2021M 7] CTF X3

O3 F 2021-09-22 22:35:38 Kk i 604 iR 3

FRER: Web%®4s CTF LEIFE: MEME

FRALE B ASCRE ERAICE, #IE_CC 4.0 BY-SA RN, HEFM BRSO s A S,
ACEERE: https://blog.csdn.net/qq_45927266/article/details/120423818

15 WX E 0T 1Y

RIS

CTF
4 R3CE 0 i1
BT

0x01 T % Z5F

FREFHR-EATRE, NTEHRNFR. ENFETREOPEEATHBFRHERES, THRE-EEANERET
7 B e AT unicode il A A4 A i «

o BFEEEIRLF (zero-width space) U+200B : F T K 87 #4740 B

o TREEFIEWI T MT (zero width no-break space) U+FEFF : F T BH1E4% & 7 B #4720 kR

o TREFEFFF (zero-width joiner) U+200D : F FRTHAA X SENEFIERELEF, FASREEFZNFRR A EFZRR

o TREWIFFF (zero-width non-joiner) U+200C : A FRIHASC, 30, EIEEREXFP, HIESRAEFHZRFR K ESR
MR

o EZAF (left-to-right mark) U+200E : FH FERE X FHAMNEZMIES XAH (Fl: BELZLAPENFEESHELREN
AERIEB) , MEHRXFBEHRANLEREA

* HAEEF (right-to-left mark) U+200F : F TR & X FH A ZMiIES XAF, MEHRXTHETANGEL

0x02 F R 44


https://blog.csdn.net/qq_45927266
https://blog.csdn.net/qq_45927266/category_11249571.html
https://blog.csdn.net/qq_45927266/category_11350442.html
https://so.csdn.net/so/search/s.do?q=%25E5%258A%25A0%25E5%25AF%2586%25E8%25A7%25A3%25E5%25AF%2586&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_45927266/article/details/120423818
https://blog.csdn.net/qq_45927266/category_11249571.html
https://blog.csdn.net/qq_45927266/category_11350442.html

— MR SCA G 4R
& flag.txt - ig=A - O X

) \E(E) EI0) WMEV) EEIH)
Melcome to wang ren, hope you have a good time!

010Editor/WinHex:

I_I_LLI_LLI_LLI_LLI_I_L‘,'-;'E lcome tolILIITIT] (ITITITTWa NGELLT T P O PP P PP TP PP PP P i rent LT PP ered, hoy pe youl

CSDN @iOfR2I#EE R

vim:

File Actions

CSDN @iO1RE| R Bk

BRI, B FAE— R SCR R ES R AT IR, R BN S HARA R .
0x03 WfT ka5

F-METEREFFNREHTUE A CMRE TR EMETR, FrUATRAX—ATE (SIA) I i 555 8 78 53— A P
TN ...

o BEAV N T HEHIAIINEE . https://izhuanlan.zhihu.com/p/87919817
o 4k MorseZRIZHIINES: https://zhuanlan.zhihu.com/p/75992161

nZEFRBLMELR, BEARAERE. EREFFEERRABBERBHNE, HEMEEEZFNHFIHERMNAE, NTEF
REMER. AKR EHEEHA—MEL, FMIFUnicodesASCI,

VE: NBAEE R —ANEREE, EE2—ERAMEIKGF GHERIE/MIE) $#4T7IN0RE.
0x04 fH>x T R

e http://330k.github.io/misc_tools/unicode_steganography.html

¢ https://offdev.net/demos/zwsp-steg-js

0x05 A8 %<1 H


https://zhuanlan.zhihu.com/p/87919817
https://zhuanlan.zhihu.com/p/75992161
http://330k.github.io/misc_tools/unicode_steganography.html
https://offdev.net/demos/zwsp-steg-js

o [REAKEN
o Wi SRR UL AC
o fRIERMER

0x06 M JJ# CTF
HANBHER—MESEE, BEE/RE flag.txt 7 cipher.txt, #TFF flag.txt:
& flag.txt - ig=A - O X

WHEHF) SEE) ER(O) ME()  EEIH)
Melcome to wang ren, hope you have a good time!

010editor 3T FF:

CSDN @iORZIE 2R

FERBTR, VPHERERRS.

vim ﬂ—ﬂ:

CSDN @iOtRZIREE 3

KB 200b. 200c. 200d. 200e, A http://330k.github.io/misc_tools/unicode_steganography.html /&) 31X P4 4> 2 35 :

Zero Width Characters for Steganography:
U+200B ZERO WIDTH SPACE

U+200C ZERO WIDTH NON-JOINER
U+200D ZERO WIDTH JOINER

U+200E LEFT-TO-RIGHT MARK

O U+202A LEFT-TO-RIGHT EMBEDDING
(JU+202C POP DIRECTIONAL FORMATTING

OJU+202D LEFT-TO-RIGHT OVERRIDE
C1U+2062 INVISIRI F TIMFS


http://330k.github.io/misc_tools/unicode_steganography.html

JU+2063 INVISIBLE SEPARATOR
JU+FEFF ZERO WIDTH NO-BREAK SPACE

CSDN @iOE!] i EE3E

Text in Text Steganography Sample

Qriginal Text: | Clear | (length: 47) Steganography Text: | Clear | (length: 199)
welcome to wang ren. hope you have a good time! welcome to wang ren. hope you have a zood time!

Hidden Text: [ Clear | (length: 19)

Decod
key is md5(myself)

Download Stego Text as File

CsD ol L7 E=D
WIERR, £ flag.txt md5 KL :
File Actions Edit View Help
~/Desktop
4911ffc7fdb flag.txt

key = f71b6b842d2f0760c3ef74911ffc7fdb

F: XBEREEEEE flag.txt FI3CA A AT mds N

H https://tool.oschina.net/encrypt 2R3 cipher.txt 7 i A R BEAT R 25 .

EARE  EPINaE BASE64 [E] 5 /BASEB4HE R
B B
flag{WelYOme_2_bOI3an} MEEE: U2FsdGVKX1+WTSHujcCivHI/gewL 0C7u37 XtW4id Gepci3H9131=
O AES
O DES
O RC4
@ Rabbit
O TripleDes
=
71b6b842d2f0760:
==y

| < ez |

CSDN @O e 3

B 2§ Rabbit Hi:#15 flag{WelYOme_2_bOI3an}

0x07 Reference


https://tool.oschina.net/encrypt

http:/mww.ga1axy.top/index.php/archives/20/


http://www.ga1axy.top/index.php/archives/20/
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