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# Nmap 7.70 scan initiated Tue Aug 6 20:47:35 2019 as: nmap -A -0 nmap.scan 10.
10.10.138

Nmap scan report for 10.10.10.138

Host is up (0.34s latency).

Not shown: 998 filtered ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.4pl Debian 10+deb9u6 (protocol 2.9)
| ssh-hostkey:

| 2048 dd:53:10:70:0b:d0:47:0a:e2:7e:4a:b6:42:98:23:c7 (RSA)

| 256 37:2e:14:68:ae:b9:c2:34:2b:6e:d9:92:bc:bf:bd:28 (ECDSA)

| _ 256 93:ea:a8:40:42:c1:a8:33:85:b3:56:00:62:1c:a@:ab (ED25519)
80/tcp open http Apache httpd 2.4.25 ((Debian))

| http-robots.txt: 1 disallowed entry

| _/writeup/

| _http-server-header: Apache/2.4.25 (Debian)

| _http-title: Nothing here yet.

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap
.org/submit/ .

# Nmap done at Tue Aug 6 20:48:22 2019 -- 1 IP address (1 host up) scanned in 4
7.41 seconds

RE80, 22u5M
s B BA writeup B Frobots.txt

{E R R #Eindex T & —ME h Kweb& AT 4 1F B
RIS H A —robots.txt 1 —Adisallow W FTAEET —F

7E B SRR R WS FF 8 T B 1EDOS B & 705 B LR BB F3h 50 1E
AN T SR P B R I — ANadmingR f& K T B 1k dos I FA7E


https://blog.csdn.net/qq_34717555
https://blog.csdn.net/qq_34717555/category_9147229.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_34717555/article/details/103017468
https://blog.csdn.net/qq_34717555/category_9147229.html

FERE BRANEEIEN, FEEHEMIEKCMS {58 CMS Made Simple - Copyright (C) 2004-2019. All ri ghts
reserved.

BASBARBRAGR, BRRKEBTBEHHRAR2.2.10

T B —ANCVE 2019 9053 <=2.2.9— T KIsqliE AR At =4 % =2 7] LA
HBEXP B — Figfr-—&32] FIEEENE (RE ) md5muE—i
jKrF P AN %A HE N adminZ 4R A8 B A — AN 2285 O

ssh ${user}@${ip}
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2019/08/08 ©9:11:25 CMD: UID=0 PID=2565 | sh -c /usr/bin/env -i PATH=/usr/local/sbin:/usr/local/bin:/u
sysinit /etc/update-motd.d > /run/motd.dynamic.new

2019/08/08 ©9:11:09 CMD: UID=0 PID=2555 | /bin/sh /etc/update-motd.d/1@-uname

2019/08/08 ©9:30:11 CMD: UID=0 PID=3058 | /usr/bin/python3 /usr/bin/fail2ban-server -s /var/run/fail2b
an.pid -b

2019/08/08 ©9:30:11 CMD: UID=0 PID=3066 | iptables -w -I f2b-apache-404 1 -s 10.10.15.64 -j REJECT --r
2019/08/08 ©9:30:11 CMD: UID=0 PID=3059 | /bin/sh -c iptables -w -n -L INPUT | grep -q 'f2b-apache-404
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sh -c AT —A 4 ENV I RRENRE -i LENHR BT EH S
HHZEXRE T — ML E PATH=/usr/local/sbin/.....%&
AT A4 run-parts --Is.... /etc/update-motd.d >.....
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