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from scapy.all import *

r = rdpcap("pacp.pcap")

b = v

f = open("flag.png","w")

for i in range (©,len(r)):
if r[i].haslayer(DNSQR) and not r[i].haslayer(DNSRR):

a = r[i][DNSQR].gname
b = a.replace(".skullseclabs.org.","")
b = b.replace(".","").decode("hex")[9:]
if b == c:

continue
c=5b

if 6 < 1 <365:
new = new + b

f.write(new)

f.close()
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mount -o loop xty.img /mnt

# mount -o loop xty.img /mnt
# cd /mnt/
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HFREA AR, BEEEERP AT, FTLHEE Bsstat M ext3grep XM LA, SEHTHHSEFHRXER:

fsstat xty.img




: # fsstat xty.img
FILE SYSTEM INFORMATION

File System Type:
Volume Name:
Volume ID: 80%alcaaal74ad8d5adaeact914601ca

Last Written at: 2019-11-22 13:05:87 (CST)
Last Checked at: 2014-02-07 09:28:31 (CST)

Last Mounted at: 2019-11-22 13:05:07 (CST)
Unmounted properly
Last mounted on: /mnt

Source 0S: Linux

Dynamic Structure

Compat Features: Journal, Ext Attributes, Resize Inode, Dir Index
InCompat Features: Filetype, Needs Recovery,

Read Only Compat Features: Sparse Super,

Journal ID: 006
Journal Inode: 8

METADATA INFORMATION

Inode Range: 1 - 1281
Root Directory: 2
Free Inodes: 1266

CONTENT INFORMATION

Block Range: @ - 5119

Block Size: 1024

Reserved Blocks Before Block Groups:
Free Blocks: 3880

{ GROUP INFORMATION
Number of Block Groups:

Inodes per group: 1280
Blocks per group: 8192

R IX E Root Directory: 2 FHI2RBATER AN,

HHext3grepLE, BEHFWT:

ext3grep --inode 2 xty.img



WriTinﬁ anaTysiq so far to 'xty.img.ext3grep.stage2'. Delete that file if you want to do this

is 184.
Incde z is d1
Directory block
.-- File type in dir _entry (r=regular file, d=directory, l=symlink)
.-- D: Deleted ; R: Reallocated
Deletion time de File name

1558974332 Tue May 10:25: 2019 rrw-r--r
32

Tue May 00:25:32 2019 rr qeureT
.hide
0 ; N s
15589?4209 Tue y 28 00:23:29 2019 rr secret.
155897 Tue 2 0 2019 rrw E secret.
155897 0 Tue May 2 : 9 2019 rrw-r--r secret.
155897 9 Tue May 2 ] 0 2019 rrw-r--r secret.
155897 0 Tue 9 2019 rrw-r--r secret.
1 dU? 9 Tue 3 ) 0 2019 rrw F secret.
9 Tue : 9 2019 rrw-r--r secret.
) Tue 2 : 9 2019 rrw-r--r secret.
15589? 0 Tue 2 123:29 2019 “rw-r--r secret.
155 9:4209 Tue May 28 00:23:29 2019 rrw-r--r secret.

1558974

oOoDoOoOooDoooOoOgO o
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W UAE BR ZsecretsCff, SEFr EARE—H, T mHGSREEKE LK.

ext3grep --restore-file secret xty.img

. # ext3grep --restore-file secret xty.img
g ext3grep version 0.10.2
WARNING: I don't know what EXT3 FEATURE COMPAT EXT ATTR is.
WARNING: EXT3 FEATURE INCOMPAT REiUVER is set. This either means that your partition is st
ill mounted, and/or the file system is in an unclean state.
Number of groups: 1

Minimum / maximum journal block: 198 / 1227

Loading journal descriptors... sorting... done

The oldest inode block that is still in the journal, appears to be from 1391737510 = Fri F
eb 7 09:45:10 2014

Number of descriptors in journal: 246; min / max sequence numbers

Loading xty.img.ext3grep.stage2... done

Restoring secret

TS R IL T I — & 74

aWdxNDs3NDFSOzFpalI1lMW1iTO8walWdx

E secret

FI70) ~ -[CTF/4MAR#F/RESTORED _FILES

aWdxNDs3NDFS0zFpalIlIMW1iTO8waWdx

base64— T 15 3.

igqg4;741R;1ikR511b000@igq

S ERE AA T -



import string
c = "igqg4;741R;1ikR51ib000igq"

for i in range(0,200
p=""
for j in range(len(c
p += chr(ord(c[j])"1

print (p

BRI —— AT D Aflag: jdr78472Q82jhQ62jaLL3jdr

PS FACTA\IUM A \IK E 5> python2 .\exp.py
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htp5:6585:8hj548hcNN1hfp
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457 —/Mlag.exe, strings— T A LAFE B2 B f #base64 )5 7 £F 5 :

# strings flag.exe
ABAQEAS
GFBzfnRafWB

Ufh ]GHDHG]pFlnLII hrmka6/ ! )
k UF?G4eohu YINWT 3 T5 eT+UquwhHNSUHu1]11GDAB~?]
OLI/JvcaXUKk7m J i . ; 0 3ja/krrjgf+m
ESDYh?fjiB" jule GE eBﬂchGqUDlHFhthjljk (AuAObT+wgvkIQg

HEpCOmM5uEgcG7nzQOt: QjpL5zyPTklxLE
anGLqpuL_ 2vA9qok3TyQavD+MK1L rLSAOV1hvFLIXWeQNRb
nkjeIqh7jsM263VL0yojDgRsgkN5 3mnIC4br5ISFCBUIX0e

re0c3024uHW1B52utt+BcNLSPmFLb/ pN+5ZWndwwgngXz tw50Ur9HO
quLI411mJA0h1\HA 3HBQwvC660jiwilglTZ a3LTLoNINvFaGLCMPdGAuoKZpIBI7It157heMQM: L
JLmBoGjuR9VvT61lomTKFQkWTTTg2+rl0vtCDR/gTDP8AG+L/7TTuWT4/0651pgT5vTRRPc92 rGBtwBt61K+kS
) gleFaYZ5j /8AFvwW r5K5rG2o070F7N9AX169VpsErosRw6KohjMUZBD
InNbYHz529a0Vbw hI2abFC2TL3mtaco0/dXH50y 1mElbyQGOrgd4nT
2L gw wTiDDo5JzUPe5r3E9c3wlWt44/0zPy7zeX7QWUxnGI loJeQyZY
3Mbdwy __q+GPUHhH?* 5gg_hD_DFTiGGR cSTBGAnutBdsbdbLUSBOYLLhEUrJgplQ6Qt0YgbWv1VFwzxThuG4LFT

FEERATEL MR E AT
E R #5H#aBase6d
SR R ABase 6 ARIE S5 A=

p+9eWidnxD7b+/amniSvit2g/vzQeqfOYftEnziDSMeS5eUHIDECTyxHkgY7Xkflj7UHqjqyBv1hp71xditMzewPqXlzsUrHG =
SnculquodvK73oM9iPFsEACI3B1vas 1X8UTytsw+rRZ9xOpuSUmuliUES+LVEguXDXooklRI83zFc9X)tj0+ KBbkm5NOJrR
e6cqoQhCAQhJbxQDULpEwkmxtohRHtyEIQCEIQCEIQCEIQCEIQCEIQCEIQCEIQCOSEFByyI2ZhVFivCsdc8vBAS6rRBCDG
P4DjIHpgepV 1VWHLF +TkLxfYLONCqsLRcBh7QZpiPLdSfo/p8+tQ7wtotc 3n6kvRRGR+j21+ 3kSDSPKX9YKWUQNIVZLEPa
fBAWX +77kfR7B+sv/vyWtSqlyA+T2n/AFh45t+ T+ DnUOWUTKGPPyewH/wCW/wDhRIHOH627 +ELXIVVjh8nsP25Sj5PY
0c59q16VRGQHyewD8 +fak+j6Efnz7VsErd0GQ +j6D7b+/Ygf)9BOuVsQgIMdIHOH2xRIHOH 2xWwQqrHfRIBIsUvOTQf
bFbBCDHD5PoB+dKPo9g+2PtWvQNz5KIyA+T2D9Zf/AAhHOeQfrL/4Vrg/ftQd 3IMh9HOH27 /YEfROT/bvgWxSNQY v
AsUeOhN-+droWyahVX/2WZsYWd7MDY4RUVGNKE3QkFEMOZERNOK p

HRAERBasebdfmig AR :

flag{068EEF6ATBAD3FDF}
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00000014.jpg 00000028.jpg

OldCypher-Easy
GTEXWNT:

Vvr Ifnvaus Bdwokv Gbtrzsa Vkqgofntja rrlznxk eflvkozjcdue rs “mzg oez ff pjkhvtx ok kqzioeg vgfsf.” Zyil au vvy
kokaeoyrp avuwfnzv, bnl fcry eom ucdgaie mzg ghxiegl dfrguta gh huk wixdf ce oks ijggrtk-dtq ugvketbxkq sulnwsvw
btj. Taw fssoeimagb sutulwu gbrvlr gp huk towwu hugk htng prke ulwf tbx teglwfvkj th wpoorv sxutsg ifmfmpwpgkihf
. Dig iiyilquegghr fgknjryl wpgbsgalkgg zath fgts gnrn mzkg: vz uetdu kvzy mxujoaojml xqf rtjukapu vtkezjkhl, zv
caftkehkj fhj glpnrnzapu fktrxl msly, grhlqgbrj fhj cignvnmaeogoeg nkgff, kcevltcaot anuvwbtj agv gzrikihfu, rvmz
ttd eofn, rnw eqfr. Cztagwh nzkefhvwam ko ijqjvjv a vgodykke vzcfnikekabogofn, pw ychru stq vvnz dowwtb pxppmgif
nvyy bfxcybvs mzg ggauy hx oognvmtlkgnr kevzpwdavs ygt grilrbfi rvmzttd kbsuimtlkca, ypsmwog, ntu dbkvfvhltxv ec
zvlttlkcay rgtapgg guvxjuoeorl tlvopqj. fesi{42s596q9hw73d79v4xf5308t1808519is10c512u2}

&5 — R AR Elagiig X, ERXAMWEETHEEBTME: https:/www.guballa.de/vigenere-solver



B 2lflag: flag{42e96d9bf73d79c4fd5308f18b8519cb10c512b2}

Cipher Text:

Vvr Ifnvaus Bdwckv Gbtrzsa Vkaggofntja rrlznxk eflwkeozjcdue =«
rs “mzg cez £f pjkhvtx ok kgziceg wgfsf.” Zyil au
vvykokaeoyrp avuwinzwv, bnl fcry ecm ucdgaie mzg ghxiegl
dfrguta gh huk wixdf ce oks ijggrtk-dtg ugvketbxkg
sulnwavwbty. Taw fzzceimagbk sutulwu gbrvlr gp huk towweua
hugk htng prke ulwf tbx teglwfvkj th wpcorv sxutsg
ifmfmpwpgkihf. Dig iiyilquegghr fgknjryl wpgbsgalkgg zath
fgts gnrn mzkg: vz uetdu kvzy mxujcaocjml xgf rtjukapu
vtkezjkhl, zwvcafkehkj fhj glpnrnzapu fktrxl msly,

arhloaohri fhi cionwnmasoonen nkoff. keewltcant anuwvehis e
Cipher Variant: Classical Vigenere
Language: English -
Key Length: 330
e.g. Borarange e.g. 6-10)
| Break Cipher | | Clear Cipher Text |
Result

Clear text [hide]

Clear text using key "congrats™:

COMMUNICAacion. BUL CrypLograply NowWadays SNCONpasSSes MUCH Mmores
than this: it deals with mechanisms for ensuring integrity,
techniques for exchanging secret keys, preotoccls for

authenticating users, electrcnic aucticns and electicns, digital

cash, and more. Without attempting to provide a complete

characterizaticn, we would say that modern cryptography inveolwes

the study of mathematical techniques for securing digital
information, systems, and distributed computaticns against
adversarial attacks.
flag{42e96d8bfT73d79c4£fd5308f18b8519cb10e512b2}
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TREBB19ITKHIFHS, [EEM: 19950453796

ﬂ Ziperello — .

\,é< ziperello
I~  Zip password recovery fool

f“\

SRIEERE
SRIEH
SRIEE

#75: 19950453796
2%
[ -

‘ 10:05:55: %679 "19950453796".0¢[g: 15 ‘

11

JJI'I'I

#E£ATE: 00:00:15

£ 4 2 WBHB.Go NEXT D
| Ziperello ver. 2.1 | KEf¥FRE (C) 2008 FDRLab
level2

FERERERE—NMEHBEM—/Readme.txt, WANEE, HEFEBllevel2.zip 1 thH —/Readme.tt, A=K

&) ARCHPR 4.53 - 100% = x
P RER) EEIH)

*‘*‘ﬁ?ﬁ@%ﬁnﬁ

# Fint Bk EEd R =T B
TNZERY ZIPRARJACE(ARD 371 Thibseal
|F:\CTF &RffidT MasterofZip-Middie\WMaste| | BE3E -

mE KE = BX gohigrr AW S8

AR IR

BRI e iR

ip-Middie\MasterofZip-MiddleYevel1\Readme zip | 2% - FigT: 1402 '%‘

& T | 9932ica| A 5381d998 | A | 00zbasss| i)
TR RIS EAEART 2P 5530
HEE0

2019/11/22 12:44:19 - 3R \CTR SR AT \MasterofZip-Middle\MasterofZip-Middle
Yevel1Yevel2.zip 2T F «

2019/11/22 12:44:20 - BEST T D 4G

2019/11/22 12:46:43 - IEEIASRINEE! e

0% nfa PIgEE: nfa

e T BT

nEEEEEIEE

Advanced Archive Password Recovery 5= E:
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S5 2m 28s G46ms

THEEOS 7 nfa

FASEEIOS FHE T
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b 275

v e
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B 3flag: flag{4537ec3bd52ba2b41c4a780db841efc3ddcccdad}

flag{4537ec3bd52ba2b41c4a780db841efc3ddcccdad)

¥ 5t -Easy

BHS T —http3.pcap, #HATHEDYT, WIFEBEHMHR, BEBESHHTIPXYRFIEK, KIifag.php:

M Wireshark - B - HTTP BWEFIE — O *

sE EHE REElE A e

92 192168111157 text/html 1334 bytes xssbot

304 192168111157 text/hitml 11 kB Y

309 192.168.111.157 image/png 3338 bytes ubuntu-logo.png
312 192168111157 text/html 17 bytes  flag.php

eS| |
Save | | Save ALL | | Cloze | | Help |




S G, e RmEEFiflag: flag{3eyufhnjg7}

E flaz phpkd |

1 flag{3eyufhnjs87}

“

EasyRSA

BES T ERALDT

from Crypto.Util.number import getPrime, inverse
flag = 'flag{a-z0-9}"
nbits = 2048

p = getPrime(nbits / 2)
q = getPrime(nbits / 2)
assert p = ¢q

N=p*q

e = 0x10001

phiN = (p - 1) * (q - 1)
d = inverse(e, phiN)
phint =d % (p - 1)
ghint =g % (p - 1)

def str2int(s):
return int(s.encode('hex'), 16)

with open('pubkey.txt', 'w') as f:
f.write(str(e) + '\n")
f.write(str(N) + '\n")
f.write(str(phint) + '\n')
f.write(str(ghint) + '\n')

plain = str2int(flag)
c = pow(plain, e, N)

with open('cipher.txt', 'w') as f:
f.write(hex(c))

Eskbr B2, REEVFT Efllpubkey.bt BT 435 % B2 F 2, B :



e = 65537

N = 169697521655091326276302669687488543303407016921254276195598364883502982347355714803530786149755803784673559
5233375531393551651377355216339295265632149026845255660485896689995624210700841055865792434429565193929732800793
2245741660910510032969527598266270511004857674534802203387399678231880894252328431133224653544948661283777645985
0282076095266548166451555589151977450625691245874123787160498140406706650794800556448734707566029933872619395669
5880629659978294346014158204515097103121121861709128328411857371402926633122732739872426517035264679406870278964
5980810005549376399535110820052472419846801809110186557162127

phint = 17816257752910288702696852575211080903295430127287054677825469139515376426236217692464411221899486713749
9094640516445986741064682559131062261837911628429379409097029216526333474939300999933541308990379662432616803961
8287078192646490488534062803960418790874890435529393047389228718835244370645215187358081805

ghint = 10450978538445496868237560522155647855468044038637044818500580506745232482415364474390893285539835615564
3329103327081015390485282420117627363425726507632705012654406746474893754388523772804945201683491546048002186656
28586180057648386859933274414030182106920793492451577530884172876623074281199949317487086975

T IX B M phintflghintsE br_E 52 % U fdpfidg.
BT BT :

Ox7b5d1ea2d92df27239817ce8d885e1f66569dd41e075efc13d09dd1df673a8fbab8ec7487c1552028e9eb9bab6663983+96d01925bbdfd1l
8398e441970257fa0f96b6ec915d05d637ebb4c8f4c56c44b2bbdebdlafe5a67acd640585dccf1681155308c0663cb57fccdcl0c097c454d
afdd2a96ccd08e9a2a8b0a9727bbe9945e579b0652d1c1d826305f0dd716cfb647cadb8ecalad286dfb938b60b89981403d4faab6df54cfac
0fa4699c97aebabe82ab575cd6aad421018cf9b404836c02b5301dbc475a0bcc5eef86bcbeb89a73355dbeb80e7b4d23c7a39f32c6b61381
25c73892633f46b0Obf1114aa67f09e1d394dfa4020e318f7d8004b84fc835blee9L

Bl AT Hc. ev ny dp. dg, BEMHEHEIT .
SEXRXE: https://skysec.top/2018/08/24/RSA%E4%B9%8B%E6%8B %92%E7%BB%9D %E5%A5%97 %E8%B7%AF (1)/

BRAREAAT

import gmpy2
import libnum
e = 65537
n = 169697521655091326276302669687488543303407016921254276195598364883502982347355714803530786149755803784673559
5233375531393551651377355216339295265632149026845255660485896689995624210700841055865792434429565193929732800793
2245741660910510032969527598266270511004857674534802203387399678231880894252328431133224653544948661283777645985
0282076095266548166451555589151977450625691245874123787160498140406706650794800556448734707566029933872619395669
5880629659978294346014158204515097103121121861709128328411857371402926633122732739872426517035264679406870278964
5980810005549376399535110820052472419846801809110186557162127
dp = 17816257752910288702696852575211080903295430127287054677825469139515376426236217692464411221899486713749909
4640516445986741064682559131062261837911628429379409097029216526333474939300999933541308990379662432616803961828
7078192646490488534062803960418790874890435529393047389228718835244370645215187358081805
c = "Ox7b5d1lea2d92df27239817ce8d885e1f66569dd41e075efc13d09dd1df673a8fba68ec7487c1552028e9eb9ba6663983196d01925b
bdfd18398e441970257fa0f96b6ec915d05d637ebb4c8f4c56c44b2bb4d6bdlate5a67acd640585dccf1681155308c0663cb57fccdcl10c097
c454dafdd2a96ccd@8e9a2a8b0a9727bbe9945e579b0652d1c1d826305f0dd716cfb647cadb8ecalan286dfb938b60b89981403d4faa6bdfs5
4cfacOfad699c97aebabe82ab575cd6aa4421018cf9b404836c02b5301dbc475a0bcc5eef86bcbeb89a73355dbeb80e7b4d23c7a39f32c6b
6138125c73892633f46bObf11142a67f09e1d394dfa4020e318f7d8004b84fc835blee9L”
¢ = int(c[:-1], 16)
for i in range(1,65538):
if (dp*e-1)%i ==
if n%(((dp*e-1)/i)+1)==0:

p=((dp*e-1)/i)+1

q=n/(((dp*e-1)/i)+1)

phi = (p-1)*(q-1)

d = gmpy2.invert(e,phi)%phi

print libnum.n2s(pow(c,d,n))



121715 %lflag: flag{6b85823e6f121a7bb3407f2e9f5f2f27efcc5a6}

fnfT-\EasyRAS\EasyRSA> python2 .\exp.py

e6f121a7bb3487ff2e9f5f2f27efcchab}
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