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The file"S7.pcap" isn't a capture file in a format Wireshark understands.
PR EAMKEERE K TR

http://f00l.de/hacking/pcapfix.php
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JRAEST B
M hsPdjGhhyQXX52qq.pcap - (I X
(R AR ME(V) BEER(G) HER(C) oA S(S) =EE(Y) FEE(W) TE(T) #EI(H)
Am 1@ RE Qe=m2ZEGg S |=EaQQQF
(N AR ke -~ <Ctrl-/> ]+
Neo. Time Source Destination FProtocel Length Identificatior ~
484?3.838388 5192.168.139.1 192.168.139.131 S7COoMM 541 @xa9ec (432
485 ©.000000 192.168.139.131 192.168.139.1 S7COoMM 76 @x2bog (111
486 ©.000000 192.168.139.1 192.168.139.131 S7COoMM 541 @xag9ed (432~
487 ©.000000 192.168.139.131 192.168.139.1 S7COoMM 76 @x2b99 (111
488 ©.000000 192.168.139.1 192.168.139.131 S57C0OMM 541 @xa%90e (432
489 ©.000000 192.168.139.131 192.168.139.1 S7C0OMM 76 8x2boa (111
. AQO B OOARAARG 107 162 120 1 107 162 120 121 T CNMM EA1 Bvaanf (ﬂij b

Frame 484: 541 bytes on wire (4328 bits), 541 bytes captured (4328 bits)

Ethernet II, Src: VMware c@:00:08 (00:50:56:c0:00:08), Dst: VMware 9b:a9:78 (@©:0c:29:9b:a9:7
Internet Protocol version 4, Src: 192.168.139.1, Dst: 192.163.139.131

Transmission Control Protocol, Src Port: 62203, Dst Port: 102, Seq: 3926, Ack: 9481, Len: 487
TPKT, Version: 3, Length: 487

IS0 8@73/X.224 COTP cConnection-Oriented Transport Protocol

57 Communication
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tshark -r C:\Users\XINO\Desktop\hSPdjGhhyQXX52qq.pcap -T fields -e s7comm.resp.data -Y
png.txt
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_| png.txt - iB=E - a X

IE(F) REE(E) TEIU(0) =EJ/(V) FEEIH)
B9504e470d031 a0a0000000d494844520000007f000000160806000000099bc91b00000001735247
33a9%efal8ee388a56babc06a1a72a5362050b569273d123cd2b379217648e65134f08054c7b4bfO5d

f40976235db00bcd2dca3490827a2e4d605a602353debfe0f2bd27cd68f40687c9a794ee412f468e58
c7247430ffaefc3a666a203b65308efde161fbfa8422c871bc6df9a46f931343d318a1a749ef2756a536
cf456b4afaba74d7d17398b3dbc50d633b03e214dfd046dd55e498db4f006eed4760f2df50af8ec408
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SR BEEREI N, HWE B H Bmodbustiil #
1.3 3 i modbus th il i &

To. Time Source Destination Protocol Length Identificatien IRP information  Info
249 9.000000 192.168.3.130@ 192.168.3.164 Modbus... 66 0x2813 (102.. Query: Trans: 110@8; Unit: 1, Func: 3: Read Holding Registers
250 9.000000 192.168.3.164 192.168.3.130 Modbus... 73 0x284c (1e3.. Response: Trans: 110@8; Unit: 1, Func: 3: Read Holding Registers
253 0.000000 192.168.3.130 192.168.3.164 Modbus... 66 0x2815 (102... Query: Trans: 11264; Unit: 1, Func: 3: Read Holding Registers
254 0.000000 192.168.3.164 192.168.3.130 Modbus... 73 ox284d (1e3.. Response: Trans: 11264; Unit: 1, Func: 3: Read Holding Registers
256 0.000000 192.168.3.130@ 192.168.3.164 Modbus... 66 0x2817 (102.. Query: Trans: 1152@; Unit: 1, Func: 3: Read Holding Registers
257 ©.000000 192.168.3.164 192.168.3.130 Modbus... 73 0x284e (103.. Response: Trans: 1152@; Unit: 1, Func: 3: Read Holding Registers
259 0.000000 192.168.3.130 192.168.3.164 Modbus... 66 0x2819 (102... Query: Trans: 11776; Unit: 1, Func: 3: Read Holding Registers
260 0.000000 192.168.3.164 192.168.3.130 Modbus... 73 ox284f (1e3.. Response: Trans: 11776; Unit: 1, Func: 3: Read Holding Registers
263 0.000000 192.168.3.13@ 192.168.3.164 Modbus... 66 0x281c (102.. Query: Trans: 12032; Unit: 1, Func: 3: Read Holdifg[Adg@stdis’]=
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Frame 1198: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet II, Src: VMware_cb:84:a30 (@@:@c:29:cb:84:a@), Dst: VMware 6d:al:e6 (©@:@c:29:6d:al:06)
Internet Protocol Version 4, Src: 192.168.3.130, Dst: 192.168.3.164
Transmission Control Protocol, Src Port: 12414, Dst Port: 502, Seq: 1321, Ack: 2042, Len: 12
Modbus/TCP
v Modbus
.000 @110@ = Function Code: Write Single Register (6)
Reference Number: @
Data: 22bs
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Internet Protocol Version 4, Src: 192.168.3.164, Dst: 192.168.3.130
Transmission Control Protocol, Src Port: 502, Dst Port: 12414, Seq: 2054, Ack: 1345, L
Modbus/TCP
v Modbus
.000 28011 = Function Code: Read Holding Registers (3)
[Request Frame: 1208
[Time from request: ©.000000008 seconds]
Byte Count: 16
v Register @ (UINT16): 4500
Register Number: o
Register Value (UINT16): 4500
v Register 1 (UINT16): 262

1000 @@ @c 29 cbh 84 a@ @@ @c 29 6d al @6 @8 @0 45 8@ - ). - - - ym- - -E-
2010 @@ 3b 28 @ 40 @0 80 @6 49 56 CO a8 03 a4 c@ a8 - (@ - IV
2020 @3 82 @1 f6 30 7e b9 7d be 33 02 07 69 77 50 18 - ---@~-} -3--iwP-
@30 00 fh 40 80 00 0@ 76 60 00 00 00 od 01 03 0a (B @ v - B
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baby-usb
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tshark -r /home/kali/%MH/key.pcapng -T fields -e usb.capdata | sed usbdata.txt

4 i —A usbdata.txt
BMNTHER—&

HF(F) ZREE(E) 1RF(S) WW(0) FENH)

feeeaceooeee000E0
feoeeesoo0000008
oeea17eooe000000
feoeeesoo0000008
00002a0000000000
feoeeesoo0000008
oeee120000000000
feoeeesoo0000008
oeea11eo0e000000
feoeeesoo0000008
elolelelelolelelelolelelelelele)
feeeaesooee00ARER
00002a0000000000
feeeaesooee00ARER
00000a0000000O00
feeeaesooee00ARER
geea150000000000

0000A0AAGRAB0NE0 CSDN @{<tkguea

2 JA hb
M ERAEA, ARMEES

a=f.readline().strip()
if a:
if len(a)==16:
out
for i in range(©,len(a),2):
if i+2 len(a):
out+=a[il]+a[i+1]+
else:
out+=a[i]+a[i+1]
fi.write(out)
fi.write( )

A Fout txt3C
3 IREL A B 5 R AR TR X R AR B
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output []
keys = open(
for line in keys:
try:
if line[©@] or (line[1] and line[1] ) or line[3] or line[4] or line[9] or 1i
ne[10] or line[12] or line[13] or line[15] or line[16] or line[18] or line[19]
or line[21] or line[22] or line[6:8]

if line[6:8] in normalKeys.keys():
output [[normalKeys[line[6:8]]],[shiftKeys[line[6:8]]]][1line[1]
else:
output
except:

.join(output))

for i in range(len(output)):

try:
a=output.index(
del output[a]
del output[a-1]
except:
SEEES

for i in range(len(output)):
try:
if output[i]
flag+=1
output.pop(i)
if flag==2:
flag=0
if flag!=0:
output[i]=output[i].upper()
except:

.join(output))
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ct<DEL>onh<DEL>gratue<DEL>1latioke<DEL><DEL>nsonfiny<DEL>dingmebutiwii<DEL>11ns<DEL>ottellyouwheretqa<DEL><DEL
hepz<DEL>asswordws<DEL><DEL>0x<DEL>fwe<DEL>0d<DEL>rddoc<DEL>cumentisgoarfv<DEL><DEL><DEL>ndfinditagain

output
:congratulationsonfindingmebutiwillnottellyouwherethepasswordofworddocumentisgoandfinditagain

i i O\ — 3 Bl 2 R RS A Bk 6 B vkey

AT R LT FFword

flag{685b42b0-da3d-47f4-a76c-0f3d07ea%62a}

TREFABBEEE XL rawa ZE M, TRERIMAPELAEE TARERRGR
1 HABGE TR #&AAEE
RE—TRA

volatility -f /root/fMH/mspaint.raw imageinfo

HREBAFRINNEEEERE, EEROTARTIR
volatility -f /root/f]I/mspaint.raw --profile=Win7SP1x64 pslist

ZRERRRBRINEE — TR LiLx

volatility -f /root/sMH/mspaint.raw --profile=Win7SP1x64 iehistory

volatility -f mspaint.raw --profile=Win7SP1x64 filescan | grep key.png
HRAE DA~ FFhack

BRI REEN, FAZAENECREANAEMEREE, TRERMNAHKZA
IR — AN B8

TG R~ AMag.exe % CA4HE & & Z D

iR [ L4k SRR A 5 B

dump—~~4& dump.exe i) X4



volatility -f /root/&I/mspaint.raw --profile=Win7SP1x64 memdump -p 1064 -D ./
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AT Fflag.exe
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for i in range(@, len(flag)):

data hex(ord(flag[i]) ~ ord(key[(i % 15)]))[2:].zfill(2)
else:

print(data.upper())
data

BAVBR— A key TR EEFE

volatility -f /root/fMH/mspaint.raw --profile=Win7SP1x64 cmdscan

e CSDN @KIXEIE
RSB R

volatility -f /root/sMH/mspaint.raw --profile=Win7SP1x64 screenshot -D ./
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range(0,42):

chr(data[i] ~ ord(key[(i % 15

//f1lag{20708c15-eb55-4cbc-930b-68del5c55b32

%3

TE(F) #RIB(E) E=E() Em(0) MEN) TE(T) FHEIH)

3 2021-09-10T09 46 29.862457 =77 v S L
= flag.txt 132 506 SIASTRY
E cipher.txt o o ,

CSDN @SR &

PN, HP AR AN
| flag.txt - ig=A

MAH(F) #|EE) BE(0) &EE(V) HEIH)
Melcome to wang ren, hope you have a good time!

| cipher.txt - ig==
) S|E(E) BIN(0) EE(V) EEINH)
‘UZFSdGVkX'] +WTSHujcCjvH)/gecwL0C7u37XtW4idGecpci3H9131=

1_§§$ﬂkali§§ﬂ.}§z%¥@ﬁf RAETEREZ/RRE
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Zero Width Characters for Steganography:
®U+200B ZERO WIDTH SPACE

% U+200C ZERO WIDTH NON-JOINER
U+200D ZERO WIDTH JOINER

% U+200E LEFT-TO-RIGHT MARK
[JU+202A LEFT-TO-RIGHT EMBEDDING
[JU+202C POP DIRECTIONAL FORMATTING
[JU+202D LEFT-TO-RIGHT OVERRIDE
[JU+2062 INVISIBLE TIMES

[JU+2063 INVISIBLE SEPARATOR
[JU+FEFF ZERO WIDTH NO-BREAK SPACE

|

CSDN @iEHY &
Text in Text Steganography Sample
Original Text: | Clear| (length: 47) Steganography Text: | Clear | (length: 199)
welcome to wang ren, hope you have a good time! welcome to wang ren, hope vou have a good time!

| Encode »

Hidden Text: | Clear | (length: 19)
key is mdb(mylslse|f)

| « Decode

Download Stego Text as File

the key is md5(myself)
BERMNIMd5 N % — T flag.bt 4 & S0

f71b6b842d2f0760c3ef74911ffc7fdb




fE£eRabbit S ZNZ#ET R

U2FsdGVKX1+WTSHujcCjvHj/gewL0C7u37XtW4idGepei3HI131=]

f/1bob842d2f0760c3ef74911ffc/fdb

RabbitinZz | Rabbitfgz=z

flag{WelYOme 2 bOl3an}

SHEEFSOR
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flag{WelYOme_ 2 bOl3an}
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