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root@kali:~/S @ # binwalk c.pcap

DECIMAL HEXADECIMAL DESCRIPTION

Libpcap capture file, little-endian, version
2.4, Ethernet, snaplen: 262144
3816 @=EE8 Zip archive data, at least v2.8@ to extract, ¢
ompressed size: 40719149, uncompressed size: 134217728, name: data.vmem
42753990 @=28C5FC6 End of Zip archive, footer length: 22
42754861 @x28C632D gzip compressed data, from Unix, last modifie
d: 1970-01-01 @0:00:00 (null date)
42756440 8x28C6958 HTML document header
42756657 @x28C6A31 HTML document footer
£2763051 @=x28C832B XML document, version: "1.8"
42764384 @x=x28C8860 XML document, version: "1.8"
£2765522 @x=28C8CD2 XML document, version: "1.8"
£2767039 @x=x28C92BF XML document, version: "1.8"
42769842 @x28C9DB2 Unix path: /var/ww/html/upload
£27746115 @x=x28CAEG3 XML document, version: "1.8"
£2775574 @x=x28CB416 XML document, version: "1.8"
£2776712 @=28CB88&S8 XML document, version: "1.8"
£2779016 @=x28CC188 Zip archive data, at least v2.8@ to extract, ¢
ompressed size: 40719149, uncompressed size: 134217728, name: data.vmem
85572647 @x519BC27 End of Zip archive, footer length: 22
85573214 @x519BESE gzip compressed data, from Unix, last modifie
d: 1970-01-01 00:00:00 (null date)
85574791 8x519C487 HTML document headefittp vg.csdn.net

5 FWireshark$2 B, 18 2| —AM84 504 "data.vmem?”
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rootikali:~/S E# volatility -f data.vmem imageinfo
Volatility Foundation Volatility Framework 2.6

INFO : volatility.debug

Suggested Profile(s) :

x86)

AS Layerl :

AS Layer2 :

PAE type :

DTB :

KDBG :

Number of Processors :
Image Type (Service Pack) :
KPCR for CPU @ :
KUSER_SHARED_DATA :

Image date and time :

Image local date and time :

rootakali:~/£@# |

: Determining profile based on KDBG search.

WinXPSP2x86, WinXPSP3xB6 (Instantiated w1th WinXPsSP2

IA32PagedMemoryPae (Kernel AS)
FileAddressSpace (/root/%ME /data.vmem)
PAE

@xbigeeeL

@=x80546ae0L

1

3

exffdffoeeL

exffdfoeeeL

2020-02-24 07:56:47 UTC+0000
2020-02-24 15:56:47 +0800

hitps:/fblog.csdn.netfweixin_43727482

volatility -f data.vmem --profile=WinXPSP2x86 pslist

WBIPIA R

Offset(V) Name

0=80ea266@ System

B=ff57fc28 smss.exe
7:13 UTC+20ee
O=ff432020 csrss.exe
7:13 UTC+20ee
@=ff435020 winlogon.exe
7:13 UTC+@20ee
O=ff445020 services.exe
7:14 UTC+2000
O=ff46b020 lsass.exe
7:14 UTC+2000
@=ff510bf@ vmacthlp.exe
7:14 UTC+2000
O=ff493568 svchost.exe
7:14 UTC+2000
0=ff491a78 svchost.
7:14 UTC+2000
@=ff416bl1@ svchost.
7:14 UTC+2000
0=80dac@2@ svchost.
7:14 UTC+2000
@=ff4cabe@ svchost.

PN, L T T T, ]
AT wInTUUOY

€=xff30d020 explorer.exe
TAE-UTER0088
@=ff51d468 spoolsv.exe
7:15 UTC+@eoee
@=ff5793d8 VGAuthService.e
7:33 UTC+o2000
@=ff576da@ vmtoolsd.exe
7:48 UTC+2000
O=ff4afda® wmiprvse.exe
7:41 UTC+2000
@=ff486da@ vmtoolsd.exe
7:41 UTC+0000
O=ff47dda@ ctfmon.exe
A UToaann
=ff5b57b8 cmd.exe

4.0% UTCroong
@=ff4583c@ conime.exe
4:09 UTC+0000
rootikali:~/S£ @ # |
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: data.vmem —profile=Win
Volatility Fuundatlun Volatility Framework 2.6

root@kali:~/SE# |

BHERN, BFcmd

volatility -f data.vmem --profile=WinXPSP2x86 cmdscan

root@kali:~/S£ E# volatility -f data.wvmem —profile=WinXPSP2x86 cmdscan
Volatility Foundation Volatility Framework 2.6
Fekkddokdkkkdokok kR ok ke kb kR ok kR ok kR d ko k

CommandProcess: csrss.exe Pid: 464

CommandHistory: ©@=556bb8 Application: cmd.exe Flags: Allocated, Reset
CommandCount: 2 LastAdded: 1 LastDisplayed: 1

FirstCommand: @ CommandCountMax: 5@

ProcessHandle: 8x504

Cmd #0 @ ©=3609:a@: passwd:weak_auth_tople®

Cmd #1 a @=557huw. sLalrL wiresiain

Cmd #13 @ 0=9f@@9f: 77

Cmd #41 @ 0=x9fQ03f:

rootakali:~/E @ # I httg

& Bpasswd

weak_auth_top100

i editboits B 4 Mz %5

volatility -f data.vmem --profile=WinXPSP2x86 editbox

rootakali:~/S E# volatility -f data.vmem —profile=WinXPSP2x86 editbox
Volatility Foundation Volatility Framework 2.6
e e e e e e e bedeiedededekedekeieieiekekolokokokokokokok

Wnd Context : D\WinSta@\Default

Process ID : 1476

ImageFileName : explorer.exe

IsWowbs : No

atom_class : 6.0.2600.5512Edit
value-of WndExtra : ©0=133618

nChars : 39

selStart : 0

selEnd : 39

isPwdControl : False

undoPos : 0

undolLen : 0

address-of undoBuF 0=0

undoBuf

C:\Documents and Settlngs\Admlnlstrator
rootakali:~/2mE# JJ https://blog.csdn.net

5 1) ¥ #b ik 2 C:\Documents and Settings\Administrator
R i B 75 BB SO A bk
filescani@ -8 & U, grepid J88 & Administrator ) #i kit

volatility -f data.vmem --profile=WinXPSP2x86 filescan | grep "Administrator"



0=0000000000ac1f90
2=000000D0D1062380
2=000000000106d7bE
@=000000D00107a2e8
0=000000000107a7ba
desktop.ini
0=000000D0D107 fh4B k]
nternet Explorer\Quick Launch
0=000000000107fc90 2
ry.IE5\index.dat
2=000000D0D1081a20
0=0000Q0D0D10eTach
0=00000000010eb270
2=Q000Q000010T2408
2=000000D0D11109F8

R-—rwd
R—rwd
R—rwd
R-—rwd
R-—rwd

R—rwd

RW-rw-

RW----
R—rw-
RW-rw-
R—rwd
RW-rw-

\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents

\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents

\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents

ry.IE5\MSHist@12020022320200224\index.dat

0=0000000001114d80 3
ata\Microsoft\CD Burning
0=00000000011481c0 2 @ R—rwd
0=000000000114a0e0 1 1 RW-rw-
ernet Files\Content.IE5\index.dat
0=000000000114b638 1
0=000000000114b710 1
ry.IE5\index.dat
0=0000000001155f90
0=0000000001161c30
0=0000000001167d60
0=000000000516dcas

op.ini

0=0000000005172568 1 RW----
ata\Microsoft\Windows\UsrClass.dat.
0=0000000005172a90 4 1 RW----
ata\Microsoft\Windows\UsrClass.dat
0=0000000005c5a028 3 1 R—rwd
0=0000000005c5ed18 3 1 R—rwd
0=0000000005c60T90 2 1 RW-rw-
ernet Files\Content.IE5\index.dat
0=0000000005205828 1 ® R—rwd
T E \desktop.ini
0=000000000553158 1
0=0000000006dbfabd 1

1 R—rwd

RW-rw-
RW-rw-

R-—rwd
R—rwd
R—rwd
R—rwd

1 R—rw-
1 RW----

RISk flag.img, 3R EUH Sk

\Device\HarddiskVolumel\Documents

\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents

\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents

\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents

\Device\HarddiskVolumel\Documents
\Device\HarddiskVolumel\Documents

Settings\Administrator\NetHood

Settings\Administrator\ " 7% ,
Settings\Administrator\ " E
Settings\Administrator\ " 7 Ee
Settings\Administrator\ " F# , EE\EF\ME\ETR\

2 \desktop.ini

Settings\Administrator\Application Data\Microsoft\I
Settings\Administrator\Local Settings\History\Histo

Settings\Administrator\NTUSER.DAT
Settings\Administrator
Settings\Administrator\Cookies\index.dat
Settings\Administrator\£ &
Settings\Administrator\Local Settings\History\Histo

Settings\Administrator\Local Settings\Application D

Settings\Administrator\Favorites\Desktop.ini
Settings\Administrator\Local Settings\Temporary Int

Settings\Administrator\Cookies\index.dat
Settings\Administrator\Local Settings\History\Histo
Settir zs\Administrator\flag.img

Settirgsdnd Sootost Polatiiond

SettingS\Administrato;(h;_Docuﬁénts\desktop.ini
Settings\Administrator\ " 734 , 3 2\ F \2 &l \deskt

Settings\Administrator\Local Settings\Application D
Settings\Administrator\Local Settings\Application D
Settings\Administrator
Settings\Administrator\Recent
Settings\Administrator\Local Settings\Temporary Int

Settings\Administrator\ " s , F 2 \iE F \M 4+ \&Eh

Settings\Administrateg:,c./
Settings\Administrator\ntuser.dat.LOG

volatility -f data.vmem --profile=WinXPSP2x86 dumpfiles -Q 0x0000000001155f90 --dump-dir=./
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mappings={0x04:"A",0x05:"B",0x06:"C",0x07:"D",0x08: "E",0x09:"F" ,0x0A:"G",0x0B: "H",0x0C:"I",0x0D:"J",0X0E: "K
nums=[]

keys=open('usbdata.txt")

forlineinkeys:
ifline[@]!="0'orline[1]!="0'orline[3]!="0'0orline[4]!="0"'orline[9]!="0"'0orline[10]!="0"'orline[12]!="0"orline[
continue

nums.append(int(line[6:8],16))

keys.close()

output=""
forninnums:

ifn==0:

continue
ifninmappings:
output+=mappings[n]
else:

output+="[unknown]"

print'output:\n'+output

3 Zlflag



	高校战“疫”网络安全分享赛-MISC-ez_mem&usb writeup
	MISC-ez_mem&usb


