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Wireshark - Export - HTTP object list

Packet ™ Hostname Content Type Size Filename
28957 192.168.17.128 multipart/form-data 40 MB  upload_file.php
28963 192.168.17.128 text/html 157 bytes upload_file.php
28969 192.168.17.128 text/html 276 bytes favicon.ico
I 28986 www.msftncsi.com text/plain 14 bytes ncsi.txt

58615 192.168.17.128 multipart/form-data 40 MB  upload_file.php
58617 192.168.17.128 text/html 158 bytes upload_file.php
58623 192.168.17.128 text/html 276 bytes favicon.ico

58666 www.msftncsi.com text/plain 14 bytes ncsi.txt
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http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_44145820/article/details/104729799
https://blog.csdn.net/weixin_44145820/category_9854024.html

Text Filter: |

BHelp |

~SaveAll || %Close| DisSave |

fEupload_file.phpH &8 L& T — 430

pay Eh#NSE zip file. None 0xff425090. dat wupload_file php
8 9 A B

Offset 01 2 3 45 6 7
00000000 2D 2D 2D 2D 2D 2D 2D 2D
00000010 2D 2D 2D 2D 2D 2D 2D 2D
00000020 35 35 35 36 32 38 36 37
00000030 6E 74 2D 44 69 73 70 6F
00000040 66 6F 72 6D 2D 64 61 74
00000050 22 66 69 6C 65 22 3B 20
00000060 3D 22 64 61 74 61 2E TA
00000070 74 65 6E 74 2D 54 79 70
00000080 63 61 74 69 6F 6E 2F 6F
00000090 65 61 6D OD OA OD OA 50
000000AD 00 O7 80 58 50 07 E6 24
000000BO 08 09 00 00 00 64 61 74
000000CO OB 5C 53 D7 19 3F 09 08
000000D0 69 6B D7 AE 75 A2 9D 14
O0000OED  5A 41 1B 25 18 10 01 E1
O00000OFD 66 73 9B DB EC A6 AB AD
00000100 AD 51 3B 71 6B B7 D1 C7
00000110 AE 6C BS 8A 2D 7A F7 FF
00000120 DF C6 E5 77 72 CF E3 7B
00000130 49 66 5D 94 8E FE SE EE
00000140 73 89 75 VD Al 9D 75 15
00000150 80 75 8D 1A CA FC F9 DD
00000160 F8 33 EB 5A 80 FC AE 4F
00000170 FE FE 27 D6 55 7D 29 44
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Offset 01 2 3 4 5 6 7
00000000 50 4B 03 04 14 00 00 00
00000010 24 20 2D 53 6D 02 00 00
00000020 74 61 2E 76 6D 65 6D EC
00000030 08 51 51 52 05 Cb 56 5B
00000040 14 ED 40 08 6A 2B 1A OC
00000050 E1 5E 83 6D 70 D1 90 CD
00000060  AD 6E 73 9D DB 6C A7 93
00000070 C7 AA AD B6 AD 9B DB Z2E
00000080 FF CE BD 79 82 16 E7 6F
00000090 7B 9F 73 BE EF 6C 73 6F
00000040 EE 44 2A 44 5A DF Ad E4
000000BO 15 OF BB 4C E6 F7 58 17
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:~/ctf/misc/ez_mem&ush#
Volatility Foundation Volatility
INFO : volatility.debug : D

Suggested Profile(s)

AS Layerl :
AS Layer2 :
PAE type :
DTB :

KDBG :

Number of Processors
Image Type (Service Pack) :
KPCR for CPU O :
KUSER_SHARED DATA :
Image date and time :
Image local date and time :

2. BEHE

volatility imageinfo -f data.vmem
Framework 2.6
etermining profile based on KDBG search...

: WinXPSP2x86, WinXPSP3x86 (Instantiated with WinXPSP2x86)

IA32PagedMemoryPae (Kernel AS)
FileAddressSpace (/root/ctf/misc/ez mem&usb/data.vmem)
PAE

0xb18660L

0x80546ae0L

1

3

oxffdffeeoL

oxffdfeeeeL

2020-02-24 07:56:47 UTC+0000
2020-02-24 15:56:47 +0800

volatility -f data.vmem --profile=WinXPSP2x86 pslist

:~/ctf/misc/ez_mem&usb# volat
Volatility Foundation Volatility Frame
Offset(V) Name PID

0x80ea2b660 System
Oxff57fc28 smss.exe
0xff432020 csrss.exe
0xff435020 winlogon.exe
0xff445020 services.exe

OxTf46b020 lsass.exe

0xff510bf0® vmacthlp.exe

0xff493568 svchost.exe

3. #RHAL P it x

ility -f data.vmem --profile=WinXPSP2x86 pslist
work 2.6
PPID Thds Hnds Sess Wow64 Start

2020-02-23 :17:13 UTC+0000
2020-02-23 13:17:13 UTC+0000
2020-02-23 13:17:13 UTC+0000
2020-02-23 13:17:14 UTC+0000
2020-02-23 13:17:14 UTC+0000
2020-02-23 13:17:14 UTC+0000

2020-02 - 23nhth3:/0Pe. t4irlEgwe 00044

volatility -f data.vmem --profile=WinXPSP2x86 cmdscan



/ez_mem&usb# volatility -f data.vmem --profile=WinXPSP2x86 cmdscan
Volatlllty Foundation Volatlllty Framework 2.6

* %

CommandProcess: csrss.exe Pid: 464
CommandHistory: 0x556bb8 Application: cmd.exe Flags: Allocated, Reset
CommandCount: 2 LastAdded: 1 LastDisplayed: 1

FirstCommand: @ CommandCountMax: 50
ProcessHandle: 0x504

Cmd #0 @ Ox3609eald: passwd:weak auth topl00
Cmd #1 @ Ox5576d0: start wireshark

Cmd #13 @ 0x9f0E9f: 7?7

Cmd #41 @ Ox9f003f:

4. @idemdineBEFwATHENSH, FEUFEEHL2EERFEE

volatility -f data.vmem --profile=WinXPSP2x86 cmdline

i~/ctf/misc/ez_mem&ush# volatility -f data.vmem --profile=WinXPSP2x86 cmdline
Volatility Foundation Volatility Framework 2.6

smss.exe pid: 372

Command line : \SystemRoot\System32\smss.exe

*

csrss.exe pid: 464

Command Lline : C:\WINDOWS\system32\csrss.exe ObjectDirectory=\Windows SharedSection=1024,3072,512 Windows=0n SubSystemTyp
e=Windows ServerDll=basesrv,l ServerDll=winsrv:UserServerDllInitialization,3 ServerDll=winsrv:ConServerDllInitialization,
2 ProfileControl=0ff MaxRequestThreads=16

*

winlogon.exe

Command line :

services.exe pid: 668
: C:\WINDOWS\system32\serv

5. BEXM AR, BEHEANagXfF

volatility -f data.vmem --profile=WinXPSP2x86 filescan | grep flag

:~/ctf/misc/ez_mem&ush# volatility -f data.vmem --profile=WinXPSP2x86 filescan | grep flag

Volatility Foundation Volatility Framework 2.6
0x0000000001155190 1 0 R--rwd \Device\HarddiskVolumel\Documents and Settings\Administrator\flag.img

volatility -f data.vmem --profile=WinXPSP2x86 dumpfiles -Q 0x1155f90 --dump-dir=./



:~/ctf/misc/ez_mem&ush# volatility -f data.vmem --profile=WinXPSP2x86 dumpfiles -Q 0x1155f90 --dump-dir=./
Volatility Foundation Volatility Framework 2.6

DataSectionObject 0x01155f9@ None  \Device\HarddiskVolumel\Documents and Settings\Administrator\flag.img



H 1 Abinwalkfiforemosti B 1 3044

:~/ctf/misc/ez_mem&usb# binwalk flag.img

HEXADECIMAL DESCRIPTION

0x4BD4 Copyright string: "Copyright (C) 1994-2013 H. Peter Anvin et al"

0xF400 Zip archive data, encrypted at least v2.0 to extract, compressed size: 111, uncompressed si|
: 912, name: usbdata.txt

OxFAF5 End of Zip archive, footer length: 22

:~/ctf/misc/ez_mem&ush# foremost flag.img
Processing: flag.img
| foundat=usbdata. txtGOEHr&169$
GRBHI k-6 66 ( $666

REH—/MNERMESAC, BEERZAEEMAITIERELNER, SEHEENEAN weak_auth_toplee

CommandProcess: csrss.exe Pid: 464
CommandHistory: 0x556bb8 Application: cmd.exe Flags: Allocated, Reset
CommandCount: 2 LastAdded: 1 LastDisplayed: 1

FirstCommand: 0@ CommandCountMax: 50
ProcessHandle: 0x504

Cmd #0 @ Ox3609eal: passwd:weak auth topl00
Cmd #1 @ 0x5576d0: start wireshark

Cmd #13 @ 0x9f0E9f: ?7?

0g.csdn.ne

IR 2 J5 RIS

_| usbdata.txt - iB&E4 - O >
SAHE) #&EE(E) EIU(0) EF() #HEIH)
00:00:09:00:00:00:00:00 ~
00:00:0F:00:00:00:00:00
00:00:04:00:00:00:00:00
00:00:0A:00:00:00:00:00
00:00:2F:00:00:00:00:00
00:00:23:00:00:00:00:00
00:00:26:00:00:00:00:00
00:00:1F:00:00:00:00:00
00:00:27:00:00:00:00:00
00:00:27:00:00:00:00:00
00:00:25:00:00:00:00:00
00:00:20:00:00:00:00:00
00:00:22:00:00:00:00:00
00:00:24:00:00:00:00:00
00:00:25:00:00:00:00:00
00:00:21:00:00:00:00:00
00:00:08:00:00:00:00:00

-
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MRS B usbdata, PREERINEIKI A LRI BIER, MU THAREag



hids_codes {"ox04":"a","Ox05":"b","0OXx06" :"c","Ox07":"d","Ox08":"e","Ox09" : "f" , "Ox0A" : "g", "Ox0B" : "h", "Ox0C" : "i"
,"0OxeD":"j","OxeE" : "k","Ox0F":"1","ex10":"m", "Ox11":"n", "Ox12":"0", "Ox13": "p", "OXx14" : "q", "Ox15" : "r", "OXx16" : "s","
ox17":"t","ex18":"u","0x19" : "v", "Ox1A" : "w", "Ox1B" : "x", "@x1C":"y", "Oox1D" : "z", "Ox1E" : "1", "Ox1F":"2","0x20" : "3", "0xX
21":"4","ex22":"5","0x23":"6", "Ox24" :"7","0x25" : "8","Ox26":"9", "OXx27" : "0","Ox36" : ", ", "Ox33":": ", "Ox28" : "\n", "OX2
c":" ","ex2D":"_","@x2E":"=","@x2F":"{","ex30":"}"}

file open('/root/ctf/misc/usbdata.txt’','r")
for line in file.readlines():
conv 'ox' line.split(':")[2].upper()
if conv in hids_codes:
if line[0:2] '00"':
flag hids_codes[conv]
else:

flag hids_codes[conv].upper()

78R D 15 8.

ERAAUITFWAVICHE CXEBBEZ8 0 T Ovn, H360&4: 7 L E&MEE)
R TIFRMGRAE R E, JFERI ALK, SRR U R EIERZEE (DTMP)
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